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1. TpeGoBanus Kk NporpaMMHOMY o0eclieYeHHI0 CepBEepOB

— IIporpammuoe ob6ecnieuenue ceppepa nprnoxeruii: OC CentOS 7.6 x86 64.

— IIporpammuoe obOecrieueHue cepBepa 0a3 nmanHeix: OC CentOS 7.6 x86 64; CYBJ
PostgreSQL 11.



2. YcranoBka PostgreSQL

Baskno! Ycranoska npousBoautcs Ha ceppepe st CYBJI.

Hust ycranoBku CYBJI PostgreSQL neob6xomumMo B paboyeil KOHCOTU BBIIOTHUTH CIEAYIOIINE

KOMaH/bI:

# sudo

N00aBUTH PEMIO3UTOPHUI C YCTAHOBOYHBIM ITAKETOM pOStgres:

yum install -y

https://download.postgresqgl.org/pub/repos/yum/reporpms/EL-7-x86 64/pgdg-
redhat-repo-latest.noarch.rpm

# sudo

# sudo

# sudo

# sudo

# sudo

ycranoBuTh CYBJ] PostgreSQL u HeoO6xoaumbie OMOIMOTEKH U3 PETIOZUTOPUSL:

yum install -y postgresqgll3-server

WHUIHATN3upoBath b/l, T.e. moAroToBUTH ee K padbore:

/usr/pgsgl-9.6/bin/postgresqgll3-setup initdb

nobasuts CYB]] PostgreSQL B aBTo3arpysky:

systemctl enable postgresgl-13

sanyctuth CYB/] PostgreSQL:

systemctl start postgresgl-13

CO3J1aTh AJId MPUIIOKCHUA ITOJIBb30BaATCIIA:

-u postgres psgl -c "create user bars web bb password 'bars web bb'"

co3aaTh s npuinoxenus b/I:

# sudo -u postgres psgl -c "create database bars web bb owner bars web bb"

. IMpumeuanue. [Tocne cozmanns BJl HEoOGXOAMMO ONTHMH3HPOBATH €¢ PabOTY IIOX MOIIHOCTH |

. ceppepa. IlogpobHas wuHpopMamus o0 MHOpAAKE ONTHMHU3ALMM JOCTYNHA HAa CTPAHHUIE:



http://postgresql.leopard.in.ua.  [lns  mepBOHAYanbHOH  HACTPOWKHM,  HANpUMEp,  MOXKHO
| BOCIOJIb30BaThCA HH(pOpMaimeil Ha cTpanune: http://pgtune.leopard.in.ua.

— Hacrtpouts mpaBa gocryna k 6a3e gaHHBIX. J[Js 3TOro HY>KHO MPOIMUCATh MPABUWIO B (aiine
pg_hba.conf, nanpumep:

# TYPE DATABASE USER ADDRESS METHOD
host all all 127.0.0.1/32 md5

IIpumeuanne. Eciu npunoxenue Ha apyrom xocre, To Bmecto 127.0.0.1 yxassiBaerca IP-ampec
cepBepa IPUI0KEHUS.

Ecnn 6a3za maHHBIX pa3Meliaercs Ha OTICIILHOM XOCTE, TO B ATOM Cllydyae HeoOXxoaumo B daiine
postgresql.conf packommenTrpoBath napametp listen addresses u yka3zaTb 3HaUCHHE:

listen addresses = '*'

UToOBl NpPUMEHUTh BCE CHACIAHHBIE HU3MEHEHUs pexoMmeHayercs mnepe3anyctutb CYBJ]
PostgreSQL:

# sudo systemctl restart postgresql-13



3. YcTaHOBKA NPUIIOKEHUS

3.1. Orkimouenue SELinux

[epeBeaure SELinux B pexxum permissive:

$ sudo setenforce 0

Wsmenute B daitne /etc/selinux/config mapamerp SELINUX na 3nauenme disabled. B
pe3ysbTare J0JKHO MOJTYYUTHCS IIPUMEPHO TaK:

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,
# mls - Multi Level Security protection.
SELINUXTYPE=targeted

3.2. YcTaHOBKA 3aBHCUMOCTEH

YcranoBka perosutopust epel-release:

$ sudo yum install -y epel-release

OOHOBIIEHME CTIHCKA JOBEPEHHBIX CEPTU(UKATOB:

$ sudo yum install -y ca-certificates nss nss-util

VYcraHOBKa peno3uTopust ius:

$ sudo yum localinstall -y https://centos7.iuscommunity.org/ius-release.rpm

YcranoBka perosutopust postgresql:

$ sudo yum install -y
https://download.postgresql.org/pub/repos/yumn/reporpms/EL-7-x86 64/pgdg-
redhat-repo-latest.noarch.rpm

Cosnaiite daiin mo mytu /etc/yum.repos.d/nginX.repo u 3amnoiHuTe ero:

[nginx]

name=nginx repo
baseurl=http://nginx.org/packages/centos/Sreleasever/Shbasearch/
gpgcheck=0

enabled=1




Cxauvaiite K104 U UMIIOPTUPYITE ero:

$ curl -L -O https://nginx.org/keys/nginx signing.key
$ sudo rpm --import nginx signing.key

YcTaHOBKa CHCTEMHEBIX AaKETOB:

$ sudo yum install -y python python-devel supervisor python-setuptools \
python-virtualenv postgresql96 libxml2-devel \
libxslt-devel libjpeg-devel ncurses-devel readline-devel \
xz-1ibs zlib-devel rabbitmg-server redis nginx git gcc \
gcc-c++ bzip2 bzip2-devel sqglite sglite-devel openssl-devel \
xz xz-devel libffi-devel openldap-devel

3.3. Co3nanue moJib30BaTe/ st

Co3naiite mosibp3oBaTeis, OT UMEHH KOTOPOrO OyAyT 3alyCKaThCs IPOIECCHl MPUIOKCHHUS.
Hanpuwmep, noss3oBatens WWw-data ¢ gomamiseid qupexropueii /var/www:

$ sudo useradd -m -d /var/www -U -s /bin/bash www-data

CMeHHUTE T0Jb30BaTEII. I[aJIBHCI;'IHIPIC HeﬁCTBHH 6y,ZLYT BBIIIOJHATBECA OT II0JIB30BATCIIA,
CO3JJaHHOI'O B IPCABIAYIICM ITYHKTC:

$ sudo -u www-data -1

3.4. YcranoBka python 3

CxJIoHUpYHTE pEeno3uTOpuil PYENV, MPONUIIUTE IMEePEMEHHbIE B CKPUIITHl HMHUIHMAIW3ALUN
OKpYKECHUS:

$ git clone https://github.com/pyenv/pyenv.git ~/.pyenv

$ echo 'export PYENV_ROOT="$HOME/.pyenv"' >> ~/.bash profile

$ echo 'export PATH="$PYENV_ ROOT/bin:$PATH"' >> ~/.bash profile

$ echo -e 'if command -v pyenv 1>/dev/null 2>&l; then\n eval "$(pyenv init -)"\nfi' >>
~/.bash profile

[lepeununumanuzupyiire shell:

$ source $HOME/.bash profile

Ycranosure python 3.9.6:

$ pyenv install 3.9.6




3.5. YcraHoBKka makera ¢ NMPpUWIOKEHUEM

Co3zpnaiite BUPTyaJIbHOE OKPY’KEHHUE:

$ /var/www/.pyenv/versions/3.9.6/bin/python -m venv /var/www/venv/web bb

PacnakyiitTe apxuB ¢ TakeramMd OOHOBJICHUS B OTACJHBHBIM Kataynor. Hampuwmep,

/tmp/web_bb_update.

[Tponuimre B nepemennyto PATH myrs g0 pg_config:

$ export PATH=/usr/pgsqgl-13/bin:$PATH

AxrtuBupyiite virtualenv okpyxenue:

$ source venv/web bb/bin/activate

3anycTUTe yCTaHOBKY MaKeTa:

$ pip install -U setuptools

$ pip install pip==22.1

$ pip install m3-builder==1.2.0 --extra-index-url http://pypi.bars-open.ru/simple/ —--
trusted-host pypi.bars-open.ru

$ pip install --extra-index-url https://pypi.org/simple --trusted-host https://pypi.bars-
open.ru web-bb-app -f /tmp/web bb update

Cosnaiite mo myru /var/www/web_bb_config xoudurypaunonnsie ¢aitner gunicorn.conf.py u
supervisord_web_bb.conf.

gunicorn.conf.py:

import os, multiprocessing

from gunicorn import util

short name = "web bb"

proc_name = "%s" % (short name)

run _dir = "/var/run"

log dir = "/var/www/log/%s" % (short name)

bind = "unix:%s/%s/%s.sock" % (run dir, short name, short name)
pidfile = "%s/%s/%s.pid" % (run_dir, short name, short name)
workers = multiprocessing.cpu count () * 2 + 1

user = "www-data"

group = "www-data"

errorlog = "$s/gunicorn.log" % (log dir)

loglevel = "info"

timeout = 3000

max requests = 1000

B mnapamerpax USer u Qroup ykaxuTe UMs IO0Jb30BaTelIsl W TPYIIy, KOTOpble OyAyT
UCIIOJIB30BaThCS JJIs 3alycka MpOIIECCOB NMPUIIOKEHHUs. 3aMeHHTe 3HaueHue mapamerpa log_dir na



MPEANOYTUTENbHBIA NYTh AJI1 XpPAaHEHMsI JIOTOB INpuioxkeHusa. Co3naiTe COOTBETCTBYIOIIMI KaTalor,
€CJIM elle HEe CO3J1aH:

$ mkdir -p /var/www/log/web bb

supervisor_web_bb.conf:

[program:web bb]

environment=LANG="ru RU.UTF-

8",WEB BB CONF="/var/www/web bb config/project.conf", DJANGO SETTINGS MODULE="web bb app.se
ttings", PYTHONIOENCODING="'UTF-8'

command=/var/www/venv/web bb/bin/gunicorn -c /var/www/web bb config/gunicorn.conf.py wsgi
directory=/var/www/venv/web bb/lib/python3.6/site-packages/web bb app/

user=www-data

group=www—-data

daemon=False

debug=False

autostart=True

autorestart=True

redirect stderr=True

stdout logfile=/var/www/log/web bb/main.log

[program:web bb celery]

environment=LANG="ru RU.UTF-

8",WEB_ BB CONF="/var/www/web bb config/project.conf", DJANGO SETTINGS MODULE="web bb app.se
ttings", PYTHONIOENCODING="'UTF-8'

command=/var/www/venv/web bb/bin/django-admin celery worker -1 info -Q
celery,hightpriority, tracking,waterfall,salary,salary highpriority,salary copy queue,0ss
directory=/var/www/venv/web bb/lib/python3.6/site-packages/web bb app/

user=www-data

group=www-data

daemon=False

debug=False

autostart=True

autorestart=True

redirect stderr=True

stdout logfile=/var/www/log/web bb/celery.log

AHanornyHo KOHGUIrypaMOHHOMY (aiiy BbIlIE, OTPEJAKTUPYHTE 3HAUEHUS IapaMeTpOB
stdout_logfile, user, group Ha coGcTBEHHBIE, €CITH OHU OTIUYAIOTCS.

IMpu ycranoBke makera mo mytu /var/www/web_bb_config momken Obul mosiBUTBCs (aiin
project.conf.example. Ero HeoO0X0auMO HCIOIb30BaTh s CO3AaHUS KOH(HUTyparMoHHOTO (aiiia
npunoxkeHus. s 3Toro ckomupyite (aitn mo myTd, MO KOTOPOMY JIOJKEH pacrojaraThCs Balll
koHurypannoHusii ¢ain(zaauenue nepemenroin WEB_BB_CONF B supervsior_web_bb.conf):

$ cp /var/www/web bb config/project.conf.example /var/www/web bb config/project.conf

OtpenaktupyiiTe mnapameTpsl KOHGUTIypalHOHHOro ¢aitna Ha cobcTBeHHBIe. OO0s3aTeNbHO
nepeornpeeNnTe 3HaueHUs napameTpoB B cexiuu static. Hanpuwmep, Ha cnenyrommue:

[static]

ROOT = /var/www/web bb config/static

DOWNLOADS = /var/www/web bb config/downloads
SCREENSHOTS = /var/www/web bb config/screenshots




A Taxxe YKa3aTtb HGO6XO[[I/IMLI€ JUJIsL paGOTLI MPHUIIOKCHUS IIJIATMHBI B CCKIIUU

[plugins]
ACTIVATED PLUGINS =

Co3paiite 0a3y s NPUIIOKEHHUS, HACTPOWTE MOJAKIIOYEHHWE M BBINOJHHUTE mMmanagement-

KOMaH/bI:

$ export WEB BB CONF=/var/www/web bb config/project.conf
DJANGO_ SETTINGS MODULE=web bb app.settings

$ django-admin migrate --noinput

$ django-admin collectstatic —--noinput

PasznorunnTecs. HOCJIGIIYIOH_II/IC marvu JOJDKHBI BBINOJIHATBCA OT MMCHHU IMPHUBUJICTHUPOBAHHOI'O

IIOJIB30BaTCJIA.
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4. Hacrpoiika OC

4.1. Nas CentOS 7

[To mytu /etc/tmpfiles.d cosnaiite daitn(nanpumep, web_bb.conf). B ¢aiin no6assre:

D /var/run/web bb 0775 www-data www-data -

Brmoanute KOMaHAay:

$ sudo systemd-tmpfiles --create

4.2. NGINX

Otpenaktupyiite B  KOHUrypaumoHHOM  daitie  NQINX  (myTh 1O  YMOJYAHHIO:
/etc/nginx/nginx.conf) umst osbp30BaTeNs, OT KOTOPOT'O BBIMOJIHACTCS 3aycK BeO-cepBepa. s aToro
M3MEHHUTE 3HaUYCHHUE rapaMeTpa USEr Ha UMs ITOJIb30BaTENs, Ol KOTOPBIM OyeT paboTaTh MPHIOKEHHUE.

Ompenenure MmMyTh, MO KOTOPOMY nNginxX OyaeT BBIIONHATH IOUCK JIOTIOJHHTEIBHBIX
KOHpUrypannoHHbIX (aiioB (ompeznensieTcs mapamerpoMm Include, 3HadeHMe 1O YMOJIYAHHIO:
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[etc/nginx/conf.d/*.conf). Co3naiite daiis, KOTOPbIH MOAXOAMUIT ObI IO MAcKe 3HAYCHHIO
Hanpuwmep, /etc/nginx/conf.d/web_bb.conf. B ¢aiin nobasste:

napaMerpa.

upstream web bb server ({
server unix:/var/run/web bb/web bb.sock fail timeout=0;

}

log format custom 'Sremote addr - [Stime local] "Shost" "Srequest" '
'$status ($bytes sent) "Shttp referer" !
'"Suri Sargs" [S$request time] [Supstream response time]';
server {
listen *:80;

keepalive timeout 65;
access_log /var/log/nginx/nginx access.log custom;
error log /var/log/nginx/nginx error.log;

location / {

if ( —e /var/www/html/servicework ) {

return 503;
}
proxy redirect off;
proxy set header Host S$host;
proxy set header X-Url-Scheme $scheme;
proxy set header X-Host $http host;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For Sproxy add x forwarded for;
proxy set header Proxy-host $proxy host;
client max body size 400m;
client body buffer size 128k;
proxy buffering off;
proxy connect timeout 7200;
proxy send timeout 7200;
proxy read timeout 7200;
proxy buffers 8 32k;

proxy pass http://web bb server;

location /static/ {
alias /var/www/web bb config/static/;
}
location /static/downloads/ {
alias /var/www/web bb config/downloads/;
}
location /static/screenshots/ {
alias /var/www/web bb config/screenshots/;

}

BrinmonnuTte nepesamyck cepBuca:

$ sudo systemctl restart nginx

JloGaBbTe B aBTO3arpy3Ky:

$ sudo systemctl enable nginx
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4.3. Supervisor

B ocHoBHO#l koH(urypamuonHom ¢aine (myTe mTo yMmonuaHuio: /etc/supervisord.conf)

NEPEOTIPENICIUTE CIACAYIOIIUE CTPOKU:

[unix http server]
chmod=0777
chown=www-data:www-data

[include]
files = /etc/supervisord.d/*.conf

Cosnaiite katanor /etc/supervisord.d, eciu ero He CyIIECTBYET:

$ sudo mkdir -p /etc/supervisord.d

CoznaliTe CUMBOJIMYECKYIO CCBUIKY Ha KOH(UrypanuoHHbIH ¢aiin supervisor web bb.conf,

KOTOpLIﬁ CO3J4aBajicd B MMPCAbIAYIHUX IMYHKTAaX:

$ sudo 1ln -s /var/www/web bb config/supervisor web bb.conf /etc/supervisord.d/web bb.conf

[IepesamycTure cepBuc:

$ sudo systemctl restart supervisord

Jlo6aBbTE B aBTO3arpy3Ky:

$ sudo systemctl enable supervisord

4.4. RabbitMQ

3amyCcTUTE CEPBHUC:

$ sudo systemctl start rabbitmg-server

Jlo0aBbTE B aBTO3aITyCK:

$ sudo systemctl enable rabbitmg-server

Co3znaiite BUPTyaJIbHBIN XOCT:

$ sudo rabbitmgctl add vhost web bb
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Co3pgaiiTe Mojab30BaTelIs:

$ sudo rabbitmgctl add user web bb web bb

PaznaiiTe npaBa Ha BUPTYaJIbHBIN XOCT:

$ sudo rabbitmgctl set permissions -p web bb web bb ".x" " kmom xn

B xondurypaumoHHoMm  Qaitsie = NpUIOKEHHS ~ U3MEHUTE  3HAYEHHE  IapaMmerpa
CELERY_BROKER_URL B cexkuuu Wwaterfall cormacHo mabnony (mMoacTaBbTeé BMECTO
IIOJIb30BATEJIb, ITAPOJIb, BUPTYAJIBHBIN XOCT cBou 3HaueHus):

CELERY BROKER URL = amqp://HOHbBOBATEHb:HAPOHb@l92.168.228.172:5672/BMPTYAHBHHﬁ_XOCT

4.5. Redis

3aHy0THTeC6pBHCZ

$ sudo systemctl start redis

JloGaBbTe B aBTO3arpys3Ky:

$ sudo systemctl enable redis
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