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OnpepgeneHus, 0603Ha4YeHNSA U COKpaLLeHUs

B HacTosilleM [OOKYMEHTE NPUMEHSIOT credylowmne TEPMUHbI U COKpalleHust C

COOTBETCTBYHOLLMMU onpeaeneHnamm n 0603HavYeHnaAMM:

TepMuH, cokpaweHue

OnpepneneHune

.NET MogyneHass nnatdopma And paspaboTkm nporpaMMHOro obecneyeHust ¢
OTKPbITbIM UCXOAHBIM KOOOM

API JdononHutenbHbIi DyHKUMOHAN B paMKax OfpeAeneHHoro npoekTa, KOTOpbIN
paclmpsieT BO3MOXHOCTU nporpamma ans 9BM (dannbl popmara .dll)

AVX2 Advanced Vector Extensions 2 — paclumpeHne cuctembl KOMaHZ npoLeccopa,

paspaboTtaHHoe koMmnaHuen Intel B fononHeHne k Habopy MHCTpyKuun AVX

AW, KomnoHeHT aHanusa
JaHHbIX

KOMMNOHEHT aHanuaa gaHHbIX

ClickHouse KonoHouyHasa aHanutnyeckaa CYB/] ¢ OTKPbITbIM MCXOOHBIM KOAOM

CPU Central Processing Unit — ueHTpanbHOe NpoLLeCCOPHOE YCTPOUCTBO

HDD Hard (magnetic) Disk Drive — HakonuTenb Ha XXeCTKNX MarHUTHbIX ONUCKAX, XXECTKUIN
ONCK — 3arnoMuHalollee YCTPOWCTBO (YCTPOMCTBO XpaHeHUsa uHdopMaumn),
OCHOBaHHOE Ha NPUHLMME MarHMTHOW 3anucu

HTTP HyperText Transfer Protocol — npoTtokon nepegayv runeprekcta — NPOTOKOI
NPUKagHoro ypoBHs nepefaydv AaHHbIX

ID YHUKanbHbIA NPU3HaK 06bekTa, NO3BONSOLLNIA OTNINYATh €ro OT APYrMx OObEKTOB

IP YHUKanbHbI CEeTEBON aapec y3na B KOMMbIOTEPHOM CeTU, MOCTPOEHHOW no
npotokony TCP/IP

IP-agpec Internet Protocol Address — yHuKanbHbIN ceTeBOW afpec y3na B KOMMbIOTEPHOMN
ceTn, NOCTPOEHHOoM no npoTokony IP

LAN JlokanbHas BblMUCIUTENBHAS CETb

LDAP Lightweight Directory Access Protocol — npoTokon MpuKnagHoro ypoBHS ANs
Joctyna k cnyxbe katanoroB X.500. LDAP — npotokon, ucnons3ytowmii TCP/IP n
NO3BONAOLLNIA NPOU3BOANTL ONepaLmm ayTeHTUdMKaLumn, NomMcka n cpaBHeHUs, a
Takke onepauum gobaBneHus, NSMeHeHNs UNKn yaaneHus 3anvcemn

OIDC OpenlD Connect — pacwupeHue, npegHasHadeHHoe Ans obecneveHus
noeHTuukauum 1 ayteHTudukaLmMm nonb3oBaTensd MnocpeacTBOM NPOTOKOna
OAuth 2.0

OLAP OnLine Analytical Processing — TexHonorns o6paboTky gaHHbIX, 3aKnovaroLasncs
B NOArOTOBKE CyMMapHON MHGAOPMaL MM Ha OCHOBE BOMbLUMX MacCUBOB AAHHbIX,
CTPYKTYPMPOBAHHbLIX MO MHOrOMEPHOMY MPUHLUUMNY

OpenID Cwnctema eguHoro Bxoga (aBTopusaumm) Ha canTbl, nopTarnsl, 6rorm n hopymsl

OpenLDAP OtkpbiTas peanusauna LDAP, paspaboTaHHad OOHOMMEHHBIM MPOEKTOM,
pacnpocTpaHsieTcs nog cobcTBeHHon cBoboaHom nuueHsnenr OpenLDAP Public
License

OpenSSL KpunTorpaduyeckas 6nbnuoTteka ¢ OTKpbITbIM MCXOAHBIM KOAOM




TepMuH, cokpawieHue

OnpepneneHue

POST

MeTog 3anpoca gns nonyyeHus uHdopmauum oT web-cepBepa, UCMOoNb3yeMbIi
HTTP npotokonom cetn WHTepHeT, npu KOTOpoM web-cepBep npuHMMaeT
JaHHble, 3aKNioYeHHbIe B TENO 3anpoca, Ans xpaHeHusi. OH 4acTo NCMNonb3yeTcst
Onsa 3arpysku canna unu npeacTtaBreHms 3anonHeHHon web-gopmbl

PostgreSQL

CeobogHas OG'bEKTHO-peJ'IﬂU,VIOHHaFI cucrtemMa ynpasJieHusa 0asamMu gaHHbIX

RAM

Random Access Memory — onepatMBHasi NamMsaTb — 3Hepros3aBuUCMMasi 4YacTb
CUCTEMbI KOMMbBIOTEPHON MaMsiTU, B KOTOPOM BO Bpems paboTbl KOMMbHOTEpa
XPaHUTCS BbIMOSMHAEMbIN MaLUWHHBIA KOA4 (NporpamMmbl), a Takke BXOAHble,
BbIXOAHbIE U MPOMEXYTOUHbIE AaHHble, 06pabaTbiBaeMble NPOLLECCOPOM

Redis

HepensiumoHHasa pesngeHTHass CYB[, xpaHsawasa gaHHble B BMAE Map «KIHou-
3HaAYEeHUEe».

SAS

Serial Attached SCSI (Small Computer System Interface) — nocnegosaTenbHbIN
KOMMbIOTEPHbIA UHTepdelnc, pa3paboTaHHbI ANs MNOAKMYEHUS  PasfnyHbIX
YCTPOWCTB XPaHEHWUs [AaHHbIX, Hanpumep, >XEeCTKUX AOWCKOB W JNEHTOYHbIX
HakonuTenewn

SDK

Software Development Kit — Habop MHCTPYMEHTOB Anda pa3paboTku NPOrpamMmmMHOro
obecneyeHnss B O4HOM yCTaHaB/IMBaEMOM NakeTe

SOAP

Simple Object Access Protocol — npotokon obmeHa CTPYKTYpPUPOBaHHbIMU
coobweHusmun B popmate XML B pacnpegenéHHon BbluMCnMTensHoOu cpeae

SQL

Structured Query Language (13blK CTPYKTYPMPOBAHHbLIX 3arnpocoB) — A3blK
NpOrpaMMmpoBaHmns, NpegHasHa4YeHHbIN AN ynpaBneHns AaHHbIMU B CUCTEMax
ynpaBneHusi pensaunoHHbIMIU GazamMmn daHHbIX

SSD

Solid State Drive — Hakonutenb WHOPMaLMK, OCHOBAHHbIA Ha 4unax
3HEproHe3aBUCHMON NaMSITU, KOTOPbIE COXPaHSIIOT AaHHbIE MOCMe OTKIOYEHUS
nuTaHus

SSH

CeTeBOM MNpPOTOKON MPWKIAQHOTO  YPOBHS, MO3BOMSOLWUA  MPON3BOAUTL
yaaneHHoe ynpasreHue onepaumoHHOM CUCTEMON WU TyHHenuposaHue TCP-
coeguHeHun (Hanpumep, Ans nepegayvm annos)

SSL

KpunTtorpacdmyeckun npoTtokon, obecneymsawowmn ©Oe3onacHylo nepepadvy
AaHHbIX no cetn UMHTepHeT. lpu ero ncnons3oBaHnn cos3gaeTcs 3aliulleHHoe
coeAUHEeHNe MexXay KIMEHTOM U CepBEpOM.

SSO

Single Sign-On — TexHonorus, Npu WUCNOMb30BaHWM KOTOPOWN MOMb30oBaTerlb
nepexogut w©3 OOHOrO pasgena noptana B Adpyrolm 6e3 NOBTOPHON
ayTeHTUukaumu

SWAP

MexaHnam BUPTyarnbHOM NamsaTh, NpyU KOTOPOM OTAENbHble doparMeHTbl NamsTu
nepemeLLaTcs M3 ornepaTVBHOW MaMSATU BO BTOPUYHOE XpaHUnuLie (KecTKuii
AVCK UMW ApYyroii BHELWHWIA HaKonuTenb), ocBoGoXaas onepaTtuBHyo NamsTb Ans
3arpysky Opyrmx akTUBHbIX hparMeHTOB NamsaTy

TCP/IP

Ha6op CeTeBbIX MPOTOKOJIOB Nepenayn AaHHbIX, UCMOJ1b3YEMbIX B CETAX, BKIOYada
cetb WHTepHeT. MpoTokonbl paboTaloT gpyr ¢ Apyrom B cTeke (aHrn. stack,
CTOMNKa) — 3TO O3Ha4aeT, YTO MPOTOKON, pacrnonaralwLlLMACsa Ha YPOBHE Bbllle,
paboTaeT «NoBeEPX» HWKHETO, UCMONb3Yys MeXaHW3Mbl MHKancynauun. Hanpuwvep,
npotokon TCP paboTtaeT noBepx npoTtokona IP

Ul

User Interface — nHtepdenc, obecneumsamwmi nepegady nHdpopmaumm mexagy
nonb3oBaTeneM-4efioBEKOM W MporpamMmmHo-annapaTtHbIMU  KOMMNOHEHTaMW
KOMMbIOTEPHOW CUCTEMBI

UNIX

MHorononb3oBaTefnibckasa onepaumMoHHas cuctema
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TepMuH, cokpawieHue

OnpepneneHue

URL

Uniform Resource Locator — cTtaHAapTM3MpOBaHHbIN crnocod 3anucu agpeca
pecypca B cetn IHTepHeT

USB-nopTt

[NocnepoBaTtenbHbIN UHTEPGENC ANA NOAKOYEHMS NepudepninHbiX YCTPOMCTB K
BbIYMCIUTENBHOWN TEXHUKE

UTF-8

Unicode Transformation Format, 8-bit — pacnpocTpaHeHHbIn cTaHaapT
KOAMPOBaHWS CUMBOJIOB, MO3BOMNAIOLLMI Bonee KOMMNaKTHO XpaHWUTL U NepefaBaTh
cumBonbl FOHUKOAa, ucnonb3ys nepemeHHoe konuyectBo b (o1 1 go 4), wm
obecneyvnBaloLLnn NOMHY0 OBpaTHYI0 COBMECTUMOCTb C 7-OUTHOM KOOUPOBKOM
ASCII

WDSL

A3blk onucaHusa web-cepBMCoOB 1M OCTYNA K HUM, OCHOBaHHbIN Ha sidbike XML

Web-6pay3sep

MpuknagHoe nporpammHoe obecneyeHne pAns  npocMoTpa web-cTpaHuu,
copepxaHus web-OOKYMEHTOB, KOMMbIOTEPHbIX (annoB WM WX KaTanoros;
ynpaBneHus web-npunoxxeHnsMm

Web-npunoxeHue,
npunoxexHune

KnueHT-cepBepHOe NpUIoXeHne, B KOTOPOM KIIMEHTOM BbICTynaeT web-6paysep,
a cepsepoM — web-cepsep

XML

Paclumpsiemblin 43blk pasmeTku

AO «BAPC Ipyn»

AkunoHepHoe obuectso «BAPC Ipyn»

B Basa gaHHbIX

AP ["locyoapcTBEHHLIN aapecHLIn peecTp

= lvrabant

My lvrarepy

rOCT [ocymapcTBeHHbI cTaHaapT

ECUA, NA EauvHasa cuctema naeHTudgmkaumm n ayteHTndukaymum
nc MHdpopmaumoHHasa cuctema

MB Merabant

oC OnepaunoHHas cnctema

no MporpammHoe obecneyeHne

MpunoxeHune.bapc

daiin ¢ nogknioveHneM K 6ase gaHHbIX

CepBUC OTYETHBIX OpPM

MpunoxeHne, oOTBeyvalollee 3a OTKPbITME/3aKpbiTUE OTYETHbIX opM U
BbINOMHEHME ornepauuii Hag, HUMN.

M BAPC.MoHuTopuHr-CoumaneHas 3awmTa

cye Cwncrema ynpasrneHust 6azamu gaHHbIX

Cynepnonb3oBaTternb Root. CneumanbHbin akkayHT (M rpynna nonb3oBatenen) B UNIX-nogoGHbIx
cucTemax, Bnagenew KOTOporo MMeeT NpaBo Ha BbINOMIHEHWE BCEX onepaLuii

lol7[e] damunus, uMs, oTYeCTBO

OBM OneKTpOHHas BblYNCAUTENbHAsA MalluHa
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TepMuH, cokpawieHue

OnpepneneHue

an

3ﬂeKTp0HHaFI noanncb
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1 BBepeHue

1.1 O6nacTb npuMeHeHus

BAPC.MoHutopuHr-CoumansHaa 3awmrta (ganee — T1M) npeacrtaensetr cobon
NPOrpaMMHbIN  KOMMMEKC, MpeAHasHayeHHbln ONS  BbINOMIHEHUS 3ajayv  aBToMaTtu3auuu
NpOLLeCCOB LeHTpanM3oBaHHoro cbopa, ceegeHnst 1 aHanmsa oTYETHOCTMW.

MM obecneynBaeT BO3MOXHOCTb BeOeHUA eOuHOW UeHTpanusoBaHHon B[ B
LleHTpaneHoM Odpurce, 0TBETCTBEHHOM 3a COOpP M KOHCONMAAUMNIO OTYETHOCTMU.

Bca mnHpopmaumnsa cobupaeTcs n KoHconMampyeTcs B paspese OTYETHbIX MepuooB.
Cpegacrtsa Il no3BonsioT npeacTaBuTb AaHHble B yA0OHOW Ang nonb3oatens dopme (PucyHok
1).

LleHTpanbHbINA

ochuc

Odwmc 1 Odwmc N

ABoHeHT 1 ABOHeHT 2 ABOHeHT N ABOHeHT K

PucyHok 1 — Mpumep hopMrUpoBaHNS LEMOYKN CAaYN OTYETHOCTM

LleHTpanbHbIK ohUC — 3TO eMHCTBEHHOE yupexaeHue, KoTopoe opMUpyeT UTOroBbIN
OTYeT, €QUHbIN NO BCEN LIENOYKEe CAayMm OTYETHOCTU (TO eCTb Mo BCEM OT4eTaMm, COObpaHHbIM MO
NOAYMHEHHBIM ydpexaeHusam (oducam n aboHeHTam)).

Odmc — 310 yypexageHne, KOTOpoe CBOAUT U KOHCONMMAMPYET OTYETHbI, COCTaBIEHHbIE
aboHeHTamu.

ABGOHEHT — 3TO yupexaeHue, KOTopoe NOANEXMUT caavye OTYETHOCTU, TO eCTb COCTaBnNsAeT

OTHET NO CBOUM OJaHHbIM.

12



MaccuBHbIM AGOHEHT — 3TO yYpeXxaeHune, 3a KOTOPOE CAAT OTYETHOCTb BbllLeCcTosALME

yuYpexXaeHus.

1.2 KpaTkoe onucaHue BO3MOXHOCTEMN

B pamkax [T1[1 peanusoBaHbl cnegywouwme  QyHKUMOHANbHbIE  BO3MOXHOCTW,

OTHOCSILLMECS K LLEHTPaNM30BaHHOMY COOpY OTYETHOCTW:

LeHTpanusauunsa nepBUYHbIX U CBOAHbIX OTYETHbIX AaHHbIX B eanHon B[,
onepaTMBHbIN AOCTYN K NEPBUYHBIM U CBOAHBIM JaHHbIM OTYETHOCTU M3 NyHKTa cbopa
OTYETHOCTY;

BeeHVe eauHbIX CNpaBOYHWKOB W  KnaccudukaTopoB, HeobxoauMmblx —AOnis
obecneveHuns npouecca caadm OTHETHOCTMU;

KOHTPOMb AaHHbIX, BBEAEHHbIX B OTYETHYIO (POPMY, C NOMOLLLI0 BHYTPUDPOPMEHHDIX,
MEX(OPMEHHbLIX W BHYTPUBKNAAOYHbLIX KOHTPOSbHbIX COOTHOLWEHUN. KOHTponb
rapaHTUpyeT COOTBETCTBME OTYETHOW (popMbl MapamMeTpam, YCTaHOBMEHHbIM B
NyHKTe cbopa OTYETHOCTH;

HacCTpOMKa Lenovek coaynm OTYETHOCTWU, KOTOpble NMO3BOSIAKT OpraHn3oBaTb COOPKY
pa3HOPOAHbIX OTYETHBLIX JaHHbIX B pamKax ogHoro aksemnnsapa [r1;

KOHTPOJSIb CBOEBPEMEHHOCTU WU KOPPEKTHOCTM caayM OTYETHbIX )OpM MO BCEM
YPOBHSIM LLEMOYKN cAavm OTYETHOCTY;

nMmnopT B doopmate .bxml n akcnoptT doopm oT4eTHOCTU B hopmaTte ¢hansioB .xIsx,
.docx, .pdf, .html, .bxml, .xIsm n gpyrux;

opMMpPOBaHNE aHaNUTUYECKUX BbIOOPOK (aHaNMUTUYECKMX OTYETOB) MO 3afaHHbIM
napameTpam;

KOHTPOSb KOPPEKTHOCTU 3aNOSTHEHUSA OTYETHBIX (POPM C NOMOLLLIO AKCNEPTU3bI;

noanncaHune (bOpM OTYETHOCTU C SJ'IeKTpOHHOIZ noanncblo.

1.3 YposeHb NnoAroToBKM Nonb3oBaTens

MNonb3oBartenu MMM gomkHbl 06naaaTh HaBbIKAMU:

paboTbl C pekoMeHOoBaHHbIMM Wweb-bpaysepamu (AHgekc.Bpaysep, Google
Chrome);
paboTbl ¢ Kpuntollpo 5 Bepcum (npm HeobxoanmocTn ncnonb3osaHns 3M1);

ogucHbiM N0 anga paboTel ¢ barnammn popmara .docx, .xlsx, .pdf.
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Mepea Havanom pabotbl ¢ [ nonb3oBaTenn, He obnagawolmne TakMMU HaBblkamu,
AOJIMKHbI MPOMTM COOTBETCTBYHOLME KYPChl.

AgmunHuctpatop [N gomkeH MMeTb OnNbIT  pasBoOpayYMBaHUS UM HACTPOWKM .net-
NPUOXEHNA Ha onepaumoHHON cucTeme, kKoTopasi ByaeT yctaHoBneHa Ha web-cepsepe, onbIT
yCTaHOBKW U HacTponku PostgreSQL, Redis, onbIT paboTbl ¢ Kpunto MNMPO CSP, onbIT paboTa ¢
Docker. Heo6xoauMoCTb HaBbIKOB 3aBUCUT OT KOH(pMrypaumm passopoTa NpUIoXeHMa 1 Tuna

OC Ha cepBepe web-npunoxeHus.

1.4 nNepeyeHb 3KCNNyaTaUMOHHOW AOKYMEHTaUMW, C KOTOpoOW Heo6xoaumo

O3HAaKOMUTbLCA

Ansa pa6otel ¢ MM agMuHUcTpaTopy HEOH6XOAUMO O3HAKOMUTBLCS C AAHHOW MHCTPYKLUMEN
U MartepuvanamMmn, Ha KOTOpble CCblIIaeTCA [AaHHOe PYKOBOLCTBO, a Takke C MaHyanamu

noctaswukos N0, koToOpoe ycTaHaBnMBaeTCsa Ha cepBepa.
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2 YcnoBusi npuMeHeHus

2.1 Tpe6oBaHus kK 06ecneyYeHnI0 KIIMEeHTCKMX paboumx MecT

KomMnbloTepbl Ha pabounx Mectax AoSmkHbl obecneumBaTb KOMGOPTHYO paboTy B web-
Opaysepe.

[N KNMMEHTCKMX MaLUMH yCTaHaBNUBAKOTCA CrieaytoLlime TeXHn4eckme TpeboBaHus:

— npoueccop ¢ TakToBou Yactotom oT 2,5 Ty n 4 n 6onee sapa;

— obbem onepatmBHoM NnamaTn ot 8 'G;

— KnaBmaTtypa;

— MOHMUTOP (rpadnyecKkuin pexxmm gosmkeH obiTb He MeHee 1024 x 768, pekomeHayemoe

paspelueHne 1920x1080);

MaHUMNynNATOpP TUMNa «MblLLbY.
HononHutenbHoe obecneyeHne Ans BO3MOXHOCTM nognucaxdms 3N — USB-noprT.
AnnapaTtHoe obecnevyeHne [OMMKHO COOTBETCTBOBATb TUMY WCNONb3yeMoro web-

Opaysepa ans komdgopTHoOM paboTbl C ceTblo WMHTepHeT. TpeboBaHWA K KaHanam CBS3U

npegcraeneHsl B Tabnuvue (Tabnuua 1).

Tabnuua 1 — KaHanbl cBs3n

TpeboBaHuMe K KONMYECTBY Nosnb3oBaTenemn,

TpeboBaHue K KaHany cBA3Mn
NOAKNKYEeHHbIX K KaHany CBA3U

1 nonb3oBaTtenb Kanan cBsasu: ot 100 MouT/c

M pnMmevyaHune — I'Iop,pasymeBaeTc;l CTabunbHbIN KaHan cBA3N.

MporpammHble cpenctBa, HeobxoaMmble Ans obecneyeHns paboTbl Ha KIIMEHTCKOM
paboyem mecte [1I1:
— OAVH 13 cnegylowmnx web-bpaysepos:
— Google Chrome 122 Bepcus 1 Bbille;
— «Anpgekc.bpaysep» Bepcua 22.7 u BbILe.

— nporpamMMHbIA NPOAYKT, nogaepxmeatowmin oopmartbl .xIsx, .docx, .pdf.
MpnmevaHue — Ecnn nonb3oBaTtenb MCNonb3yeT Bepcuto web-6paysepa, He noaaepxmaemyto M1, To

eMy He BygeT obecneveHa koppekTHas pabota B N1 1 gocTyn K NONHOMY Habopy OYHKLMIA.
lMporpammHble cpeacTBa, HeobxoauMble ANA NOANUCAHUSA OTYETHBIX POPM INIEKTPOHHOM
MOANUCHLIO:

— web-6pay3sep (cMm. BbiLwE);
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MpumevyaHune — @PyHkuma «lMognucaTb opmy» OEWCTBYET TOMbKO MpU  UCMOMb30BaHMU
pekoMmeHaoBaHHOro web-6paysepa. NogpobHee npouenypa noanucaHus AoKyMmeHTa npu nomolum 3l onncaHa B

pykoBoacTee nonb3osatens M.
— «CryptoPro CSP 5» u Bbllwe — kpuntonpoBangep, BCrnomoratensHas nporpamma,
ncnonb3yemas ans reHepaumm aNeKTPoHHbIX nognucen, paboTtel ¢ cepTudukaTamm
Tak ganee. B yacTtHOCTM, ANs NOANMCAHNS OTYETHBLIX (POPM MOXET UCMNOSb30BaTLCS
Kpuntollpo CSP;
— nnaruH «Kpuntolpo CSP» — MO, obecneunBatoee kpoccbpaysepHyto paboTy ¢ 3l1;

— cepTudomkart knroya 3l1.

MpumeyvaHnga

1 CepTtudpmkat 3l He JOMmKeH coaepXaTb 3anpeLleHHble CUMBONbI - =", "#", "§", "&", ">", "<",

2.2 TpeboBaHuA K o6ecrneyeHuro KIMEeHTCKuUX pabouux mecT gnsa paboTbl C

KomMmnoHeHTOM aHanu3a AaHHbIX

221 TpeboBaHUs K TEXHNYECKOMY 0becneyeHuto

AnnapaTHoe obecnevyeHne [OOMKHO COOTBETCTBOBATb TUMY MWCMNOMb3yeMoro web-
Opaysepa ansa komgopTHOM paboTbl C ceTblo MIHTEpPHET.

[na KNMeHTCKMX MalUuMH YCTaHaBMMBAKOTCA Creayrwme MUHUMAarbHbIE TEXHUYECKMe
TpeboBaHuA:

— npoLleccop C TakToBOM YacTtoTon ot 2,5 Mu;

— obbem onepatmBHon namaTn 8 I'b 1 BhIWwe;

— o0bbem xecTtkoro aucka — 100 'b, o6bem cBoOOOAHOrO MecTa Ha AUCKe — He MeHee 5

B;

— ceTeBas kapTta 1 'b/c;

— MOHUTOP, NogaepxunsaroLmn paspeLueHne He meHee 1920x1080;

— KnaBuaTtypa;

—  MaHUMynAaTop TUNa «MblLlby.
2.2.2 TpeboBaHusa K nporpammHOMy obecne4yeHuto

TpeboBaHus kK 06ecnevyeHnto KNMEHTCKNX paboymx MecCT:
— OAVH 13 cnegytowmnx web-6paysepos:
— Google Chrome Bepcusa 122 n Bbiwle;

— fHpekc.bpayaep Bepcus 22.7 v BblLLe.
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— MporpamMMHbIA NPOAYKT, noaaepxmsarowmmn gopmartbl .xIsx, .docx, .pdf.

MpumeyvaHus

1 Ecrm ncnosnb3yeTcd BepCcud web—6pay3epa, HEe nogaepxvBaemMas KomnoHeHTOM aHanusa OaHHbIX, HE
OyneTt obecneyeHa koppekTHas paboTta B KOMNOHeEHTe aHannsa AaHHbIX U 4OCTYN K NOSIHOMY Habopy OYHKUUA.

2 [ns KOppeKTHOro oTobpaXkeHWst OKOH, MacliTab B web-6pay3epe n Ha KOMMblOTepe MNonb3oBaTernsi

pormxkeH 6biTb 100%.

2.3 TpeboBaHusa k o6ecneuyeHuto cepeepa B[

MuHumanbHble TpeboBaHna k obecneyveHuto cepeepa bl:

— npoueccop ot 8 CPU agep x 2.7 Ty,

— 00bem onepaTtmBHoM NnamaTn 16 I'b u BbIWwe;

— pekomeHagyeMm pasmerwiatb bl Ha SSD-guckax. Ha 1 MniH si4eek B 0QHOM OTYETHOM
dopme, XpaHawmx gaHHble B XML-(hannax B HecxkaTom Buae, Tpebyetcs ~30 Mb, B
ckatom Buge: 5 Mb — 18 MbB. [Ins oTyeTHbIX (pOopM, XpaHAWMX OAaHHble B B[,
TpeboBaHusa ykasaHbl B Tabnuue (Tabnuua 2). B Tabnuue ykasaH obwimin pasmep
namsTu Ha gucke, 3ape3epBupoBaHHbIv B Postgres nog Tabnuubl AaHHbIX OTYETHBIX
GOpM, MHAEKCHI U BHYTPEHHNE CTPYKTYPbI.

Tabnuua 2 — TpeboBaHus NnamMATn ANst OTYETHOM (POPMbI C XpaHALMMUCA OaHHbIMK B B[]

Twvn xpaHawmxcs Yucno ctpok pg_total_relation_size nocne vacuum full

BaHHbIX

1 MIH siYeeKk B 1100 500 337 Mb

OAHOW OTYETHOM

dopme

bool 110 050 12 Mb

date 110 050 14 Mb

dec (umcnoBble) 440 200 55 Mb

dict 220100 228 Mb

long 110 050 14 Mb

str 110 050 14 Mb

XapakTepuCTUKM KaHarnoB cBs3n npeactasneHbl Hke (Tabnuvua 3).
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Tabnuua 3 — KaHanbl cBA3n

KonuyecTBO nonb3oBaTtenen, NOAKMOYEHHbIX K XapakTepucTuka KaHana cBsi3u
KaHany cBA3un

[o 300 nonb3oBaTenen Kanan cesa3n: 100 MouT/c

OT 300 nonb3oBaTenen Kanan cessu: 1 [6ut/c

MpumevaHue — MNogpasymeBaeTcsa cTabunbHbIN KaHan CBA3MN.

OnepauunoHHas cuctema, Ha kotopon pabotaet CYB[;:
— PostgreSQL 11 u BbiWwe, Postgres Pro Standard 11 v Bbiwe, Postgres Pro Enterprise

11 v BbiWe.

2.4 TpeboBaHusa k o6ecneyeHunIo cepBepa web-npunoxeHuii

MuHumanbHble TpeboBaHus K obecneyeHuo cepBepa web-npunoxennn Ha 300
OLHOBPEMEHHbIX MNOAKMNIOYEHUA Ha cepBepe C MnporpaMMmHbiM  obecnedeHnem  Linux
npegcraesneHsl B Tabnuvue (Tabnuua 4).

Tabnuua 4 — MuHumanbeHble TpeboBaHua k obecneyeHnto cepsepa web-npunoxexHnn Ha 300

OOHOBPEMEHHbIX NOAKIIOYEHNIA Ha cepBepe C NporpaMMHbIM obecneyeHrem Linux

MapameTp 3HauveHue MpumeyaHue

RAM (ecnn | 8 'b He3aBucKMMO oT yncna oopm Ha | MoxHO cHusnTb o 4 B cBobogHoW namATM Ha

NCMONb3YIOTCA | BCEX 3K3eMMIspax cepsuca 3K3eMNNsAp NPUIOXEHUs, eCNN NPUNIOXKeHWe cepeuca u
hbopMmbl, npunoxexue NN passopayvmBaoTCa Ha OAHOM cepBepe
XpaHsiLmecs B

1))

RAM  (ecrnm | 8 T'b He3aBucmMMO oT uncna dopm Ha | MoxHo cHusnTe go 4 B cBobogHoW namATM Ha
NCMOMb3ylTCA | BCEX 9K3eMmnnapax cepsuca K3EeMNNSAP NPUNOXKEHUSA, eCnn NPUNOXEHNe cepauca u
dopmbl, npunoxexue NI pa3BopaynBaloTCa Ha OAHOM cepBepe

XpaHsiwmecs B
B  ¢opmate

xml)

CPU OT8CPUcorex2.71Ty Ecnu pasBopaynBaeTcs Ha 0gHOM cepBepe C CepBUCOM
OTYEeTHbIX, yOBaMBaTb KONMUYECTBO f4ep He HyxHo. Ha
OHOM CcepBepe MOXHO pa3BopayuBaTh MpU KONMYecTse
nons3osarenen go 300

HDD 50TBb [ononHuTtensHo 40 G, ecnu nnaHupyetcsa
ucnonessosatb AP

LAN 1 out/c

B cnyyae ecnu nonb3oatenen 6onbwe 300, TO MOXHO YBENNYUTL MOLLHOCTW cepBepa

NPUNIOXKeHu4, nndo ncnonb3oBaTtb 6aJ'IaHCI/1pOBLLI,I/1K.
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CornacHo oduumManbHON AOKyMEHTauuu npu ucnonb3oBaHun NginX B KavecTBe
GanaHCMpOoBLLMKa PEKOMEHAYIOTCA CreayoLmne XxapakTepucTmky Ans cepBepa 6anaHCMpOBKK:
— 00 4000 nogkntoyeHun — 2 CPU, 4 'b RAM:;
— po 7500 nogkntoyenun — 4 CPU, 4 'b RAM:;
— po 14000 nogkntoyeHun — 8 CPU, 4 'b RAM;
— [0 27000 nogkntoyeHnn — 16 CPU, 4 b RAM;
— po 48000 nogkntoveHunn — 32 CPU, 8 'b RAM;
— po 64000 noakntoyenun — 44 CPU, 16 'b RAM;
[ononHuTenbHble TpeboBaHMsA K cepBepy GanaHCMPOBKW:
— Auckosoe npocTpaHcteBo: oT 50 I'b (SAS/SSD), 3aBucut oT 06bEMOB f0OroB Ha
cepBepe 1 NepuoaoB NX OYUCTKH;
— KaHan ceasu: 1 [6uTt/c, npoBOAHOE NOAKITHOYEHME.
TpeboBaHus k nporpaMmMHOMY obecrneyeHunto cepeepa web-npunoxeHui:
— cepBep web-npunoxeHnn Ha OC Linux:
— Bepcus OC  cornacHo https://github.com/dotnet/core/blob/main/release-
notes/6.0/supported-o0s.md;
— CryptoPro CSP 5 unu Bbiwe (4519 BO3MOXHOCTM MOAMUCAHUS OTYETHLIX hopM
3NEeKTPOHHOM MOANUCHI);
— OpenSSL 1.1.0 ana paboTbl ¢ cepTudmkaTamu;
— .NET 6;
— Nginx / HAProxy 1.8.17 v BbiLwe;
— LibreOffice.

MpumevaHus

1 B cnyyae wucnonb3oBaHus HAProxy Ha cepBepe 06anaHCUMpPOBKM AOMNOMHUTENbHbLIX HACTPOeK
KOHUrypauum npoBOAUTb He HyxHOo. [lanee B onucaHuu npepocTtasBneHbl HacTpouku Nginx, T.K. npu ero
Mcrnonb3oBaHMN HeobxoanMo 3adaBaTb JOMONHUTENbHbIE NapameTpbl.

2 B cny4yae HeBO3MOXHOCTU pa3HeCTU BCe HeOOXOAMMble KOMMOHEHTbl Ans pabotbl I Ha pasHble
cepBepa, ToO He0OX0AMMO NPUAEPXKMBATLCS CNEeAYLMM PEKOMeHAALNAM:

— cepBep ans pabotbl KomnoHeHTa aHann3a gaHHbIX BCEraa AOSMKeH MATU OTAENbHO;

cepBep ANA cepBuca OTMNpaBKM COOOLLEHWUA U cepBep ANA Au3aiHepa OTYETHbIX POPM MOXHO

obbeaNHNUTD;

— €ecnu y BacC BCero Heckonbko agMUHUCTPATOPOB, KOTopble paboTatoT B An3anHepe oTYeTHbIX hopM, a
nonb3oBaTtenen Ha web-cepeepe MeHblle, 4YeM MaKCUMarlbHOE KOMMYECTBO BO3MOXHbLIX, Ha
OCHOBaHWUN TEXHUYECKUX XapaKTEPUCTUK, TO UX TOXKE MOXHO OObeaNHUTD;

—  npu o6beaMHEHMU HEOBXOAUMO OTCNEXMBaTb COCTOSIHME cepBepa M npu HeoBXoaAMMOCTU pasHecTU

KOMMNOHEHTHLI MO pa3HbIM cepBepam.
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2.5 TpeboBaHus k o6ecneyeHuto cepBepa Redis

MuHuMmanbHble TpeboBaHUA K obecneyeHunto cepeepa Redis:
— OC Linux;
— npoueccop: 4 agpa, 2,6 Mu;

— onepatuBHada namaTtb: 4 ['b (3 pacyeta ~150 MbB Ha 1 bopmy. 4 'E obecneunBaet

~30 ogHOBPEMEHHO BbIrpy>KaeMbiX neyaTHbIX opMm);

— cBoboaHoe guckoBoe npocTtpaHcTBo: 10 I'b;

kaHan ceasu: 1 [6ut/c, npoBOAHOE NOAKITHOYEHME.

[na yMeHblleHMst KonmyecTBa cepBepoB Redis MOXHO MNoCTaBUTb Ha cepsep

NPUNOXXeHU4.

[na obecnevennsa pabotocnocobHocTu NI Bepcus Redis gomkHa 6biTb 7.2.0.

MpumeyaHne — o ymMonyaHuio B JaHHOM PpYKOBOACTBE ONUCbIBaeTCcsi ycTaHoBKa cepeepa Redis

COBMECTHO C web—cepBepOM Ha OOHY MalUunHY. B cny4vyae ecnn Harpyska KpaVIHe BbICOKa, MOXEeT BO3HUKHYTb

HeobxoAMMOCTb BblIHOCUTE cepBep Redis Ha oTAenbHY0 MallvHy.

2.6 TpeboBaHus kK o6ecneyeHuIo cepsepa hopm

MwuHuMmanbHble TpeGoBaHUs kK oGecneyeHnto cepeepa hopM Ha cepBepe C NPorpaMmMHbIM

obecneyeHnem Linux npeactaenexsl B Tabnuue (Tabnuua 5).

Tabnumua 5 — MuHumanbHble TpeboBaHMa k obecneyeHuto cepBepa OpPM Ha cepBepe C

nporpaMmHbIM obecneyeHnem Linux

XpaHAawmnecd B

BL)

onepaumn c OoT4eTHOM dhopMon K3
pacyeTa npegnonaraeMmoro 4ucna
napannenbHbIX onepawuin

MapameTp 3HayeHue MpumeyaHue
RAM (ecrm | OT8THB Bydep ~ 300 MB / dpopma.
ncrnonb3yTes
bopMbI ~30 MB / dopma + 6ydep ansa | 16 I'b ~ 550 otyeTHbIX hopm (6e3 Bydepa)

RAM  (ecnm
NCMNOMnb3yTCA
hopmbl,
XpaHswumecs B
B  ¢opmate
xml)

OT12TB

~60 MB / dopma + Gydep Aans
onepaumn C OTYETHOW COOPMOWN U3
pacyeTa npegnonaraemMoro u4ucra
napannesnbHbIX onepawumn

12 I'b, ucxogsa ns opMynebl:

(4 Tb MM + 12 b otyeTHble ¢opmbl = 16 B —

MUWHVMMarnbHble TpeboBaHus).
Bydep ~ 350 Mb / hopma.

12 I'b ~ 200 dhopm (6e3 Gydepa).
16 ' ~ 270 copm (6e3 Bycepa)

CPU

OT8CPUcorex2.71Tu

[o 500 ot4eTHbIX hopm 6e3 ydeTa Harpy3kv no namsaTu.
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MapameTp 3HauyeHue MpumeyaHue

Ecnn HyxHO 6onblue oT4eTHbIX hopM, pekomeHayeTcs
pasBepHYyTb OOMNOMHUTENbHBLIN JIK3EMMMSpP cepBuca U
BblOENNTb MY aHaINOrMM4Hble pecypchbl

HDD 100ThB
LAN 1 6ut/c
MpumeyvaHunga

1 bydep ans onepauun C OTYETHbIMM (popmMamMm — pasmep AOMNOSIHUTENBHOW onepaTUBHON MaMATH,
MCMNonb3yemMon MpoLLecCCOM CepBuca ANs BbINMOMHEHUS onepauuMn € AaHHbIMM  POpMbl  (MPeayCMOTPEHHbIX
CTaHAapTHbIM byHKUMOHanom). Nocne BbINOMHEHUS onepauny AaHHas NaMAaTb Mepencrnonib3yeTcs NpoLeccoMm
cepBuca ansa gpyrux onepavum, Apyrnx otyeTHbix gopm. Obmn obbem Bydepa onepaTMBHOM NaMATU Ha cepBepe
crnepyeT onpefenaTb UCXOAS U3 npeanonaraemoro Yvcna onepauun Hag popmamu, KOTopble ByAYT BbIMONHATLCH
napannensHo B OAVH MOMEHT BpeMeHU. [insi HOBbIX YCTAHOBOK PEKOMEHAYETCA NMPUHUMATh YMCMO napannenbHbIX
onepauun = 0,2*(Makc 0gHOBPEMEHHO OTKPbITbIX OPM (OKHO paboTatolime nonb3osatenu));

2 YkasaHHble TpeboBaHWs MO ornepaTMBHOW NamsaTh YYMTbIBaKOT paboTy Tonbko dyHkumoHana Ml npu
paboTe Cc OTYETHLIMU (HOPMaAMM U HE YYUTLIBAKOT 0OBEM ONEpPaATUBHOM NaMsTU, KOTOPbLIA MOXET NoTpeboBaTbCs Npu

3anycKke HeKOTOPbIX MaKpOCOB.

[1ns BO3MOXXHOCTU NOANMUCcaHus OTYETHLIX (POPM 3NEKTPOHHOW NOAMNUCKIO Ha cepBepe

(*)OpM AOMKHbI ObITb YCTaHOBJIE€HbI:

— CryptoPro CSP 5 vnu Bbiwwe;

— KopHeBble 1 NnpoMexyTouHble cepTudukatol IM1.

2.7 TpeboBaHus k o6ecneyeHunto cepeepa KomnoHeHTa aHanu3a AaHHbIX

MuHMManbHble TEXHUYeckne TpeboBaHus k cepBepy KoMnoHeHTa aHanm3a AaHHbIX:
— npoueccop: 8 agep, 2.7 IMwy;

— onepatuBHas namsaTb: 16 I'b;

— cBobogHoe anckosoe npoctpaHcTeo: 200 I'b (SAS/SSD);

— KaHan cssasn: 1 ['6ut/c, NpoBOAHOE NOLKITHOYEHNE.
MpumeyvaHue — TexHudeckne TpeboBaHus k cepBepy KoMnoHeHTa aHanm3a gaHHbIX paccYMTbIBaKOTCA

nHaguneunayanbHO OT I'IOTp66HOCTI/I KnneHTa.

MporpammHble TpeboBaHus kK cepBepy KoMnoHeHTa aHanuaa gaHHbIX:
— Bepcusa OC, koTopas nogaepxmsaet paboty Docker 20.10.1;

— Docker, Bepcus 20.10.1 n Bblwwe;
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— npoueccop ¢ nogaepxkon AVX2.
MpumevaHue — [Onsa nonydyeHus uHdopmauunm o TpebosaHuax ana paboTtel Docker MmoxHO

BOCMOJIb30BaTLCA OKYMEHTaUuen, pacnonoxeHHon no agpecy https://docs.docker.com/engine/install/.
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3

NMoarortoBkKka k pabote

3.1 CocraB 1 cogepxaHue QUCTPUGYTUBHOro HOCUTENS AaHHbIX

AVcTpnbyTUBHBIN HOCUTENb AaHHbIX BKIOYaEeT B cebsi apxmBa wWeb-npunoXxeHus, BHyTpU

KOTOpOro nexuT nanka updater, cogepxawas yTUNUTy ANst co3gaHus M OOGHOBNEHUS

npunoxenuna — DBUpdater.

3.2 TMopsanok 3arpy3ku AaHHbIX U NporpaMm

MMM nocrtaBnsetca B Buae OUCTpuOyTMBA, B COOTBETCTBUM C TUMOM OMNEPaLMOHHON

cUcCTeMbl Ha cepBepe web-NpunoXxeHus:

Bars.Svody.Linux-5.3.0.zip — 310 apxuB ¢ web-npunoxenunem [N, cobpaHHbIN noAa
OC Linux x64;

Bars.Svody.Linux.Forms.Service -5.3.0.zip — 39TO apxvB C NPUIIOXEHWEM cepBuca
dopm, cobpanHbii nog OC Linux x64, npegHasHadeH ans obpaboTkM 3anpocoB
nonb3oBartenen npm paboTe ¢ OTYETHLIMU hopmamu;
Bars.Svody.Linux.Updater.5.3.0.zip — 310 apxuB ¢ ytunuton DbUpdater, cobpaHHbI
nog OC Linux x64, npeaHasHa4veH anst obHoBneHus N1, ycTaHOBKN NULIEH3UN;
Bars.Svody.Windows.Updater.5.3.0.zip — a1t0 apxvuB c yrtunuton DbUpdater,
cobpaHHbin nog OC Windows x64, npegHasHaveH ana obHoBneHus MMM, yctaHOBKK
NMLEH3uN;

AddInLib.zip — 370 apxuB ¢ HabOPOM MPOEKTHbIX BNBIMOTEK (MOXET OTCYTCTBOBATH
Ha Bawem npoekre);

apiJs.zip — 370 apxuB C NPOEKTHbIMU hannammn ans nepeonpegeneHnsi/aopaboTku

KIMMEHTCKOW YacTu NpUnoXeHus (MoXeT OTCyTCTBOBaTb Ha Bawem npoekre).

[ns co3gaHus HOBOro web-npunoXeHust ¢ Hyns:

a)

onpefenute, 4TO cepBepa COOTBETCTBYET TexHudyeckum TpeboBaHusam [1I1.
MoopobHee B n. 2.4;

HaCTPOMTE CETEBYIO CBA3AHHOCTb MEXAY BCEMU cepBepamu;

HacTponTe web-cepBep ansa 3anycka web-npunoxenuna (yctaHosute Tpebyemoe MO
— Hanpumep, .NET, Nginx u 1.n.);

ycTaHoBuTe Redis, no ymonyaHuio npegnonaraeTcs OTAeNbHbIN cepBep. [lpu

HeobxoanMocTn apyrnx KOH(bI/IpraLI,I/IIZ, Tp86yeTCFI OOonNoJIHUTElNTIbHadA KOHCYIbTauWnA;
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A) ckadanTe noaxogdawmin auctpmbytme (B 3aBucumoctn ot OC) Ha cepsep web-
NPUNOXEHUS;

e) pacnakynTte guctpmbyTmB B nanky Ha web-cepsepe;

X) HacTpouTe cepBep hopmMm Anda 3anycka cepsuca opMm (yctaHoBuTe Tpedyemoe N0 —
Hanpumep, .NET, Nginx n 1.n.);

3) ckavanTe noaxoaawmni anctpubyTtume (B 3aBucumocTn ot OC) Ha cepBep hopwm;

n) pacnakymte auctpubyTuB B Nanky Ha cepeepe hopm;

K) cosgante B[ ons paboTtbl npunoxenus. B auctpmnbytumee MMM HaxogMTca KOHCONbHOE
npunoxeHne BARS.Svody.DbUpdater (B nanke updater B kopHe apxuBa);

n) yCTaHOBUTE JULEH3NIO. YCTaHOBKY SULEH3MM MOXHO BbIMOMAHUTL C MOMOLLbIO

DBUpdater. Nogpo6Hee B n. 8.3;
MpumevyaHue — bes ycTaHOBKM NULEH3MN OOHOBNEHNE HEBO3MOXHO.

M) o6HoBuTe B[ (npoBeanTe murpaumm). OGHOBNEHNE TaKKe BbIMOMHAETCS C MOMOLLbIO
DBUpdater. NMogpobHee B n. 8.2;

H) obHOBMTE NpuknagHsie GUBNMOTEKN (NPU UX HANMYUN);

0) OBHOBUTE NPOEKTHbIE (hannbl apids (NpU UX HaNU4KUK);

N) HacTPOWTE COOTBETCTBYIOLUNE KOHUIYPALNOHHbLIE ddalnbl;

p) Npu HeobxoanmocTu nogkrtoyeHns KoMnoHeHTa aHannsa AaHHbIX:
— HacTpouTtb cepBep 1 SSO-npunoxeHue (n. 13);
— HacTpouTb cepBep Ana KomnoHeHTa aHanuaa gaHHbIX U pa3sepHyTb AW (n. 15);
— HacTpouUTb KOHMUrypaumoHHble dannbl Ans coBMecTHon pabotbl casku [11-

SSO-AW (n. 15.4).

3.3 Pa3meTka guckosB

Mpwn pasmeTke gUcka pekoMeHayeTCs NCNOSb30BaTb CXEMbl PAa3METKN, MPU KOTOPbIX BCE
dannbl B 0AHOM pasgene. HassaHue nogoOHbIX MYHKTOB MEHIO pa3MeTku Aucka MOoryT
He3Ha4YUTENbHO OTNMYaTLCA Mexay cobon npu yctaHoBke padnuyHbix OC.

Hanpumep, ans OC Astra Linux:

— B pa3gene «Pa3smeTka guckoB» BblbepuTe NyHKT «ABTO — UCMOSIb30BaTb BECb OUCK»

(PucyHok 2);

24



[!!] PasMeTKa AWCKOB |

MPOrpaMMa yCTaHOBKA MOXET NPOBECTW BAac YEPES NPOUBCC PASMETKM aucka (npeanarad pasHbie
CTEHABPTHHE CXEMb) Ha pazaess, AMBD 3TO MOXHO CAENaTb BRYYHyW. ECan BufpaTe MCMOAL30BEHWE
MHCTPYMEHTA YNPEBJEHWS PEsMETKOW, ¥ Bac BCE PaBHO OyAeT BO3SMOXHOCTL NOSKE NOCMOTPETL W
NoANPaBnTL PESYAbTAT.

Ecam BMSPaTb MCNOAB30B3HNE WHCTPYMEHTA YNPABAEHNA PaaHETKUﬁ EBCErD AWCKa, TO danee Eac
NONPOCAT YKa3aTbk HYXHbHW AWCK.

HETOA PAsMETKW:
ABTO - MCNOAbL30BATL BECh
ABTO - MCNO/b30BaTL BECH AWCK W HAECTPOWTb LVM
ABTO - WCMNOAL30BATE BECH AWCK C SaWWTHbM NPeofpasoBaHWeM Ha LYM
Bpy4Hy®

<BEpPHY TbCA> <CnpaBka>

<Tab> nepexoa Mexa) NEMEHTaMA ; CE> BHAEAEHWE; <Enter> akTUBauns KHONOK

PucyHok 2 — PaameTka guckoB

MpumeyaHune — Ecnu Ha cepBepe 0GbeM onepaTBHOM NaMsATK ByaeT npeBbiwaTb pa3Mep Aucka, Kyaa
yctaHaenueaetca OC, To MeToa pa3MeTkn «ABTO — MCMOSIb30BaTb BECb AMCK» BbIAACT OLWNGKY U HE BbIMOMHUT
aBTOMATUYECKYO pa3MeTKy AMCKa, T.K. He CMOXeT co3aaTh Ha aucke SWAP-pasgen, paBHblii 06bemMy onepaTuBHOI

namaTu cepsepa. MotpebyeTtcs BoIGpaTh MeToA pasmeTkun «BpyyHytoy.

— BblbepuTe nogrotosneHHbIn anck ansa ycraHoskn OC (PucyHok 3);

1 [!!] PasMeTka AWCKOB |

3@METUM, YTO BCE AaHHHE Ha BhOPaHHOM AWCKE ByayT CTEPTH, HO HE PaHEE YeM Bbl MOATBEPAUTE,
YTO ABACTEMTEABHD XOTWTE CAENATE M3MEHEHWA.

BufiepuTe AWCK AN PasMETKW:

- 21.5 GB ATA OEMU HARDDISK

<BEPHY TbCA> <Cnpaska>

NEMEHTAMK ;3 ce> BhaAeneHuwe; <Enter UWA KHONOK

PucyHok 3 — Beibop gucka
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— Bblbepute cxeMy pasmeTku gucka «Bce dannbl B ogHOM pa3gene (pekomeHayeTcs

HoBWM4Ykam)» (PUCyHOK 4).

| [!] PasMeTka anckos |

BufipaHo ans pasMETEM:

BUPTYanbHeA awck 1 (vda) - ¥irtio Block Device: 68.7 GB
AWCK MOXET OHTE PA3MEYEH NMD DAHOA W3 CAEAYHWAX CXEM. ECAW BH HE 3HAETe, 4TD BeOPaTe —- BHOUPARTE NEPBYN CHEMY.
CHEME PaSMETKM:

BCe ¢auan B 0aHOM
DTAENEHHA Pasaen ana /home

<BEpPHY THCH> <Cnpasxkax

<Taby NEpEX0a MEXAY SNABMEHTAMW; <& bIABABHKE; <ENtEr> aKTWEAUNA KHONOK

PucyHok 4 — Bbibop cxembl pa3MeTku
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4  Hactpowuka NN Bepcum 5.3.x Ha OC AstraLinux Orel

MpumeuvaHue — TllpoTtectnposaHo Ha Bepcum Astra Linux CE 2.12.43 (Orel). OduuymanbHas
aokymeHTaums no OC Astra Linux: https://wiki.astralinux.ru.

Takke npeanonaraeTcd, 4TO Ha cepBepe yxXe yCTaHOBIEHO crneayuiee CUCTeEMHOEe Mno:
— pPYCCKas lnoKkanmsauund;

MpoBepka Nnokanusawum:

svody@dev-svody-web:~$ locale
LANG=ru RU.UTF-8

LANGUAGE=

LC_CTYPE="ru RU.UTF-8"
LC_NUMERIC="ru RU.UTF-8"

LC TIME="ru RU.UTF-8"

LC COLLATE="ru RU.UTF-8"
LC_MONETARY="ru RU.UTF-8"
LC_MESSAGES="ru RU.UTF-8"
LC_PAPER="ru RU.UTF-8"
LC_NAME="ru RU.UTF-8"
LC_ADDRESS="ru RU.UTF-8"

LC TELEPHONE="ru RU.UTF-8"

LC MEASUREMENT="ru RU.UTF- 8"
LC IDENTIFICATION="ru RU.UTF-8"
LC ALL=

,D,J'IFI YCTaHOBKH pyCCKOIZ JTOKanna3aumn I/lCI'IOJ'Ib3yI7ITe KOMaHAay:

localectl set-locale LANG=ru RU.UTF-8
Hanee nepesaxogum B NN 1 npoBepsieM Yyepes kOMaHQy locale

— SSH-cepBep ¢ aBTOpU3aLMeli No NorMHy/naponio;

— OpenSSL sepcumn 1.1.0.

4.1 HacTpoika peno3utopueB Ha web-cepBepe u cepBepe 6a3 AaHHbIX

Otpepaktupymnte cann vi /etc/apt/sources.list.

3aKOMMEHTUPYMUTE CTPOKU, YXKEe UMetoLMecss Nno ymonyaHuio B anne. Ona aTtoro
AobaBbTe 3HaK # B HA4arno CTPoKK. ATO Heobxoaumo ang Toro, Ytoobbl MM urHopmpoBana gaHHbIE
3anucu. Hanpumep:

#deb https://download.astralinux.ru/astra/stable/orel/repository/
orel main contrib non-free

#deb http://mirror.yandex.ru/astra/stable/orel/repository/ orel
main contrib non-free

Hwuxe D,O6aBbTe 3arnncum peno3nTopmneB, KOTOpble 6y,D,yT MCnonb3oBaHbl NMpu uaaneﬁLueﬁ
yCTaHOBKe:

27



deb http://deb.debian.org/debian stretch main

deb-src http://deb.debian.org/debian stretch main

deb http://apt.postgresql.org/pub/repos/apt/ orel-pgdg main
[anee coxpaHute nameHeHus B ganne n 3anyctnte oGHOBMEHNE:

sudo apt-get update

4.2 YcraHoBKa Postgres Ha cepBepe 6a3 gaHHbIX

BbinonHuTe noarotoBUTENbLHLIE KOMaHAbI:

wget --quiet -0 -
https://www.postgresqgl.org/media/keys/ACCC4CF8.asc | sudo apt-key add -

echo "deb http://apt.postgresqgl.org/pub/repos/apt/ "lsb release -
cs -pgdg main" |sudo tee /etc/apt/sources.list.d/pgdg.list

echo "deb http://apt.postgresgl.org/pub/repos/apt/ stretch-pgdg
main" | sudo tee /etc/apt/sources.list.d/postgresqgl.list

sudo apt-get update

sudo apt install -y postgresgl-11 postgresqgl-contrib-11 --allow-
unauthenticated

Ana ontummnsauumn paboTbl cepepa 6a3sbl AaHHbIX OTpeaaKTUPYynTe KOHMUrypaLmMoHHbIN
Gann:

vi /etc/postgresqgl/1l1l/main/postgresgl.conf

3HaveHus napameTpoB HeobXxoaMMO oOnpedenuTb CaMOCTOSTENBHO MyTEM aHanmaa
BallMX  XapaKTepucTuK  cepsepa n N3y4eHuns obuumanbHONn  OOKYMEHTaumm
https://postgrespro.ru/docs/postgresql/11.

[ns ynpolweHnss aHann3a MOXHO UCMOSb30BaTb FOTOBbLIE FreHepaTopbl KOHUIypaLumn.
Hanpumep, https://pgtune.leopard.in.ua/#/

MpumevyaHue — lpu pasgeneHun cepsepa B n cepBepa web-npunoxeHns HeOOXOAMMO OTKPbITb
OOCTynbl B KOH(PUrypaLMoHHOM daine:

vi /etc/postgresgl/l11l/main/pg hba.conf

CornacHo ocuumanbHOW AoKyMeHTaumn Postgres
https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf
OTkpowTe nopT:

sudo ufw allow 5432

Mepesanyctute cnyxoy:

sudo systemctl reload postgresqgl
sudo systemctl restart postgresqgl
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4.3 YcraHoBka Redis Ha web-cepBepe

YcTtaHoBuTe cepBep Redis:

sudo apt-get -y install redis-server

Otpepaktupynte ann /etc/redis/redis.conf, 4YTOBblI OTKPbITH K HEMY AOCTYN C
ApYrMx cepBepoB :

#bind 127.0.0.1 -::1

bind * —-::%

OTkpowiTe nopT:

sudo ufw allow 6379

3anycTtute cryxoy:

sudo systemctl enable redis-server
sudo systemctl start redis-server

4.4 YcraHoBka Dotnet Ha web-cepBepe

BbinonHuTe noarotoBUTENbLHbLIE KOMaHAbI:

wget -O - https://packages.microsoft.com/keys/microsoft.asc | gpg
--dearmor > microsoft.asc.gpg

sudo mv microsoft.asc.gpg /etc/apt/trusted.gpg.d/

wget https://packages.microsoft.com/config/debian/9/prod.list

sudo mv prod.list /etc/apt/sources.list.d/microsoft-prod.list

sudo chown root:root /etc/apt/trusted.gpg.d/microsoft.asc.gpg

sudo chown root:root /etc/apt/sources.list.d/microsoft-prod.list

YctaHoBute SDK:

sudo apt-get -y install dotnet-sdk-6.0 --allow-unauthenticated

YcTtaHoBuTe runtime:

sudo apt-get -y install apt-transport-https --allow-
unauthenticated

sudo apt-get -y install dotnet-runtime-6.0 --allow-
unauthenticated

rlpOBepI/ITb YCTaHOBJIEHHbIE BEPCUU Dothet MOXHO C NMOMOLLBK KOMaHA:
dotnet --list-sdks
dotnet --list-runtimes

Mpumep BbiBOAA YCTAHOBNEHHOrO Ha MawuHe Dotnet:

root@svody-astra-orel212:/home/astra# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody-astra-orel212:/home/astra# dotnet --list-runtimes
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Microsoft.AspNetCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.AspNetCore.App]

Microsoft .NETCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.NETCore.App]

Takke ons aKcnnyataumm B YCNOBUSAX BbICOKOW Harpysku pekomeHpyetca [obaBuTb
HacTPOMKM B KOHUrypaumoHHbIN bann sggpa. [Ana  3Ttoro  oTpefaktupymnte  damn
vi /etc/sysctl.conf u pobaBbTe B Hero crneaytowme napameTpbi:

net.core.somaxconn=20000
net.core.netdev_max backlog=65535
fs.file-max=1000000
fs.inotify.max user instances=1024
fs.inotify.max user watches=1048576
fs.inotify.max queued events=163840

lMocne yero nepeunTtanTe hann KoOHUrypaumm KoMaHaomn:

sysctl -p

JInbo nepesarpysnte web-cepsep.

4.5 YcraHoBka Nginx Ha web-cepBepe

YcraHosuTe Nginx:

sudo apt install nginx --allow-unauthenticated

MpoBeanTte HacTponku hitp n https cepsepa cornacHo oduumanbHOW OOKYMEHTauuu

cnpaBoyHoro ueHTpa no Nginx: https://docs.nginx.com/nginx/admin-guide/.
Mpumevyanne - [Ona https cepBepa Tpebyetrca SSL-cepTudmkart, BblOAHHLIR OdULMANBHBIM

yOoCTOBEPALWNM LEHTPOM. He nogxogat camonognucaHHbie n camMo3aBepeEHHbIe CepTVICbVIKaTbI.

Cospanite koHdurypaumoHHbeii cann vi /etc/nginx/conf.d/svody.conf co cnegyowmm
coaepXxaHuem:

location /svody {

client max body size 500M;

proxy pass http://127.0.0.1:5001/svody;
proxy http version 1.1;

proxy set header Upgrade Shttp Upgrade;
proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto Srealscheme;
proxy set header Connection keep-alive;
proxy set header Connection "upgrade";
proxy send timeout 600s;

proxy read timeout 600s;

proxy connect timeout 600s;

proxy buffer size 64k;
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proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;
proxy headers hash max size 512;
proxy headers hash bucket size 128;

}

[ns yBenuueHns BpemeHu Taymayta npu pabote MM HeobxoanmMo yBenMynUTb 3HaYEHUS

crnenyroLLmMx napaMeTpoB:

Nginx:

proxy send timeout 600s;
proxy read timeout 600s;

B 3aBncnMmMocTn OT KonmnyecTBa akTUBHLIX MOSfib3oBaTeENen A0MNOSTHUTENBHO HaCTpOVITe

a)

6)

n)

e)

B dparne nginx.conf (/etc/nginx) B cekuuto http fobasbTe NnapameTp, yBennymsatowmm
MaKCMMarnbHO A0MYCTUMBIN o6bem 3arosioBKOB 3anpocos
large_client_header_buffers 4 16k;

npwv NOAKIYEeHMM Ha cxeMe aBTopmsauum Yyepes Keycloak obsizatensHo gobasbte
cnegywowme gupektusbl: large_client_header_buffers 4 16k n proxy_set _header
Connection "upgrade";

B channe nginx.conf (/etc/nginx) oTpeaakTupynte napameTp worker _processes auto;
B dhanne nginx.conf (/etc/nginx) pobaBbTe napameTp worker _connections 41
(konmM4ecTBO CTaTUYHBLIX pecypcoB Npu 3arpyske paboyero ctona [I1) * cymmapHoe
4ymcno nonb3oBartenen Bcex npunoxeHun NI, 4OCTYN K KOTOPbIM OCYLLECTBNSETCA
yepes Nginx;

B dpavne nginx.conf (/etc/nginx) pobasbTe napameTp worker_rlimit_nofile
worker_connections * 2 cornacHo pekoMeHgaumsm u3 gokymeHTtaumm K Nginx;

B (panne nginx.conf (/etc/nginx) B cekumio http gobasbTe napameTp:

map $http x forwarded proto S$realscheme {
default S$scheme;

https https;

http http;

}

CoxpaHnTe HacTpOWKM 1 nepesanycTute cnyxoy:

systemctl reload nginx
systemctl restart nginx

4.6 YcraHoBKa npunoxeHus Ha web-cepsepe

Cospgante gMpeKTopuIo:
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mkdir /opt/svody

CkonupynTte pannbl web-npunoxeHuss M3 apxvBa AUCTpPUOYTMBA B CO34AHHYHO
ANPEKTOPUIO.

Cospgante gupekTtoputo ansa dannos API:

mkdir /opt/svody/AddInLib

Ckonupynte cpannel APl n3 apxmBa aguctpubytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.
PaspanTte npaBa ons sanycka:

chmod +x /opt/svody/updater/BARS.Svody.DbUpdater
chmod +x /opt/svody/BARS.Svody.Web.Host

OTKkponTe nopThl:

sudo ufw allow 80
sudo ufw allow 5001
sudo ufw allow 6379

HacTtponTe nogkntoveHune k Bl cornacHo n. 10.2.
Cospante B[l cornacHo n. 8.1.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath /opt/svody/llpuioxeHue .bapc

YcTaHoBUTE NULEH3UIO cornacHo n. 8.3.
Cospgante Bce TabnmyHble NPOCTpaHCTBa CorfiacHo n. 8.2.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxenue.bapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

Cospgante cepBUC NPUNOXKEHUS:

vi /etc/systemd/system/svody.service

[Unit]

Description = Svody app: svody

[Service]

WorkingDirectory = /opt/svody

ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always

RestartSec = 10

SyslogIdentifier = svody

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5001
Environment ASPNETCORE BASEPATH=/svody
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Environment = TMPDIR=/var/tmp
User = root

[Install]

WantedBy = multi-user.target

Otpepaktupynte dann HacTtpoek Redis, 3anonHMB COOTBETCTBYHOLME NapamMeTpbl
CBOUMMU:

vi /opt/svody/ redis.config

<configuration>

<redis>
<host>ip-ampec cepreepa redis</host>
<port>6379</port>
<user>default</user>
<password>"redispw"</password>

</redis>

</configuration>

MpumeyaHue — BHyTpy napons HegonycTumebl cneayowmne cumeonsl ', &, ', <, >, #,$.

MogpobHee o HacTpoike danna onucaHo B n. 10.4.
Otpepaktupynte dann HacTpoek cepBepa ¢OpM, 3arofiHMB COOTBETCTBYIOLLNE
napamMmeTpbl CBOUMMU:

vi /opt/svody/forms.service.json

MogpobHee o HacTpowike channa onucaHo B n. 10.5.
3anyctuTe NpuUnoXxeHue:

systemctl daemon-reload
systemctl start svody
systemctl enable svody

4.7 YcTraHOBKa NpunoxeHus Ha cepeepe hopM

MpumevaHue — B gaHHOW MHCTPYKUMWM onucaHa HacTpoilka cepsepa (PopM Ha oTAenbHon oT web-
cepBepa mawumHe. OgHaKo, eCnu KONMYECTBO NOMb30BaTeNen U Harpyska HebonbLumMe, MOXXHO COBMECTUTb CepBep

dopm n web-cepsep Ha ogHOM MaLUnHE.
Cospanite gUpeKTopuIio:

mkdir /opt/forms

Ckonunpynte dannbl cepBuca ¢GoOpM U3 apxvBa OUCTpUOyTMBA B CO34aHHYHO
OVNPEKTOPUIO.

Cospante gupektoputo anga cgannos API:

mkdir /opt/forms/AddInLib

33



Ckonunpynte dannel APl un3 apxusa auctpmbytmea AddinLib.zip
ANPEKTOPUIO.
PaspanTe npaBa aons 3anycka:

chmod +x /opt/forms/Svody.Forms.Host

Cospanite cepBUC NPUNOXEHUS:

vi /etc/systemd/system/forms.service

[Unit]

Description = Svody forms service: svody
[Service]

User = root

WorkingDirectory = /opt/forms

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5003

Environment = ASPNETCORE BASEPATH=/forms
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amde64/

ExecStart = /opt/forms/Svody.Forms.Host

Syslogldentifier = svody-forms

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target

CkonunpynTe Cco3gaHHbIA M HACTPOEHHbLIM B nNpeablaylwem

B CO3[aHHYI0

nyHkTe  dpamn

MpunoxeHue . 6apc U3 KaTanora /opt/svody Ha web-cepsepe. NomecTute gaHHbINM hann B

KOpeHb KaTanora /opt/forms.

OTpepaktupyinte dann Hactpoek AW, 3anofnHWB COOTBETCTBYHLLME MapaMeTpbl

CBOUMM:

vi /opt/forms/Config/aw.json
{
"aw": |

"db": "default",
"host": "ip-ampec cepsepa aw",
"port": 9017,
"user": "default",
"password": "enter4dz",
"baseUrl": "URL-cepBepa AW",
"adminLogin": "tech admin",
"adminPassword": "123456"

}

MogpobHee o HacTporike danna onucaHo B n. 10.10.
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OTtpepaktupynte (pamn HacTpoek noaknwyeHns K cepsepy b[l, 3anonHue
COOTBETCTBYHOLLME NapamMeTpbl CBOUMMU:

vi /opt/forms/Config/ postgres.json

{

"postgres": {
"dbName" : "svody",

"schemeName":"svody forms service",
"host":"ip-agpec cepsepa BIO",
"port":5432,

"login":"svody",
"password":"123",

"minPoolSize": 2,
"maxPoolSize": 50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288

}

MogpobHee o HacTpoike channa onucaHo B N. 10.7.
Otpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYHOLME MNapamMeTpbl
CBOUMMU:

vi /opt/forms/Config/ redis.json

{

"redis" : {
"host": "ip-ampec cepsepa redis",
"port": 6379,
"user": "default",
"password": "redispw"

}

MogpobHee o HacTpolike darna onucaHo B n. 10.6.

MpumevyaHue — KoHdurypauunoHHble dannbl «metrics.json» n «formsBackups.json», Haxoaswmecs B
nogkatanore Config, He TpebylT peaakTMpoBaHus Npu cTaHgapTHowW ycTtaHoBke. OgHako nMoapobHOCTM 06 umX
HacTpoWke Npu HEOOXOAMMOCTM MOXHO HanTh B . 10.8 n 10.9.

3anycTnte NpunoxeHue:

systemctl daemon-reload
systemctl start forms
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4.8 OG6HOBRNeHWe NpuNoXxeHusa Ha web-cepeepe

Mpouenypa obHOBREHUs web-npunoXeHnss aHanornyHa npoueaype pas3BepTbiBaHUSA

web-npunoxeHus.

Mepen obHOBNEHNEM WEDL-NPUMNOXKEHUSA CO30aNTE PE3EPBHYIO KOMUIO:

— nanok «AddInLiby, «wwwroot\apiJs», dannos HOBOCTEN
«wwwroot\actualNews.html», a nocne oGHOBNEHWA ckonNUPynWTe UX B KaTanor c
OOHOBMNEHHbIM Web-KNMeHToM;

— Bcex (pavnoB koHdurypauum («web.config», «svody.config», «redis.config»,
«forms.service.json»), a nocne obHOBNEHUA BHECUTE UHAMBUAYaAlbHbIE HACTPONKM
NPUMNOXeHNA COorfiacHoO 3TUM dpannam B HoBble hannbl KOHUrypaumn,

— (panna koHdurypauum «lMpunoxeHne.6apcy.

BbInonHUTe oCcTaHOBKY nyna npuioXeHun:

systemctl stop svody

Ana obHoBneHuss  web-nNpunoxeHna  MNOBTOPHO  pacnakymTe HOBbIA  apxuB
«BARS.Svody.Linux-5.x.x.zip» B Katanor npunoxeHus. lNpu atom dannel («web.config»,
«svody.config», «redis.config», «forms.service.json» 3ameHuTe, a 3aTeM OTpedaKTUpyuTe,
cornacHo HacTtporkam Bawero npunoxenus. ®anmn «lpunoxeHue.6apc» octaBnsem 6e3
N3MEHEHWNI, TaK KakK OH COLEPXXUT HAaCTPOMKM NoakntoyeHus K b/.

Ana o6HoeneHuna APl cosganTte nanky «AddinLiby» B katanore npunoxeHus. Hanpumep:

mkdir /opt/svody/AddInLib

lMocne yero pacnakynTe B Hee cannbl APl 3 0gHOMMEHHOro apxumBa.
BbinonHMTe Murpaumm cornacHo n. 8.2 4aHHON MHCTPYKLUMMK.
Mpumep komaHAabI:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/lipunoxeHne.bapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

BbinonHute 3anyck nyna I'Ipl/lJ'IO)KGHI/II7IZ

systemctl start svody

4.9 OG6HoBNeHue NpUNoXxeHUsa Ha cepeepe hopMm

Mpouenypa OOHOBMEHUA NPUNOXEHUS Ha cepBepe OPM aHanorMdyHa npouenype
pa3BepTbiBAHUSA.
Mepen obHOBNEHNEM cepBuca POpM CO34anNTE PE3EPBHYHO KOMUIO:
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— nanok «AddInLib», danna «[lMpunoxeHne.6apcy». Nocne oBGHOBNEHNA ckoONUpynTe
dann «lpunoxeHune.6apc» B Katanor ¢ 06HOBNEHHLIM MNPUMNOXEHNEM;

— BCex (pannos KoHUrypaumm, Haxoasawmxcs B nanke «Config», a nocne obHoBReHUS
BHECUTE UHAMBUOYaNbHbIE HACTPOMKN MPUMOXEHWS COMNTACHO 3TMM hainsiaM B HOBbIE
dhansibl KoHUrypauum.

BbInonHUTE oCcTaHOBKY nyna npuioXeHun:

systemctl stop forms

[Ona o6HoBneHna cepsBuca OPM  MOBTOPHO  pacnakymte HOBbI  apXuB
«Bars.Svody.Linux.Forms.Service-5.x.x.zip» B KaTanor npunoxeHus. [lpn 3Tom dannsbl,
Haxoadwmecsa B nanke «Config», 3ameHuTe, a 3aTeM OTpeaaKTUpynTe, COrnacHoO HacTporkam
Bawero npunoxeHusi. ®ann «lpunoxeHne.6apc» octaBbTe 6€3 U3MEHEHMN, TaK KakK OH
COLEPXKUT HACTPOWNKKM noakntoveHns Kk b/.

[na obHoBneHuna APl cosganite nanky «AddinLib» B katanore npunoxenus. Hanpumep:
mkdir /opt/forms/AddInLib

lMocne yero pacnakymnTe B Hee channbl APl 3 0ogHOMMEHHOro apxumBa.
BbinonHMTe 3anyck nyna npuiioXeHun:

systemctl start forms

4.10 YcraHoska KpunTtollPO Ha web-cepBepe

Mepengute Ha cant no «KpuntolMPO»:
https://cryptopro.ru/user?destination=node%2F 148#latest_csp50, Bblbepute  gucTpmbyTmB
Kpuntollpo CSP 5.0 gns UNIX.

OTtkpoeTcsa cnucok naketos (PucyHok 5).
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Ona Linux:

» Kpuntollpo CSP 5.0 ana Linux (x86, rpm)

KonTponeHasa cymma
MoCT: SCDF41EC3B9FEL@3569154DF9F277A713D@5AA4CEE294D9E7BF59E4110846AE3
MD5: 1d8c3551aa93ceafcdch@3a3973d4493

» Kpuntollpo CSP 5.0 ana Linux (x86, deb)

=

KouTponeHan cymma
roCT: DE27BL8ES7D5580C711C35C4105DE4842A4C3FFDCE9BECEF1CE598A995DD739D
MD5: 9a3fbb7a88cd@2458c7aa468cbf343ff

» Kpuntollpo CSP 5.0 ana Linux (x64, rpm)

KoHTponeHas cymma
rocT: 7@e9F2DASCIF75F29DB38F89B54BFAFF299167EEEBCFB41CEBAT1A69DEE44EALS
MD5: b&7bbe581d2431c71b8ec79f4bf7303b

» Kpuntollpo CSP 5.0 ang Linux (x64, deb)

KoHTponeHaa cymma
roCT: 7764BDEBAS37BAL7FC25E15AASEFFEB44E2ZAESCBEE7C7645E9F72FALIFEBBFA06E
MD5: 78b5b3deab947d85e0061d3ed6cd491b

» Kpuntollpo CSP 5.0 ana Linux (armhf,_rpm)
KouTponeHasa cymma
FOCT: 3E37F96386EA451580984F6C6FEEELI121E2E20A0DAS447B4B3ACAF@4D126A1DT7E
MD5: 39a32ac6836d06844fafad435e03a62e

» Kpuntolpo CSP 5.0 ana Linux (armhf, deb)

KoHTponeHaa cymma
roCT: DASE46273E404CB468B629DB6113D09054FCEAABDIBC334AB262599163BABDE262
MD5: 789eb@e346f7fb530807c6ec2058764b

» Kpuntollpo CSP 5.0 ana Linux (armé4, rpm)
KouTponeHasa cymma
rocCT: 7276642971489687F67ECSBOEEL92237CF65F4BD24FE4E7B6C966BC45AA5DCEE
MD5: 2e7718934b5e102a735063ca%8dclcha

» Kpuntollpo CSP 5.0 ana Linux (arm64, deb)
KoHTponeHaa cymma
roCT: B2F7D46B2ES9BACT7DA3GTEA2B4ASDESDCAAFBF745E3FB5E76BABG32830E5FCF2
MD5: cd6fBa5ela®37?77abcice@eddldlbe87fa

PucyHok 5 — Cnucok nakeTos

Bbibepute naket Kpuntollpo CSP 5.0 gns Linux (x64, deb) u 3arpyauTte ero.

Takke Heobxoanmbl naketbl OpenSSL n PKCS11 — 6e3 Hux He 6ymet paboTtatb
noanuco.

PacnakynTe apxvB BO BPEMEHHYIO ANPEKTOPUIO U NepenauTe B HeE:

tar -zxf linux-amdé64 deb.tgz -C /var/tmp/

cd /var/tmp/linux-amd64 deb

YcTaHoBUTE B rpadhnyeckoM pexume, 3anycTmB U3 OUPEKTOPUM pacrnakoBKU apxusa:

sudo chmod a+x ./install gui.sh

sudo ./install gui.sh

B okHe HacTpoek kHonkon «[Mpobeny yctaHOBUTE BCE «(IaXKKM».

HyxHble nakeTbl OpenSSL n PKCS11 6yayT ycTaHOBMNEHDI.
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MpumeyvaHus
1 KpunTollpo gomxHa 6bITb YyCTaHOBMNEHA kak Ha web-cepBepe, Tak 1 Ha cepBepe hopM.

2 KopHeBble 1 NpomexyToudHble cepTudmkatsl A omKHbI ObITh YCTAHOBMEHbI Ha cepBepe hopM.

4.11 YcraHoBka openssl-gost-engine

B cocrtaB auctpmbytmeoB Astra Linux BxoguT nakeT OGuGAMOTEK ANS BbIMNOSHEHUSA
3awmTHOro npeobpasoBaHus no anroputmam FOCT.

libgost-astra

HaHHbIn  nakeT obecneynBaeT BKMOYEHWE B COCTaB METOAOB  3aLUTHOrO

npeobpasoBaHus, Nogaep>KMBaembIx NakeTamm openssl n openvpn, cnegyoLwmx anropuTMoB:

— TOCT P 34.10-2001 n TOCT P 34.10-2012 — anropuTmbl undpoBour nognucu. Takxke
noaaepxmeaeTcs 0O6MeH KrnoyamMu, OCHOBAHHbIV Ha OTKPbITLIX KMNtovax (getanu cM. B
RFC 4357). AnropuTmbl UCNOMb3YIOT:

— 3aKpbITble Kno4m 256 6ut ona FOCT 2001 n 256/512 6ut gna TOCT 2012;
— oTKpbITble Kntoun 512 6ut gna FOCT 2001 n 512/1024 6ut gna TOCT 2012.

— TOCT P 34.11-94 Anroputm xewumpoBaHus. Xaw 256 6uT;

— TOCT P 34.11-2012 Anroputm xewwmpoBaHus. Xaw 256 n 512 our;

— TOCT 28147-89 — CummeTpuyHOoe 3awmTHOE npeobpasoBaHune c Kro4om 256 6uT.
PeanunsoBaHbl pexumbl CBC, CFB u CNT, noggepxuBaetcsa anroputm «key
meshing» (RFC 4357);

— TOCT 28147-89 B pexvme BblpaboTkn MMUTOBCTaBKU. BasnpyeTtcs Ha anroputme
CUMMETPUYHOIO 3alLUnTHOro npeobpasoBaHust. imeet cuMmeTpuyHbIn Kntod 256 ouT
N pas3psiAHOCTb BCTaBku OT 8 A0 64 (no ymonyaHuio 32) 6ur;

— TOCT P 34.13-2015 — CummeTpuyHOoe 3awuTHoe npeobpasoBaHne «Ky3Heunk»
(«Grasshopper»).

[1ns ycTaHOBKM NakeTa MOXXHO UCMOSb30BaTh rpadpnyecknii MeHeoKep nNakeToB synaptic

UKW BbINOSTHWUTL YCTAHOBKY M3 KOMaHAHOW CTPOKM KOMaHAoM

apt -y install libgost-astra

npOBepI/ITb CMNMNUCOK AOOCTYNMHbIX alTfOPUTMOB MOXHO KOoMaHOoMm:

openssl engine gost-astra -c

Mpn ycTtaHOBRNEHHOM W BKKOYEHHOM ABMXKe libgost-astra oTBeT komaHabl Oyper
BbIrMA4eTb NPUMEPHO Tak:

# openssl engine gost-astra -c
(gost—-astra) Astra implementation of GOST engine
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[gost89, gost89-cnt, gost89-cnt-12, gost89-cbc, grasshopper-ecb,
grasshopper-cbc, grasshopper-cfb, grasshopper-ofb, grasshopper-ctr,
md gost94, gost-mac, md gostlZ 256, md gostl2 512, gost-mac-12,
gost2001, gost-mac, gost2012 256, gost2012 512, gost-mac-12]

4.12 YcraHoBka LibreOffice

[ns Toro, 4Tobbl GblNa BO3MOXHOCTb BbIrpyXaTb nevaTHble hopMbl B popmMaTax ods u

odt HeobxoamMmo yCcTaHOBUTL Ha cepBepe nocneaHioto sBepcuto LibreOffice

MpumevaHune — dopmaT BbIrpy3ku 3agaetca B [usariHepe OTYETHbIX popm B pasgene «lleyatHble
¢opmbl» B none «dopmaT BbIrPy3KM» HaANPOTMB COOTBETCTBYIOLLEN nevyaTHon bopMbl. [na Beirpy3ku B dpopmaTe

ods n odt He06x0AMMO COOTBETCTBEHHO B 3TOM None BbibpaTb 3HayeHne «ods» nnu «odty.

Ans Astra 2.12:
YcTaHoBKa 13 NakeToB:
Wget https://download.documentfoundation.org/libreoffice/stable/7.6.0/deb/x86_64/Libr
eOffice_7.6.0_Linux_x86-64_ deb.tar.gz
tar zxvf LibreOffice_7.6.0_Linux_x86-64_deb.tar.gz
cd LibreOffice_7.6.0.3_Linux_x86-64_deb/
cd DEBS/
sudo dpkg -i *.deb
libreoffice7.6 --version
Co3gaem CUMBOSbHYHO CCbISIKY:
In -s /usr/local/bin/libreoffice7.6 /usr/local/bin/libreoffice
libreoffice --version

lMpomecmupoesaHo Ha sepcuu LibreOffice 7.6.0.3
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5 Hactpowuka NN Bepcum 5.3.x Ha OC AstraLinux CMmoneHck

MpumevaHue — OduuymanbHas JOKyMEHTaLUMs Ha onepaumoHHyo cuctemy Astra Linux Special Edition:
https://wiki.astralinux.ru/pages/viewpage.action?pageld=153486777.

Takke npegnonaraeTcsi, YTO HA CepBepe YxKe YCTaHOBIEeHo crieaytolee cuctemuoe MO:
— pycckas nokanusauus;
MpoBepka Nnokanusauum:

svody@dev-svody-web:~$ locale
LANG=ru RU.UTF-8

LANGUAGE=

LC_CTYPE="ru RU.UTF-8"
LC_NUMERIC="ru RU.UTF-8"

LC TIME="ru RU.UTF-8"

LC COLLATE="ru RU.UTF-8"
LC_MONETARY="ru RU.UTF-8"
LC_MESSAGES="ru RU.UTF-8"
LC_PAPER="ru RU.UTF-8"
LC_NAME="ru RU.UTF-8"
LC_ADDRESS="ru RU.UTF-8"

LC TELEPHONE="ru RU.UTF-8"

LC MEASUREMENT="ru RU.UTF- 8"
LC IDENTIFICATION="ru RU.UTF-8"
LC ALL=

[ns ycTaHOBKKM PyCCKOM nokKanusaunm Ucnosib3ynte KomaHay:

localectl set-locale LANG=ru RU.UTF-8
Hanee nepesaxogum B NN 1 npoBepsieM yepes3 kOMaHgy locale
— SSH-cepBep ¢ aBTOpM3aUmMel MO NOrMHY/Naponto;

— OpenSSL sepcumn 1.1.0.

5.1 YcraHoBka PostgreSQL Ha cepBepe 6a3 AaHHbIX

YcTtaHoBKy 3awmueHHon Bepcum PostgreSQL 11 Ha cneuyuwanbHon OC Astra Linux
Heo6Xxo4MMO NPOBOAMTL COMNAacHO 0ULManbHON JOKYMEHTaUMW, AOCTYNHOW MO CCbINIKE HUMXKE:

https://wiki.astralinux.ru/pages/viewpage.action?pageld=147162402

Mocne npoBefeHUs paboT MO NYHKTY «yCTaHOBKA MAKeTOB» BbIMNOMHUTE KOMaHAbI:

usermod -a -G shadow postgres

setfacl -d -m u:postgres:r /etc/parsec/macdb
setfacl -R -m u:postgres:r /etc/parsec/macdb
setfacl -m u:postgres:rx /etc/parsec/macdb
setfacl -d -m u:postgres:r /etc/parsec/capdb
setfacl -R -m u:postgres:r /etc/parsec/capdb
setfacl -m u:postgres:rx /etc/parsec/capdb
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Ana onTummnsauumn paboTbl cepepa 6a3sbl AaHHbIX OTPeLaKTUPYNTEe KOHMUIypaLMOHHbIN
doann:

vi /etc/postgresgl/ll/main/postgresqgl.conf

3HayeHna napameTpoB HeEOOXOAMMO OnpeaennTb CaMOCTOSATENbHO MyTeM aHanmsa
BaLUMX XapaKTePUCTUK cepBepa 1 U3yvyeHnsa ouumnansHon JOKYMEHTaLMK:

https://postgrespro.ru/docs/postgresql/11

[nsa ynpolwleHns aHannsa MOXHO MCMONb30BaTb FOTOBbIE rEHepaTopbl KOHUrypaumi.
Hanpumep, https://pgtune.leopard.in.ua/#/.

MpumeuvaHue — [pu pasgeneHum cepsepa B[l n cepepa web-npunoxeHns HeobxoAMMO OTKPbITb
[OCTynbl B KOHGUrypaunoHHom canne:

vi /etc/postgresql/ll/main/pg hba.conf

CornacHo oduumanbHoOM JOKyMmeHTauun Postgres:
https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf
OTkponTe nopT:

sudo ufw allow 5432

Mepesanyctute cnyxoy:

sudo systemctl reload postgresqgl
sudo systemctl restart postgresqgl

5.2 YcraHoBka Redis Ha web-cepBepe

YcTtaHoBuTe cepaep Redis:

sudo apt-get -y install redis-server

Otpepaktupynte pann /etc/redis/redis.conf, 4YTOBbI OTKPLITH K HEMY AOCTYN C
ApYrnx cepBepos :

#bind 127.0.0.1 -::1

bind * -::%

OTkpowTe nopT:

sudo ufw allow 6379

3anyctute cnyxoy:

sudo systemctl enable redis-server
sudo systemctl start redis-server
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5.3 YcraHoBka Dotnet Ha web-cepBepe

BbinonHuTe nogrotoBuTenbHblE KOMaHAbI:

wget -O - https://packages.microsoft.com/keys/microsoft.asc | gpg
-—-dearmor > microsoft.asc.gpg

sudo mv microsoft.asc.gpg /etc/apt/trusted.gpg.d/

wget https://packages.microsoft.com/config/debian/9/prod.list

sudo mv prod.list /etc/apt/sources.list.d/microsoft-prod.list

sudo chown root:root /etc/apt/trusted.gpg.d/microsoft.asc.gpg

sudo chown root:root /etc/apt/sources.list.d/microsoft-prod.list

YctaHoBka SDK:

sudo apt-get install -y dotnet-sdk-6.0 --allow-unauthenticated

YcTaHoBKa runtime:

sudo apt-get install -y apt-transport-https --allow-
unauthenticated

sudo apt-get install -y dotnet-runtime-6.0 --allow-
unauthenticated

npOBepI/ITb yCTaHOBJ1EHHbIE BEPCUN Dotnet MOXHO C NOMOLLbIO KOMaHA;:

dotnet --list-sdks
dotnet --list-runtimes

Mpumep BbIBOAA yCTAaHOBNEHHOIO Ha MalwmHe Dotnet:

root@svody-astra:/home/astra# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody-astra:/home/astra# dotnet --list-runtimes
Microsoft.AspNetCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.AspNetCore.App]
Microsoft .NETCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.NETCore.App]

Takke Ons aKcnnyataumm B YCIOBUAX BbICOKOW Harpysku pekomeHayetca [obaBuTb
HaCTPOWKM B KOHGUIypaunoHHbIn doann agpa. [Ana aToro oTpegaktupymnte dpann:

vi /etc/sysctl.conf

[lo6GaBbTe B HETO CreayoLimMe napameTpbl:

net.core.somaxconn=20000
net.core.netdev _max backlog=65535
fs.file-max=1000000
fs.inotify.max user instances=1024
fs.inotify.max user watches=1048576
fs.inotify.max queued events=163840

[anee nepeuntante ansn KOHpUrypaumm KomaHgom:
sysctl -p\
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JInbo nepesarpysunte web-cepsep.

5.4 YcraHoBka Nginx Ha web-cepBepe

YctaHoBute Nginx:

sudo apt install nginx --allow-unauthenticated

MpoBegute HacTpounku http n https cepsepa cornacHo oduumansHON OOKYMeHTauum

cnpaBoYyHoro ueHTtpa no Nginx:

https://docs.nginx.com/nginx/admin-guide/

MpumevaHne — [Ons htips cepBepa Tpebyetrca SSL-ceptudmkat, BblAaHHbI OodULManbHLIM

yaooCcToBeEPALWNAM LLEHTPOM. He nogxogat camonognucaHHbie n camMo3aBepeHHbIe CepTVICbVIKaTbI.

Nginx:

Cospganite koHUrypaumoHHbI bann:

vi /etc/nginx/conf.d/svody.conf

CO cnegywwmnmMm cogep>kaHnem:

location /svody {

client max body size 500M;

proxy pass http://127.0.0.1:5001/svody;
proxy http version 1.1;

proxy set header Upgrade Shttp Upgrade;
proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto Srealscheme;
proxy set header Connection keep-alive;
proxy set header Connection "upgrade";
proxy send timeout 600s;

proxy read timeout 600s;

proxy connect timeout 600s;

proxy buffer size 64k;

proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;

proxy headers hash max size 512;

proxy headers hash bucket size 128;

}

B 3aBMCUMMOCTM OT KONMYeCcTBa akTUBHbIX Mofb3oBaTenen LOMNONHUTESNbHO HaCTpOIZTe

a) B panne nginx.conf (/etc/nginx) B cekumto http fobaBbTE NnapameTp, yBenuymsatoLmm
MakcumarnbHO A0NYyCTUMbIN 06bem 3arofioBKOB 3anpocos

large_client_header_buffers 4 16k;
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6) npu noakn4YeHUn Ha cxeme aBTopudaumm vyepes Keycloak obasatensHo gobasbTe
cnegywowme gupektusbl: large_client_header_buffers 4 16k n proxy_set _header
Connection "upgrade";

B) B hanne nginx.conf (/etc/nginx) oTpegakTnpynte napameTp worker_processes auto;

r) B danne nginx.conf (/etc/nginx) pobaesbTe napameTp worker_connections 41
(KONIMYECTBO CTaTUYHbIX PeECYpCcoB MNpu 3arpy3ske paboyero ctona MMIM) * cymmapHoe
4ncno nonb3oBartenen Bcex npunoxexnun MM, 4OCTyN K KOTOPbIM OCYyLLECTBNSETCA
yepes Nginx;

A) B danne nginx.conf (/etc/nginx) po6asbTte napameTrp worker rlimit_nofile
worker_connections * 2 cornacHo pekomeHaaumsam n3 gokymeHtaumm Kk Nginx;

e) B hanne nginx.conf (/etc/nginx) B cekumto http fo6aBbTe NnapameTp:

map $http x forwarded proto Srealscheme {
default S$scheme;

https https;

http http;

}

CoxpaHunTe HacTpOWMKK 1 NepesanycTuTe cryxoy

systemctl reload nginx
systemctl restart nginx

5.5 YcraHoBka npunoxeHusa Ha web-cepBepe

Cospgante gupeKTopuIo:

mkdir /opt/svody

Ckonunpynte dpannbl web-npunoxeHna w3 apxuea AUCTpMOYyTMBaA B CO34aHHYIO
ANPEKTOPUIO.

Cospgante gupektoputo ans cannos API:

mkdir /opt/svody/AddInLib

Ckonunpynte dannel APl un3 apxuBa pauctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPMUIO.

PaspanTte npaBa ans 3anycka:

chmod +x /opt/svody/updater/BARS.Svody.DbUpdater

chmod +x /opt/svody/BARS.Svody.Web.Host

OTKpowTe NopThI:

sudo ufw allow 80
sudo ufw allow 5001
sudo ufw allow 6379
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HactpownTe noakntoveHue k b1 cornacHo n. 10.2.
Cospante B[ cornacHo n. 8.1.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath /opt/svody/llpunoxeHne .bapc

YcTaHoBUTE NULUEH3NIO cornacHo n. 8.3.
CospanTte Bce TabnuyHble NpOCTpPaHCTBa CornacHo n. 8.2.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/Illpuinoxenue.bapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

CospganTe cepBUC MNPUNOXKEHUS:

vi /etc/systemd/system/svody.service

[Unit]

Description = Svody app: svody

[Service]

WorkingDirectory = /opt/svody

ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always

RestartSec = 10

SyslogIdentifier = svody

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5001
Environment = ASPNETCORE_BASEPATH:/svody
Environment = TMPDIR=/var/tmp

User = root

[Install]

WantedBy = multi-user.target

Otpepaktupynte dann HacTpoek Redis, 3anonHMB COOTBETCTBYHOLME NapamMeTpbl
CBOUMM:

vi /opt/svody/ redis.config

<configuration>

<redis>
<host> ip-ampec cepsepa redis</host>
<port>6379</port>
<user>default</user>
<password>"redispw"</password>

</redis>

</configuration>

MpumedyaHne — BHyTpM napons HegonycTMMbl criegytowe cumeonsl ", &, ', <, >, #,$.

MogpobHee o HacTporike danna onucaHo B n. 10.4.
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Otpepaktupynte dann Hactpoek cepBepa ¢oOpM, 3arofiHMB COOTBETCTBYOLINE

napamMeTpbl CBOMMU.

vi /opt/svody/forms.service.json

{
"FormEnginesConfig" : {
"Urls":["http:// ip-ampec cepsepa ¢opm:5003"],
"HealthCheckIntervalInSeconds":60

}

}
Ecnn Tpebyetca HacTpouTb HECKONbKO cepBUCOB dhopM, To damn forms.service.json

OyaeT BbIrNAAeTb cneayowmm obpasom:

vi /opt/svody/forms.service.json

{
"FormEnginesConfig" : {
"Urls":["http:// ip-azmpec cepsepa dopm 1:5003", "http:// ip-
ampec cepeepa ¢opm 2:5003", "http:// ip-anmpec cepsepa dopm 3:5003"],
"HealthCheckIntervalInSeconds":60
}

}
MoopobHee o HacTpowke danna onmcaHo B n. 10.5.
3anycTnte NpunoxeHue:

systemctl daemon-reload
systemctl start svody
systemctl enable svody

5.6 YcraHoBKa npunoxeHus Ha cepsepe hopm

MpnumevyaHne — B gaHHOW MHCTPYKUMM OnuMcaHa HacTpoWlKa cepBepa hopM Ha OTAenbHOM oT web-
cepBepa mawuHe. OgHako, eCnmn KONMYeCcTBo NoNb3oBaTenen u Harpyska HebonbLime, MOXXHO COBMECTUTb CepBep
dopm n web-cepsep Ha ogHOM MaLUNHE.

Cospgante gupeKkTopuio:

mkdir /opt/forms

Ckonunpynte dannbl cepBuca ¢OpM M3 apxvBa OUCTpUOyTMBA B CO34aHHYHO
ANPEKTOPMUIO.

Cospgante gupektoputo ans cannos API:

mkdir /opt/forms/AddInLib

Ckonupynte cpannel APl n3 apxmBa aguctpubytmea AddinLib.zip B co3gaHHyto
ANPEKTOPMUIO.
PaspanTte npaBa onsa sanycka:

chmod +x /opt/forms/Svody.Forms.Host
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CospganTe cepBUC NPUNOXKEHUS:

vi /etc/systemd/system/forms.service

[Unit]

Description = Svody forms service: svody
[Service]

User = root

WorkingDirectory = /opt/forms

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5003

Environment = ASPNETCORE BASEPATH=/forms
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-

1.1.0/1ib/amd64/
ExecStart = /opt/forms/Svody.Forms.Host
SyslogIdentifier = svody-forms
Restart = always
RestartSec = 10
[Install]
WantedBy = multi-user.target

Ckonunpynte co3gaHHbIA M HACTPOEHHbLIM B

npeablayLiem

nyHkTe  doamn

MpunoxeHue . 6apc U3 KaTanora /opt/svody Ha web-cepsepe. [Nlomectute gaHHbINM hann B

KOpeHb KaTanora /opt/forms.

OTpepaktupyinte cainn Hactpoek AW, 3anofHMB COOTBETCTBYHOLLME MapaMeTpbl

CBOUMM:

vi /opt/forms/Config/aw.json
{
"aw": |

"db": "default",
"host": "ip-ampec cepsepa aw",
"port": 9017,
"user": "default",
"password": "enter4z",
"baseUrl": "URL-cepBepa AW",
"adminLogin": "tech admin",
"adminPassword": "123456"

}

MogpobHee o HacTpolike danna onucaHo B n. 10.10.

Otpepaktupynte ann HacTpoeKk MNoAKIHYEeHUs
COOTBETCTBYHOLLNE NapaMeTpbl CBOMMU:

vi /opt/forms/Config/ postgres.json

{

"postgres": {
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"dbName" : "svody",

"schemeName":"svody forms service",
"host":"ip-agpec cepsepa BIO",
"port":5432,

"login":"svody",
"password":"123",

"minPoolSize": 2,
"maxPoolSize": 50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288

}

MogpobHee o HacTpoike channa onucaHo B N. 10.7.
Otpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYHOLME MNapamMeTpbl
CBOUMMU:

vi /opt/forms/Config/ redis.json

{

"redis" : {
"host": "ip-anpec cepsepa redis",
"port": 6379,
"user": "default",
"password": "redispw"

}

MogpobHee o HacTpolike darna onucaHo B n. 10.6.
MpumevyaHue — KoHdurypauunoHHble dannbl «metrics.json» n «formsBackups.json», Haxoaswmecs B
nogkatanore Config, He TpebylT peaakTMpoBaHus Npu cTaHgapTHoOW yctaHoBke. OpgHako nogpobHocTn 06 umx

HaCTpowike Npu HeOOXOaUMOCTM MOXHO HanTu B 1.10.8 1 10.9.
3anyctuTe NpunoXxeHue:

systemctl daemon-reload
systemctl start forms

5.7 OGHoBneHue npunoxeHus Ha web-cepsepe

Mpouenypa oOHOBNEHus web-npunoXeHnss aHanornyHa npoueaype pasBepTbiBaHUSA
web-npunoxeHus.

Mepen o6HOBNEHMEM WED-NPUNOXEeHNa co3ganTte pe3epBHYO KOMUIO:
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— nanok «AddInLiby, «wwwroot\apiJs», dannos HOBOCTEN
«wwwroot\actualNews.html», a nocne OGHOBNEHUS CKONUPYWTE KX B KaTanor C
OOHOBMEHHbIM Web-KITMeHTOM;

— Bcex (pannoB koHdurypaumm («web.config», «svody.config», «redis.config»,
«forms.service.jsony), a nocrne obHOBMEHNA BHECUTE MHAMBUAYANbHbIE HACTPONKM
NPUMNOXEHNA COrflacHoO 3TUM dpannam B HoBble (bansibl KOHpUrypaumm;

— (panna koHdurypauum «lpunoxeHune.6apcy.

BbInonHUTE 0CcTaHOBKY nyna npuioXeHun:

systemctl stop svody

Ona oGHoBneHna  web-npunoxeHuss MNOBTOPHO  pacnakymTe HOBbIA  apXuB
«BARS.Svody.Linux-5.x.x.zip» B Katanor npunoxeHuda. [Npu atom anmnbl «web.configy,
«svody.config», «redis.config», «forms.service.json» 3ameHuUTe, a 3aTeM OTpedaKkTUpymTe
cornacHo HacTpovkam Bawero npunoxenus. ®dann «[lMpunoxeHne.bapc» octaBbTe 6e3
N3MEHEHWNI, TaK KaK OH COLEPXXUT HAaCTPOMKM NoakntoyeHus K b/.

[na obHoBneHunsa APl cosgante nanky «AddinLiby» B katanore npunoxenus. Hanpumep:

mkdir /opt/svody/AddInLib

lMocne yero pacnakynTe B Hee cannbl APl 3 0ogHOMMEHHOro apxumBa.
BbInonHMTe Murpaumm cornacHo n. 8.2 4aHHOW MHCTPYKLUMMK.
Mpumep komaHAabI:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxenue.dbapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

BbinonHute 3anyck nyna I'Ipl/lJ'IO)KGHI/II7IZ

systemctl start svody

5.8 O6HoBneHune NpunoxeHus Ha cepeepe Gopm

Mpouenypa OOHOBMEHUA NPUNOXEHUS Ha cepBepe OPM aHanorMyHa npouenype

pa3BepTbiBaAHMS.

Mepen obHOBNEHNEM cepBuCa POpM CO3aNTe PE3EPBHYHO KOMUIO:

— nanok «AddInLib», cdanna «[lMpunoxeHne.6apcy». Nocne obHOBNEHNA ckonupynTe
gann «lNpunoxeHune.6apc» B Katanor ¢ 06HOBNEHHbLIM MPUMOXEHNEM;

— Bcex ¢hannos KoHdurypaumm, Haxogsawmxcsa B nanke «Configy», a nocne obHoBneHus
BHECUTE UHOMBUOYANbHbIE HACTPOMKUN MPUNOXEHWS COTNTAacHO 3TUM dhaifiaMm B HOBbIE
drannbl KOHUrypaumu.
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BbIinonHUTE oCcTaHOBKY nyna npuioXeHun:

systemctl stop forms

Ona obHoBneHuss cepBuca GOpM  MOBTOPHO  pacnakymTe  HOBbIA  apxuB
«Bars.Svody.Linux.Forms.Service-5.x.x.zip» B KaTanor npunoxeHus. [lpn 3Tom dannsbl,
Haxopdwmecsa B nanke «Config», 3ameHnUTe, a 3aTeM OTpedaKkTUpymUTe COrfacHoO HacTpoMKam
Bawero npunoxenus. ®ann «lpunoxeHne.6apc» octaBbTe 6e3 M3MEHEHUW, TaK Kak OH
COOEePXUT HAaCTPOMKKN nogknoveHns Kk B/.

Ana obHoBneHuna APl cosgante nanky «AddinLiby» B katanore npunoxeHusi. Hanpumep:
mkdir /opt/forms/AddInLib

lMocne yero pacnakymnTe B Hee cannbl APl 3 0ogHOMMEHHOro apxumBa.
BbinonHuTe 3anyck nyna npunoXeHun:

systemctl start forms

5.9 YcraHoska KpunTtollPO Ha web-cepBepe

Mepengute Ha cant Mo «KpuntolMPOx»:
https://cryptopro.ru/user?destination=node%2F148#latest csp50, Bbibepute  aANCTpMbyTUB
Kpuntollpo CSP 5.0 gns UNIX.

OTkpoeTcsa cnucok naketos (PucyHok 6).
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https://cryptopro.ru/user?destination=node%2F148#latest_csp50

Onsa Linux:

» Kpuntollpo CSP 5.0 ana Linux (x86, rpm)
KonTponeHasa cymma
rOCT: S8CDF41EC3BY9FE183569154DF9F277A713DB5AAACEE294D9E7BF59B4118846AB3
MD5: 1d8c3551aa%3ceafcdcb@3a8973d4493

=

» Kpuntollpo CSP 5.0 anA Linux (x36, de

deb)

KoHTponsHaa cymma
roCT: DE27B18ES7D5580C711C35C4105DE4842A4C3FFDCE98ECEF1CE59BA995DD739D
MD5: 9a3fbb7a88cd@2458c7aad6Bcbf 34811

» Kpuntollpo CSP 5.0 aona Linux (x64, rpm)

KonTponeHan cymma
roCT: 78@5F2DASCIF7SF29DB38FE9B54BFAFF290167EEESCFBA1CBAD1AE9D8844EAL3
MD5: b87bbe581d2431c71bBec79f4bf7303b

» Kpuntollpo CSP 5.0 ona Linux (x64, deb)

KoHTponeHaa cymma
rocT: 7764BDEGAS37BA17FCISELISAASGFFB44E2AE3CEBB67CT645E9F72FAIFEGEF406E
MD5: 78b5Sb3deab947d85e0061d3ed6cd491b

» Kpuntollpo CSP 5.0 aonga Linux (armhf,_rpm)
KoHTponsHaa cymma
MOCT: 3E37F96386EA45158984F6C6FEEEL121E2E20ASDAS447B4B9AC4F@4D126A1DT7E
MD5: 39a32acé@36d@6844fabat43Sed3able

» Kpuntollpo CSP 5.0 aona Linux (armhf,_deb)

KonTponeHan cymma
FOCT: DASE46273E404C8468B29DBB113D9854FCEAAGDIBC334AB262599163BABDE262
MDS5: 789eb@e346T7fb530807c6ec2858764b

» Kpuntollpo CSP 5.0 ana Linux (arm64, rpm)
KoHTponeHas cymma
rOCT: 7276642971489687F67ECBBOEEL92237CF65F4BD24FE4ET7@6C966BC4A5AASDCEE
MD5: 2e7718934b5el@2a735063ca%8dclcba

» Kpuntollpo CSP 5.0 ana Linux (arm64, deb)
KoHTponsHaa cymma
roCT: B2F7D46B2ESSB4CT77DAIOYTEAZE4SDE8DCREFEF745E3FB5E760AB632030E5FCF2
MD5: cd6fBaSelad377abcicededdi1bs87Ta

PucyHok 6 — Cnucok nakeTos

Bbibepute nakeT Kpuntollpo CSP 5.0 gns Linux (x64, deb) n 3arpyauTte ero.

Takke Heobxoanmbl naketol OpenSSL n PKCS11 — 6e3 Hux He 6ymet pabotatb
noannce.

PacnakynTte apxvB BO BPEMEHHYO ANPEKTOPUIO U NepenauTe B HeE:

tar -zxf linux-amdé64 deb.tgz -C /var/tmp/

cd /var/tmp/linux-amd64 deb

YctaHoBuTe B rpadomyeckom pexume, 3anycTms U3 AUPEKTOPUN pacnakoBKN apxuBa:

sudo chmod a+x ./install gui.sh

sudo ./install gui.sh

B okHe HacTpoek kHomnkon «[pobeny yctaHOBUTE BCE «(aXKKM».

HyxHble nakeTel OpenSSL n PKCS11 6yayT yctaHOBNEHbI.
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MpumeyvaHus
1 KpunTollpo gomxHa 6bITb YCTaHOBNEHA Kak Ha web-cepBepe, Tak 1 Ha cepBepe opM.

2 KopHeBble 1 NpomexyTo4YHble cepTudmkaTsl A omKHbI BbITh YCTaHOBNEHBI HA cepBepe hopM.

5.10 YcraHoBka openssl-gost-engine

B cocrtaB auctpmbytmeoB Astra Linux BxoguT nakeT OGuGAMOTEK ANS BbIMNOSHEHUSA
3awmTHOro npeobpasoBaHus no anroputmam FOCT

libgost-astra

[aHHbIn  nakeT obecneynBaeT BKMOYEHWE B COCTaB METOAOB  3aLUUTHOMO

npeobpasoBaHus, Nogaep>KMBaembIx NakeTamm openssl n openvpn, cnegyoLwmx anropuTMoB:

— TOCT P 34.10-2001 n TOCT P 34.10-2012 — anropuTmbl undpoBour nognucu. Takxke
nogaepxmeaetcs 0ObMeH KrnoyaMm, OCHOBaHHbIV Ha OTKPbITbIX KINoYax (aetanu CMm. B
RFC 4357). AnroputMbl UCNOSb3YIOT:

— 3aKpbITble Kno4um 256 6ut gna FOCT 2001, n 256/512 6ut gnsa FOCT 2012;
— oTKpbITble KNntoun 512 6ut gna FOCT 2001 1 512/1024 6wt gna IOCT 2012.

— TOCT P 34.11-94 Anroputm xewumpoBaHus. Xaw 256 6uT;

— TOCT P 34.11-2012 AnropuTtm xewwmpoBaHus. Xaw 256 n 512 our;

— TOCT 28147-89 — CummeTpuyHOoe 3awmTHOE npeobpasoBaHune c Kro4om 256 6uT.
PeanunsoBaHbl pexumbl CBC, CFB un CNT, noggepxuBaetcsa anroputm «key
meshing» (RFC 4357);

— TOCT 28147-89 B pexume BblpaboTkn MMMUTOBCTaBKU. Basupyetca Ha anroputme
CUMMETPUYHOIO 3aLLUUTHOro npeobpasoBaHus. IMeeT CMMMETPUYHbIN KItod 256 6uT
N pas3psiAHOCTb BCTaBku OT 8 A0 64 (no ymonyaHuio 32) 6ur;

— TOCT P 34.13-2015 — CummeTpuyHOoe 3awuTHoe npeobpasoBaHne «Ky3Heunk»
(«Grasshopper»).

[ns ycTaHOBKM NakeTa MOXXHO UCMONb30BaTh rpadonveckuin MeHeopkep nakeTos synaptic

UNW BbINOSHWUTL YCTAHOBKY M3 KOMaHAHOW CTPOKM KOMaHAO0MN:

apt -y install libgost-astra

npOBepI/ITb CMNMNUCOK AOOCTYNMHbIX alTfOPUTMOB MOXHO KOoMaHOoMm:

openssl engine gost-astra -c

Mpn ycTtaHoBRNEHHOM W BKKOYEHHOM ABMXKe libgost-astra oTBeT komaHabl Oyper
BbIrNA4eTb NPUMEPHO Tak:

# openssl engine gost-astra -c
(gost—-astra) Astra implementation of GOST engine
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[gost89, gost89-cnt, gost89-cnt-12, gost89-cbc, grasshopper-ecb,
grasshopper-cbc, grasshopper-cfb, grasshopper-ofb, grasshopper-ctr,
md gost94, gost-mac, md gostlZ 256, md gostl2 512, gost-mac-12,
gost2001, gost-mac, gost2012 256, gost2012 512, gost-mac-12]

5.11 YcTtaHoBka LibreOffice

[ns Toro, 4Tobbl GblNa BO3MOXHOCTb BbIrpyaTb nevaTHble hopMbl B hopMaTax ods u

odt HeobxoamMmo yCcTaHOBUTL Ha cepBepe nocneHioto Bepcuto LibreOffice.

MpumevaHune — dopmaT BbIrpy3ku 3agaetca B [usariHepe OTYETHbIX popm B pasgene «lleyatHble
dopmbl» B none «dopmaT BbIrpy3KM» HaANpPOTMB COOTBETCTBYIOLLEN nevyaTHon dopMbl. [nsa Beirpy3ku B popmate

ods n odt He06x0AMMO COOTBETCTBEHHO B 3TOM None BbibpaTb 3HayeHne «ods» nnu «odty.

Ans Astra 1.7:
YcTaHoBKa 13 NakeToB:
Wget https://download.documentfoundation.org/libreoffice/stable/7.6.0/deb/x86_64/Libr
eOffice_7.6.0_Linux_x86-64_ deb.tar.gz
tar zxvf LibreOffice_7.6.0_Linux_x86-64_deb.tar.gz
cd LibreOffice_7.6.0.3_Linux_x86-64_deb/
cd DEBS/
sudo dpkg -i *.deb
libreoffice7.6 --version
Co3gaem CUMBOSbHYHO CCbISIKY:
In -s /usr/local/bin/libreoffice7.6 /usr/local/bin/libreoffice
libreoffice --version

lMpomecmuposaHo Ha eepcuu LibreOffice 7.6.0.3
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6 Hactpowmka ININ Bepcun 5.3.x Ha RED OS

MpeanonaraeTcs, YTO Ha CEpPBEPE YXKe YCTaHOBMEHO crneaytowee cucteMmHoe MO:
— pycckasi nokanusauus;
MpoBepka nokanusauuu:

svody@dev-svody-web:~$ locale
LANG=ru RU.UTF-8

LANGUAGE=

LC CTYPE="ru RU.UTF-8"

LC NUMERIC="ru RU.UTF-8"

LC TIME="ru RU.UTF-8"

LC COLLATE="ru RU.UTF-8"

LC MONETARY="ru RU.UTF-8"

LC MESSAGES="ru RU.UTF-8"

LC PAPER="ru RU.UTF-8"

LC NAME="ru RU.UTF-8"

LC ADDRESS="ru RU.UTF-8"

LC TELEPHONE="ru RU.UTF-8"

LC MEASUREMENT="ru RU.UTF-8"

LC IDENTIFICATION="ru RU.UTF-8"
LC ALL=

[ns ycTaHOBKK PyCCKOM nokanusaunm Ucnosib3ynte KomaHay:

localectl set-locale LANG=ru RU.UTF-8

Hanee nepesaxoaum B NN n npoBepsemM yepes koOMaHgy locale

— SSH-cepBep ¢ aBTOpU3aLMeEN NO NOMMHY/Naponio;

— OpenSSL sBepcun 1.1.0.

Ecnn B npouecce yctaHoBku OC 6bin1 BKIIKOYEH KOMMOHEHT selinix, Heobxoammo ero
OTKNIOYNTD.

MpoBepuTb cTaTyc selinux MOXXHO KOMaHZOW:

Sestatus

OTknounTh selinux MOXHO, OTpeaakTMpoBaB KOHMUIypaumoHHbIN doann:

vi /etc/selinux/config

BbicTaBuB napameTp:
SELINUX=disabled

Mocne aToro HeobxoaMmo nepesarpy3mtb MallnHy ana npuMmeHeHusa N3MEHEHUI.
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6.1 YcraHoBka PostgreSQL Ha cepBepe 6a3 AaHHbLIX

YcraHoBka n HacTpownka PostgreSQL 11:

[lencTBuMs BLINOSTHAKTCA C NpaBaMy NoNb3oBaTens root.
YcTaHOBKa OCyLLeCTBSAeTCS KOMaHOoMN:

dnf install postgresglll-server

dnf install ©postgresglll-contrib

HacTtponka PostgreSQL.:

postgresgl-1ll-setup initdb

[Ansa ontummnsaumm paboTbl cepBepa 6a3bl AaHHbIX OTPEeAaKTUPYNTE KOH(PUIypaLMOHHbIN
Gaunn:

vi /etc/postgresqgl/1ll/main/postgresgl.conf

3HayeHuss napameTpoB HeobXxoaAMMO oOnpedenuTb CaMOCTOSTENbHO MyTEM aHanm3a
BaLUMX XapaKTepUCTUK cepBepa 1 U3yvyeHns ouumnanbHon JOKYMEHTaLMK:

https://postgrespro.ru/docs/postgresql/11

[ns ynpoLleHns aHanusa MOXHO MCMNOMb30BaTb FOTOBbIE reHepaTopbl KOHUrypauui.
Hanpumep, https://pgtune.leopard.in.ua/#/.

MpumeyaHune — Mpu pasgeneHnn cepeepa B u cepBepa web-npunoxeHns Heo6xoouMO OTKPbITb

[OCTynbl B KOHGUrypaunoHHom canne:

vi /etc/postgresqgl/l11/main/pg hba.conf

CornacHo ocuumanbHon JokymeHTauun Postgres:

https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf
3anyck cepBepa PostgreSQL:

systemctl enable postgresqgl-11.service
systemctl start postgresgl-1l.service
systemctl status postgresqgl-11l.service

6.2 YcrtaHoBKa Redis Ha web-cepBepe

YcTtaHoBuTe cepBep Redis:

sudo dnf install redis

Otpepaktupynrte ann /etc/redis/redis.conf, 4YTOObI OTKPbITH K HEMY AOCTYN C
APYrnx cepBepoB :

#bind 127.0.0.1 -::1
bind * —-::*
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3anyctuTte cnyxoy:

sudo systemctl enable redis-server
sudo systemctl start redis-server

6.3 YcrtaHoBka Dotnet Ha web-cepBepe

YcTtaHoBuTe Dotnet:
sudo dnf install dotnet-sdk-6.0

npOBepVITb yCTaHOBJ1€EHHbIE BEPCUUN Dotnet MOXHO C NOMOLLbIO KOMaHA,:

dotnet --list-sdks
dotnet --list-runtimes

Mpumep BbIBOAA, YCTAHOBNEHHOMO Ha MawwnHe Dotnet:

root@svody:/home/astra# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody:/home/astra# dotnet --list-runtimes
Microsoft.AspNetCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.AspNetCore.App]
Microsoft.NETCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.NETCore.App]

Takke Ons akcnnyaTauuMum B YCIOBWUSIX BbICOKOW Harpysku pekoMeHnayeTcs fobaBuTb

HaCTPOMKM B KOH(pUrypaLMOHHbIN thann sapa. [nga aToro oTpegakrpynute gann:

vi /etc/sysctl.conf

M pobasbTe B HEro cnegyowmne napameTpsbl:

net.core.somaxconn=20000
net.core.netdev _max backlog=65535
fs.file-max=1000000
fs.inotify.max user instances=1024
fs.inotify.max user watches=1048576
fs.inotify.max queued events=163840

lMocne yero nepeunTtanTe hann KOHPUrypaumm KoMaHaomn:

sysctl -p

JInbo nepesarpysnte web-cepsep.

6.4 YcrtaHoBka Nginx Ha web-cepBepe

YctaHoBute Nginx:

dnf install nginx
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lMpoBeanTte HacTponku http u https cepsepa cornacHo oduumanbHOW OOKYMEHTauuu

cripaBo4HOro ueHTpa no Nginx:

https://docs.nginx.com/nginx/admin-guide/

Mpumevanue — [Ona hitps cepBepa Tpebyetrca SSL-cepTudukat, BblAaHHbIN OdULMANBHLIM

YAOCTOBEPSIOLLMM LeHTpoM. He noaxodst camonognucaHHble 1 caMo3aBepeHHble cepTUdmnKaThl.

Nginx:

CospganTte KOHUrypaumoHHbI hann:

vi /etc/nginx/conf.d/svody.conf

CO CrneayoLLUM CoaepKaHNeM:

location /svody {

client max body size 500M;

proxy pass http://127.0.0.1:5001/svody;
proxy http version 1.1;

proxy set header Upgrade S$http Upgrade;
proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$realscheme;
proxy set header Connection keep-alive;
proxy set header Connection "upgrade";
proxy send timeout 600s;

proxy read timeout 600s;

proxy connect timeout 600s;

proxy buffer size 64k;

proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;

proxy headers hash max size 512;

proxy headers hash bucket size 128;

}

B 3aBMCUMMOCTM OT KONMYECTBA akTUBHbIX MONb3oBaTenen AOMONHUTENbHO HaCTpOIZTe

a) B panne nginx.conf (/etc/nginx) B cekumto http fobaBbTE NnapameTp, yBennymMsatoLwmm
MaKCMManbHO AOnyCTUMbIN o6bem 3arorioBKoOB 3anpocos
large_client_header_buffers 4 16k;

6) npu noakn4YeHUn Ha cxeme aBTopudaumm vyepes Keycloak oba3zatenbHo gobaBbTe
cnepywowmne aumpektusbl: large_client_header buffers 4 16k n proxy_set header
Connection "upgrade”;

B) B (panne nginx.conf (/etc/nginx) oTpegakTnpynte napameTp worker_processes auto;

r) B danne nginx.conf (/etc/nginx) pobaBbTe napameTp worker_connections 41

(KONIMYECTBO CTaTUYHbIX PeCcypcoB MNpu 3arpyske paboyero ctona MMIM) * cymmapHoe
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4yuncno nonbe3oBarernen scex npunoxeHun NI, 4OCTYN K KOTOPbIM OCYLLLECTBNAETCA
yepes Nginx;

a) B anne nginx.conf (/etc/nginx) po6aeBbte napameTp worker_rlimit_nofile
worker_connections * 2 cornacHo pekoMeHgaumsm u3 gokymeHTtaumm K Nginx;

e) B danne nginx.conf (/etc/nginx) B cekuuto http gobasbTe napameTp:

map $http x forwarded proto $realscheme {
default S$scheme;

https https;

http http;

}

CoxpaHuTe HacTPOWKKN 1 NepesanycTuTe Cnyxoy:

systemctl reload nginx
systemctl restart nginx

6.5 YcTaHoBKa npunoxeHus Ha web-cepBepe

Cospganite gupeKkTopuio:

mkdir /opt/svody

Ckonunpynte aunnbl web-npunoxeHna w3 apxmBa AUCTpubyTMBa B CO3LaHHYHO
ANPEKTOPMUIO.

Cospanite gupekTtoputo ansa dannos API:

mkdir /opt/svody/AddInLib

Ckonunpynte dannbl APl un3 apxusa pauctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.

PaspanTte npaBa ans 3anycka:

chmod +x /opt/svody/updater/BARS.Svody.DbUpdater

chmod +x /opt/svody/BARS.Svody.Web.Host

HacTtponTe nogkntoveHune k B[] cornacHo n. 10.2.

Cospawnte B[l cornacHo n. 8.1.

Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath /opt/svody/llpuioxeHue.dapc

YcTaHoBUTe nuueH3unio cornacHo n. 8.3.
CospanTte Bce TabnuyHble NpoCTpaHCTBa CornacHo n. 8.2.

Hanpuwmep:
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/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/Illpunoxenue.bapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

Cospganite cepBUC NPUNOXKEHWS:

vi /etc/systemd/system/svody.service

[Unit]

Description = Svody app: svody

[Service]

WorkingDirectory = /opt/svody

ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always

RestartSec = 10

SyslogIdentifier = svody

Environment ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5001
Environment ASPNETCORE_BASEPATH=/svody
Environment = TMPDIR=/var/tmp

User = root

[Install]

WantedBy = multi-user.target

Otpepaktupynte dann HacTtpoek Redis, 3anonHMB COOTBETCTBYHOLME NapamMeTpbl
CBOVMMU:

vi /opt/svody/ redis.config

<configuration>

<redis>
<host> ip-ampec cepeepa redis</host>
<port>6379</port>
<user>default</user>
<password>"redispw"</password>

</redis>

</configuration>

MpumeyaHne — BHyTpM naponsi HegonycTumel criegytowime cumeonsl ", &, ', <, >, #,$.

MoaopobHee o HacTpovike hanna onucaHo B n. 10.4.
Otpepaktupynte ann HacTpoek cepsepa ¢OpM, 3anofiHMB COOTBETCTBYIOLLNE
napameTpbl CBOMMMU:

vi /opt/svody/forms.service.json

{
"FormEnginesConfig" : {
"Urls":["http:// ip-ampec cepsepa ¢opm:5003"],
"HealthCheckIntervalInSeconds":60

}
Ecnu Tpebyetca HacTpouTb HECKOMbKO cepBucoB hopm, To danmn forms.service.json

6yneT BbIrNaaeTb cneayowmm obpasom:
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vi /opt/svody/forms.service.json

{

"FormEnginesConfig" : {
"Urls":["http:// ip-ampec cepsepa dopm 1:5003", "http:// ip-
ampec cepsepa odopm 2:5003", "http:// ip-ampec cepsepa dopm 3:5003"],
"HealthCheckIntervalInSeconds" :60
}
}

MogpobHee o HacTpoike channa onucaHo B n. 10.5.

3anycTuTte npunoXxeHue:

systemctl daemon-reload
systemctl start svody
systemctl enable svody

6.6 YcTaHoBKa NpunoXxeHus Ha cepeBepe opm

MpumeyvyaHne — B gaHHOW MHCTPYKUMKM onucaHa HacTpourka cepBepa popm Ha oTaenbHon oT web-
cepBepa malumHe. OgHaKo, ecnm KONMYeCcTBO Nonb3oBaTenen n Harpyaka HebonbLine, MOXXHO COBMECTUTb CEPBEP

¢opm 1 web-cepBep Ha OgHOM MaLLWHE.
Cospganite gupeKkTopuio:

mkdir /opt/forms

Ckonunpynte dannbl cepBuca ¢GOpM U3 apxvBa OUCTpUOyTMBA B CO34aHHYHO
ANPEKTOPUIO.

Cospganite gupekTtoputo ansa dannos API:

mkdir /opt/forms/AddInLib

Ckonunpynte dannel APl un3 apxusa pauctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.
PaspanTte npaBa ans sanycka:

chmod +x /opt/forms/Svody.Forms.Host

Cospgante cepBUC MNPUNOXKEHUS:

vi /etc/systemd/system/forms.service

[Unit]

Description = Svody forms service: svody
[Service]

User = root

WorkingDirectory = /opt/forms

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5003
Environment ASPNETCORE_BASEPATH=/forms
Environment TMPDIR=/var/tmp
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Environment = SSL CERT DIR=/etc/ssl/certs/

Environment LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amdo64/

ExecStart = /opt/forms/Svody.Forms.Host

SyslogIdentifier = svody-forms

Restart = always
RestartSec = 10
[Install]

WantedBy = multi-user.target

Ckonunpynte co3faHHbIA M HACTPOEHHbIM B npeablayweM  nyHkTe  doaunn
MpunoxeHue . 6apc U3 KaTanora /opt/svody Ha web-cepsepe. [NlomecTute gaHHbIM hann B
KOpeHb katanora /opt/forms.

Otpepaktupynte ann Hactpoek AW, 3anofiHMB COOTBETCTBYKOLME NapaMeTpbl

CBOUMM:

vi /opt/forms/Config/aw.json
{
"aw": {

"db": "default",
"host": "ip-ampec cepsepa aw",
"port": 9017,
"user": "default",
"password": "enter4dz",
"baseUrl": "URL-cepBepa AW",
"adminLogin": "tech admin",
"adminPassword": "123456"

}

MoaopobHee o HacTpolike hanna onucaHo B n. 10.10.
Otpepaktupynte pann HacTpoek nogknwyeHus K cepsepy b, 3anonHue
COOTBETCTBYHOLLNE NapaMeTpbl CBOMMU:

vi /opt/forms/Config/ postgres.json

{

"postgres": {
"dbName" : "svody",
"schemeName":"svody forms service",
"host":"ip-ampec cepsepa BIO",
"port":5432,
"login":"svody",
"password":"123",

"minPoolSize": 2,
"maxPoolSize": 50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,
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"readBufferSize": 524288,
"writeBufferSize": 524288

MoapobHee o HacTpovike channa onucarHo B N. 10.7.
Otpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYHOLME MNapamMeTpbl
CBOUMM:

vi /opt/forms/Config/ redis.json

"redis" : {
"host": "ip-anpec cepsepa redis",
"port": 6379,
"user": "default",
"password": "redispw"

}
MoaopobHee o HacTpovike hanna onucaHo B n. 10.6.

MpumevaHune — KoHdurypaumnoHHele dannbl «metrics.json» n «formsBackups.json», Haxoaswmecs B
nogkatanore Config, He TpebylOT pedakTMpoBaHUs MpW cTaHOapTHOW ycTaHoBke. OaHako nogpobHocTM 06 umx

HacTpoWike Npn HeoOXoaUMOCTM MOXHO HanTu B n. 10.8 n 10.9.
3anyctute NpunoXxeHue:

systemctl daemon-reload
systemctl start forms

6.7 OGHOBReHue NpuNoxeHusa Ha web-cepeepe

Mpouenypa obHOBREHUs web-npunoXeHus aHanornyHa npoueaype pas3BepTbiBaHUSA

web-npunoxeHus.

Mepen obHOBNEHNEM WEb-NPUMOXEHUS co30anTe pe3epBHY KOMUI:

—  manok «AddInLiby, «wwwroot\apiJsy, drannos HOBOCTEN
«wwwroot\actualNews.html», a nocne O6GHOBNEHUS CKONUPYMTE MX B KaTanor c
OBOHOBMEHHbIM Web-knueHTom;

— Bcex (pavnoB koHdurypaumm («web.config», «svody.config», «redis.config»,
«forms.service.jsony), a nocrne oOHOBMNEHUA BHECUTE MHOAUBUAYASbHbBIE HACTPOWKM
NPUMNOXEeHNA COorflacHoO 3TUM dpannam B HoBble (pansibl KOHpUrypaumm;

— (panna koHdurypauum «lNpunoxeHue.6apcr.

BbINonHMTE OCTaHOBKY nyna NpUoXeHUn:

systemctl stop svody
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[Ona obHoBneHuss  web-nNpunoxeHnsa  MNOBTOPHO  pacnakymTe HOBbIA  apxuB
«BARS.Svody.Linux-5.x.x.zip» B Kkartanor npunoxeHusa. [Npn atom dannbl «web.config»,
«svody.config», «redis.config», «forms.service.json» 3ameHuTe, a 3aTeM oOTpefaKTUpymTe
cornacHo HacTpovkam Bawero npunoxenus. ®dann «lMpunoxeHne.bapc» octaBbTe 6e3
N3MEHEHNIN, TaK KaK OH COAEPXUT HAaCTPOMKN nogkntodeHus K Bl.

Ansa obHoBneHns API cospganTe nanky «AddinLib» B kaTanore npunoxenuna. Hanpumep:

mkdir /opt/svody/AddInLib

Pacnakynte B Hee pannbl APl n3 ogHoMMeHHOro apxmsa.
BbinonHuTe murpaumm cornacHo n. 8.2 JaHHON UHCTPYKLUUN.
Mpumep komaHgb!:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpuinoxenue.dbapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

BbinonHute 3anyck nyrna I'Ipl/lJ'IO)KGHI/II7IZ

systemctl start svody

6.8 OGHOBnReHue NpunoxeHusa Ha cepeepe Popm

Mpouenypa OOHOBMEHUA NPUNOXEHUS Ha cepBepe OPM aHanorMyHa npouenype

pa3BepTbiBaHUS.

Mepen obHOBNEHNEM cepBUCa hOpM Co3[anTe Pe3EPBHYHO KOMUIO:

— nanok «AddinLiby», cdanna «[lMpunoxeHne.6apc». Nocne obHOBNEHUA ckonupynTe
dann «lMpunoxeHne.bapcy» B katanor ¢ O6GHOBNEHHBLIM MPUNIOXEHWEM;

— BCex ¢hannoB KoHUrypaumm, Haxoaswmxcsa B nanke «Config», a nocne obHoBneHns
BHECUTE UHOMBUOYANbHbIE HACTPOWKN NPUMOXKEHWSI COTNAacHO 3TMM haisiaM B HOBbIE
drannbl KOHUrypaumm.

BbInonHUTE 0CTaHOBKY nyna npuioXXeHun:

systemctl stop forms

Ana obHoBneHuss cepBuca GHOpM  MNOBTOPHO  pacnakymte  HOBbIA  apxuB
«Bars.Svody.Linux.Forms.Service-5.x.x.zip» B KaTanor npunoxeHus. [lpu 3tom annsbl,
Haxopdwmecs B nanke «Config», 3ameHuTe, a 3aTeM OTpedaKTUpyMUTe COrfacHO HacTpomKam
Bawero npunoxenus. ®ann «lpunoxeHne.6apc» octaBbTe 6e3 M3MEHEHWUA, TaK Kak OH
COLEPXUT HACTPOMKKN nogknoyeHns Kk bl.

Ana obHoeneHuna APl cosgante nanky «AddinLib» B katanore npunoxenus. Hanpumep:

mkdir /opt/forms/AddInLib
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root):

Pacnakynte B Hee pannbl APl n3 ogHoMMeHHOro apxmsa.
BbinonHuTe 3anyck nyna npunoXeHun:

systemctl start forms

6.9 YcraHoBka KpuntolMPO Ha web-cepBepe

CkavanTte apxuB (rpm-nakeT) ¢ canta Kpmuntollpo no ccbinke:
https://www.cryptopro.ru/sites/default/files/private/csp/40/9963/linux-amd64.tgz
PacnakynTe apxus B nanky (B npumepe /home/test/).

cd /home/test
tar -xvf linux—-amd64.tgz

Mepengute B nanky ¢ Kpuntollpo:
cd /home/test/linux-amd64

YcTaHoBUTe npaBa Ha 3anyck:

chmod +x install gui.sh

BbinonHute cneayowyto komaHay (4Tobbl Aanee BbINOMHATL KOMaHAbl OT NONb30BaTers

su root

YctaHosute Kpmntollpo, BbINOAHNB KOMaHAY:

./install gui.sh

B oTkpbiBleMcsa okHe ycTaHoBkn Kpuntollpo Haxmute Ha kHonky «Next» gna

npoAoJKEHUA YCTaHOBKW.

B cnegywuwemMm OKHe Bbl6epI/ITe nakeTbl AnA YCTAHOBKWU, YKa3aHHbl€ Ha CKPUHLLUOTE

(PucyHokK 7). «®naxkn» ycTaHaBnmBaroTCcs kKHonkon «lpobeny.
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CryptoPro CSP Setup |

!
Select the way you want features to be installed.

Click on the list items below to change the way features will be
installed.

KC1 Cryptographic Service Provider
KC2 Cryptographic Service Provider
GUI for smart card and token support modules)

rdr Smart Card and Token support modules

ssl OpenSSL library

cprocsp-stunnel stunnel, SSL/TLS tunnel with GOST support
“] 1sb-cprocsp-pkecsll  PKCS #11 library

<Next=> <Exit>

- |
PucyHok 7 — Beibop naketoB ans ycraHoskn Kpuntol1PO

HaxmuTe kHonky «Next» Ans npoaormKeHUs yCTaHOBKMW.
[anee HaxxmuTe KHOMKY «Install» ana yctaHoBKM nakeTos.
3aTem ycTaHOBUTE OOMNOMHUTENbHbIE NaKeTbl U ApanBepsl.
YcTaHoBKa gpariBepoB angd TokeHoB Rutoken S:

- pna PEO OC 7.1 vnn 7.2:

yum install -y ifd-rutokens

— gna PELQ OC 7.3 u ctapuue:
dnf install -y ifd-rutokens

YcTaHoBKa gpanBepoB ans TokeHos Jacarta:
Mepengute B nanky:

cd /home/test/linux-amd64
— gna PELQ OC 7.1 unn 7.2 BbINONHUTE KOMaHAY YCTaHOBKM:

yum localinstall cprocsp-rdr-jacarta*.rpm

— gna PEL OC 7.3 u cTaplwle nepengurte B narky:

dnf install cprocsp-rdr-jacarta*.rpm

MpnmevaHusa
1 Kpuntollpo gomkHa ObITh yCTaHOBMNEHa kak Ha web-cepBepe, Tak 1 Ha cepepe opmM.

2 KopHeBble 1 MpoMexXyTouHble cepTudukaTel AN JoSmKHbI ObITb YCTaHOBMNEHLI HA cepBepe hopMm.

6.10 YcraHoBka openssl-gost-engine

B cocrtaB guctpubytmBa BXxOAUT nakeT OMONMOTEK, noadepXMBaKOLWMX MeTonbl

3awmTHoro npeobpasosaHus no anroputmam OCT, openssl-gost-engine.
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[MakeT openssl-gost-engine BkroyaeT B ceba peanusauuio criegyowmx anropmTmoB

rOCT:

— TOCT P 34.10-2001 n TOCT P 34.10-2012 — anropuTMbl 3NeKTPOHHON LcpoBOM
nognucn$

— TOCT P 34.11-94 — anropnT™m XawWwunpoBaHus. 256-6UTHOE 3Ha4YeHNE XaLLa;

— TOCT P 34.11-2012 — anropuT™m XawunpoBaHus. 256- 1 512-61THble 3Ha4YeHMs X3La;

— [OCT 28147-89 — cummeTpnyHoe WwndpoBaHne ¢ 256-6UTHbIM KIto4oM. [OCTyMHbI
pexumbl CBC, CFB wn CNT. [Ona ycnoxHeHua cTaTUCTUYECKOro aHanusa
nogaepxuBaetcsa «key meshing» (nogpobHee cm. RFC 4357);

— [OCT 28147-89 B pexume BbipaboTkn ummtosctaskm (MAC). OcHoBaH Ha anroputme
X3LWMPOBaAHMA C UCMNONb30BaHMEM anropuTMOB CUMMETPUYHOrO WwndpoBaHna. OH
nmeet 256-6UTHBIN CUMMETPUYHbBIN KoY 1 paspagHoCcTb oT 8 4o 64 (no ymonyaHuto
32) 6ur;

— [OCT P 34.13-2015 — cummeTpuryHoe wmndgposaHme «KysHeuunk» («Grasshopper»).

[ns yctaHoOBKKM nakeTa openssl-gost-engine BbINOMHUTE KOMaHAY:

sudo dnf install openssl-gost-engine

Mocne yctaHoBku openssl nogaepxky anroputmoB FOCT MOXHO BKIIHOYUTL CriegyoLwen
KOMaHOoMn:

openssl-switch-config <gost | default>

Mpn ykasaHum aprymeHTa gost nopmepxka anroputmoB [OCT BknwovaeTtcs, npu
ykasaHun aprymeHTa default Bo3BpalLatoTCst HACTPOWKN NO YMOSTHaHUIO.

Mocne npoBedeHusi HacTpomkn nposepbTe, BUAUT N OpenSSL anroputmbl [OCT,
KOMaHOoMW:

openssl ciphers | tr ":" "\n" | grep GOST
GOST2012-GOST8912-GOST8912 GOST2001-GOST89-GOST8Y

6.11 YcraHoBka LibreOffice

[nsa Toro, 4To6bI Oblfla BO3MOXHOCTb BbIrpyXaTh neyaTHble hopMbl B hopmaTtax ods u

odt Heobxoammo ycTaHOBUTL Ha cepBepe nocneHioro sBepcuto LibreOffice

MpumevyaHue — dopmat BbIrpy3kM 3agaetcs B [AusanHepe oTyeTHbIX hopm B pasgene «lleyatHble
hopmbi» B none «dopmat BbIFPY3KM» HANPOTMB COOTBETCTBYHOLLEN NeyaTHOW opmbl. [Insa BbIrpy3ku B dhopmarte

ods 1 odt Heo6x0OUMO COOTBETCTBEHHO B 3TOM Mone Bbl6paTb 3Ha4yeHme «ods» unn «odty.
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Ansi RedOs:
YcTaHOBKa 13 CTaHAAPTHbLIX PENO3UTapPUEB:

- yum install libreoffice-core
- yum install libreoffice-writer
- yum install libreoffice-calc

libreoffice --version
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7 HacTtpowka [N Bepcun 5.3.x Ha AnbT 8 CI

MpumevaHue — Ha paHHon OC He nopaepxunBaeTcs YacTb PyHKUMOHanNa web-npunoxeHus, a UMeHHo:

nepesanyck 1 o6HOBIeHMe Yepes web-uHTepdeiic.

Takke npegnonaraeTcsi, YTO HA CepBepe YxKe YCTaHOBIEeHo crieaytolee cuctemuoe MO:
— pycckas nokanusauus;
MpoBepka Nnokanusawum:

svody@dev-svody-web:~$ locale
LANG=ru RU.UTF-8

LANGUAGE=

LC_CTYPE="ru RU.UTF-8"
LC_NUMERIC="ru RU.UTF-8"

LC TIME="ru RU.UTF-8"

LC COLLATE="ru RU.UTF-8"
LC_MONETARY="ru RU.UTF-8"
LC_MESSAGES="ru RU.UTF-8"
LC_PAPER="ru RU.UTF-8"
LC_NAME="ru RU.UTF-8"
LC_ADDRESS="ru RU.UTF-8"

LC TELEPHONE="ru RU.UTF-8"
LC_MEASUREMENT="IH_RU.UTF—8"
LC IDENTIFICATION="ru RU.UTF-8"
LC ALL=

,D,J'IFI YCTaHOBKU pyCCKOIZ JTOKanna3aumn I/ICI'IOJ'Ib3yI7ITe KOMaHAay:

localectl set-locale LANG=ru RU.UTF-8

Hanee nepesaxoaum B NI n npoBepsiemM yepes koOMaHgy locale

— SSH-cepBep ¢ aBTOpU3aLMeli No NorMHy/naponio;

— OpenSSL sepcumn 1.1.0.

7.1 YcraHoBka Postgres Ha cepBepe 6a3 gaHHbIX

BbinonHuTe nogrotoBuTenbHble KOMaHAbI:

wget --quiet -0 -
https://www.postgresqgl.org/media/keys/ACCC4CF8.asc | sudo apt-key add -

echo "deb http://apt.postgresqgl.org/pub/repos/apt/ "lsb release -
cs -pgdg main" |sudo tee /etc/apt/sources.list.d/pgdg.list

echo "deb http://apt.postgresqgl.org/pub/repos/apt/ stretch-pgdg
main" | sudo tee /etc/apt/sources.list.d/postgresgl.list

sudo apt-get update

sudo apt install -y postgresgl-11 postgresgl-contrib-11
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Ana onTummnsauumn paboTbl cepBepa 6a3bl AaHHbIX OTPeaaKTUPYNTe KOHMUrypaLMOHHbIN
Gaunn:

vi /etc/postgresgl/ll/main/postgresqgl.conf

3HaveHns napameTpoB HeobxoaAMMO oOnpedenuTb CaMOCTOSTENbHO MyTEM aHanmaa
BaLLMX XapaKTEPUCTUK cepBepa U ndydeHns opuumanbHON JOKYMEHTaLMM:

https://postgrespro.ru/docs/postgresql/11

[nsa ynpolwieHns aHannsa MOXHO MCMONb30BaTb FOTOBbIE rEHepaTopbl KOHUrypaumi.

Hanpumep, https://pgtune.leopard.in.ua/#/.
MpumeuvaHue — lNpu pasgeneHun cepsepa Bl u cepBepa web-npunoxeHns HeoBXoOUMO OTKPbITb

OOCTYynbl B KOH(UrypaLMoHHOM dhanne:

vi /etc/postgresqgl/ll/main/pg hba.conf

CornacHo oduumanbHoOM goKyMmeHTauum Postgres:

https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf

Mepesanyctute cnyxoy:

sudo systemctl reload postgresqgl
sudo systemctl restart postgresqgl

7.2 YcrtaHoBKa Redis Ha web-cepBepe

YcTtaHoBuTe cepBep Redis:

sudo apt-get -y install redis

OTpepaktupymnte ann /etc/redis/redis.conf, 4TOObI OTKPbITb K HEMY OOCTYN C
ApYrux cepBepoB :

#bind 127.0.0.1 -::1

bind * -::*

3anyctuTte cnyxoy:

sudo systemctl enable redis-server
sudo systemctl start redis-server

7.3 YctaHoBka Dotnet Ha web-cepBepe

Ckavante apxmB ¢ naketamn SDK x64 no cCbIfike HUXeE:
https://dotnet.microsoft.com/download/dotnet/6.0.
Mpwn yctaHoBke naketa SDK gns .NET He HyXHO ycTaHaBnuBaTb COOTBETCTBYHLLYHO

cpeny BbIMNMOJIHEHUA, T.K. OHa 6y,£1,eT yCTaHOBJ1€Ha BMeCTE C SDK.

70



3aTtem ncnonb3ynte KomaHgy export, 4Tobbl 3agatb ana nepemeHHon DOTNET_ROOT
pacrnonoxeHue cka4aHHOro apxmsa:

DOTNET FILE=rMA CKadaHHOT'O Qamia.tar.gz

export DOTNET ROOT=S$ (pwd)/.dotnet

Kpome Toro, nocrne ckadnBaHna asonyHoro dgavna .NET MOXHO BbINOMHUTE crnegytoLine
KOMaHabl U3 KaTanora, B KOTOPOM COXpaHeH hann, Ans u3sneyeHus cpeabl BbinonHeHus. Mocne
atoro komaHgbl .NET CLI Takke cTtaHyT AOCTynHbl B TepMUHane, u GyayT 3adaHbl HYXHble
nepemMeHHble cpeabl:

mkdir -p "$DOTNET ROOT" && tar zxf "S$DOTNET FILE" -C
"$SDOTNET ROOT"

export PATH=$PATH:S$DOTNET ROOT:$DOTNET ROOT/tools

Takon nogxopn NO3BONSIET yCTaHABNMBATb pa3Hble BEPCUM B OTAESbHbIE PACMONOXEHUS
1 BbIBUpaTb, Kakne n3 HUX cnegyeT UCNONb30BaTh AJS1S KAXA0ro NPUITOXEHNS.

Ecnn 6bin ucnonb3oBaH npeabioyliMn  CKPUNT  YCTaAHOBKW, Habop nepeMeHHbIX
NPUMEHSIETCA TONbKO K TEKYLLEMY ceaHcy TepmuHana. [JobaBbTe Mx B npochmnb 0601104KN.

O6onouyka Bash:

~/.bash profile, ~/.bashrc

3aganTe cneaylowme ABe nepemMeHHble cpebl B npodune 060m04ku:

— DOTNET_ROOT;

Ota nepemeHHas yctaHaenusaetcs B nanky .NET, Hanpumep $SHOME/.dotnet:
export DOTNET ROOT=$HOME/.dotnet

— PATH.
OTa nepemeHHas pgomkHa cogepxatb nanky DOTNET_ROOT w nanky dotnet/tools
nonb3oBaTens:

export PATH=$PATH:S$HOME/.dotnet:$HOME/.dotnet/tools

npOBepI/ITb yCTaHOBJIEHHbIE BEPCUU Dotnet MOXHO C NOMOLLLIO KOMaHA;:

dotnet —--list-sdks
dotnet --list-runtimes

Mpumep BbiBOAA, YCTAHOBNEHHOrO Ha MawwnHe Dotnet:

root@svody:/home/svody# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody:/home/svody# dotnet --list-runtimes
Microsoft.AspNetCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.AspNetCore.App]
Microsoft.NETCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.NETCore.App]
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Takke ANs aKcnnyaTtauMm B YCMOBUSIX BbICOKOW Harpysku pekomeHayeTtcsi Ao6aBuTb

HaCTPOWKM B KOHUIrypaunoHHbIn doann agpa. [nsa atoro otpegaktupymte ans:

vi

/etc/sysctl.conf

W noGaBbTe B HEro criegyrollme napameTpbi:

net.core.somaxconn=20000
net.core.netdev _max backlog=65535

fs.
fs.
fs.
fs.

file-max=1000000
inotify.max user instances=1024
inotify.max user watches=1048576
inotify.max queued events=163840

lMocne yero nepeunTtanTe hann KOHPUrypaumm KoMaHaomn:

sysctl -p

JInbo nepesarpysunte web-cepsep.

7.4 YcrtaHoBka Nginx Ha web-cepBepe

YcraHosuTe Nginx:

sudo apt install nginx

MpoBecTtn HacTpomkn http n https cepsepa cornacHo oduumanbHOM OOKYMeHTauum

cnpaBoYHoOro ueHTpa no Nginx

https://docs.nginx.com/nginx/admin-guide/

MpumevyaHue - [Ona https cepBepa Tpebyetca SSL-cepTudumkaTt, BblAaAHHBIN OdULMATBHBIM

yOoCTOBEPALWNM LEHTPOM. He nogxogat camonognucaHHbie n camMo3aBepeHHbIe CepTVI(bMKaTbI.

Cospganite KOHUrypaumoHHbIn ann:

vi

/etc/nginx/conf.d/svody.conf

Co cnegyowmm cogepxaHnem:

location /svody {

client max body size 500M;

proxy pass http://127.0.0.1:5001/svody;
proxy http version 1.1;

proxy set header Upgrade S$http Upgrade;
proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$realscheme;
proxy set header Connection keep-alive;
proxy set header Connection "upgrade";
proxy send timeout 600s;

proxy read timeout 600s;

proxy connect timeout 600s;
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proxy buffer size 64k;

proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;
proxy headers hash max size 512;
proxy headers hash bucket size 128;

}

B 3aBMCUMOCTM OT KOMMYECTBA akTUBHbIX MONb3oBaTenen LOMOMHUTENbHO HaCTpOIZTe

Nginx:

B dpanne nginx.conf (/etc/nginx) B cekumto http fobaBbTe NapameTp, yBENMUYNBAOLLMN
MaKCMMarnbHO A0MNYCTUMBIN o6bem 3arosioBKOB 3anpocos
large_client_header_buffers 4 16k;2

npwv NOAKIYEHMM Ha cxeMe aBTopusaumnmn Yyepes Keycloak obsizatensHo gobasbte
cnegywowme gupektusbl: large_client_header_buffers 4 16k wn proxy_set header
Connection "upgrade";

B (panne nginx.conf (/etc/nginx) oTpegakTupynte napameTp worker_processes auto;
B dhanne nginx.conf (/etc/nginx) pob6aBbTe napameTp worker connections 41
(konnM4ecTBO CTaTUYHBLIX pecypcoB Npu 3arpyske paboyero ctona [MIM) * cymmapHoe
4yncno nonb3oBartenen Bcex npunoxeHun M, OCTyNn K KOTOPbIM OCYyLLECTBNSETCA
yepes Nginx;

B dpavne nginx.conf (/etc/nginx) pobasbTe napameTp worker_rlimit_nofile
worker_connections * 2 cornacHo pekoMeHgaumsm u3 gokymeHTtaumm K Nginx;

B (panne nginx.conf (/etc/nginx) B cekumto http gobasbTe napameTp:

map $http x forwarded proto S$realscheme {
default S$scheme;

https https;

http http;

}

CoxpaHnTe HacTpOMKK 1 NepesanycTute cnyxoy:

systemctl reload nginx
systemctl restart nginx

7.5 YcTtaHoBKa npunoxeHusa Ha web-cepBepe

Cospante gupeKToputio:

mkdir /opt/svody

Ckonuvpynte dainbl Web-npunoXxeHns u3 apxuBa AUCTPUOYTMBA B CO3OAHHYHO

AVPEKTOPUIO.
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Cospante gupektoputo ans cdannos API:
mkdir /opt/svody/AddInLib

Ckonunpynte dannel APl un3 apxuBa auctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.
PaspanTe npaBa aons 3anycka:

chmod +x /opt/svody/updater/BARS.Svody.DbUpdater
chmod +x /opt/svody/BARS.Svody.Web.Host

HacTtponTe nogkntoveHune k B[] cornacHo n. 10.2.
CospanTte bl cornacHo n. 8.1.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath /opt/svody/IlIpuioxeHue .bapc

YcTtaHoBUTE NULEH3NIO cornacHo n. 8.3.
Cospganite Bce TabnnyHble NPOCTPaHCTBA cornacHo n. 8.2.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxeHne.bapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

Cospanite cepBUC NPUNOXEHWS:

vi /etc/systemd/system/svody.service

[Unit]

Description = Svody app: svody

[Service]

WorkingDirectory = /opt/svody

ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always

RestartSec = 10

SyslogIdentifier = svody

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5001
Environment ASPNETCORE_BASEPATH=/svody
Environment = TMPDIR=/var/tmp

User = root

[Install]

WantedBy = multi-user.target

Otpepaktupynte cann HacTpoek Redis, 3anonHMB COOTBETCTBYHOLIME NapamMeTpbl
CBOVIMU:

vi /opt/svody/ redis.config
<configuration>
<redis>
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<host>ip-ampec cepsepa redis</host>
<port>6379</port>
<user>default</user>
<password>"redispw"</password>
</redis>
</configuration>

MpumeyaHue — BHyTpy napons HegonycTumebl cnegyowmve cumeonsl ', &, ', <, >, #,$.

MogpobHee o HacTpolike darna onucaHo B n. 10.4.
Otpepaktupynte ann Hactpoek cepsepa ¢OpM, 3arofiHMB COOTBETCTBYOLINE

napamMeTpbl CBOUMMU.

vi /opt/svody/forms.service.json

{
"FormEnginesConfig" : {
"Urls":["http://ip-ampec cepeepa dopm:5003"],
"HealthCheckIntervalInSeconds":60

}

}
Ecnn TpebyeTca HacTpouTb HECKONbKO CepBUCOB GhopM, TO dramn forms.service.json

6yaeT BbIrMAAeTb cneayowmm obpasom:

vi /opt/svody/forms.service.json

{

"FormEnginesConfig" : {
"Urls":["http:// ip-anpec cepsepa dopm 1:5003", "http:// ip-
ampec cepeepa ¢opm 2:5003", "http:// ip-anmpec cepsepa dopm 3:5003"7],
"HealthCheckIntervalInSeconds":60
}

}
MoaopobHee o HacTpowke danna onmcaHo B n. 10.5.
3anyctuTe NpunoXxeHue:

systemctl daemon-reload
systemctl start svody
systemctl enable svodyy

7.6 YcTaHOBKa npunoxeHus Ha cepBepe hopm

MpumevyaHue — B gaHHOM MHCTPYKUUKM OnucaHa HacTpouika cepBepa PopM Ha oTgenbHowm oT web-
cepsepa mawwuHe. OgHako, ecrnnm KONMYeCcTBO Norb3oBaTtenien mano u Harpyska Hebonblias, MOXHO COBMECTUTb
cepsep dopm 1 web-cepsep Ha OAHOW MaLLUHE.

Cospante gupeKToputio:

mkdir /opt/forms

Ckonunpynte dannbl cepsuca ¢OpM M3 apxvBa [OUCTPUOYTMBA B CO3LaHHYIO

ANPEKTOPUIO.
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Cospante gupektoputo ans cdannos API:
mkdir /opt/forms/AddInLib

Ckonunpynte dannel APl un3 apxuBa auctpmbytmea AddinLib.zip B co3gaHHyto

AVPEKTOPUIO.
PaspanTe npaBa aons 3anycka:

chmod +x /opt/forms/Svody.Forms.Host

Cospganite cepBUC NPUNOXEHUS:

vi /etc/systemd/system/forms.service

[Unit]

Description = Svody forms service: svody

[Service]

User = root

WorkingDirectory = /opt/forms

Environment = ASPNETCORE ENVIRONMENT=Production

Environment = ASPNETCORE URLS=http://0.0.0.0:5003

Environment = ASPNETCORE_BASEPATH=/forms

Environment = SSL CERT DIR=/etc/ssl/certs/

Environment LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amd64/

ExecStart = /opt/forms/Svody.Forms.Host

Syslogldentifier = svody-forms

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target

Ckonunpynte CcO34aHHbIA M HACTPOEHHbLIM B nNpeabliaywemM  MyHKTe

MpunoxeHue . 6apc U3 Katanora /opt/svody Ha web-cepsepe. [lomectute gaHHbI dhann B

KopeHb KaTanora /opt/forms.

OTpepaktupyinte dann Hactpoek AW, 3anofnHMB COOTBETCTBYHLUME MapaMeTpbl

CBOUMM!

vi /opt/forms/Config/aw.json
{
"aw": {

"db": "default",
"host": "ip-ampec cepsepa aw",
"port": 9017,
"user": "default",
"password": "enter4dz",
"baseUrl": "URL-cepBepa AW",
"adminLogin": "tech admin",
"adminPassword": "123456"
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MoopobHee o HacTpolike hanna onucaHo B n. 10.10.

OTpepaktupynte (pann HacTpoek nogkrnoyeHus K cepBepy b, 3anonHue
COOTBETCTBYHOLLME NapamMeTpbl CBOUMMU:

vi /opt/forms/Config/ postgres.json

{

"postgres": {
"dbName" : "svody",

"schemeName":"svody forms service",
"host":"ip-agpec cepsepa BIO",
"port":5432,

"login":"svody",
"password":"123",

"minPoolSize": 2,
"maxPoolSize": 50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288

}

MogpobHee o HacTpoike channa onucarHo B N. 10.7.
Otpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYHOLME MapamMeTpbl
CBOUMMU:

vi /opt/forms/Config/ redis.json

{

"redis" : {
"host": "ip-ampec cepsepa redis",
"port": 6379,
"user": "default",
"password": "redispw"

}

MogpobHee o HacTpolike darna onucaHo B n. 10.6.

MpumevaHue — KoHdurypauunoHHble dannbl «metrics.json» n «formsBackups.json», Haxoaswmecs B
nogkatanore Config, He TpebylOT pedakTMpoBaHMsa Npu CTaHgapTHom yctaHoBke. OgHako mogpobHocTn 06 wmx
HaCTpoWike Npn HeEOOXOAUMOCTM MOXHO HanTu B . 10.8 n 10.9.

YcTraHoBuTe WpudpThl N9 popMUpPOBaHUA NneYvaTHbIX OPM:

sudo apt-get install -y fonts-ttf-ms
sudo apt-get install -y fonts-ttf-dejavu
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[MpoBepuTb, YTO WPUPT YyCTaHOBUIICS:

fc-1list | grep tahoma
3anyctuTe NpunoXxeHue:

systemctl daemon-reload
systemctl start forms

7.7 OG6GHOBRNeHWe NpUNoXxeHus Ha web-cepBepe

Mpouenypa obHOBREHMs web-npunoXeHnss aHanornyHa npoueaype pas3BepTbiBaHUSA

web-npunoxeHus.

Mepen obHOBNEHNEM WEbL-NPUMNOXKEHUS CO30aNTe Pe3epPBHY0 KOMUIO:

— nanok «AddInLiby, «wwwroot\apiJsy, drannos HOBOCTEM
«wwwroot\actualNews.html», a nocne ob6HOBNEHWsi ckonupymte MX B KaTanor c
obHoBNEHHbIM Web-KnmeHTowMm;

— BCex (pannoB koHdurypaumm («web.config», «svody.config», «redis.config»,
«forms.service.jsony), a nocne obHOBMNEHNA BHECUTE MHAMBUAYANbHbIE HACTPONKM
NPUITOXEHNSA COrNacHoO 3TUM bannam B HOBble doannbl KOHUrypaumm;

— (panna koHdurypauum «lpunoxeHune.6apcy.

BbINONHMTE OCTAHOBKY Nyna npunoXeHu:

systemctl stop svody

[Ona ob6HoBneHuss  web-nNpunoXxeHmss  NOBTOPHO  pacnakymTe HOBbIA  apxuB
«BARS.Svody.Linux-5.x.x.zip» B Katanor npunoxexus. [Npu atom dannbl «web.config»,
«svody.config», «redis.config», «forms.service.json» 3amMeHuTe, a 3aTeM OTpedaKkTupymTe
cornacHo HacTponkam Bawero npunoxenus. Pann «[lMpunoxeHune.6apc» octaBbTe 6e3
N3MEHEHWNI, TaK Kak OH COL4EPXXUT HAaCTPOMKM NoakntoyeHus K b/.

[na obHoBneHunsa APl cosganite nanky «AddinLib» B katanore npunoxeHus. Hanpumep:

mkdir /opt/svody/AddInLib

Mocne yero pacnakynTe B Hee cannbl APl 3 04HOMMEHHOro apxumBa.
BbInonHuTe Mmurpaumm cornacHo n. 8.2 4aHHON UHCTPYKLUUK.
Mpumep komaHgb!:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxenue.dbapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

BbinonHuTe 3anyck nyna npunoxeHnn”

systemctl start svody
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7.8 OG6GHOBREeHWe NpPUNoXeHUs Ha cepeepe opm

Mpouenypa OOHOBMEHUA NPUNOXEHUS Ha cepBepe OPM aHanorMyHa npouenype

pa3BepTbIBaHUSA.

Mepen obHOBNEHNEM WEbL-NPUMNOXKEHUSA CO30aNTe Pe3epPBHY0 KOMUIO:

— nanok «AddInLib», cdanna «[lMpunoxeHne.6apcy». Nocne obHOBNEHNA ckonupynte
dann «lpunoxeHune.6apc» B Katanor ¢ 06HOBNEHHbLIM MPUNOXEHNEM;

— BCex (pannos KOHUrypaumm, Haxoasawmxcs B nanke «Config», a nocne obHoBReHUS
BHECUTE UHOMBUAYalTbHbIE HACTPOMKM NPUITOXXEHNSA COrNacHoO 3TUM dpanniam B HOBbIE
drannbl KOHUrypaumu.

BbINnonHUTE 0CTaHOBKY nyna npuioXXeHun:

systemctl stop forms

Ana obHoBneHuss cepBuca GoOpM  MNOBTOPHO  pacnakymte  HOBbIA  apxuB
«Bars.Svody.Linux.Forms.Service-5.x.x.zip» B kaTanor npunoxeHus. [lpn 3Tom dannsbl,
Haxogsawmecsa B nanke «Config», 3ameHnTe, a 3aTeM OTpedaKTUpPyWTe COrfacHO HacTpomkam
Bawero npunoxerus. ®ann «lMpunoxeHune.6apc» octaBbTe 0e3 WM3MEHEHWA, TaK Kak OH
COOEPXKUT HACTPONKKM noakntoveHns Kk b/.

[na obHoeneHuna APl cosganTte nanky «AddinLib» B katanore npunoxeHus. Hanpuwvep:

mkdir /opt/forms/AddInLib

Mocne yero pacnakynte B Hee dannbl APl n3 ogHOMMEHHOro apxmea.
BbinonHuTe 3anyck nyna npuiioXeHun:

systemctl start forms

7.9 YcrtaHoBka KpuntolTPO Ha web-cepBepe

Mepengute Ha cant no «KpuntolMPO»:
https://cryptopro.ru/user?destination=node%2F148#latest_csp50, BbIbepute  ANCTPMOYTUB
Kpuntollpo CSP 5.0 gns UNIX.

OTkpoeTcsa cnmcok naketoB (PucyHok 8).
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https://cryptopro.ru/user?destination=node%2F148#latest_csp50

Onsa Linux:

» Kpuntollpo CSP 5.0 ana Linux (x86, rpm)

KoHTponeHasa cymma
rocT: SCDF41EC3BYFE183569154DFIF277A713DB5AAMCEE294D0E7EF59B4110846AE3
MD5: 1d8c3551aa93ceatcdcb@3a8973d4493
» Kpuntollpo CSP 5.0 ansa Linux (x86, deb)

(=g

KoHTponbHas cymma
roCT: DE27B18ES7D5588C711C35C4185DE4842A4C3FFDCESBECSF1CE598A995DD739D
MD5: 9a3fbb7a88cd@2458c7aa468chf348ff

» Kpuntollpo CSP 5.0 ana Linux (x64, rpm)

KoHTponbHaa cymma
rocT: 7e@@9F2DASCIF7SF29DB38F8SB54BFAFF299167EEEBCFB41C8AS1IAE9DEE44EALS
MD5: b87bbe581d2431c71b8ec79f4bf7383b

» Kpuntollpo CSP 5.0 ana Linux (x64, deb)

KoHTponbHaa cymma
roCT: 7764BDEGAS37BALTFC25ELSAASEFFB44E2AESCEBB67C7645E9F72FALFE@SF406E
MD5: 78bSb3deab947d85e@061d3edecd49lb

» Kpuntollpo CSP 5.0 ana Linux (armhf,_rpm)
KouTponbHana cymma
roCT: 3E37F963B6EA45158984F6CE6F6EE1121E2E20ASDAS447B465AC4F@4D126A1D70
MD5: 39a32ac6@36d06844Tapad435e@3a62e

» Kpuntollpo CSP 5.0 ana Linux (armhf, deb)

KouTponbHaa cymma
roCT: DASE46273E484C8468B29DBB113D9854FCEAAGBDIBC334AB262599163BABDE262
MD5: 789eb@e346T7fb530807c6ec2058764b

» Kpuntollpo CSP 5.0 ana Linux (arm64, rpm)
KouTponbHana cymma
FrOCT: 7276642971489607F67ECBBOEELS2237CFE65F4BD24FE4ET7O6C966BC45AASDCEB
MD5: 2e7718934b5e182a735063ca%8dclcba

» Kpuntollpo CSP 5.0 aona Linux (armé4, deb)
KouTponbHana cymma
rOCT: B2F7D46B2E59B4C77DAIGTEA2BASDESDCOAFBF745E3F85E760AB632030E5FCF2
MD5: cd6f@a5ela@377abcIce@e@ddlb687Ta

PucyHok 8 — Cnuncok nakeToB

Bbibepute nakeT Kpuntollpo CSP 5.0 gns Linux (x64, deb) u 3arpyauTte ero.

Takke Heobxogmmbl nakeTbl OpenSSL n PKCS11 — 6e3 Hux He GygeTr pabortatb
noanuco.

Pacnakynte apxvB BO BpEMEHHYIO ANPEKTOPUIO U NepenauTe B Hee:

tar -zxf linux-amd64 deb.tgz -C /var/tmp/

cd /var/tmp/linux-amd64 deb

YctaHoBuTe B rpacomMyeckoM pexmme, 3anyCcTmB U3 AUPEKTOPUN pacnakoBKN apXuBa:

sudo chmod a+x ./install gui.sh
sudo ./install gui.sh

B okHe HacTpoek kHonkon «[Mpo6en» ycTaHoBUTE BCe «raxKuny.

HyxHble nakeTel OpenSSL n PKCS11 6yayT ycTaHOBNEHbI.
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MpumeyvaHus

1 KpunTollpo gomxHa 6bITb YyCTaHOBMNEHA kak Ha web-cepBepe, Tak 1 Ha cepBepe hopM.

2 KopHeBble 1 npomexyToudHble cepTudukatbl 3 4omKHbI ObITh YCTaHOBNEHbI HA cepBepe hopM.

7.10 YcraHoBka openssl-gost-engine

B

coctaB auctpmbyTmBa BXOOMT NakeT OMBNuoTek, noaaepXuBaroWmnx MeToabl

3awmTHoro npeobpasosaHus no anroputmam FOCT, openssl-gost-engine.

MakeT openssl-gost-engine Bkno4yaeT B cebs peanusauunio criefyowmx anroputmMoB

MOCT:

FOCT P 34.10-2001 n TOCT P 34.10-2012 — anropuTMbl 3NEKTPOHHOW LUN(POBON
noanucu;

FOCT P 34.11-94 — anropuT™m xalwMpoBaHus. 256-6uTHOe 3Ha4YeHne Xala;

FOCT P 34.11-2012 — anropuT™m xawwmpoBaHus. 256- n 512-6uTHble 3Ha4YEHNS XaLLa;
FOCT 28147-89 — cummeTpryHoe WwndpoBaHue ¢ 256-6UTHbIM KIto4oM. [JOCTynHbI
pexumbl CBC, CFB wun CNT. [Ona ycnoxHeHusa CTaTUCTUYECKOro aHanusa
nogaepxuBaetcs «key meshing» (nogpobHee cm. RFC 4357);

FOCT 28147-89 B pexxume BbipaboTku nmutosctaskn (MAC). OcHoBaH Ha anroputme
X3LWMPOBAHMS C UCMNONb30BaAHWEM anropuTMOB CUMMETPUYHOro wndposaHms. OH
nmeet 256-6UTHbIN CUMMETPUYHbBIN KoY 1 paspagHocTb oT 8 4o 64 (no ymonyaHuto
32) 6uT;

FOCT P 34.13-2015 — cummeTpuyHoe wndposaHue «KysHeunk» («Grasshoppery).

[ns ycTtaHOBKKM nakeTa openssl-gost-engine BbINOMHUTE KOMaHAY:

sudo apt-get -y install openssl-gost-engine

Mocne yctaHoBku openssl nogaepxky anroputmos FOCT MOXHO BKIIOUMTL CreayoLlen

KOMaHOoMW:

sudo control openssl-gost enabled

Mocne npoBegeHusi HacTponkn nposepbTe, BUAUT N OpenSSL anroputmel FOCT,

KOMaHOoMn:

openssl ciphers | tr ":" "\n" | grep GOST
GOST2012-GOST8912-G0OST8912 GOST2001-GOST89-GOST89
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7.11 YcrtaHoBka LibreOffice

[ns Toro, 4Tobbl GblNa BO3MOXHOCTb BbIrpyaTb nevyaTHble hopMbl B popmMaTax ods u

odt Heob6xoamMmo ycTaHOBUTL Ha cepBepe nocneaHtoto Bepcuto LibreOffice

MpumevaHune — dopmaT BbIrpy3ku 3agaetca B [usariHepe OTYETHbIX popm B pasgene «lleyaTHble
dopmbl» B none «dopmaTt BbIrPYy3KM» HaANPOTMB COOTBETCTBYIOLLEN nevyaTHon bopMbl. [na Beirpy3ku B dpopmaTte

ods 1 odt Heo6xo0aUMO COOTBETCTBEHHO B 3TOM Mone BblOpaTh 3Ha4YeHne «0ds» unu «odty.

Ans Anbm 8 CIT.

YcTaHoBKa 13 CTaHO4apTHbLIX peno3MTapues:
apt-get install LibreOffice-still
libreoffice --version

lMpomecmuposaHo Ha eepcuu LibreOffice 6.4.7.2 40(Build:2)
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8 MWMHcTpykuma no padbote ¢ DbUpdater-om

C nomouubto DbUpdater MOXXHO BbINOSHATL creayowme yHKUMK:

CO3aHNe HOBOW CXEMbI;

oGHOBMEHME CTPYKTYpbl paHee Co3faHHbIX CxeM Ha HoBble Bepcum [T;

yCTaHOBKa JIMLUEH3NN,

koHBepTauusa B[] ¢ Oracle Ha PostgreSQL.

8.1 Co3paHue HOBOM CXeMblI

Mepen cosgaHnem cxembl HEOOXOAMMO OMNpPedenMTb PEXUM XpPaHEHUs NMepCcOHanbHbIX
AaHHbIX nonb3oBatenen NN, CywecTByeT ABa pexnma:

— BMecTe co Bcemu AaHHbimu MNM1;

— B OTAeNbHOM Da3e JaHHbIX.

B 3aBucumocT OT BbIOpAHHOrO pexuma mnepedeHb nepefaBaeMblX B YTUNUTY
napamMeTpoB MEHSAETCA.

Ons cosgaHna HoBou cxeMmbl 3anyctute DBUpdater cormacHO MHCTpyKUuM Huxe.

OnuncaHune napameTpoB 3anycka npueeneHo Hmxe (Tabnuua 6).

Tabnuua 6 — MNMapameTpbl 3anycka ansi cCo3gaHusi CXxeMbl

HazBaHue napametpa OnucaHue napameTpa Mpumep ncnonb3oBaHus
--createSchema Ob6s3aTenbHbIN NapaMeTp. YkasbiBaeT, UTo | --createSchema

KOHCONb 3anylieHa B pexume Cco3aaHus

CXeMbl
-sysUserName JlornH ot super nonb3oBaTtens -sysUserName postgres
-sysUserPassword Maponb oT super nosnb3oBartens -sysUserPassword postgres
-sysDataBase maBHas 6a3a -sysDataBase postgres
-dbDialect Tun co3gaBaemon CYB[ -dbDialect Npgsql
-dblp IP-agpec cepsepa B[], nm6o host -dblp 127.0.0.0
-dbPort Mopt B, -dbPort 5432
-dbName HanmeHoBaHne co3naBaemon B[] -dbName TestScheme
-dbScheme HanmeHoBaHne co3gaBaemMom cxemsbl -dbScheme TestScheme
-dbPassword Maponb nonb3oatensa b -dbPassword 123
-connSettingsPath MyTb oo davina MNpunoxeHune.6apc. -connSettingsPath

"nytedolMankm\MNpunoxeHune.b6apc"
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HasBaHue napameTtpa OnucaHue napameTpa Mpumep ucnonb3oBaHusA

Ecnu nytb cogepxuTt npobenbl, 3HavyeHune
napameTpa yKka3blBaeTCH B KaBbl4KaXx.

--pd MapameTp, ykasbiBawOWMA Ha TO, 4TO | --pd
nepcoHanbeHble JaHHble ByoyT XpaHUTbCH B
otaensHon b

-pdUser MUms nonbsoBatens u HassaHue B[, B | -pdUser test pd
KoTopon B6yayT XpaHWTbCS MepcoHanbHble
OaHHble

-pdPassword Mapone none3oBatens-enagensua B[ c¢ | -pdPassword 123

nepcoHasrbHbIMU AAHHBIMU

-pdip IP-agpec cepBepa B[] (unu host) rae 6yget | -pdip 127.0.0.0
co3gaHa B[, B koTopon 6ygoyT XpaHuUTbCS
nepcoHarnbHble faHHbIe

-pdPort Mopt B, B koTOpOom OyayT xpaHutbca | -pdPort 5433
nepcoHarnbHble faHHbIE

-pdSysUserName JlormH o1 super nonb3oBatena B B[, B | -pdSysUserName postgres
KoTopon OyayT XpaHWTbCHA MNepcoHarnbHble
OaHHble

-pdSysUserPassword Maponb oT super nonb3oBatens B B[, B | -pdSysUserPassword postgres
KoTOopon OyayT XpaHWTbCHA MNepcoHarnbHble
JaHHble

-pdSysDataBase maBHas 6asa Ha  cepBepe, rae | -pdSysDataBase postgres
passopaudnBaeTcs 0asa nepcoHarbHbIX
OaHHbIX. OBsi3aTeneH Npu co3gaHUn CXembl
Ha Postgres

MpumevaHunga

1 [na 3anycka KOHcCoNnM HeobxoaMMO nepefaTtb 3HadYeHue napameTpa -connSettingsPath nubo Habop
3HaveHur napameTpoB -dbDialect -dblp -dbName -dbScheme -dbPassword —dbPort.

2 MapameTp -dbName u -dbScheme gomkHbl coBnagathb.

3 Cxema u B[] cospatotcs Bcerga ToMNbKO C Ha3BaHWSMU B HWXKHEM Peructpe, HeCMoTpsi Ha hopmat ux

HanMcaHua B NapameTpax 3anpoca.

Mpumep ana OC Windows

— OObIYHbIV PEXNM CO3OaHUS:

BARS.Svody.DbUpdater.exe —--createSchema -sysUserName postgres -
sysUserPassword naposnsOrllonszoBaTrenaPostgres -sysDataBase postgres -
connSettingsPath "nyTe\IllpuioxeHuve.bapc"

BARS.Svody.DbUpdater.exe —--createSchema -sysUserName postgres -
sysUserPassword naponsOtrllonezoBaTenaPostgres -sysDataBase postgres -
dbDialect Npgsgl -dbIp IPCepBepaBll —-dbName wmmaBII -dbScheme mmaCxeMmel -
dbPassword naponpOrCxemul —-dbPort nopTEI

—  PEXUM OTAEJIbHOIO XpaHeHnA NepcoHalibHbIX AaHHbIX:

BARS.Svody.DbUpdater.exe —--createSchema -sysUserName postgres -
sysUserPassword postgres -connSettingsPath "nyTs\lpunoxenue.dbapc" --pd
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-pdUser nomnbzoBaTenbll]] —pdPassword naponbOrCxewmull]l] -pdIp IPCeprepaBHOllI
-pdPort noptrBIll -pdSysUserName postgres -pdSysUserPassword
napoJsOtTllone3oBaTensaPostgreslll -pdSysDataBase postgres

BARS.Svody.DbUpdater.exe —--createSchema -sysUserName postgres -
sysUserPassword naponbOrllons3oBaTensaPostgres -dbDialect Npgsgl -dblIp
IPCepBepaBll —-dbName wmmabll —-dbScheme mmaCxemel —dbPassword napoibOTCxeMel
—-dbPort noptBl] --pd -pdUser nomnbzoBaTenbll]] —pdPassword nojabzoBaTesbll]] -
pdlp IPCepmBepaBHlll -pdPort noptTBHAIIl -pdSysUserName postgres -
pdSysUserPassword naposbOrllonbz3oBarengPostgreslll —-pdSysDataBase
postgres

Mpumep ana OC Linux

— 0ObIYHbIN PEXUM CO30AHUS:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath "/nyTe/llpuioxeHue.bapc"

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword naposbOtllosb30oBarensgPostgres -
sysDataBase postgres -dbDialect Npgsgl -dbIp IPCepBepaBll -dbName wmmabl]
—-dbScheme mMaCxemer —dbPassword naponeOrCxemel —dbPort noptB]]

—  PEXUM OTAEJIbHOIO XpaHeHnA NepcoHalibHbIX AaHHbIX:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -connSettingsPath
"nyTe \llpuiaoxeHue .bapc”" --pd -pdUser nombzoBaTenbll]] —-pdPassword
naposeOrCxemullll —-pdIp IPCeprepaBlllll -pdPort nopTBAII -pdSysUserName
postgres -pdSysUserPassword naponbOtrllosnbzoBaTrensPostgreslll -
pdSysDataBase postgres

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword naposbOrllosib30BaTensgPostgres -
dbDialect Npgsgl -dbIp IPCeprepaB]ll -dbName wmmaBIl -dbScheme mmaCxemer -
dbPassword naponapOrCxemel —dbPort nopTEI --pd -pdUser nosnb3oBaTenslll] -
pdPassword nonaep3oBaresivllll -pdlp IPCepsepaBllll -pdPort nopTBIIN -
pdSysUserName postgres -pdSysUserPassword
napoJeOTllonbs30BaTensaPostgresllll -pdSysDataBase postgres

8.2 O6HoBneHue cTpykTypbl B

C nomoLbo 0OHOBMNEHNA CUHXPOHU3UPYETCH CTPYKTypa Tabnuy B Bl ¢ Ton, koTopas
Hy>XHa onga paboTtbl B npunoxeHuun. MNpu kaxgom obHOBNEHMM web-NpunoxeHns Heobxogmmo
o6HoBNATL CTPYKTYpYy BM.

MapameTpbl 3anycka npuBeaeHbl B Tabnuue Hmke (Tabnuua 7).
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Tabnuua 7 — NapameTpbl 3anycka pexnma o6HOBNEHNS

HasBaHue napametpa

OnucaHue napameTtpa

Mpumep ucnonb3oBaHus

-connSettingsPath

MyTb go ganna «lMpunoxeHne.6apcy.

Ecnu nytb cogepxuT npobenbl, 3HayeHue
napameTpa yKa3blBaeTCs B KaBbl4Kax

-connSettingsPath
"nytellpunoxenne.6apc”

-dbDialect Tun obHoensemon CYBO. [Honyctumble | -dbDialect Npgsql

3HaveHus: Npgsql
-dblp IP-agpec cepepa b[] nnbo host -dblp 127.0.0.1
-dbPort Mopt B, -dbPort 5432
-dbName HanmeHoBaHune obHoBnsiemon B[ -dbName DB_NAME
-dbScheme HavnmeHoBaHue o6HOBNSAEMOM CXEMBbI -dbScheme SCHEMA_NAME
-dbPassword Maponb nonb3oBatens b -dbPassword 123

-updateArchiveDatabases nnn

--updateArchiveDatabases

«®naxok» obHoBneHus apxmBHblx B,
MPMBA3aHHLIX K YKa3aHHbIM MapameTpam
nogknioYveHns. Ecnv snavyeHne napameTtpa He
yka3aHo, N0 yMonyaHuio apxusHble B[] 6yayTt
o6HOBMEHbI

-updateArchiveDatabases true
--updateArchiveDatabases

(ananor -
updateArchiveDatabases true)

-migrations

Myt po nankm ¢ aucTpubytuBoMm web-
npunoxerus .dil dannel 13 anctpubyTtnea
OyoyT wmcnonb3oBaHbl Ana opmMupoBaHus
Murpaumin.

B cnyvae ecnn nytb cogepxut npobensl,
3HayeHWe napameTpa YykasblBaeTcsa B
kaBblukax. Obs3aTenbHbIn NapaMeTp

-migrations
npunoxeHns"

"nytb\lNanka

-zip

Myt K zip-apxuBy C AMCTPUBYTUBOM
obHoBMEeHus. Wcnonb3yeTca npu
obHoBneHun API

-zip "nyTe\AddInLib.zip"

-simpleProgress
simpleProgress

nnn -

dopmatr  onoseLlleHus o} nporpecce
obHoBneHns. B cnydae, ecnu 3HayeHue
napametpa false — KoHcomb Oyger

oroseLaTb O Nporpecce cepnanm3oBaHHbLIMM
MoAensiMu, uHaye B TEKCTOBOM dopmare.
Honyctumble 3HayeHus: true, false 3HaveHne
no ymonuyaHuwo -— true Heoba3aTenbHbIN

-simpleProgress true wnn -
simpleProgress false --
simpleProgress  (ananor -

simpleProgress true)

napameTp
-mode Pexnmbl OOHOBNEHUS. Oonyctumble | -mode api nnun -mode platform
3HadeHus: api, platform O6s3aTenbHbLIN
napametp
--pd MapameTp ykasblBaOWMiA Ha TO, 4TO | --pd
nepcoHanbHble gaHHble ByayT XpaHWUTbCS B
otaenbHon B
-pdUser Mmsa nonb3oBatens u HasBaHue B[l, B | -pdUser test pd
KOTOpon OyayT XpaHWTbCA MepPCOHanbHbIE
OaHHble
-pdPassword Mapone nons3oBatens B -pdPassword 123
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HasBaHue napametpa OnucaHue napameTpa Mpumep ucnonb3oBaHuA
-pdip IP-agpec cepBepa b[], nm6o host -pdip 127.0.0.1
-pdPort MopTt B, -pdPort 5432
-pdSysUserName JlorvH o1 super nonb3oBatena B B[ B | -pdSysUserName postgres
KOTOpon OyaoyT XpaHWTbCA MEepPCOHanbHbIE
OaHHble
-pdSysUserPassword Maponb ot super nonb3oBatens B B[ B | -pdSysUserPassword postgres
KOoTOpon OyayT XpaHUTbCA nepcoHarbHble
OaHHble
-pdSysDataBase [maBHas ba3sa Ha cepBepe roe | -pdSysDataBase postgres
pasBopadnBaeTca 0asa  nepcoHanbHbIX
OaHHbIX. Obsi3aTeneH npu co3gaHUU CXembl
Ha Postgres

Pexnmbl o6HOBREHMIN NpuBeaeHbl B Tabnuue Huxe (Tabnuua 8).

Tabnuuya 8 — Pexxnmbl 0OHOBNEHMN

Pexxum o6HOBREHus 3Ha4yeHue
platform OG6HoBMEHNE cepBEPHON YacTn web-npunoxeHus
api O6HoeneHne APl web-npunoxeHus. YcTtaHoBneHHble API, koTopbix
HeT B OOHOBMNEHMY, HE 3aTUpaloTCs

Mpumepbl 3anycka OGHOBNEHUS CepBepHOM 4YacTn web-npunoxeHna ¢ 06bIYHBIM
PEXMMOM XPaHEHUS NEPCOHANbHbIX AAHHbIX:

— [Mpwumep 3anycka gna OC Windows:

BARS.Svody.DbUpdater.exe -migrations "nyrvHollankullpmioxeHma" -
dbDialect Npgsgl -dbIp IPCepBepaBll —-dbName wmmsaBIl -dbScheme mmsaCxeMmer -
dbPassword naponbsOrCxemel —-dbPort nopTBll -simpleProgress true -mode
pexumOBbHOBNIeHUs —-updateArchiveDatabases false

— [Mpwnmep 3anycka gnsa OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations
"nyreHollankullpunoxenusa”" -dbDialect Npgsgl -dbIp IPCepmepaB]ll —dbName
mMmaBll —-dbScheme mmaCxemel -dbPassword naposneOrCxemel —dbPort nopTBI -
simpleProgress true -mode pexmMmMOOHOBIeHMs -updateArchiveDatabases false

B APl mMoxHO peanu3oBaTb murpaumm cTpyktypbl B[. [Ons 3anycka oGHOBNEHWS
Heobxoaum zip-apxus ¢ parnamu API ¢ pacwmpeHuamm .migrations.dll:

— npumep 3anycka ana OC Windows:

BARS.Svody.DbUpdater.exe -zip
"C:\svodyapp\web\svody\AddInLib.zip" -dbDialect Npgsgl -dbIp
IPCepBepaBll —-dbName wmmabl] -dbScheme mmaCxembl —dbPassword naposbOTCxeMe
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—-dbPort noptBl -simpleProgress true -mode api -updateArchiveDatabases
false

— npumep 3anycka ana OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater -zip
"/opt/tmp/AddInLib.zip" -dbDialect Npgsgl -dbIp IPCeprepaBll —-dbName
mMaBll —dbScheme mmaCxemel -dbPassword naponbOrCxemer —dbPort noptBI -
simpleProgress true -mode api -updateArchiveDatabases false

Mpn obHoBneHnn cxembl ¢ N[, K OCHOBHLIM NapameTpam 3anycka, yKkasaHHbIM BblLLE,
Heobxoammo fobasuTb napameTpbl M3 pasgena "lMapameTpol MNO" TyT - MNMapameTpbl 3anycka,
a Takke JOIMKHbI ObITb Yka3aHbl napameTpbl -sysUserName n —sysUserPassword.

O6HoBREHWe B pexume OTAENbHOIO XpaHeHUsA NepCoOHanbHbIX AaHHbIX:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations "/opt/svody"
-dbDialect Npgsgl -dbIp IPCepmBepaBll —-dbName wmmaBl —-dbScheme mmsaCxeMel —
dbPassword naponsOrCxeMel —dbPort mopTBI -simpleProgress true -mode
platform -updateArchiveDatabases false -sysUserName
VmsaCucremHorollonb3oeaTensa —-sysUserPassword IlapossCucreMHOTOIIONIBE30BATEIIA
-—-pd -pdUser MmaCxemel pd -pdPassword naponasOrCxemel pd —pdIp
IPCeprepaBll pd -pdPort nopTBI pd -pdSysUserName
NmaCrucremHorollons3oBarena pd -pdSysUserPassword
[NaponeCucremHorollone3oeaTenda pd -pdSysDataBase lMmal'siaBHoeBlJHaCepeepe pd

8.3 YcraHoBKa nuueH3un

MapameTpbl 3anycka npueeneHbl B Tabnuue Hwxke (Tabnuua 9).

Tabnuua 9 — NMapameTpbl 3anycka

HasBaHue napametpa OnucaHue napameTtpa Mpumep ucnonb3oBaHUA
-connSettingsPath MyTtb Ao anna | -connSettingsPath
«MpunoxeHune.6apcy. "nyTb\MNpunoxexune.bapc”

Ecnu nyts copepxut npobensl,
3HaveHne napameTpa yka3blBaeTcs

B KaBblYKaXx.

-dbDialect Tun obHoBnsiemMon CYBL. | -dbDialect Npgsql
Honyctumele 3HayveHns: Npgsql

-dblp IP-agpec cepBepa B[] nu6o host -dblp 127.0.0.1

-dbPort Mopt B -dbPort 5432

-dbName HaumeHoBaHue obHoBnsiemon b -dbName DB_NAME

-dbScheme HaumeHoBaHne o6HoBnsiemon | -dbScheme SCHEME_NAME
CXeMmbl

-dbPassword Maponb nonb3oBartensi B[ -dbPassword 123
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HasBaHue napameTpa OnucaHue napameTpa ﬂpumep ncnonb3oBaHuUA

-updateArchiveDatabases nnm «dnaxok» 0OHOBMNEHMs apxmBHbIX | -updateArchiveDatabases true -
) B[l, npuBsA3aHHbIX K YyKasaHHbIM | updateArchiveDatabases
--updateArchiveDatabases napametpam nogknoyeHus. Ecnu

3HayeHWe napameTpa He yKasaHo, (aHanor -updateArchiveDatabases
Mo yMonuaHmio apxueHbie Bl Gyayt | rUe)

OOHOBINEHBI

-lic MyTe K doanny nuueHanoHHoro | -lic "nyTtb\key.lic"
kntova Il

--force BbinonHaTb aencreus 6es | --force

noaTrBepXneHud nojib3oBaTenA.

Hanpumep, ecnu npu ycTaHoBke
HOBOMO  JIMUEH3NOHHOIO  Kritoya
BbisicHsieTcs, 4YTo B B[l knou yxe
€CTb.

Bes atoro napameTpa noTpebyetcs
noarBepXXaeHnA OT nofb3oBaTtend
Ha yoaneHue Krno4ya B
WHTEPaKTUBHOM peXnme.

C aTum napamMeTpoM cTapblil Koy
OyaeT yaaneH 6e3 nogTBepXaeHus.

Heobsi3aTenbHbIN napameTp.

Ecnm napameTp He ykasaH, Mo
yMOJI4aHuto nporpamMmMa noTpebyet
noaTeepXaeHne oT Nnonb3osaTens

MocnepoBaTenbHOCTb AENCTBUN ANS YCTAHOBKU JIULEH3NN.

a) 3anyctute yTUAUTYy B pPEXMME YCTaHOBKM JULEH3UM C COOTBETCTBYHOLLUMMMU
3anofIHEHHbIMM NapameTpamu

Mpumepbl YCTaHOBKU NULIEH3UN:

- npumep 3anycka ana OC Windows:

BARS.Svody.DbUpdater.exe —-connSettingsPath "myrb\lpunoxeHue .bapc"
-lic "oyrTe\JauieH3usg.lic"

BARS.Svody.DbUpdater.exe -lic "nyrb\muuensus.lic" -dbDialect
Npgsgl —-dbIp IPCepreepaB]ll -dbName wmmaBIl -dbScheme mmaCxemer -dbPassword
napoyirOrCxemel —dbPort nopTBI -updateArchiveDatabases false --force

— npumep 3anycka ana OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater -connSettingsPath
"nyTes /llpunoxeHue . 6apc”" -lic "nyTe\auueHs3usg.lic"
/opt/svody/updater/BARS.Svody.DbUpdater -lic "nyrTb\nauiensmug.lic"
—-dbDialect Npgsqgl -dbIp IPCepBepaBI -dbName uMmaBll -dbScheme mmaCxemel -
dbPassword naponbOrCxemel —dbPort mopTBI -updateArchiveDatabases true --
force
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6) ckonupynTe Kntod, KoTopbii BblgaH I, 1 oToanTe ero Kypupyowemy COTPYAHUKY
komnaHuu. COTpyaHUK B OTBET NPeoCTaBUT BaM OTBETHbLIN KIHOY;
B) BCTaBbTe OTBETHbLIN KIMOY B KOHCOJSTb.
MprMepbl ycnewHon yCTaHOBKM NULEH3MM NPUBEAEHbI Ha pUCYHKax Huxe (PucyHok 9,
PucyHok 10).

NHARET HHOro knwda OcHOBHOM

BaNUAaLHD

ECTh YCTAHOBAEHHHH KMKY, HO HE aKTHBMPOBaHHWA KNwY. YhanuTe? [Beegute 'Y' anAa nogTeepxgeHwuA, 'N' - gna oTkasal

» BHINONHAETCA SKTHUBALMA. ..

& BKTHMBALWMK NHUEHIWOHHOrO KNwYa. CKONMPYHTE TEKCT Sanpoca aKTHUBaLUWW YKaSaHHui HMKE ANA OTNPaBKM BalieMy MEeHeOMepy

¥YCTEHOBKA SanyueHa ¢ napameTpoM --force. CywecTBymuMd B B Kmiod GyoeT yO3ned.
BoNoNHAETCA YCTAHOBKA MWUSHSMOHHOrC Knwda OCHOBHOM

Parn Knoda yonewHo Npowen BanWoauMm

{CTAHOBKE KAHWYa B CX

BanWaauWAa OaTel ASACTEBWA KMWYa MO BPEeMeHW cepBepa bBA. ..

(N4 OERCTEMTENEH, MNPOSONMEEM YCTAHOBKY . . .

LMY YONewHD yCTaHOBNEH, BHINONHAETCA IKTHBIUMA. ..
AKTHEAGUWA ENW4a BNONHEHa YCONeEWHOo

Mpouecc YCTAaHOBKEHW NWUEHIMOHHOrS KNWYa Iasepued

PucyHok 10 — NMpumep ycnewHom yCTaHOBKM NIULIEH3UN

8.4 KoHsepTauus Oracle Ha Postgres

Ona TN, koTopble CyLEeCTBYOT OaBHO M M3Ha4yanbHO pabotanun Ha CYB[ Oracle,
paspaboTtaH pyHKunoHan koHsepTaumn B[ Ha CYB[ Postgres.

BbinonHUTEe HacTponku:

a) pasBepHUTE HOBYHO Cxemy Ha Postgres;

6) yctaHoBUTE OBHOBNEHME TOM BEPCUMU, KOTOpas YCTaHOBMNEHa Ha Tekywen B:

MpumevaHunga

1 Bepcuu nexogron b Ha Oracle gomkHa 6bITb MOAEHTUYHA BEPCUM HOBOWM cxeMbl Ha Postgres.
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2 HecmoTps Ha TO, 4To Bepcun [N oguHakoBble, BO3MOXHO, YTO B ucxoaHon bl 6yaet 6onblue tTabnuu,
Yem B HoBOW B[]. Bo3MOXHbIE NPUYMHBI:

— ponroe vcnonb3oBaHue [NMM: B B[], ocTanuck cTapble, HeakTyarnbHble Tabnuubl;

— MpoeKTHble peanusauun Tpebosanu co3gaHnsa HOBbIX Tabnuy B B/.

B) YCTaHOBWUTE NMULIEH3NOHHbIW KITHO.

B npouecce koHBepTauun [l nponyckaeT 1 He NEPeHOCUT AaHHble MO CriegyloLmnm
Tabnuuam:

- RUPD%;

— MLOGS$_%;

- %$REF,;

— SYS_EXPORT_SCHEMA%;

— OLAP%;

— QRTZ_%;

— SCHEMA%;

- BARS_MUTEX;

— ADDRESS;

— CLASSIFICATIONELEM;

— ENTEXATTRDESC,;

— ENTEXATTRDESC$ARC;

— EXECUTION_TRIGGER;

— EXECUTION_TRIGGERS$ARC;

— GRUPPAPRAVDOSTUPA;

- HRANIMAYAOLAPVYBORKA,;

- JOB;

— JOB$ARC;

— NOTIFICATIONRULE;

— NOTIFICATIONRULES$ARC;

— NOTIFRULEGROUP;

— NOTIFRULEGROUPS$ARC;

— NOTIFRULEUSER,;

— NOTIFRULEUSERS$ARC;

— NTFRULEGROUPROLE;

— NTFRULEGROUPROLES$ARC,;

— NTFRULENTFRULEGROUP;
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— NTFRULENTFRULEGROUPS$ARC,;

— OFFLINEKEYS;

— OFFLINEKEYS$ARC;

— OGRANICHENIEDOSTUPA;

— POLZOV_UVYAZKA,

- STORED_META_FIELD;

- SUMMARYCHECKMARK;

- SUMMARYCHECKMARKS$ARC;

- TEMP_OLAP_TABLE;

— UNIVERSALNYISPRAVOCH,;

— USER_REGISTRATION_PA,;

— USER_REGISTRATION_PA$ARC;

— ZAPISKLADRA;

— ZAPISKLADRASARC;

— ZAPISSPRAVOCHNIKA;

— a Takke no Tabnuuam, ko4 KOTOpbiX HadnHaetca Ha OLAP, SCHEMA wu
BARS_MUTEX.

3anpoc ansa nosnyvyeHust Bcex Tabnuu, KOTopbix HET B HoBow B[:

select a.table name from all tables a where a.owner =
'HazBaHneCxeMsr'
and a.table name not like ('OLAP
.table name not like ('DIC
(

o\

")
")

and a %

and a.table name not like (Schema%')

and a.table name not like ('BARS MUTEXS%')

and a.table name not in ('ADDRESS',
'CLASSIFICATIONELEM',
'ENTEXATTRDESC',

'ENTEXATTRDESCSARC',

'"EXECUTION TRIGGER',
'"EXECUTION TRIGGERSARC',
' GRUPPAPRAVDOSTUPA',
'HRANIMAYAOLAPVYBORKA',
'JOB',

' JOBSARC',
"NOTIFICATIONRULE',
'"NOTIFICATIONRULESARC',
'"NOTIFRULEGROUP',
'"NOTIFRULEGROUPSARC',
'"NOTIFRULEUSER',
'"NOTIFRULEUSERSARC',
'"NTFRULEGROUPROLE ',
'"NTFRULEGROUPROLESARC',
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'NTFRULENTFRULEGROUP',
'NTFRULENTFRULEGROUPSARC',
'OFFLINEKEYS',
'OFFLINEKEYSSARC',
'OGRANICHENIEDOSTUPA',
'POLZOV_UVYAZKA',
'STORED META FIELD',

' SUMMARYCHECKMARK',

' SUMMARYCHECKMARKSARC',
'TEMP OLAP TABLE',
'UNIVERSALNYISPRAVOCH',
'USER REGISTRATION PA',
'USER _REGISTRATION PASARC',
'ZAPISKLADRA',
'ZAPISKLADRASARC',
'ZAPISSPRAVOCHNIKA' ,
[lepeuens Tabmuulzllpensinyme rollyHKTa
);

Mocne BbLINOMHEHUS 3anpoca OTOOpasnTCA CMMCOK Tabnuu, KOTopble Heobxoanmo
co3faTb BPY4YHYH Ha HOBOW cxeme Postgres.

r) cosganTe Tabnuubl, Nomy4YeHHbIe Bbille, B HOBOW cxeMe Postgres:

— MOny4uTe CKpUMTbI ANns co3aaHus Tabnuuy Ha cxeme Oracle;

— 3anguTe Ha CXeMy nosb3oBaTesid, BbINOJIHUTE CKPUNT:

SELECT DBMS METADATA.GET DDL ('TABLE',u.table name)
FROM USER ALL TABLES u
WHERE u.table name IN ('TABJIMIALl', 'TABJIMIOAZ');
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prompt Importing table USER ALL TABLES...

set feedback off

set define off

Jinsert inte USER ALL_TRBLES (DBMS METADATR.GET_DDL('TRELE',)
Jvalues ('

TABLESFACE "USERS ¥

Jinsert into USER_ALL TABLES (DBMS METADATA.GET DDL('TRELE',)
Jvalues ('

PucyHok 11 — Npumep nonyyYeHHOro ckpunTta

HeobxoamMMbl ToNbko create-ckpunTbl ¢ NEpeYHEM MOMeNn.
— nepenuwmTe NonyveHHble ckpunTbl nog Postgres:

Hanpumep, 13 ckpunra:

CREATE TABLE "HaseaumeCxeme"."BARS USERS"
( "LOGIN" VARCHAR2 (200),
"PASSWORD" VARCHAR?2 (200),
"NOTE" VARCHAR2 (200),
"LOCKED" NUMBER(1,0) DEFAULT 0 NOT NULL ENABLE,
"PROFILE ID" RAW(16),
"AUTHORISEINAD" NUMBER(1,0) DEFAULT 0 NOT NULL ENABLE,
"DISABLE" NUMBER (1,0) DEFAULT 0 NOT NULL ENABLE,
"CHANGEPASSWORD" NUMBER(1,0) DEFAULT 0 NOT NULL ENABLE,
"ID" RAW(16),
"NAME" VARCHAR2 (600),
"REPLICA" VARCHAR2 (80),
"DATECREATE" DATE NOT NULL ENABLE,
"DATEEDIT" DATE NOT NULL ENABLE,
"USERCREATE" VARCHAR2 (80),
"USEREDIT" VARCHAR2 (80),
"IPADDREDIT" VARCHAR2 (80),
"OBJECTVERSION" NUMBER(8,0) NOT NULL ENABLE,
"PASSWORD CHANGE DATE" DATE,

"EMAIL" VARCHARZ2 (2000),
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"LOCKTYPE" NUMBER (3, 0),
CONSTRAINT "PK BARS USERS" PRIMARY KEY ("ID") DEFERRABLE
INITIALLY DEFERRED
USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255 COMPUTE
STATISTICS
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS
2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER POOL DEFAULT FLASH CACHE DEFAULT CELL FLASH CACHE
DEFAULT)
TABLESPACE "USERS" ENABLE,
CONSTRAINT "FK BARS USERS $$B128" FOREIGN KEY ("PROFILE ID")
REFERENCES "HaszsaumeCxeme"."BARS PROFILE" ("ID") DEFERRABLE
INITIALLY DEFERRED ENABLE
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
STORAGE (INITIAL 196608 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS
2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER POOL DEFAULT FLASH CACHE DEFAULT CELL FLASH CACHE
DEFAULT)
TABLESPACE "USERS" ');

Monyyaetca ckpunt anga Oracle:

CREATE TABLE "HaszsBanmeCxewme"."BARS USERS"
( "LOGIN" VARCHARZ2 (200),
"PASSWORD" VARCHARZ2 (200),
"NOTE" VARCHARZ2 (200),
"LOCKED" NUMBER(1,0) DEFAULT O NOT NULL ENABLE,
"PROFILE ID" RAW(16),
"AUTHORISEINAD" NUMBER(1,0) DEFAULT O NOT NULL ENABLE,
"DISABLE" NUMBER (1,0) DEFAULT 0 NOT NULL ENABLE,
"CHANGEPASSWORD" NUMBER(1,0) DEFAULT O NOT NULL ENABLE,
"ID" RAW(16),
"NAME" VARCHARZ2 (600),
"REPLICA" VARCHAR2 (80),
"DATECREATE" DATE NOT NULL ENABLE,
"DATEEDIT" DATE NOT NULL ENABLE,
"USERCREATE" VARCHARZ2 (80),
"USEREDIT" VARCHAR2 (80),
"IPADDREDIT" VARCHARZ2 (80),
"OBJECTVERSION" NUMBER (8, 0) NOT NULL ENABLE,
"PASSWORD CHANGE DATE" DATE,
"EMAIL" VARCHAR2 (2000),
"LOCKTYPE" NUMBER(3,0),
) ;

KoHBepTupynTe ero B Bug ansa Postgres:

CREATE TABLE BARS USERS
( LOGIN VARCHAR (200),
PASSWORD VARCHAR (200),
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NOTE VARCHAR (200),
LOCKED numeric(1,0),
PROFILE ID uuid,
AUTHORISEINAD numeric(1,0),
DISABLE numeric(1,0) ,
CHANGEPASSWORD numeric(l,0),
ID uuid,
NAME VARCHAR (600),
REPLICA VARCHAR (80),
DATECREATE DATE NOT NULL ,
DATEEDIT DATE NOT NULL ,
USERCREATE VARCHAR (80),
USEREDIT VARCHAR(80),
IPADDREDIT VARCHAR(80),
OBJECTVERSION numeric(8,0) NOT NULL ,
PASSWORD CHANGE DATE DATE,
EMAIL VARCHAR (2000),
LOCKTYPE numeric(3,0)

);

3ameHuTe Tnbl NO NpaBunam:

— varchar2 => varchar;

— number => numeric;

— raw(16) => uuid.
Taknum obpasom cosganTe Kaxayro HegocTatoLyo Tabnuuy.
A) 3anycTuTe CKpUNT KOHBEPTAaLMM:

— npumep ana OC Windows:

BARS.Svody.DbUpdater.exe --convert -fromDbDialect Oracle -
fromDbIp IPCeprepaBlllicTouHuk -fromDbName wmmaBIOMicrouHnuk —-fromDbScheme
mMmsaCxewmel/lcTounuk —-fromDbPassword naponabCxewmelllcTounmuk —-fromDbPort
noptBIlicTounmuk —-toDbDialect Npgsgl -toDbIp IPCeprepaBIllpMeMHUK -
toDbName umaBlllpueMHuk -toDbScheme wmmsaCxewmellpmeMHuk -toDbPassword
napoJnbCxemelllpremumnk —-toDbPort noprBIllprneMHMK

— npumep ana OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater --convert -fromDbDialect
Oracle -fromDbIp IPCeprepaBlllcTouHmuk -fromDbName wmMaBIVCTOUHMK -
fromDbScheme mmaCxemellcTounmuk —-fromDbPassword napoibCxeMel/lCTOUHUK -
fromDbPort moprBIOMcTounmk -toDbDialect Npgsgl -toDbIp
IPCepBepablllpmemunk —toDbName mmaBlllpmemHuk —-toDbScheme
mMmsaCxewmelllpueMHuk —-toDbPassword naponbCxewullpremurk —toDbPort
nopThBIlIpMeMHNK

e) npu HeobXoAMMOCTU HaCTPOWTE BO BPYYHYH CO3AaHHbIX Tabnuuax orpaHuyeHus.
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9 Pab6ota co cxemou bl

9.1 CospaHue pe3sepBHbIX kKonui cxem B[l ana PostgreSQL

ABTOMaTUYeCcKoe co3fjaHne pesepBHbIX Konun cxem B[] ocyuiectBnseTcs ¢ NoOMOLLbO
yTunntel «pg_dump». BocctaHoBneHue B PostgreSQL ocylecTBNAeTca ¢ NOMOLLbIO YTUNNTBI
«pg_restore» U3 channa apxmea, CO34aHHOro KOMaHAom «pg_dumpy.

[N BbINONHEHUS pe3epBHOro KOMMPOBaHUS:

— co3fanTe KaTtanor, B KOTOpoM ByayT XpaHUTbCs dhansibl apXMBOB CXEMbI;

— co3panTe ucnorHaembln pann ¢ paclumpeHnem .cmd unu .bat, koTopbin cooepXxuT

Ha3BaHWe KOHUrypaumoHHbIX hannos, nognexalimx pesepBupoBaHuio;
— co3panTe KOHMUrypauMoHHbIN (hann C paclumpeHvem .bat, B KOTOpoM ykaxute
KOHoUrypaumio pesepsupyemMoro dainna, Hanpumep:

For /f "tokens=1,2,3,4,5 delims=/. " %%a in ('date/T') do set
nowdate=%%a-%%b-%%cC

SET PGBIN=C:\Program Files\PostgreSQL\11\bin

SET PGDATABASE=mmMsaBas3bJllaHHEIX

SET PGHOST=IPAnpecCeprepabasullaHHEIX

SET PGPORT=IloprCepBepabas3blllaHHbIX

SET PGUSER=MMallonb3oBaTenaCrnosHeMullpaeamMm

SET PGPASSWORD=IlapomnsOTIlone30BaTEINA

cd /d C:\Program Files\PostgreSQL\11l\bin

pg dump.exe --host localhost --port 5432 --username "postgres"
-role "postgres" --no-password --format custom --blobs --verbose --file
"C:\AUTODUMPS\Manual\%nowdate%-MMmaBasulaHHeX . backup" "UmsaBaszwlaHHEX"

forfiles /P E:\AUTODUMPS\Postgres\TEST\ /M *.backup /D -3 -S /C
"cmd /C del @file /g"

— Anda nepnoanyeckoro Bbi3OBa YTUITUTbI co3ganTe HOBOE 3adaHue C MNOMOLLbH

nnaHNpoBLLUNKa 3adau.

9.2 Pa6ora c nnaHMPOBLYMKOM 3a4ay

9.21 Pa6oTa ¢ nnaHupoBlmkom 3aga4y Ha OC Linux

[na aBTOomMaTM3auMm CUCTEMHBbIX 3agad, unn 6onee M3BECTHLIM Kak jobs noa Linux,
MOXXHO Mucnonb3oBaTb YTUNUTY nog HadaHumem Cron. C nomouwpto Cron MOXHO 3anyckaTtb
CKpPUNTbI aBTOMATUYECKN B TEYEHNe OnpeaeneHHoro nepmoga BpeMeHn, co3gaBatb UK apyrnx
BaXkHbIX baninoB, MOHUTOPUHI CNY0, 3anyLleHHbIX Ha BalleM CepBepe U MHOroe Apyroe.

Ecnu y Bac He yctaHoBneH Cron, yCTaHOBUTE €ro ¢ MOMOLLbI KOMaHA;:
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apt-get update
apt-get install cron

YT00bI NpOBEPUTL, paboTaeT N cepBUC Cron, UCMOMb3yATe CReayoLLYy0 KOMaHAy:

sudo systemctl status cron

UTtobbl HacTpouTb cron Ha paboyem mecte, uamenute dann /etc/crontab. ObpaTtute

BHMMaHMWeE, YTO OH MOXET ObiTb M3MEHEH TONbKO Cyneprnonb3oBaTtenem. [ns npoBepKn TeKyLew

KOHoMrypaummn, UCnonb3ynTe criegyroLLyo KomaHay:

sudo cat /etc/crontab

crontab -u %wusername% — onpeagenseT nonb3oBaTend, 4YbW 3agaun oyayT
npocmaTpuBaTbCsa/peaakTMpoBaThCs, OTCYyTCTBME AaHHOro napameTpa
yCTaHaBnMBaeT TEKYLLEro nonb3oBaTens;

crontab -| — nokasblBaeT CNNCOK TEKYLLMX 3a4ay;

crontab -e — 3anyckaeT pegakTop NnaHMpPOBLUMKA 3a4avy;

crontab -r — ygansieT Bce TekylUme 3agaudn.

dann crontab yXKe COOepPXUT NOACHEHUA O TOM, KaK onpeaerimtb CBOoUu COBCTBEHHbIE

pabouune dannbl. CUHTaKCUC BbIrNsanT cnegyowmm obpasom:

minute hour day month day of week username command

3Besgoyvka (*) B crontab MoxeT ObITb uMCNoONb3oBaHa ANA onpedeneHus Bcex

O0NyCTUMbIX 3HAYEHUN.

Hanpumep, 0 4 * * * — 3anyckaTb KOMaHA4y Kaxabin geHb B 4:00.

Mocne BHECEHMSI UIBMEHEHUI Nepe3anycTuTe CNy>K0y cron ¢ NOMOLLbI KOMaHAbl HUXeE:

sudo systemctl restart cron

KomaHga ans cHaTtus 63kana 6a3sbl AaHHbIX BbIFMSAUT Tak:

pg dump -h ampec cepsepa -p nopT -U nosb3oBareys -d Oazsa —-Fc -v -
f /oyrelodarina/Umadania.backup

3anonHute CoOoTBEeTCTBYHOLWME MYHKTbl BAlULMMWN 3HA4YEHUAMMN.

[ins BoccTaHoBNeHns n3 6akana:

pPg_restore -h ampec cepsepa -p nopr -U nojb3oBaTesyis —-d Gazsa —-Fc -
v /nyrelodarna/UMmadania.backup

CoxpaHute komaHay B (hann ckpunra.

Mpumep:

cos3ganTte HOBbIM pavn ckpunta C Ha3BaHueM backup.sh u coxpaHute no nyTtu

/home/scripts/;

98



— oTpepakTupymnTe ero, nobaBmB Tyaa BbINOSIHEHNE KOMaHAbl 6akana:
#!/bin/bash
pg dump -h ampec cepsepa -p nopT -U nosb3oBaresrs -d Gaszsa —-Fc -v -
f /nyrelodainna/Vmadariia . backup
— COXpaHuTe U3MEHEHUs B dpanne;
— pobaebTe B Crontab BbINONHEHME 3TOro CKpMnTa B 4 HOUM KaXabIn AeHb, OyaeT uMeTb
BMA:

crontab -e

— OTKpoeTcsa peaaktop. B HEM gobaBbTe CTPOUKY:

0 4 * * * root /home/scripts/backup.sh

Takke B pegaktope byaeT kpaTkasi cnpaska no cuHTakcucy (PucyHok 12).

PucyHok 12 — KpaTkas cnpaBka no CMHTaKcucy

Ecnn Bcé gobaBneHo BepHO, CO30acTcs HOBOe 3agaHune. B npoTMBHOM cryyae BbinaeT
owmnbka ¢ NpeasiokeHnemMm N3MeHUTb N OTMEHUTb AencTBue. Hanpumep, Takas:

new crontab file is missing newline before EOF, can't install.
Do you want to retry the same edit? (y/n)

[ns nonyyYeHus AONONHUTENBHOM MHOPMaLIMKM MOXETEe NPOBEPUTL CTPaHMLY man:

man cron

a TaKxe:

man crontab
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9.3 CHaTue naMnoB ANA cXxeM ¢ AaHHbIMU OTYeTHOW chopmbl 6onblie 512 MB

[Mpn cHATMM gamna MOXeT BO3HWKHYTb owwnbka «Invalid memory alloc request size».
[aHHas owmnbka BO3HMKaET TOMbKO npu Hanuuum dannos B B pasmepom Gonbwe 512 MB.
Utobbl obontn paHHyto owwnbky, Obina cos3gaHa ytunuta ans  cHATua  gamnoB. [lpwu

HeobXoAMMOCTHY 3anpallnBanTe ee y MeHeakepa KoMnaHuu.
MpumMmeyaHue — Mcnonbayinte yTUIUTY TOMbLKO B CliyYae HeOBXOAUMOCTM.

YTunurta no3sonseT nepemMectuTb annbl, y KOTOPbIX pa3mep npeBbilaeT JoNyCTUMYIO
ana PostgreSQL Hopmy, u3 Tabnuy MM B cuctemHyto Tabnuuy PostgreSQL pg_largeobject.
Mocne paboTbl yTunuThl B pexxume -mode export Heo6xoaMMo CHATb Aamn, pas3BepHyTb Aamn Mo
MECTY HasHayeHusi, 3anyCTuTb yTUNUTY B pexume -mode import (yTunuta nepemectut dannbl
n3 Tabnuupbl pg_largeobject B pogHble Tabnuupbl).

Y yTunuTbl eCcTb ABa pexuma:

— -mode export. B gaHHOM cny4ae ytunuTta cosgacT aHanorm 6onblunx gannos B

pg_largeobject n nepeseaeT a4venkn 6onbmnx garnos B null;

— -mode import. B gaHHOM crniyyae yTtunuta nepemMecTtuT npobnemHbie dannbl u3s

pg_largeobject 06paTHO B OUNLLIEHHBIE AYENKM.

3anyck yTUnNuTbl OCYLLEeCTBAAETCA Yepe3 KOMaHAHYI CTPOKY C 3ajaHMEM apryMeHTOB.

Tabnuua 10 — AprymMeHTbl 4ns YTUNUTbI ANs CHATUS gamna

AprymeHT OnucaHue Mpnmep 3Ha4YeHUM

-mode export Pexum paboThbi: -mode export

- export ons nepemelleHnss alnoB M3 poAHbix | -mode import
Tabnuy B cuctemHyio Tabnuuy PostgreSQL
pg_largeobject nepen cHaTMemM gamna

- import gns nepemeweHus  annos 13
pg_largeobject B pogHyto Tabnuuy nocne
CHATWA/HaKaTKn gamna

-h IP-agpec cepsepa b[j -h 127.0.0.1
-p MopT -p 5432

-un JlorvH gns poctyna k B postgres -un postgres
-pw Maponb ons goctyna k B postgres -pw postgres
-db HassaHue B[], B koTOpoKn pacnonoxeHa cxema ang | -db dbfordump

CHATUA OaMna

-sc HasBaHune cxembl Ans cCHATUA gamna -sc scfordumpdb
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[Mpumep 3anycka Yepes KOMaHAHYK CTPOKY [0 CHATUA AamMna Anda nepeHoca hannos n3
Tabnuy B pg_largeobject:
— pansa OC Windows:

ExpImpLargeFilesWhileDump.exe -mode export -h 127.0.0.1 -p 5432 -
un postgres -pw postgres -db dbfordump -sc scfordumpdb

— pansa OC Linux:

ExpImplLargeFilesWhileDump -mode export -h 127.0.0.1 -p 5432 -un
postgres -pw postgres -db dbfordump -sc scfordumpdb

Mpumep 3anycka 4epe3 KOMaHAHYHO CTPOKY MOCfe packaTkM gamna nnsi nepeHoca
dannoB n3 pg_largeobject B ucxogHble Tabnuubi:

— pnsa OC Windows:

ExpImpLargeFilesWhileDump.exe -mode import -h 127.0.0.1 -p 5432 -
un postgres -pw postgres -db dbrestoredump -sc scfordumpdb

— ana OC Linux:

ExpImpLargeFilesWhileDump -mode import -h 127.0.0.1 -p 5432 -un
postgres -pw postgres —-db dbrestoredump -sc scfordumpdb

Mpumep nonHoro npouecca CHATUA gamna:

— 3anycKk yTunuTtbl B pexume -mode export;

— CHATWe Jamna cTaHgapTHbIM CNocobowm;

— pasBepTbiBaHVe gamna cTaH4apTHBIM CrnocoboMm;

— 3anyck ytunutbl B pexmnme -mode import Ha cepBepe B[] pa3sepHyToro gamna (ons
nepemMeLleHns pannos B O4YNLLIEHHbIE AYENKN);

— 3anyck ytunutbl B pexmme -mode import Ha cepBepe B[ cHaToro gamna (gns

BO3BpaTa (pansioB B OYNLLIEHHbBIE AYENKN).
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10 OnucaHue KoHdUrypaumoHHbIX ¢hannoB 1 annoB NnormpoBaHuA

npunoxeHus MM

10.1 OnucaHue KoHdurypaumoHHoro dauna svody.config

OcHOBHbIM KOHUrypaumoHHeiM daunom [N asngetca svody.config. B npumepe
npeacTasBfieH TEKCT HACTPOEK NO YMONYaHUIO C KOMMEHTapPUAMUN-MOSACHEHUSMM.
Mpumep:

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<Bars.RIA>
<Elements>
<!--
B ciydae IepeonpelelleHMs CTapTOBOM Ha IIPOeKTe IIYyTh
6ymer AddInLib/Views/Templates/{IndexTemplateName}/Index.cshtml
default - mabioH N[O YyMOJYaHMIO

-—>

<IndexTemplateName>default</IndexTemplateName>

<!--HamMeHOBAHMS CKPBIBAEMEIX POIUTEJILCKMX IIYHKTOB MEHI
pabouero cToJla duepes zalsaTyio—-—>

<HiddenParentMenultems></HiddenParentMenultems>

<!--HamMeHOBAHMS CKPBIBAEMEIX IIYHKTOB MeHK pafouero cToJja
yepes 3ansaTyon-->

<HiddenMenultems>Ilorck oTueTHBExX OGopm</HiddenMenultems>

<!-- 3aroJyiIoBOK CTpaHMULH Opay3epa ——->

<ProjectTitle>Cromei</ProjectTitle>

<!-- Jlokanmuszauus 10 YMOJIUaHUn -—-—>

<DefaultLocale>ru</DefaultLocale>

<!-- Url no xoTopoMmy OyIeT BEHIIOJIHEH [epexol IpM KJIMKE Ha
JoTroTun —->

<LogoClickRedirectUrl>https://bars.group/technology/svody/</LogoClickRe
directUrl>

<!-- MHTepBaJl 3alycKa 3alauM aBTOMATUYUECKOT'O cOpoca IapoJieln
B CeKyHIax—-—>

<ForceChangePasswordJobInterval>86400</ForceChangePasswordJobInterval>
<AjaxTimeout>1200000</AjaxTimeout>
<!-- HacTpolka MCIOJbL30BaHMUSA X3M-QYHKUMUM, ONPeIeJIEeHHHEX B
TOCT P 34.11-2012 -->
<UseGostHash>false</UseGostHash>
</Elements>
</Bars.RIA>

<Bars.Authorization>
<Entries Name="Svody" Enabled="true" ButtonName="BolTu B
cucremy" SortOrder="1" AuthorizationType="Default"
LoginToAnalytics="false"/>

102



<Entries Name="Keycloak" Enabled="false" ButtonName="BornTu
yepes Keycloak" SortOrder="2" AuthorizationType="OpenId">
<OpenIdConnectProviderConfig>
<ReverseProxyUrl><!-- URL, Ha KOTOpHM OyIOeT INepeHalpaBJIeH
[IOJIb30BATEJIE IIOCJIE YCIIEUHOM aBTopM3auuM Ha CcTopoHe Openld. Heobxommmo
yKaseBaTh BHewHUM URL NPpMIIOXKEHMA, IO KOTOPOMY MNPMXOIAT I[OJIb30BAaTEJIb
(3T0 MoOxeT OpBITh URL HOpokCH-CepBeEpa, Ha KOTOPOM yCTaHOBJIEH https-

cepruomkar) --></ReverseProxyUrl>

<Issuer><!-- sHaueHue issuer --></Issuer>

<AuthorizationEndpoint><!-- =3HaueHMe
authorization endpoint--></AuthorizationEndpoint>

<TokenEndpoint><!-- snHauenmume token endpoint--
></TokenEndpoint>

<UserInfoEndpoint><!-- 3Hauenme userinfo endpoint--
></UserInfoEndpoint>

<SignOutEndpoint><!-- snauenme end session endpoint--
></SignOutEndpoint>

<ClientId><!-- sHaueHme MmeHTUbMKaTOpPa CUCTEMH (BKJIaOKa
HacTponkmu) --></ClientId>

<ClientSecret><!-- 3HaueHue "CeKpeTHHM KJIOU" CUCTEME
(BrJlamka IoJiHoMoumsa) —--></ClientSecret>

<Authority><!-- kopHeBo¥ URL Keycloak -->/</Authority>

<RealmsName><!-- Umsa pmomeHa SSO mnpoBammepa, B KOTOPOM OBLI
coszmaH kJmMeHT--></RealmsName>

<ProviderId>0</ProviderId><!-- U SSO npomanmepa

(BARS.AM, KeyCloak), HacTpoeHHOTO a AW Ha NOIOKJIIOUEHME K TOMY Xe KIIMEHTY
-—>

<ProviderPublicKey><!-- [IyOnamuHell kJjiod IoMeHa Keycloak --
></ProviderPublicKey>

</OpenIdConnectProviderConfig>
</Entries>
<Entries Name="SvodyKerberos" Enabled="false"
ButtonName="BovTu B cucremy uepez’ pnomMeH" SortOrder="3"
AuthorizationType="Kerberos">
<KerberosAuthenticationConfig>

<Login><!-- JlorMH TOJIbL30OBATEJII C IpaBaMM IOOCTyIa Ha
yTeHMe K KaTaJioT'y I[IOoJib30BaTejiel moMeHa uepes LDAP --></Login>

<Password><!-- IlapoJib HOJIB30BATENS C NpakaMM IOOCTyIa Ha
yTeHMe K KaTaJIor'y [IOJIb30BaTejiell moMeHa uepes LDAP --></Password>

<CCacheDirectoryPath><!--llanka, B koTOpyH OyIOoyT
COXpaHAThCa kerberos-0OwmieTel, NOJIydeHHBE IPM aBTopMzauum depes kerberos
B LDAP--></CCacheDirectoryPath>

<Realm><!--Umsa momeHa--></Realm>

<DomainControllerName><!--DNS-umMsa cepBepa, KOTOPHIM
ABJISETCS KOHTPOJIJIEpOM IoMmeHa--></DomainControllerName>

<UsersOu><!--¥Yzesn mepera kxarTanora OpenlLDAP, 1ol KOTOPHM
noOapBJjieHBl BCe NOJib30BaTeNM. [Ipy aBTOpMBaLMM BBIIOJIHAETCS IOMCK IOaHHEIX O
MoJib30BaTejsie IO 3TUM y3JIOM (IO yMOJIlUaHMIO ykKas3aTh users) —--></UsersOu>

<GroupsFilterAttribute><!-- ATpubyT I'pPylNIb, 10 KOTOPOMY
OymeM MckaThb B LDAP rpynnel noJib30BaTeJIeM IOMEeHa, B KOTOPHE
AOIMMHMCTPATOP BKJIOUMII [OJIL30BaTEsN S (IO yMOJIUAHMI yKasarThb memberUid) --
></GroupsFilterAttribute>

103



<KeyTabPath><!-- IIyTe mo keytab-danna, B KOTOpPBM
BHIIDYXEHH KJIOUM IOMEHHEIX cepBucos HTTP, ldap /etc/krb5.keytab--
></KeyTabPath>
</KerberosAuthenticationConfig>
</Entries>
</Bars.Authorization>

<Bars.TwoFactorAuthentication>

<!-- HacTpo¥ka yHIpaBJIeHMEM MaKCUMAJILHOT'O BPEMEHM, B TEeUEeHUU
KOTOPOT'O, MOXHO 3alpOCUTb OIHOPA30BBIM IAPOJIb MTOBTOPHO.——>

<!-- BpemMsa yCcTaHaBJIMBAeTCsS B CeKyHIOax. MMHMMaJIbHOE SBHaueHMe
60 (lmmuyTa). MakcumasbHoe 3HadveHume 900 (15MmuyT) .——>

<!-- Ecim 3HauyeHre yKaz3aHO He BEPHO, TO MNPMMEHSEeTCs 3HaueHUue
10 yMOJIUaHMI paBHoe 120 —-->

<PasswordLifeTime>120</PasswordLifeTime>
</Bars.TwoFactorAuthentication>

<Bars.MessengerService>

<Elements>
<!-- Anpec cepBepa, I'Ie Pa3BEPHYT CEPBUC OTIPaABKM COOOMEeHUN
(6es 3Haka "/" B KOHUe ampeca, Hamnpumep "http://192.168.12.12") -->
<URL></URL>
<!-- Tlepmon BHI3OBa CepBMCA IJII OTIPABKM COOOmeHMuM (B
CexyHOmax) -->
<Period>10</Period>
</Elements>

</Bars.MessengerService>

<!-- HacTpomku ReminderWorker -->

<Bars.RemindNotificator>
<enabled>false</enabled>
<ReminderWorkerJobInterval>43200</ReminderWorkerJobInterval>

<ReminderCalculatorChangesAnalyzerJobInterval>3600</ReminderCalculatorC
hangesAnalyzerJobInterval>
</Bars.RemindNotificator>

<!-- HacTpolku MeHeIxepa (QOHOBEIX IIPOLIECCOB ——>
<Bars.ProcessManager Culture="ru-RU"

ThreadCount="5"></Bars.ProcessManager>

<Bars.ControlConfigurationPanel>

<!-- JloTuH -->
<Login>root</Login>
<!-- Iapomsp —-->

<Password>JebteGLoc+rrPkr5VpYYow==</Password>
</Bars.ControlConfigurationPanel>

<ext.direct>
<Name>Svody.RemotingAPI</Name>
<Assembly>BARS.Svody.Web.Host, Bars.Svody.Web.Host,
ApiWrappers</Assembly>
<DateFormat>ISO</DateFormat>
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<Debug>true</Debug>
<MaxRetries>0</MaxRetries>
</ext.direct>

<sessionState>
<Mode>InProc</Mode>
<TimeoutInMinutes>5</TimeoutInMinutes>
</sessionState>

<Bars.NewsService NotificationDurationInMinutes="2880"/>
<Bars.SoapServices>
<!-- Ilpmmep noBaBJIEHHOT'O CEepPBUCA
<Entries Name="SampleService"
Type="Api.LegacyWcf.SampleService, Api.LegacyWcf"
Endpoint="/SampleService.asmx"/>

Name - HaszpaHme cepBuca
Type - IlolHOe HasBaHME TUIlA IO KOTOpOMYy IeHepupyeTrcda WDSL-
ONMCAHME CepBUCa M KOTOPOMy OyIOyT IIepelaHbl 3alpOCH
Endpoint - KoHeuHas TouKa MapupyTa CepBMUCa
-=>
</Bars.SoapServices>

<!-- HacTpolku 0es30MNaCHOCTM, ONpPeIesdrlMe HapaMeTpH 3allMThl OT
CSRF-aTakm Ha NpMIIOXEeHUE

AllowedDomainsForShowInFrame - ykasplBaeTCsa 3HaueHMe http-
3ar0JIOBKA, KOTOPEIM IIO3BOJIAET HOOABJIATb B MCKJIIOUYEHMA IOMEHB, Ha KOTOPBIX
BO3MOXHO OTKpeITMe UI nmartdopmer B IFRAME.

HanpuMmep http://your.site https://my.site.
S3HaueHMe [0 YyMOJIYaHMI — IIyCcTasd CTPpOoKa

SameSiteCookiePolicy - ykaz3HBaeTCs MNOJIUTHUKA, IPUMMeHsSeMmas K
CeCCHMOHHOM cookie, BHIaBaeMOV CEPBEPOM KaXIOMy I10JIb30BaATEJIO, KOTOPHIM
CMOT YCIIENHO aBTOPU30BATLCS B CUCTEME.

llonpoBOHee © 3HaueHusax — https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/Set-Cookie/SameSite,
https://docs.microsoft.com/ru-
ru/dotnet/api/microsoft.aspnetcore.http.samesitemode?view=aspnetcore-
3.1
BHauveHMe Mo yMoJsidaHmpo - Lax. g KpoccaBTOpM3alLuUu
HeoOxXOoOMMO yKaszsaTb s3HaueHme Unspecified
-—>
<CsrfSecurity>
<AllowedDomainsForShowInFrame></AllowedDomainsForShowInFrame>
<SameSiteCookiePolicy>Lax</SameSiteCookiePolicy>
</CsrfSecurity>

<!-- Hacrpolka rjaofalmM3aluy PEeKBECTOB IIPUIIOXEHUS ——>
<globalization>
<Culture>ru-RU</Culture>
<UiCulture>ru-RU</UiCulture>
</globalization>
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<!-- Hacrpomuka Kpuntollpo-->
<Bars.Signature>
<!-- IlpummMep nytum no Kpunrollpo nns cepBepa Ha Linux
/opt/cprocsp/bin/amd64 -->
<CryptoProPath></CryptoProPath>
</Bars.Signature>

<Bars.Themes DefaultThemeName = "svody">
<Themes Name="svody" DisplayName="CreTjasa"
PreviewImageCls="svody-theme-preview"/>
<Themes Name="svody-dark" DisplayName="T&MHasa"
PreviewImageCls="svody-dark-theme-preview"/>
</Bars.Themes>

<Svody.Designer>

<l--
Name - HauMMeHOBAaHME TMOIOKJIUYEeHMS (3HadeHMe obOsda3aTesibHOoe,
YHUKAJIbHOE)
Url - ccpulka Ha OPUIIOXEHME IM3aMHep
SortOrder - nopsanok oOpalleHMs II0 CCBUIKaM, 4YeM MeHble
SortOrder - TeM paHblle NPU YyCTAHOBKE COEIMHEHMA C IM3arHepoM OyneT

MCIIOJIB30OBaHa CChBLIJIKA

[ToumMmep:

<Entry Name="primary" Url="https://192.168.0.2/designer"
SortOrder="0"/>

<Entry Name="secondary"
Url="https://domain.name.ru/designer" SortOrder="1"/>

[Ipy TaxoM HaACTPOMKE CHadajla NPpOM30MIEeT [NONIBTKa aBTopM3alumumn
no cceuike https://192.168.0.2/designer, B cilyyae HeyIauu — I[IPOU3OMOET
[IOMEITKA aBTOPM3alMM IO CChJIKe https://domain.name.ru/designer.

KoJIMueCcTBO CCHUIOK HE OTPAHUUYEHO.

-—>
<Entry Name="primary" Url="" SortOrder="0"/>
</Svody.Designer>

<Svody.Aw>

<Db><!-- BI Clickhouse AW --></Db>

<Host><!-- IP BI Clickhouse AW --></Host>

<Port>9017</Port><!-- TCP IlopT Clickhouse AW -->

<User><!-- Tlombzopatresnb B]ll Clickhouse AW --></User>

<Password><!-- Tlaposb nojabzoraTesa Bl Clickhouse AW --
></Password>

<BaseUrl><!-- URLl npunoxenmsa AW. YkaswBaeTcd 06esz "/" B KOHIE
--></BaseUrl>

<AdminLogin><!--=JloruH ammmHa AW--></AdminLogin>
<AdminPassword><!--Ilapojsib amMmHa AW--></AdminPassword>
</Svody .Aw>

<Svody.Analytics>
<!-- OrobpaxaThb KHOMNKY AHaJIUTUKA —-—>
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<Visible>true</Visible><!-- OrobpaxaThb KHOMNKY AHAJIMTUKA ——>

<!-- true - OTKPHITL B HOBOM BKJamke OpujioxeHus, false -
OTKPEITL B HOBOM OkHe Opayzepa-->

<InFrame>true</InFrame><!-- true - OTKPHTL B HOBOM BKJIAIKE
cBonmoe, false - OTKPHITE B HOBOM OKHe Opayszepa—-—>

<!-- UR1l npunoxeHua AW. YkasmBaeTcd 6e3 "/" B KOHUe —-->

<Url></Url>

</Svody.RAnalytics>

<Svody.DataProtection>

<!-- Cpok XM3HM KJIOUa, yKas3bBaeTCd B IOHIX ——>
<KeyLifeTime>90</KeyLifeTime>
</Svody.DataProtection>

</configuration>

®ann «svody.config» cogepxut

napameTpbl pasnnyHbIX HAaCTPOEK MPUIOXEHUS U MO

YMOIMYaHUIO COAEPXKNUT CrieayoLLme CeKLUNn:

— Bars.RIA — obuwue HacTponkn npunoxeHus. CoaepXxut napameTpbl, ONUCaHHbIE B

Tabnuue Hnxe (Tabnuua 11);

Tabnuua 11 — NapameTpbl cekummn Bars.RIA

HasBaHue napameTtpa

OnucaHue napameTtpa

IndexTemplateName

HasBaHue nanku MHAEKCHON CTpaHuubl rpynnbl TeM odOopMIIeHNS
oTHocutenbHo nytn Views/Templates. [docTynHbin  wabnoH -—
«defaulty»

HiddenParentMenultems

HaumeHoBaHMS CKpbiBaeMbIX POAUTENbCKUX U AOYEPHUX MYHKTOB
MeHlo pabodero ctona («Mpodunb», «YupexgeHue», «Moun
XpaHumble 6nokupoBkn», «Mou ¢oHoBbIe npouecchbl», «LieHTp
coobweHunny, a Takke «OTyeTHble dopmbly, «AHanNUTUYECKne
BbIOOPKNY, «AOMUHUCTPUPOBAHUE Y, «[MomoLb», «HoBocTUn
npoekTa»). BBogutb He06x0QUMO Yepes 3ansaTyio

HiddenMenultems

HaumeHoBaHMSA CKpbiBaeMbiX MNYHKTOB MeH paboyero crona.
BBoanTb HEOGXOOMMO Yepes 3andATyto

ProjectTitle

1.3aronoBok cTpaHuubl web-6paysepa, Ha KOTOpPOW OTKpblBaeTCs
npunoxexwne M.

2.HanmeHoBaHne T B Temax cooOLEeHUN ,0TNpaBnseMbIX
nonb3oBaTensam n aKkcnepTam

DefaultLocale

Jlokanusauua no ymon4aHuio

LogoClickRedirectUrl

URL, no kotopomy 6ygeT BbIMOMHEH Nepexoa Mpu HaxaTuyn Ha
noroTun

ForceChangePasswordJoblnterval

WHTepBan 3anycka 3agayM aBTomaTtudeckoro cbpoca naponei B
ceKyHaax

AjaxTimeout

KonnyectBo mwunnucekyHn, KoTopoe [JaeTcs Ha  BbIMOSHEHME
3anpoca oT KnueHTa K cepaepy. 1o ymonyaHuio 1200000

UseGostHash

HacTpowika ncnonb3oBaHus xaww-yHkumn, onpegeneHHoix B FOCT
P 34.11-2012
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MpumevyaHue — lpu BkNYeHHOM napameTpe UseGostHash Tpebyetcss AONONHUTENBHO HAcTPOUTb
cepTndULMpoBaHHbIA NakeT openssl-gost-engine, koTopbi BkNoYaeT B cebsa peanusaumo anroputmos [OCT.
Mopnepxka anroputmoB NOCT gormkHa NpomM3BOAMTLCA BCEMU BbIMUCAMTENbHBIMW MallMHaAMKW, HE TOMbKO Ha
cepsepe npunoxeHusd NI, Ho n cepsep ¢ cepsrcom dopm n [AnsariHepom. YctaHoBka v HacTponka TOCT OpenSSL
onucaHa Ha caunTax: https://redos.red-soft.ru/base/manual/safe-redos/gost-in-openssl/,
https://www.altlinux.org/TOCT_B_OpenSSL.

— Bars.Authorization — cekuusi, oTBevaroLasa 3a HacTporkM asTopmusauumn. Coaepxut

napamMeTpbl, ONMcaHHble B Tabnuue Huwke (Tabnuua 12);

Tabnuua 12 — MNapameTpbl cekumm Bars.Authorization

HasBaHue napameTpa OnucaHue napameTpa
Name HanmeHoBaHume 6noka ons aBTopmsaunm
Enabled MpuHMMaeT gBa 3HaveHust: true u false. Npu 3HadYeHUm true Ha akpaHe

aBTopusaunmn OTO6pa3VITC$| HOBaA KHOMKa, Nnpu 3Ha4YeHun false 6nok
He y4yuTbiBaeTCcAa

ButtonName TeKCT BHYTPU KHOMKK

SortOrder I'Iopﬂp,0|< COPTUPOBKK KHOMOK, NMPUHUMaET 4YUCIoBble 3HA4YeHuA, Tak
npu HalM4Ynn HECKOJ1bKUX cnocoboB aBToOpun3aunm MOXHO NMOMEHATb
nopAaaoOK KHOMOK

AuthorizationType MpuHumaet Default gna astopusauum no ymonudauuio, OIDC gnsa
aBTopu3aumm Yyepes SSO n Kerberos gns aBTopmsaumm 4yepes AOMeH
LDAP

LoginToAnalytics MpuHuMmaeT gaBa 3HadveHusi: true u false. [pu 3HaveHumn true

nosiBNsieTc  BO3MOXHOCTb  4epe3  CTpaHOapTHblA  BapuaHT
aBsTopusaunmn Bxogutb B AW

ReverseProxyUrl Heobxooumo ykasaTb CCbIfIKY Ha NPUITOXeHWEe

Issuer 3HauyeHue issuer n3 Hactpoek endpoint SSO (13 nyHkTa o) B . 14.1.1
ans BarsAM u u3 nyHkta B) B n. 14.1.2 anga Keycloak)

AuthorizationEndpoint 3HauveHne authorization_endpoint 13 HacTpoek endpoint SSO (13
nyHkta o) B n. 14.1.1 ana BarsAM u 13 nyHkta B) B n. 14.1.2 ang
Keycloak)

TokenEndpoint 3HaueHune token_endpoint 3 HacTpoek endpoint SSO (13 nyHKTa 0) B

n. 14.1.1 onsa BarsAM u u3 nyHkta B) B n. 14.1.2 aona Keycloak)

UserinfoEndpoint 3HauveHune userinfo_endpoint n3 Hactpoek endpoint SSO (13 nyHkTa 0)
B n. 14.1.1 ans BarsAM un u3 nyHkta B) B n. 14.1.2 ansa Keycloak)

SignOutEndpoint 3HaueHne end_session_endpoint 3 HacTpoek endpoint (U3 NyHKTa 0)
B n. 14.1.1 ana BarsAM v n3 nyHkTa B) B n. 14.1.2 ansa Keycloak)

Clientld 3HaveHue yHukanbHoro ngexHtundukartopa N (n3 nyHktao)sn. 14.1.1
ans BarsAM v u3 nyHkta B) B . 14.1.2 anga Keycloak)

ClientSecret 3HayeHne cekpetHoro kntoya [N (M3 nyHkta H) B n.14.1.1 an4g
BarsAM u n3 nyHkta m) B 0. 14.1.2 ansa Keycloak)

Authority Ccbinka Ha SSO

108



HaseaHue napameTtpa

OnucaHue napameTtpa

RealmsName

MMa gomeHa M3 HacTpoek AOMeHa, Hanpumep, master (Tonbko Ans
Keycloak n3 nyHkta r) B n. 14.1.2, HeobxoaumMo Onsi BO3MOXHOCTU
mMaccoBoro akcrnopta none3osaTenen us [N B Keycloak, MOXHO
OCTaBWUTb MYCTbIM MPU HEOOXOANUMOCTK)

Providerld

Heobxogumo gns pa6OTbI aHannTn4eckmnx BbI60pOK, B Cliy4ae, eciun
aHannTn4yeckmne Bbl60pKVI HE NCNOoJb3yrTCA, HeobxogMmo yoannTtb
U 3aKn4nTb B KOMMeHTapVIIZ

ProviderPublicKey

My6nuyHbIN KNod goMmeHa (M3 nyHkTa o) n. 14.1.1 ana BarsAM u u3
nyHkTa H) B n. 14.1.2 anga Keycloak)

Login JlorvH nonb3oBaTensd C npaBamu [OCTyNa Ha YTEHUE K KaTanory
nons3osarenen gomeHa yepes LDAP
Password Maponb nonb3oBaTens C npaBamMy JOCTyMa Ha YTeHWEe K KaTtanory

nosnib3oBartenen gomeHa yepes LDAP

CCacheDirectoryPath

Manka, B koTOpyto OyayT coxpaHATbCsa kerberos-6uneTobl, Nony4YeHHble
npu asTopmnsauunm Yyepes kerberos 8 LDAP

Realm

Nmsa pomeHa

DomainControllerName

DNS-ums cepBepa, KOTOPbIN ABMSETCS KOHTPONNepoM AOMeHa

UsersOu

Y3en gepesa katanora OpenLDAP, nog koTopbiM goGaBneHbl Bce
nonb3oBaTenu. |-|pl/l aBTopus3aunmn BbINONHAETCA MNOUCK AaHHbIX O
nonb3oBaTtersie Nog 3TMM Y351oM (MO YMOMYaHUIo yKasaTb Users)

GroupsFilterAttribute

ATpubyT rpynnbl, no kotopomy 6ygem wuckate B LDAP rpynnbi
nonb3oBaTenen [AOMeHa, B KOTOPble aAMWHUCTPATOP BKMOYUI
nonb3oBartens (no ymonyanuo ykasatb memberUid)

KeyTabPath

MNyte oo keytab-cbaina, B KOTOPLIN BbIrPYKEHbI KNHOYN OOMEHHbIX
cepsucos HTTP, Idap /etc/krb5.keytab

— Bars.TwoFactorAuthentication — HacTponka ynpasfieHMEM MaKCMMasibHOro BpeMEH!,
B TeYyeHMe KOTOPOro MOXHO 3arnpoCuTb OOHOPAa30BbIN Maposib NMOBTOPHO. Bpems
yCTaHaBnMBaeTCa B CekyHaax. MwuHumanbHoe 3HayeHne 60 (1 muHyTa).
MakcumanbHoe 3HadyeHue 900 (15 muHyT). Ecnu 3HayeHne ykasaHO HEBEpPHO, TO B
atpubyte PasswordLifeTime npumeHsaeTca 3HadeHne no ymonyanuio, pasHoe 120;

— Bars.MessengerService — cekuMs OTBEYaeT 3a HACTPOMKM cepBuca OTNpaBKu
coobweHun. CogepXxuT napaMmeTpbl, ONncaHHbIe B Tabnuue Huxe (Tabnuua 13);

Tabnuua 13 — NapameTpbl cekumn Bars.MessengerService

HasBaHue napameTtpa OnucaHue napameTpa

Period lMepuop BbI3OBa CepBUCa ANS OTNPaBKN COOOLLEHMI (B CeKyHAaX)

URL Agpec cepBepa, rae pa3BepHyT CEPBUC OTNpaBkM coodLeHnn (6e3
cumBona «/» B KOHLe agpeca, Hanpumep, «http://192.168.12.12»)
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— Bars.RemindNotificator — oTBe4yaeT 3a HacTpowku ysegomrneHun. Coaepxut
napamMeTpbl, ONMcaHHble B Tabnuue Huwxke (Tabnuua 14);

Tabnuua 14 — MNapameTpbl cekumm Bars.RemindNotificator

Ha3BaHue napameTtpa OnucaHue napameTpa

enabled «Dnaxok» BKMIOYEHUSA/OTKITIOYEHNSI CEpBMCa pacyeTa CPOKOB caaum
OTYETHOCTM U PaCChINKN YBEAOMIEHUN

ReminderWorkerJobinterval WHTepBan 3anycka 3ajaun pacyeTa U pacchbifiku yBeOMMAEHUN

ReminderCalculatorChangedAnalyzerJobint | WHTepBan 3anycka 3agayn o6HOBNEHME Kalla KarnbKynaTopoB CTPOK
erval pacyeTa

— DictionaryCache — HaCTpOWKM K3LLMPOBAHNSA CNPaBOYHUKOB. BO3MOXHbIE 3HAYEHNS:
— Memory (3Ha4yeHne No yMOnyaHuio) — K3LLMPOBaHNE B OonepaTUBHOM NaMsTH;
— Sqlite — kawmpoBaHme Ha gucke B B[] sqlite.

— Bars.ProcessManager — HacTponkun meHegkepa oHOBLIX npoueccos (Tabnuua 15);

Tabnuua 15 — NapameTpsbl cekumn Bars.ProcessManager

Ha3BaHue napameTtpa OnucaHue napameTpa
Culture Jlokannsauus (a3bIk)
ThreadCount KonnuectBo 04HOBPEMEHHO BbINOIHSAEMbIX (POHOBBLIX NPOLLECCOB
— Bars.ControlConfigurationPanel — HacTponkum Bxoga B naHenb KOHurypaumm

npunoxenuns. CooepXxmt NnapamMmeTpbl, OnMcaHHble B Tabnvue Hwke (Tabnuua 16);

Tabnuua 16 — MNapameTpsl cekuymm Bars.ControlConfigurationPanel

HassaHue napameTpa OnucaHue napameTtpa
Login JlormH nonb3oBaTena aAnsg BxoAda B MNaHenb KoOHdUrypauum
NPUIoXeHNs
Password Xaw napons none3oBartens Ans BXOAa B NaHernb KOHurypaumm
NPUIOXEHUS. X3l BbIYUCNAETCA MO cneunansHOMY anroputmy

— ext.direct — HacTtporka pabotbl Ext.Direct. B atpubyte Assembly ykasbiBaroTCA
HanMeHOoBaHUs cOOPOK AN KOHTPOMNEPOB, N3 KOTOPbLIX HEOOX0AMMO ChOpPMMPOBaTL
obepTkM Ha javascript. HanmeHoBaHWs BBOAATCA Yepes 3andaTyio;

— sessionState — cekumss ona HacTpoukm ceccun. B napametpe TimeoutlnMinutes
YKa3blBaeTCHA BPEMS XU3HU CeCCUM (B COCTOSIHUM HEAKTMBHOCTW) Ha web-cepBepe B

MuHyTax (Tabnuua 17);
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Tabnuua 17 — NapameTpbl cekumm sessionState

Ha3BaHue napameTtpa OnucaHue napameTpa

Mode MapameTp HacTponkm cocTtosaHuss ceaHca Mode nosBonser
yKkasaTb, KakoOW MNOCTaBLUMK COCTOSIHUS CceaHCa [OOJDKEH
MCMNomnb30BaTbCA AN XPaHEHUsA [OaHHbIX COCTOSIHMSA ceaHca

mexay 3anpocamu.
("Off|InProc|StateServer|SQLServer|Custom") TNogpobHee o
3HaAYEHUSIX:

https://professorweb.ru/my/ASP_NET/base/level5/5_4.php

Type TekyLlee KONMYECTBO MUHYT, KOTOPOE OOJPKHO MPONTH, Npexae
YeM TeKyLU ceaHc OyaeT 3aBepLUEH Npu YCOBUM OTCYTCTBUS
3aMpocoB OT KMMEHTa. OTO 3HaYeHWe MOXeT W3MEHSITbCS
NporpaMmHoO, 4YTO JdaeT BO3MOXHOCTb MpuM HEObXoAMMOCTM
NpoAneBaTb CPOK XU3HU KOMMeKUnM ceaHca ans 6onee BaxHbIX
onepauui

— Bars.NewsService — HacTponka onoselleHnrn o6 obHoBneHun pasgena «HoBocTu
npoekta». B napametpe cekuum NotificationDurationinMinutes 3agaetca Bpewms
AEeNCTBUSA OMOBELLEHUS B MUHYTaX , N0 yMONYyaHuo pasHoe 2880;

— Bars.SoapServices — peructpauyua SOAP-cepsucos 13 npuknagHboix APl B kavyecTtse
endpoint-os [IN. Cekuna cogepXut napamMmeTpbl, ONUCaHHble B Tabnuue Huxe
(Tabnuua 18);

Tabnuua 18 — NapameTpbl cekumn Bars.SoapServices

HasBaHue napameTpa OnucaHue napameTpa
Name HanmeHoBaHue cepBuca
Type MonHoe HasBaHWe Tuna, MO KoTopomy reHepupyetca WDSL-

onvcaHue cepBuca 1 koTopomy 6yayT nepefaHb! 3anpochi

Endpoint KoHeyHas Touka mapLipyTa cepBuca

— CsrfSecurity — cogepXxuvTt napameTpbl, onucaHHble B Tabnuue Hwke (Tabnuua 19);

Tabnuua 19 — NMapameTpsbl cekumn CsrfSecurity

HasBaHue napameTtpa OnucaHue napameTpa

AllowedDomainsForShowlnFrame YkasbliBaeTcs 3HaveHue http-saronoBka, KoTOpbIM MO3BONAET
0ob6aBnsATb B UCKIMIOYEHUS [OMEHbI, Ha KOTOPbIX BO3MOXHO
otkpbiTne Ul MMM B IFRAME.

Hanpumep, http://your.site https://my.site.

3HayeHve No yMonyaHuio — nycras cTpoka

SameSiteCookiePolicy YKkasblBaeTcs nonutuka, npuMeHsiemass K CEeCCUMOHHOW cookie,
BblJaBaeMoi CEepBEepOM KaxkgoMy MOofib30BaTesto, KOTOPbIA CMOr
ycneLHo asTopu3oBatbes B 1.
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HaseaHue napameTpa OnucaHue napameTpa

US/docs/Web/HTTP/Headers/Set-Cookie/SameSite,
https://docs.microsoft.com/ru-

core-3.1.

HeobxoanMo ykasaTb 3HayeHue «Unspecified»

globalization — cekuna ans HacTpovku rnobanusaunm pPeKBECTOB MPUIIOXKEHUS
(Tabnuua 20);

Tabnuua 20 — NMapameTpsbl cekummn globalization

HasBaHue napameTtpa OnucaHue napameTpa

Culture

ru-RU y o6ounx atpmbytos

UiCulture

Bars.Signature — cekuua gns Hactponkum nytm go Kpuntollpo. B atpubyte
CryptoProPath ykasbiBaetca nytb o Kpuntollpo Ha cepBepe npunoxeHuda. Ecnn
AaHHasa HacTponka nycTas, To byayT MCNosb3oBaTbCA 3HAaYEHUs MO yMonyYaHuio. MNMyTb
ans Linux: /opt/cprocsp/bin/amd64;

Bars.Themes — cekuna ons HaCTPOMKM JOCTYNHbIX NOfb3oBaTeNaM TeM ohopmreHns
npunoxenna. B atpmbyte DefaultThemeName ykasbiBaeTca ucnosb3yemas no
ymon4yaHuto tema. OHa ucnonb3yeTcs B CReayoLmnx cnyvasx:

— €ecCJl1 noJsib3oBaTeslb He Bbl6|/|paJ'I TEMY U3 CMNMUCKa,

ecln Bbl6paHHa$I TeéMa nepecrtana ObITb BanNnnaHom,

ecnv BblbpaHHasa Tema He BanuaHas;
— ecnn  OTKMYeHa HacTtporka «OTcnexumBaTb WM COXPaHATb  HACTPOWMKMK
nosfib3oBaTenemn».

Svody.Designer — cekuusi 4nsi HaCTPOMKM napamMeTpoB MOAKITOYEHUS K Ou3anHepy
OoTYyeTHbIX popM. B nmapametpe URL ykasbiBaeTcAa ccbifika Ha npunoxeHue web-
ansaHepa, no Kotopou OyaeT oOcCywecTBrneH nepexo4 Mpu  HaxaTum Ha
COOTBETCTBYHLLYI KHOMKY B «[ln3anHep» B rmaBHOM MeHto [111;

Svody.Aw — cekuusi Onsi HacTpovku napameTpoB nogknoveHne AW. Coaepxut

napameTpbl, onucaHHble B Tabnuue Hwxe (Tabnuua 21);
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Tabnuua 21 — NapameTpbl cekumm Svody.Aw

Ha3saHue napameTtpa OnucaHue napameTpa
Db Bl Clickhouse AW
Host IP B[] Clickhouse AW
Port TCP Moprt Clickhouse AW
User Monb3oatenb Bl Clickhouse AW
Password Maponb nonb3oBatens B[ Clickhouse AW
BaseUrl URL npunoxeHns AW. YkasbiBaeTtca 6e3 cumBona «/» B KOHLUE
AdminLogin JNlorvd agmnua AW
AdminPassword Maponb agmnHa AW

— Svody.Analytics — cekuus ana HacTpOWKM Kpocc-aBTopudaumm ¢ AW. Coaepxut

napamMeTpbl, ONMcaHHble B Tabnuue Hmke (Tabnuua 22);

HasBaHue napameTtpa

OnucaHue napameTtpa

Visible OTobpaxxeHue/ckpbiTMe KHOMKU «AHANUMTUKa» - MO YMOSYaHUIo
KHOMKa CKpblTa, YCTaHOBNEHO 3HayeHue «false»

InFrame OTKkpbITUE CTpaHuubl BO Bknagke BHyTpu [ («true») wnn B
oTaenbHoW Bknagke web-6paysepa («false»)

Url URL agpec, no kotopoMy byaeTt npoucxoauTb nepexon no KHorke

«AHanuTnka»

Svody.DataProtection - CpOK XW3HK KNO4a AOns aBTopu3auuy 3anpocoB MeXay

NPUNOXEHNEM U CeEpPBMCOM hOPM, YKa3blBAeTCs B AHSX.

[ns NpuMeHeHUs1 U3AMEHEHUIA Nepe3anyCcTuTe NPUNoXeHue.

10.2 OnucaHue koHurypaumoHHoro dana MpunoxeHune.6apc

[na nogknoyeHus NnpunoxeHna Kk 6ase AaHHbIX ncnonb3yetcs dann MNpunoxeHune.bapc,

KOTOprIZ pacnofioXXeH B KOpPpHe MpPUIioXXeHus. I'Iapameprl NOAKMKOYEHNA YKa3aHbl B Tabnuue

Hwke (Tabnuua 23).

Tabnuua 23 — NapameTpbl NOAKIIOYEHUS

MapameTp

OnucaHue

DbDialect Bug CYB[, k KOTOpOW BbINOMHAETCSA NOAKMIOYEHNE.
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MapameTp OnucaHue

HocTynHoe 3HauyeHne — Npgsql

Wmsallonb3oBartens Mmsa nonb3osatens b

Maponb Maponb nonb3oartens b

MopT MopT

Cepeep IP-agpec cepeepa b[]

B HavmeHoBaHne 6asbl [aHHbIX, K KOTOPOW  BbINOMHAETCA
noakntoYeHne

HaseaHneCxembl HavnmeHoBaHue cxembl B 6a3e AaHHbIX

EnablePooling Mcnonb3oBatb NynuHr coeamHeHni b

Bo3amoxHble 3Ha4yeHus: True, False

B cnyyae ecnn napameTp OTCYTCTBYET, MCMONb3YyeTCA 3Ha4YeHne no
ymMonyaHuio, T.e. True

UseArchiveDatabases Bo3amoxHble 3Ha4yeHus: True, False

B cny4yae ecnv napameTp OTCYTCTBYET, UCMOMb3YeTCs 3HAa4YEeHUe Mo
yMorn4aHuto, T.e. True

Mpn 3HayeHun True NpuNoXeHne Mcnomnb3yeT AN CBoen paboThbl
BCe JOCTYNHble apxvBHble B[]

CommandTimeout YkasblBaeT BpeMsi TanmayToB 3anpoca k B[l (B cekyHaax).

Ecnn napameTp He yka3aH, no ymon4daHuio G6epetca 600c. Ecnu
ykasaH 0 - TaiMayT 3anpoca HeorpaHUYeH.

MpumeuvaHue — MNapameTpbl «Mmsllonb3oBatens», «HazsaHneCxembl» 1 «B» OOMKHBI coBnagaTh.

Momnmo CTaHOapPTHbIX NapamMmeTpoB, MOXHO TakKXe WCMNosfib3oBaTb AOMNOJIHUTEJIbHbIE

napamMeTpbl:

<parameter keyword="MinPoolSize" value="1" />
<parameter keyword="MaxPoolSize" value="500" />
<parameter keyword="Timeout" value="120" />

Mpumep:

<Bapc>
<[logkJiwoueHMe>

<DbDialect>Npgsqgl</DbDialect>
<JmallosnbzoBaTeng>userName</VMsallonb30BaTens>
<[laponb>123</Iapoib>
<[lopT>5432</MopT>
<CepBep>127.0.0.1</Ceprep>
<BI>dbName</BI>
<HaszsBaumeCxemu>userName</HazBaumeCxeMu>
<EnablePooling>False</EnablePooling>
<parameter keyword="MinPoolSize" value="1" />
<parameter keyword="MaxPoolSize" wvalue="500" />
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</ToOKJIUYeHme >
</Bapc>

10.3 OnucaHue koHdurypaumoHHoro cpanna userActivityMonitor.config

MM nosBonseT BKNIOYUTL NOrMpoBaHWE 3anpocoB Ha web-cepBep M sql-cKpuNTOB,
KoTopble obOpawatTca K 6ase AaHHbIX. HacTponka norvpoBaHusi npoucxoauT B dhanne
userActivityMonitor.config. Jlorm 3anuceiBatotcs B panmn userActionsMonitor.log, KoTopbin
HaxoguTCs No NyTu:

\websvody\src\BARS.Svody.Web.Host\bin\NetCoreDebug\netcoreapp3.1\.logs.

Mpumep koHUrypaunoHHOro gpansa no ymosryaHuio:

<?xml version="1.0" encoding="UTF-8"7?>
<configuration>
<configSections>
<section name="Bars.UserActivityMonitor"
type="BARS.Svody.UserActivityMonitor.Contract.ConfigSection,
BARS.Svody.UserActivityMonitor.Contract™ />
</configSections>
<Bars.UserActivityMonitor Enabled="false"
UseDefaultConnection="false">
<ConnectionConfig DbType="Npgsql" Server="" Port="5432"
DbName="" Schema="" Password="" />
<BuffersConfig Web="100" Sgl="1000" />
<ExcludedSgls name="0" Value="INSERT INTO
USER_ACTION WEB CONTROLLER" />
<ExcludedSgls name="1" Value="INSERT INTO
USER ACTION SQL" />
<ExcludedControllers name="0" ControllerName = "Login"
ActionName="*" />
</Bars.UserActivityMonitor>
</configuration>

Cekumns <Bars.UserActivityMonitor/> cogepxut criegytowime atpmubytel (Tabnuua 24):

Tabnuua 24 — ATpubyTbl cekumm <Bars.UserActivityMonitor/>

ATpuoyT OnucaHue

Enabled 3Ha4eHus:
false — MOHMUTOPUWHI AENCTBUI NONb30BaTENS BbIKIMIOYEH,

true — BKNOYeEH

UseDefaultConnection 3Ha4eHus:

true — ucnonb3oBaTb Ans noruposaHuns B} noaknoYeHne K KOTOPOW ykasaHo
B NpunoxeHue.bapc,

false — ucnonbsoBaTtb Apyryto
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MpumevaHue — MapameTpbl NOAKNIOYEHUS YKa3biBaloTCA B cekumm ConnectionConfig.

Cekuusa <ConnectionConfig/> — cekums onst HaCTpOeK NapamMeTpPoB NoAKNYeHus Kk B,

B KOTOpyto ByaeT BeCTUCb nornpoBaHme. ATpubyThl onucaHbl B Tabnuue (Tabnuua 25):

Tabnuua 25 — AtpubyTtbl cekumm <ConnectionConfig/>

ATpubyT OnucaHue
ATpnbyT OnucaHue
DbType Tun CYB[. JocTtynHoe 3HayeHne — PostgreSQL
Server XocT cepBepa B[] (qomeH unu IP-agpec)
Port Mopt B
DbName HanmeHoBaHnue B
Schema HaumeHoBaHue cxeMbl B B[] (BOmMKHO BbiTb paBHO UMEHM Norb3oBaTens)
Password Maponk nonb3osatens b

Cekuus <BuffersConfig/> — cekums ans HacTpoek KonmyecTBa NormpyembiX 3anpocoB.

anIJ'IO)KeHVIe HaKarnnBaeT yKa3aHHOE KOJIM4eCTBO AOENCTBUN ANg 3anncu 1 3aTeM BbINOMHAET

mMaccoByto BcTaBky B B[]. ATpnbyTbl onucaHbl B Tabnuue (Tabnuua 26):

Tabnuua 26 — AtpunbyTtbl cekuumn <BuffersConfig/>

ATpubyTt OnucaHue
Web Konnuectso web-3anpocoB k web-cepBepy, KoTopble HeO6X0OAMMO HaKonWUTb A1
3anucu B b[
Sql KonunuyectBo sql-3anpocos k B[l, koTopble He06Xx0AMMO HakonuTb Ansa 3anucu B B[

Cekuusa <ExcludedSqls/> — cekumsa ana MCKMOYEHUA NOrMpoOBaHUSA HEKOTopbIX SQL-

3anpocoB (N0 YyMOMNYaHMIO MCKIOYEHbl 3anpoChbl CamMoro fiormpoBaHust). ATpubyTbl onucaHbl B

Tabnuue (Tabnuua 27):

Tabnuua 27 — AtpnbyTbl cekuumn <ExcludedSqls/>

ATpnoyT OnucaHue
name HaumeHoBaHWe UcKnoYeHns, JOMKHO bbITb yHMKanNbHbIM Ha BCe cekumm ExcludedSqls
Value Moactpoka SQL-3anpoca. Bce 3anpockl, cogepxaliue ykasaHHoe 3HadeHwe, OyayT

WUCKITHOYEeHbl U3 JTormpoBaHuA.

Takke MOXeT cofepxaTb 3HayeHne "*" — 3To 03Ha4yaeT, YToO HEOOXOAMMO WCKIIOYUTD
Bce SQL-3anpockl U3 normpoBaHus
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Cekuma <ExcludedControllers/> — cekumsa ans UCKMOYEHUSI NOrMPOBaHMUSA HEKOTOPbIX

web-3anpocoB (Mo ymMon4yaHuUIo UCKIYEHbl BCe 3anpocbl Ha KoHTponnep Login, T.e. 3anpoc

aBTopm3aumn n norayta). ATpmbyTtbl onucaHbl B Tabnuue (Tabnuua 28):

Tabnuua 28 — ATpubyTbl cekumm <ExcludedControllers/>

ATpuoyr OnucaHue

ExcludedControllers

name HavmeHoBaHME WCKNIOYEHUS, [OOIDKHO  ObITb YHUKaJ1bHbIM

ControllerName
NIOrMpoBaHus.

KOHTpOnnepbl N3 normpoBaHuA.

HanmeHoBaHune KOHTpoOmnnepa, O3KWeHbl KOTOPOro AOJDKHbI ObiTb WCKITOYEHDI

Tak >xe MOXeT cofepaTb 3Ha4YeHne ™", 4To o3Ha4YaeT, YTO HEOOXOAMMO UCKITHUNTL BCE

ActionName
J'IOFI/IpOBaHI/Iﬂ.

nikn

Tak xxe MoxeT cogepxaTtb 3Ha4eHue
BC€E 3KLUEHbl KOHTpOJ1epa 13 fiormpoBaHuA.

HanmeHoBaHMe aKweHa KOHTpOInepa, KOTOprVI OOIMKEeH OblTb  WCKIOYEH K13

— 3TO O3Ha4aeT, YTO HeoBX0OMMO UCKITHYNTL

,D,J'IFI npuMeHeHunA N3MEHEHWUI nepes3anycTtnute rnpunoxeHune.

10.4 OnucaHue koHurypaumoHHoro cpaina redis.config

Tabnuua 29 — OnucaHne KoHdurypaunoHHoro darna redis.config

ATpuoyT OnucaHue 3Ha4YeHUA
host IP-agpec cepBepa, Ha kKoTopom pa3sepHyT Redis
port MopT
user Mmsa nonb3oBatens Redis
password Maponb nonb3oBartens Redis
connectRetry KonnyectBa NonbITOK NOAKIHYEHUS
connectTimeout Bpemsa oxungaHus NoAaKnoveHns

Mpumep koHdUrypaumoHHoro ¢anna redis.config:

<configuration>

<redis>
<host>172.21.21.31</host>
<port>6379</port>
<user>default</user>
<password>redispw</password>
<connectRetry>3</connectRetry>
<connectTimeout>5000</connectTimeout>
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</redis>

</configuration>

10.5 OnucaHue koHurypaumoHHoro aina forms.service.json

Tabnuua 30 — OnucaHne koHdUrypaunoHHoro carna forms.service.json

ATpubyTt

OnucaHue 3Ha4YeHusA

FormEnginesConfig

HasBaHue cekumn, no koTopomy web-npunoxeHue 3abupaeT napameTpbl
MOAKITHOYEHUST K MPUITOXKEHMIO cepBuca

Engines Cnncok npunoxeHunm cepBuca, Kotopble 6yayT wmcnonb3oBaHbl  web-
npunoxeHnem ans paboTtel nonb3oBaTenen ¢ opmamm
Url Url cepBuca ansa o6paboTku oT4eTHbIX (hopM

FormsAuvailable

true/false, ykasblBaeT Ha BO3MOXHOCTb MCNOMb30BaHUS cepBuca Ans pabort c
dhopmamm

AnalyticsAvailable

true/false, ykasbiBaeT Ha BO3MOXHOCTb MCMOMb30BaHMA cepBuca Ans paboT
BblOOpKamMu

HealthChecklintervallnSeconds

VlHTepBaJ'I B CeKyHOax. Onpe/:l,enﬂeT nepnoan4yHOCTb MNMPOBEPKU OOCTYMNMHOCTU
BCEX CepBUCOB, YKa3aHHbIX B url n konuyecTtea OTKPbITbIX d)OpM Ha KaXXaom 13
HUX

Mpumep koHdUrypaumoHHoro danna forms.service.json:

{

"FormEnginesConfig" : {

"Engines":
{
"Url":

"FormsAvailable":
"AnalyticsAvailable":

"Url":

"FormsAvailable":
"AnalyticsAvailable":

"Url":

"FormsAvailable":
"AnalyticsAvailable":

}
I

"HealthCheckIntervalInSeconds":

[

"http://localhost:5050",
true,
true

"http://localhost:5051",
true,
false

"http://localhost:5052",
false,
true

60

118




10.6 Onucanue kKoHdurypaumoHHoro cpamna redis.json

Tabnuua 31 — OnuncaHne KoHdUrypaumoHHoro danna redis.json

ATpubyr OnucaHue 3Ha4yeHus
host IP-agpec cepBepa, Ha kKOTopoMm pa3BepHyT Redis
port MopT
user Mmsa nonb3oBartens
password Maponb nonb3oBartens

MpumedaHune — B napone HegonycTuMbl cumBonbl ', &, ', <, >, #,$.

Mpumep koHdUrypaumoHHoro danna redis.json:
{

"redis" : {
"host": "172.21.21.31",
"port": 6379,
"user": "default",
"password": "redispw"

10.7 OnucaHue koHUrypaumoHHoro cpaina postgres.json

Tabnuua 32 — OnucaHne KoHurypaumMoHHoro anna postgres.json

ATpubyT OnucaHue 3Ha4yeHusA
dbName Vmsa B
schemeName HasBaHue cxembl
formMetaSchemeName Mmsa cxembl postgres, B KoTopow cepBuc ¢opm HavgeT Tabnvubl MeTagaHHbIX,

HeobxoaMMbIx Ansa dopMMpoBaHns NpeacTaBneHnn gaHHbIXx OP

showcaseDbUser Mmsa nonb3oBatens postgres, Ans kotoporo 6yayT HasHaveHbl NpaBa Ha select 13
npeacTaBneHni gaHHbix OO

host IP-agpec cepsepa B[]

port MopTt

login JlornH gns aBTopusaumm B B

password Maponb

minPoolSize MuHManbHbIN pa3mep nyna NoAKMYeHN
maxPoolSize MakcrumanbsHbIn pa3mep nyna noaKmoYeHnin
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ATpuoyT

OnucaHue 3Ha4YeHUsA

connectionOpenTimeout

Bpemsa (B cekyHAax) oxuaaHusi Npu MOMbITKE YCTAHOBUTb MOAKIOYEHME, MO
MCTEYEHNN KOTOPOrO MOMbITKa NOAKMNI0YEHNs 3aBepLLaeTcs U co3gaeTcs ownbka

executeCommandTimeout

BpeMFI (B ceKpr,ax) OoXunagaHuna BbINOJIHEHUA KOMaHAbl, NO UCTEYEeHUUN KOTOpPOro
NnonbiTKa BbINOJIHEHNA KOMaHAbl 3aBepLlaeTcd N co3gaeTca owunbka

connectionldleSeconds

Bpewms (B cekyHAax) oxuaaHus NpocTos NOAKNIOYEHNS

connectionPruningSeconds

Bpems (B cekyHOax) oxuaaHus nepen nonbITKOM yaoanutb 6GesgencTeylolime
coedVHeHMs, CPOK AEeNCTBUSA KOTOPbIX NCTEK

readBufferSize

Pasmep BHyTpeHHero 6ydepa, kKoTopbii Nnpgsql nCNonb3yeT Npu YTeHUu

writeBufferSize

Pa3mep BHyTpeHHero 6ydepa, koTopbii Npgsql NCNonb3yeT Npu 3anucu

Mpumep koHdUrypaumoHHoro darnna postgres.json:

{

"postgres":
"dbName" :

{

"teSt",

"schemeName":"test forms",
"formMetaSchemeName": "test forms",
"host":"172.21.21.20",

"port":5432,

"showcaseDbUser": "user",
"login":"test",

"password":"123",

"minPoolSize": 2,
"maxPoolSize":50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288

10.8 OnucaHue koHUrypaumoHHoro gana metrics.json

Tabnuuya 33 — OnucaHne KoHurypaumoHHoro ¢anna metrics.json

ATpuoyT OnucaHue 3Ha4YeHuUA
enabled dnar BKITHOYEHUSA/BBIKITIOYEHNST cepBMca MOHUTOpWHra (true - BkMoyeH, false -
BbIKITIOYEH), MO3BONSIET BKIHOYUTL/OTKMOUUTE COOp METpUMK BO Bpems paboThl
NPUNOXeHns
port Homep nokanbHOro nopta Ha cepBepe, rae pa3BepHYTO NPUIOXKEHUE, HA KOTOPOM

OyneT AoCTyrnHa KOHeYHasi Todka ¢ AaHHbIMKU MeTpuK B hopmaTe prometeus no url
Buaa http://localhost:{port}/metrics

120




Mpumep koHUrypaumoHHoro canna metrics.json:
{

"metrics": {
"enabled": false,
"port": O

10.9 Onucanue koHdurypaumoHHoro cpaina formsBackups.json

Tabnuua 34 — OnucaHne koHdUrypaunoHHoro carnna formsBackups.json

ATpubyT OnucaHue 3Ha4YeHUA

maxFormBackupsCount MakcumanbHoe KONUMYeCcTBO pe3epBHbLIX Konuin opmbl

maxFormAutoSaveCount MakcumanbHoe KONMYeCcTBO aBTOCOXPaHeHMNn (hopmbl

Mpumep koHUrypaumoHHoro canna formsBackups.json:
{

"formBackups": {
"maxFormBackupsCount": 3,
"maxFormAutoSaveCount": 3

10.100nucanue KoHdUurypaumoHHoro cpaina aw.json

Tabnuua 35 — OnucaHme KoHurypawumoHHoro canna aw.json

ATpuoyT OnucaHue 3Ha4YeHUA
db HaseaHune B[ clickhouse AW
host IP-agpec cepBepa clickhouse AW
port MopT clickhouse
user Mmsa nonb3osaTtens clickhouse
password Maponb nons3oBartens clickhouse
baseUrl url-ccbinka Ha AW
adminLogin JlornH agmuHncTpaTtopa AW
adminPassword Maponb agmuHncTpaTopa AW

Mpumep koHUrypaumoHHoro canna aw.json:
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"aw":
"db": "default",
"host": "172.21.21.33",
"port": "9017",
"user": "default",
"password": "enterdz",
"baseUrl": "https://aw.regname.ru",
"adminLogin": "admin",
"adminPassword": "123456"

10.110Onucanue caiinos normposaHus

daninbl coxpaHsTCa B Nanky .logs, kKoTopasi HAXOANTCSA B KOPHEBOW Narke rnpuroXeHus,

cepsuca oopm nnu ansamHepa oT4ETHbIX POPM.

Mpy BO3HMKHOBEHUM NOTPEBHOCTU aHanu3a fioroB UMM BO3HMKHOBEHUM owwmnbok B M1

HeobXoaUMO y4ecTb:

npwv BO3HUKHOBEHMM OLLIMOOK Npu paboTe ¢ 0T4eTHOM POPMOMU, forn HeobxoaAMmo B
nepBylo oyepenb CMOTPETL B cepBuce popm;

npy BO3HWKHOBEHUWN OLWIMOBOK BO BpemMsa COOpPKM aHanmuTUYecKux BbIOOPOK, noru
HeobxoOMMO B TMepByl0 o4Yepedb CMOTpPeTb B cepBuce opm, panee noru
NPUIOXEHNS;

B NtobbIX APYrnx ciydaax B NpUnoXXeHun.

MpumeyvaHun - BCerga CTOUT BbIrpy>XaTb NOrM N N3 NMPUIOXKEeHUs, U U3 cepBuca (*)OpM B

criy4ae paboTbl C AaHHBIMU OTYETHbLIX OOPM.

B katanorax popmata «rrrr-MmM-44» CoOXpaHsaTca dpannbl (Ha Kaxayo gaty cosgaetcs

OTAENbHbIN KaTanor):

debug.log - cogepXuT wWHPOPMaUMIO NPO K3W CNPaBOYHMKOB, CO34aHUE
9K3eMnnspoB POHOBLIX NPOLECCOB;

errors.log — B dpanne cukcupyrotca Bce owmnbkm npu pabote c M1, kpome owmnbok
¢OHOBBIX MNPOLLECCOB;

info.log — cogepxuT nHdopmaumio o cTapTe u 3aBepLueHUn paboTbl NPUITOXKEHUS, O
GnoKMPOBKE HEaKTUBHbLIX MNofib3oBaTtenen, o6 yaaneHun pesynbTatoB (POHOBbIX
NpoLLEeCcCoB, O 3arnycke 1 3aBepLUeHMN HEKOTOPbIX (DOHOBLIX MPOLECCOB, a Takke 06

OLLMBKax KOMMUIIALMM MaKPOCOB (POPM;
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— trace.log — cogep>xuT MHOPMaUUIO O HaYvarne v 3aBepLleHnn Ceccum nornb3oBaTenemn
B [I1; norn npn obHOBNEHWUM Yepes root, Npu 3anycke NPUNOXEHUs, NpU nepeHoce
AaHHbIX B apXmB, NMpun XpaHeHUN BNOXEHUN Ha OMCKe, Npu ckadmBaHun apxmea AP,
npu paboTte ¢ aHanuTn4eckummn Bblibopkammn AW;

— userActionsMonitor.log — norn gencteun nonb3oBatens. [na dopMMpoBaHus 3TOro
danna TpebyeTcsa KOHPUrypaUMOHHbIN dann, onncaHHbin B n. 10.3;

— printFormModule.log — nHdpopmaumna o popMmpoBaHNN neyvaTHbIX PopM, B T.4. 06
owmnbkax;

— formDatalmportModule.log — nHdopmaLus 06 MNopTe OTYETHBLIX POPM;

— formDataExportModule.log — nHcpopmaumsa o6 akcnopTe OTYETHLIX POPM;

— deadlineDateReminderModuleLogger.log — nHpopmauna o6 owmnbkax B paboTte
KOMMOHeHTa «HanoMuHaHnA 0 cpokax caayny;

— checkModule.log — nHdopmauusa o hopmMmMpoBaHMM YBA3OK B OTYETHBIX dhopmMax, B
T.4. 06 owwmnbkax;

— summaryHandlerModule.log — vHpopmaumsa o6 owmbkax npu cbope CBOAHbIX B
OTYETHbIX hopMax;

— formStatusModel.log — nHdopmaums 06 owmbkax NpU CMeHe COCTOSHUM OTYETHbIX
hopm;

— signatureModule.log — nHdopmauusa 06 owmbkax Npu NOLAMNUCAHUN OTYETHLIX POPM;

— AW.log - B dhanine dukcmpyroTca Bce owmnbknm npu astopmsauum B AW, npwu
HPOPMMPOBaHNN aHANNTUYECKUX BbIBOPOK;

— authorization.log — nHdopmauusa o6 owmnbkax asTopmsauum onepatopos B [1[71;

— inactiveOperatorsBlocking.log — wuHdopmauua o6 onepartopax, KoTopble Obinn
3a6nokmpoBaHbl BCNeACTBUE NX HEAKTUBHOCTM;

— blockingUserWithirrelevantDate.log — nHdopmauusa o6 onepatopax, KoTopble Oblnn
3a6nokMpoBaHbl MO OKOHYaHMK CPOKa AEUCTBUS YHETHOM 3anncu Unm KoTopble Gbinn
pa3bnoknpoBaHbl NPU HACTYNSIEHUN CpoKa AENCTBUS YY4ETHOM 3anucu. 3gechb Takke
coaepXmnTca uHgopmauus ob onepaTtopax, y KOTOpbIX OblIM yaaneHbl BpEMEHHbIEe

posiv BCNeacTBME OKOHYaHUSA CpoKa OeNCTBUA 3TOW ponu;

OtgenbHo B nanke Quartz xpaHaTca norn poHoBbIX npoueccoB. Ha kaxayto garty
dopmupyeTca oTaenbHbIN pann, HaMMeHOBaHNEe KOTOPOro nMeeT oopmaT «ITrr-MM-40».
Ana dpopmmnposanmsa noros ncnonbsyetcsa ain NLog.config, KOTOPbIN NEXUT B KOpHE

NPUIIOXKEeHUA.

123



NLog.config cogepxuT cneaytowme cekuum variable, targets u rules.

CGKLI,VIFI <variable> onpegendeTr rnepemMeHHyr KOH(bVIpraLl,I/II/I C 3adaHHbIM MMEHEM.
3Ha4yeHne aTomn nepemeHHon - 3TO LIJa6J'IOH, KOTOprﬁ onpegendeT, Kak AOOJDKHbl BbIMNAOAETb
3an1cu B XXypHane.

Mpumep onpenenexns nepemenHon "layout" B NLog.config .

<variable name="layout"
value="${longdate} |${level :uppercase=true}|${logger}|S${message}
$S{exception:format=tostring, stacktrace:separator=*}" />

B 3HaueHune nepemeHHO|7| Iayout onpegendaet CJ'Ie,EI,yPOLIJ,I/II7I LwabnoH 3anuncu:

ATtpunoyr OnucaHue 3Ha4yeHuA
${longdate} [ata n Bpems 3anucu
${level:uppercase=true} YpoBeHb NIOrMpoBaHMs B BEPXHEM pPeErnCTpe
${logger} Mmsa norepa
${message} CoobLueHre 06 owmnbke
${exception:format=tostring} | VcknioueHne
${stacktrace:separator=} CTek BbI30OBOB C pasgenutenem

Cekuus <targets> aBnsaertca koHTenMHepoMm Ans anemeHToB <target>. OH onpeaensieT
pasnuyHble MecTa, B KOTopble MOXeT BbITb 3anncaHa nHpopmaums o nore.

Mpumep cekuun <targets> B NLog.config.

Cekuus <targets>

<targets>

<target name="trace-logfile" xsi:type="File"

fileName="${basedir}/.logs/${shortdate}/trace.log" encoding="utf-8"
layout="${layout}" />

<target name="main-module" xsi:type="File"
fileName="${basedir}/.logs/${shortdate}/mainData.log" encoding="utf-8"
layout="${layout}" />
</targets>
HaHHas cekuus <targets> copepxuT HeCKonbKo Lenen <target>. Hanpumep nocnegHasa
cekuus <target> onpepensiet uenb ONA XypHanupoBaHWSA Nod HasBaHuem "main-module”, y
koTopon Tun pavna onpegensetca kak "File". B aTtpubyte fileName ykasaH nytb go

pacnonoxeHusa danna nora. ATOT NyTb COCTOUT U3 crneayrLwmnx aTpubyTos:
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ATpubyr OnucaHue 3Ha4YeHuUA
${basedir}/ TekyLuas oupekTopus
Jogs/ Manka .logs
${shortdate}/ Manka ¢ HanmeHoOBaHWEM TeKyLLe KOPOTKOM AaTbl
mainData.log Wwms carina nora

KogupoBka cavna ycraHoBneHa B "utf-8". B atpubyTt layout nepegaHa nepemeHHas
"layout", koTopas Gbina onpeaeneHa Boile B cekumm <variable> n onpegensaet coopmaT 3anmcemn

B XXypHarne.

Cekuus <rules> aBnsieTcsa KOHTENHepP A11A NpaBui NOrMpoBaHuUS.
Mpumep cexkuun <rules> B NLog.config
<rules>

<logger name="WebUpdater" writeTo="web-updater" final="true"

>
<filters defaultAction="Log">
<when condition="level != LoglLevel.Trace" action="Ignore"
/>
</filters>
</logger>
<logger name="MainLogger" writeTo="main-module" final="true">
<filters defaultAction="Log">
<when condition="level < LoglLevel.Error" action="Ignore"
/>
</filters>
</logger>

<logger name="*" level="Trace" writeTo="trace-logfile" />
<logger name="*" level="Debug" writeTo="debug-logfile" />
<logger name="*" level="Info" writeTo="info-logfile" />
<logger name="*" level="Warn" writeTo="warn-logfile" />
<logger name="*" level="Error" writeTo="error-logfile" />

<logger name="*" level="Fatal" writeTo="fatal-logfile" />

125



</rules>

HaHHaa cekuma <rules> cogepXUT HECKONbKO cekumen <logger>. Hanpumep, ectb
cekums, Kotopasi onpegenseT norrep ¢ umeHem "MainLogger". 3toT norrep G6yaet nucatb
coobuieHusn B target ¢ nmeHem "main-module”, KoTopbIn onpeaeneH Bobiwe B cekunn <targets>.
3HaueHune "final" paBHoe "true", o3Ha4aeT, 4To COOBLLEHNS, 3annCaHHbIe B 3TOT florrep, He ByayT
nepeHanpasnaTbCa Ha apyrue target'sl. [lnsg gaHHoro norrepa 3agaH ounbTp C YCNOBUEM U €CIn
3TO YCNoOBME WCTUHHO, TO pe3ynbTaTomM paboTbl unbTpa OyaeT 3HavyeHue, ykasaHHoe B
aTpubyTe action, B gaHHOM crnyyae Bce 3anucun MainLogger ypoBHst HWxe, Yem Error He ByayT

3anncaHbl.

B camom KoHUe cekuuun <rules> onpegeneHbol Jiorrepbl, KOTOpble 3aluncbiBaroT

nkn

coobuleHna B dannbl B 3aBUCUMOCTU OT YpoBHA. CumBon O3Ha4yaeT NpPOU3BOSbHYHO
nocrnegoBaTenbHOCTb CMMBOMOB. Hanpumep, noru yposHs "Info" 6yayT 3anucbiBaTbes B target ¢
nmeHem "info-logfile", koTopbi onpeaeneH Bobiwe B cekumn <targets> n nuwet norn B dann

info.log
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11 HacTtpo#ka cepBuca nepecbIisiku coooLweHnn

B TN peanusoBaH cepBUC MNepecbinikn  coobleHnrn (Nonb3oBaTeNbCKUX W
creHepupoBaHHbIx 1) Ha aNeKTPOHHYO MOYTY, YKa3aHHYK B kapTodkax onepartopoB. CepBuc
pa3BopadnBaeTCsa Kak caMoCcTosaTernbHoe web-npunoxeHue. VicxogHblM Ko4 cepBuca siBRsieTcA
yactbto [1I1.

CepBUC COAEPXKUT HECKONBbKO KOHGUrypauuoHHbIX dannoB, KoTopble Heobxoammo
nonpasuTb MOCNe ero passopadnBaHus:

— connection.config. KoHdurypaumoHHbin cann npegHasHayeH pAns  ykasaHus

nogkntoyeHus k b npunoxenusa M. Cepeuc Hanpsamyto 13 B nonyyaeTt coobLueHus
AN OTMpaBKuM Ha NOYTY Nofnb3oBaTenemn.
Mpumep ¢ pacumpoBKOn 3HAYEHUS CEKLNNA:

<?xml version="1.0" encoding="utf-8"?>

<configuration>
<!-- dbDialect - Tun CVYB]I, 3HaueHue: Npgsqgl-->
<!-- userName - ummMsa nojabz3oBaTeyiga BI-->
<!-- password - napoJib nojb30BaTENsS BI-->
<!-- host - ip-ampec cepsepa BI-->
<!-- port - nopt cepeepa BI-->
<!-- dbName - HammMeHOBaHMue BI-->
<Connection>

<DbDialect>Npgsqgl</DbDialect>
<UserName>mMaCxeme</UserName>
<Password>naponbOTCxeme</Password>
<Host>IPCeprepaBl</Host>
<Port>noptTBI</Port>
<DbName>umaB]I</DbName>
</Connection>
</configuration>

— messengerService.config. KOHUrypaumoHHsln hann npegHasHayvyeH ans ykasaHus

HaCTPOEK K cepBepy no4TtoBomn pacceiniku. NN nogaepxmnBaeTt paboTy ¢ ABYMSA TUNaMmm

- ews 1 smtp.
Mpumep:
<?xml version="1.0" encoding="utf-8"?>
<configuration>
<!-- Cnoco6 paboTe C cooBmeHUSAMM. BO3MOXHEE 3BHAUEHUS: ews,
smtp -->

<MailServiceType>TunCepsuca</MailServiceType>

<Ews>
<MailFrom>out@svody.local</MailFrom>
<User>7880</User>
<Password>N0725369</Password>
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<Url>https://emailserver.ru/EWS/Exchange.asmx</Url>
<Timeout>10000</Timeout>
<ExchangeVersion>Exchange2010</ExchangeVersion>
<SendHtml>false</SendHtml>
</Ews>

<Smtp>
<MailFrom>out@svody.local</MailFrom>
<Host>localhost</Host>
<Port>25</Port>
<Timeout>10000</Timeout>
<SslEnabled>false</SslEnabled>
<LoginFrom>out@svody.local</LoginFrom>
<PasswordFrom>123</PasswordFrom>
<DelSendedMessage>true</DelSendedMessage>
<WithAttachments>true</WithAttachments>

<SendHtml>false</SendHtml>

</Smtp>

</configuration>

B Tabnuue Hwxe npeacTaBneHbl 4ONONHUTENbHbBIE MapamMeTpbl MO OTNPaBKe COOOLLEHMI
(Tabnuua 36).

Tabnuua 36 — NapameTpbl 0TNpaBkM cooOLLEHNI

MapameTtp OnucaHue Bo3MoxHble 3Ha4YeHuUs
DelSendedMessage HeobxogumocTb yganeHwus coobuweHns u3 | trueffalse
MM nocne oOTNpaBKM WX Ha 3MEKTPOHHYHO
noyty
WithAttachments HeobxogumocTb OTnpaBkM BROXeHUM Ha | true/false

3MNEKTPOHHYIO NMOYTY

OrpaHun4yeHus: k oTnpaBke AOCTYMHbI hannbl
dopmaToB .doc, .docx, .pdf, .zip He Gonblue 3
MB

SendHtml HeobxogumocTb oTnpaBku cooblieHns ¢ Tem | true/false
Xe cdopmaTupoBaHueMm, 4YTo Bbino 3agaHo B
mnn

[na npocmoTtpa Bepcun MessengerService nepengute Ha CTpaHULy cepBuca, yKas3as

endpoint — «/version», Bo3BpaLyatoLmin Homep Bepcumn cbopkn (PucyHok 13).
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@ Messenger service host version X =+

= C & | / /version

PucyHok 13 — BbiBoa Ha cTpaHuue MessengerService Homepa cbopku

11.1 HacTtpoiika cepBuca nepechIinku coobleHnin Ha Linux-cepsepe

nOpﬂﬂ,OK pa3BopadvynBaHnA 3K3eMmniAapa Web-I'IpI/IJ'IO)KeHI/IFI cepBuca Ha Linux-cepBepe:
MpnumeyvaHune — Huxe onuckiBaeTcst nepBoHavarnbHas HacTpolka ToNbko YTo yctaHoBneHHon OC Linux.
[nsa paboTbl cepBuca nog Linux moxeT ucnonb3oBaTbca Nnobon web-cepBep, B KOTOPOM eCcTb pexunm ReverseProxy.

,D,J'IFI yﬂ,O6CTBa BCE KOMaHAbl BbINOJTHAKTCA OT NOJIb30BAaTeENA root.

— yctaHosute .NET 6.0 Ha Linux, nepenga no cceinke https://docs.microsoft.com/ru-
ru/dotnet/core/install/linux. Bbibepute Heobxoanmbin AONCTPUOYTUB B  CMMUCKe,
cootBeTcTBytoWwmMi Bawen OC. BbinonHute AENCTBMA NO YyCTAaHOBKE, YKa3aHHbIE B
OTKPbIBLUENCSA UHCTPYKLMMK;

— cosfganTe nanky nog NpuoXxeHue:

mkdir /var/www/messengerservice

— CKOMUPYMTE NpUNOXeHue B nanky /var/www/messengerservice;
— pobaBbTe nonb3oBaTens: useradd messengerservice;

— pobGaBbTe Nonb3oBaTesto NpaBa Ha narnky:

chown -R messengerservice.
/var/www/messengerservice;

— co3paunTe cepBUc:

cat > /etc/systemd/system/messengerService.service <<EOF
#/etc/systemd/system/messengerService.service

[Unit]

Description = Bars messengerService
[Service]

WorkingDirectory = /var/www/messengerservice

ExecStart = /usr/bin/dotnet
/var/www/messengerservice/BARS.MessengerService.Host.dll

Restart = always

RestartSec = 10

Syslogldentifier = bars messengerService

User = messengerservice
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Environment = ASPNETCORE ENVIRONMENT=Production

ASPNETCORE URLS=http://127.0.0.1:5000
ASPNETCORE BASEPATH=/messengerservice

[Install]
WantedBy = multi-user.target
EOF

— MW3MeHWUTe napaMeTpbl MNOoAKNIYeHns K 0ase B KOHMUrypaumoHHOM
Ivar/lwww/messengerservice/connection.config;

— W3MEHUTE HACTPOWMKM OTnpaBkM COOOLLEHUA B  KOH(UrypaLMOHHOM
Ivar/lwww/messengerservice/messengerService.config;

— 3anyctuTte cepBucC 1 obaBbTe ero B aBTO3arpysKy:
systemctl daemon-reload

systemctl start messengerService
systemctl enable messengerService
I'IpoaepvlTb CTaTyC MOXHO KOM3H,D,OI7I

systemctl status messengerService

danne

Ganne

[Mpw npaBunbHbLIX HACTPOMKAX BbIBOL KOMaHAbl netstat -tuwpln | grep dotnet

OyoeT BbIMMAAeTh, Kak Ha pUcyHKe Huxe (PucyHok 14):

[root@forwork messengerservice]# netstat -tuwpln | grep dotnet

tcp

0 0 127.0.0.1:5600 0.0.0.0:%* LISTEN

PucyHok 14 — BbiBog kOMaHAbI

— B KadectBe ReverseProxy ncrnonbsynte Nginx;

— B kaTanore /etc/nginx/default.d/ cosgante koHGUrypaumoHHbIM dann ans cepsuca

messengerService.conf co cneayloLwmnM CoaepXaHneMm:

location /messengerservice {

proxy pass http://127.0.0.1:5000/messengerservice;
proxy http version 1.1;

proxy set header Upgrade Shttp Upgrade;

proxy set header Host S$Host;

proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

proxy cache bypass Shttp upgrade;

}

— nepesarpysuTe koHdurypauuo Nginx, 4Tobbl NPUMEHUTb U3MEHEHUS:

nginx -s reload;

130



12 HacTtponka ausanHepa OTYeTHbIX hopm

AnzanHep OTYeTHbIX (POpM MNpedHasHayeH OMs CO34aHuUs M akTyanmsaumm OTYETHbIX
dopm, ncnonbsyembix B M1,
UToO6bl An3anHep oT4EeTHbLIX hopm paboTan KOPPEKTHO, NOCre pa3BopoTa NPUMOXKEHNS
Ha web-cepBepe BbINOMHUTE YHUKasbHble HacTponkn ans M.
a) B npunoxeHuu MM B danne «svody.confign B cekummn <Svody.Designer> ykaxute
URL npunoxeHnus «[dunsanHepy;

<Svody.Designer>

<l--

Name - HauMMeHOBaHME IMIOIOKJIOUEHMS (3HadeHMe oOsa3aTesIbHOE,
YHUKAJIbHOE)

Url - cceulka Ha NPUJIIOXEeHMEe IM3alHep

SortOrder - nopsanok ofpalleHMsa IO CCHJIKaM, uYeM MeHbIIe
SortOrder - TeM paHblle NPM YyCTAaHOBKE COEIMHEHMHI C IM3alHEepoM OyneT
MCIOJIb30BaHa CCHEUIKA

[TouMmep:

<Entry Name="primary" Url="https://192.168.0.2/designer"
SortOrder="0"/>
<Entry Name="secondary"
Url="https://domain.name.ru/designer" SortOrder="1"/>
[Ipy TaxoOM HACTPOMKE CHadajla NPpOoM30MIeT [NONIBTKAa aBTopM3aluumn
no cceuike https://192.168.0.2/designer, B ciyyae HeyIauM - IIPOM3OMOET
MOMBITKA aBTOPM3aLMM [0 CChUIKe https://domain.name.ru/designer.
KosmmuecTBO CCBUJIOK HE OI'PAHMUYEHO.
-—>
<Entry Name="primary" Url="" SortOrder="0"/>
</Svody.Designer>
B napametpe URL ykasbiBaeTcs ccbifika Ha [JusanHep OTYETHbIX hOpM, MO KOTOPOW OH
OyoeT OTKpbIBaTbCA Yy KOHEYHOro nonb3oBaTtenis. MoXHO ykasaTb HECKONbKO CCbINOK, Toraa
nonbiTka nepexoga OydeT OCYLWECTBMATLCS MO BCEM CCbifikaM MO o4vepeaun B nopsiake
NPUOPUTETHOCTK, Noka NN He cMoXeT NOAKMIYNTLCS.
6) ckonupynte hann «MpunoxeHue.6apc» na npunoxenus MM, ytobbl 06a NpunNoxeHns
NOAKISIoYanncb Ha OOHUN U Te Xe CEePBEP U CXEMY.

MpumeyvaHne — NluueHsus Ha NN gomkHa CTOATb € 4OCTYNOM K [In3anHepy OTYETHbIX (DOPM.

12.1 HacTtpoiika gusainHepa oTYeTHbIX hopm Ha cepsepe Linux

Mopsagok passBopaunBaHusa gusaniHepa oTYETHbIX popM Ha Linux:
— pacnakynite apxuB C OUCTpUBYTMBOM npunoxenunsa «dusanHep» ntobon yaobHown

YTUINTOW;
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lNprmep onst apxuea, COXpaHEHHOro B Katanore home:

tar -xvf designer.tar.gz

— co3pganTe kaTanor, u3 kotoporo 6yaet paboTtatb npunoxeHue «[usanHepy;
Mpumep kaTanora:

mkdir /opt/designer

— nepemecTuTe BCe pacnakoBaHHble dhannbl B CO34aHHbIN KaTanor,
— ckonupynte dann «lpunoxeHne.6apc» un3 katanora npunoxenms [, nu6o

3anoJIHUTe ero TO4YHO TakK Xe, KakK OH 3arnoJIHEH B NPUITOXKEeHUN r;
lNpumep - Ecnu nanka npunoxeHusi 1 Haxodumcsi no adpecy /opt/svody, a npunoxeHue
«[u3atiHep» no adpecy /opt/designer, mo:
cp /opt/svody/lpunoxeHue.6apc /opt/designer/

cat /opt/designer/lIpunoxeHue.bapc

— co3paunTe cepBUC:

vi /etc/systemd/system/designer.service

— 3anonHuTe ¢ann Kak ykasaHo Hwxe, 3ameHuB «[MOPT» Ha cBOGOOHLIN, KOTOPbIN
OyaeT B AanbHenwem Ucnonb3oBaTbCs ANs NPUNoXeHus «[usanHepy:

[Unit]

Description = Svody designer app: designer
[Service]

User = root

WorkingDirectory = /opt/designer

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:IIOPT

Environment = ASPNETCORE BASEPATH=/designer
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amd64/

ExecStart = /usr/bin/dotnet
/opt/designer/Svody.Designer.Web.Host.dll

SyslogIdentifier = svody-designer

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target

— WN3MEHUTE He TONbKO NOPT, HO U NapaMeTpbl, MEPEYNCTIEHHbIE HUXKE:
— User = root — user, oT KoTOporo 6yaeT paboTaTb NPUNOXEHME;
— WorkingDirectory = /opt/designer — gupekTopusi NpuUroXeHus, Kyga nomMecTunm

dhanrnbl MPUNOXEHWUS;
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— Environment = ASPNETCORE_URLS=http://0.0.0.0:5002 — nopT, KOTOpbIA
yKa3saH BblLLE;

— Environment = ASPNETCORE_BASEPATH=/designer — nyTb 40 NPUNOXeHUs, HO
yXXe KOPOTKUN;

— ExecStart = /usr/bin/dotnet /opt/designer/Svody.Designer.Web.Host.dll — nyTs go
dil npunoxeHus;

— Syslogldentifier = svody-designer — 10, kak OyaeT yka3blBaTbCsl NMPUIOXKEHNE B
norax.

Mpumep:

[Unit]

Description = Svody designer app: designer
[Service]

User = root

WorkingDirectory = /opt/designer

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5002

Environment = ASPNETCORE BASEPATH=/designer
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amde64/

Environment=ASPNETCORE USE XFORWARDEDFOR=true

ExecStart = /opt/designer/Svody.Designer.Web.Host

SyslogIdentifier = svody-designer

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target

— nocne pefaktMpoBaHus cansa BbINOSHUTE:

systemctl daemon-reload

— cospanTte dpann KoHdurypaummn ans npunoxenus «usanHep»;
Mpumep danna KoHdUrypaumm gns npunoxeHns «unsanHep» — nginx:

vi /etc/nginx/conf.d/designer.conf

MpumeyvyaHne — Ecnm nanka nginx OTNMYaeTCHd, WM MX HECKOSIbKO, MOXHO 3aBeCcTW B narnke

/etc/nginx/default.d/.
— 3anonHuTe dhann Kak ykasaHo Huxe, 3ameHus «[MMOPT» Ha nopT, KoTopbl 6bin yka3aH
BbiLLE NMpX CO34aHUN cepBuUca:

location /designer {
client max body size 500M;
proxy pass http://0.0.0.0:II0PT/designer;
proxy http version 1.1;
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proxy set header Upgrade Shttp Upgrade;

proxy set header Host $Host;
proxy set header X-Forwarded-For
$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;
proxy cache bypass Shttp upgrade;
proxy send timeout 600s;
proxy read timeout 600s;

— npepocTaBbTe NpaBa Ha BbINOSIHEHWE dpanny:
chmod +x /opt/designer/Svody.Designer.Web.Host
chmod +x /opt/designer/Svody.Designer.Web.Host.dl1l

MpumevaHue — lNommmo BbigauM MNpaB Mofb3oBaTemnto root Ha nanky u pannbl ykaszaHHbIX Bbille,
TpebyeTcs elwe Bblgaya nNpaB COOTBETCTBYKOLEMY MOMb30BaTento, OT KOTOPOro 3amnyckaeTcs npunoxeHue
OunszariHepa.

— 3anyctute CepBuC:

systemctl start designer.service

— nepeunTanTe KOHpUr nginx, YTobbl NpMEHMNNCL 0OaBNEHHbIE HACTPOMKMW:

systemctl reload nginx

— npoBepbTe paboTOCNOCOBHOCTL NPUMOXKEHUS:

systemctl status designer.service

B cnyyae npaBunibHOM HacTpPoWKKU y norib3oBaTenen npunoxenus M, nmetowmx npasa

«AOMUHUCTpaTOp», OyAeT AOCTYN K NpUroxeHuto «dunsanHep».
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13 HacTtpounka Keycloak

[Ans passopadmBaHus n pycudgukaumm Keycloak npegBaputenbHO ycTaHoBUTE java
(Bepcuto java-8-openjdk-amd64) u postgres. B postgres cospante 6asy Keycloak noa
nonb3oBartenem «postgres».

3arpysute Keycloak 17.0.1 ¢ odwuuymanbHoro camta nmbo BOCMNONb3YyNTECH
3anpoLUeHHbIM ANCTPUBYTUBOM.

Pacnakynte B /opt/keycloak wn BblganTe npaBa Ha sh-ckpunTbl AupekTopun
/opt/keycloak/bin.

Cospante ANPEKTOPUIO ans MOAyIs Apaveepa postgres:
/opt/keycloak/modules/system/layers/keycloak/org/postgresgl/main/.

3arpysaute B gupektoputo postgresql-BawaBepcus.jar (nepegaetca  BMecTe C
AnNcTpnbyTMBOoM) M co3ganTe TaM KOHurypaumoHHbii dann module.xml co cnegylowwmm
coaepXxaHnemMm:

<?xml version="1.0" 2>
<module xmlns="urn:jboss:module:1.3" name="org.postgresqgl">
<resources>
<resource-root path="postgresqgl-pamaBepcus.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>
</module>

Cospanite ann cepsuca /etc/systemd/system/keycloak.service co cnegyowmm
COLEPXKAHUEM:

[Unit]
Description=Jdboss Application Server
After=network.target

[Service]

Type=idle

User=root

Group=root

ExecStart=/opt/keycloak/bin/standalone.sh -b 0.0.0.0
TimeoutStartSec=600

TimeoutStopSec=600

[Install]
WantedBy=multi-user.target
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[anee wn3ameHuTe KOHUrypaumoHHbin amn camoro Keycloak no nytm
/opt/keycloak/standalone/configuration/standalone.xml, a uWMeHHO cregywwue  cekuuu
datasources:

<datasources>
<datasource jndi-
name="java:jboss/datasources/ExampleDS" pool-name="ExampleDS"
enabled="true" use-java-context="true" statistics-
enabled="${wildfly.datasources.statistics—-enabled:${wildfly.statistics-
enabled: false}}">
<connection-
url>jdbc:h2:mem:test;DB CLOSE DELAY=-
l;DB_CLOSE_ON_EXIT=FALSE</connection—url>
<driver>h2</driver>
<security>
<user-name>sa</user-name>
<password>sa</password>
</security>
</datasource>
<datasource Jjndi-
name="7Jjava: jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true">
<connection-
url>jdbc:postgresqgl://localhost:5432/keycloak</connection-url>
<driver>postgresqgl</driver>
<pool>
<max-pool-size>20</max-pool-size>
</pool>
<security>
<user-name>postgres</user-
name>

<password>naponsOrTPostgres</password>
</security>
</datasource>
<drivers>
<driver name="postgresqgl"
module="org.postgresqgl">
<xa-datasource-
class>org.postgresqgl.xa.PGXADataSource</xa-datasource-class>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-
class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>

HacTtponku nHtepdenca ana BHeLHero gocrtyna:

<interfaces>
<interface name="management">
<inet-address value="0.0.0.0"/>
</interface>
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<interface name="public">
<inet-address value="0.0.0.0"/>
</interface>

</interfaces>

,D,O6aBbTe noJsib3oBaTtesiad CKPpUNnToMm:

/opt/keycloak/bin/add-user-keycloak.sh -u mMma -p mnapoJib

3anycTtuTte cepBuc:

systemctl start keycloak
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14 HacTtpownka aBTOpMU3auum

MM noopepxnBaeT HECKONBKO BUOOB aBTOPU3aLINK:

— CTaHAapTHasi aBTopm3aums rno nape forvH / napone;

— aBTopusauus no npotokony OpeniD;

— asTtopusauus no npotokony LDAP ana OC Astra Linux Special Edition (CmoneHck).

Cnocob aBTOpu3auMm HacTpamBaeTcs B KOHdurypaumoHHom dhanne svody.config B
cekumn  <Bars.Authorization>. CywiectByeT BO3MOXHOCTb KOMOWHMpoBaTb  Crnocobbl

aBTopunsauunin.

MpumeyvaHnga

1 [Ins paboTbl KomnoHeHTa aHann3a gaHHbIX AOMKHA Ucnonb3oBaTbecs NMbo aBTopusaums no NpoToKony
OpenlID, nnbo aBTopusauus no npotokony LDAP.

2 CoBMeCTHOE mncnonb3oBaHne aBTopusaumm no npotokony OpenlD u aBTopmusaumm no npotokony LDAP

HEBO3MOXXHO.
14.1 HacTtpoiika gna pa6otbi ¢ OpenID Connect

B MM npegycmoTpeHa BO3MOXHOCTb aBTopusauun no npotokony OpenlD Connect
(danee OpenlD), To ecTb BxoAa 4Yepes napy SiorMH/naposnb CTOpoHHeN cuctemsl (danee — SSO).
BbinonHuTe HacTpownky kak camon SSO, Tak n npunoxenus MMM B svody.config. Nocne ycnewwHon
HaCTPOMKM Ha rNnaBHOW CTpaHuue aBTopusauum npunoxenus [N oTtobpasuTcsa KHonka,
Nno3BONsWAsa BbINOMHUTL BXOA4 C MNapov norvH/maponb Apyrom cuctembl. PeanusoBaHa
PYHKLUMOHANBHOCTb MOAKMYEHUS HECKONbKMX CNOCOOOB aBTOpM3aUMn, a TakKe COBMELLEHME

aBTOpM3auUMM No ymon4daHuio n astopusaumm no OpenlD.
14.1.1 Hactpownka BarsUP.AM gnsa pa6otbl no OpenlID

Mopsgok HaCTPOKKMK:

a) passepHute U Hactpoute BarsUP.AM (B COOTBETCTBUM C WHCTPYKUMEMN,
npegocTaBneHHoN BMeCcTe ¢ AUCTpnbyTmBammn Nnpoaykra);

6) HacTponTe ceTeBY CBA3HOCTb Mexay npunoxeHnem BarsUP.AM wn IM11;

B) aBTOpu3ynWTecb noa agmuHuctpatopom B BarsUP.AM u nepengute B pasgen

«Cuctembi» ana pernctpauum MM (PucyHok 15);
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AKKayHT

Maponk

CepTudukar

AYTEHTUKATOP

Ceccuu
CHCTEMBI

AKypHan

PucyHok 15 — BarsUP.AM. Pasgen «Cucrembl»

r) B pasgene «Cucrtembl» HanaguTe NyHKT «KAQMUHUCTPATMBHAsA KOHCOMb» N HAXXMUTE Ha

A

/]

AxKayHT
Maponb
Ceprtudprkar
AyTeHTUKaTOp
Ceccuu
cucteMbl

HypHan

Hero (PucyHok 16);

Ynpasnexue
npodunem 8
Mpodmne ,
MpocroTp
npocuna e
Mpoduns ,
AOMUHUCTPaTOP
B

AOMUHUCTPATUBHAS

KOHCOMb

AQMUHUCTPATOP
, Monb3zosaTens

AfMUHUCTPaTOP

AnmuHrcTpaTop
. Odvpnanin
goctyn,
MpocmoTp

AnuUNOWaHUi B

Mpodune,
MpocmoTp
npoduna 8
Mpodmne ,
ALMWHUCTPATOP B

MonHeld goctyn

MonHen goctyn

Pycckwit v Bobixon

Py

MonHel gocTyn

MonHelR gocTyn

PucyHok 16 — BarsUP.AM. Pasgen «Cuctembl». MNMyHKT « AOMUHUCTPATUBHAA KOHCOJTb»

A) B aAMWUHUCTPATUBHOW KOHCOMNM BbiOepuTe NyHKT « CUCTEMbI» B BbiNaaaloweM Crucke

cnesa (PucyHok 17);
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BarsUP Access Manager

HACTPOWMKW JOMEHA

& Oomen

yTeHTUUKALMK

HACTPOWKW CUCTEM

0 Cucremel

& LWa6no ﬂ#r\ETE‘N‘!

NONb30OBATENW W TPYNNGI
& Monbzoeatenn

& Mynne

PucyHok 17 — BarsUP.AM. AgMuHUCTpaTMBHasA KOHCOMb

e) B pasgene «Cucrtembl» HaxmuTte kHonky « Co3gaTb» (PucyHok 18);

= ()
. 123 > »
&’ Mnentudmarop ~ s & Onucanme & Axtven Basoasifl URL
Aa http://192. Jrealms/master/account
Ba
Aa
na
Da https:
Aa hittps:
fa hitps:
Aa http:/192.
fa
Da https:/
23 » »
E=ES

PucyHok 18 — BarsUP.AM. Pazgen «Cuctembi»

X) B OTKpbiBLEMCH OkHe «Co3gaHne MHOOpPMaLMOHHON CUCTEMbI» YKaXKUTE:
—  YHUKasrbHbIM nogeHTnduKkaTop;
— nmsa (MOXeT coBnagaTtb C MOEHTUUKATOPOM);
— onucaHue (Heoba3aTenbHo);
— npoToKon «openid-connecty;
— kopHesown URL IMIT.

3) HaxmuTe KHonky «Cosgatb» (PucyHok 19);
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CoapaHune MHGOPMALIMOHHOA CUCTEMBI x

Waerntudsarop * test_arch
[
Wma * test_arch
Onucanme test_arch
MpoTokon * openid-connect w

LWaGnon cucTemst Her w

Kopwesoi URL * https:/svody3.bars.group
E a |

PucyHok 19 — BarsUP.AM. OkHo «Co3gaHne MHOpMaLUMOHHOW CUCTEMbI»

I/I) nocrie co3gaHund VIH(*)OpMaLlVIOHHOVI cucTeMbl ee Heobxoanmo HaCTpPOUTb. [lna atoro

HaXXMnTe KHomMky «MameHntb» (PrucyHok 20);

Bazoebli URL [test_arch
Touka sxoaa REST https:/svody3.bars group/test_arch

Web Origins https://svody3.bars.group

PucyHok 20 — BarsUP.AM. lNMpumep cosgaHna nHdopmMaunoHHOW CUCTEMbI

K) yCcTaHOBWUTE B NONsiX criegyrowme 3HavyeHnsa (PucyHok 21):
— «ObsizaTtenbHOCTb cornacusa» — «[a;
— «Twun poctyna» — «confidential»;
— «PaspeweH Standard Flow» — «[da»;
— «PaspeweH Direct Access Grants» — «[Ja»;
— «Twvn ayTeHTUdUKaTOpa» — aeHTUdunKaTop KNueHTa + CeKpeTHbIN KIHoY;
— «PaspewenHblie URL gns redirect» — (/*) — ansa tectupoBaHus; (/signin-oidc) — ans
NPOAYKTOBOrO NPUIOXEHUS;
— «basoBbin URL» —"/" + KopHeBon URL;

—  «Web Origins» — kopHeBon URL (URL, Pa3spewweHHble ana CORS);
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Hacrpoiikn I Ponn O Ceccn  Offline pocryn  Konomrypaumm

&7 Maentudmratop * test_arch
Aucrusen @
WWa6inow ccTemst Her -
Vnen © test_arch
Onucanme test_arch
O6saaTemHOCTS Cormacn na .
Mporoxan openid-connect ~
Ton gocryra confidential -
Cepoucibii nonss0saTens . Her
Paspewen Standard Flow 0a .
Paspewsen Direct Access Grants » @

Tin ayrewrudmwaropa Maermuburatop mera + cexpeTeii knio ~

Kopwesoit URL * hitps://svedy3.bars group

Basosuiit URL ftest_arch
Touxa exoaa REST hitps:f/svody3 bars group/test_arch

htps:/fsvody3 bars.group & &
Web Origins

PucyHok 21 — BarsUP.AM. Npumep HacTpOeHHON MHPOPMALIMOHHOM CUCTEMBI

n) Haxmute KHonky «CoxpaHutb» (cMm. PucyHok 21);

M) nepenante Bo Bknagky «OTobpaxeHus» (cm. PucyHok 21) n gpobasbTe cnegyowime
otobpaxeHus: email (PucyHok 22, PucyHok 23), family name (PucyHok 24, PucyHok
25), full name (PucyHok 26, PucyHok 27), given name (PucyHok 28, PucyHok 29),
middle name (PucyHok 30, PucyHok 31), username (PucyHok 32, PucyHok 33);

Namenenme oTtobpaneHms b 4

O CHOBHEIE NapamMeTpkl HacTtpoiky oToBpaskenua
MNpoTokan openid-connect
Hma oTobpamenns * email
Tun * CEORCTED NOML30BITENA R
TpebyeT cornacua Na .
TekcT cornacua Liemail}

PucyHok 22 — BarsUP.AM. OcHOBHble napameTpbl oTobpaxeHus email
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MameHeHne oTobpameHms b3

(OCHOBHBIE NApAMETPEI HacTpoikn oTobpameHua
CeorcTeo € email
Mra yTESDHAEHWA B TOKEHE ) email
Tun J5OM yTeepsaeHna € String v
BrmouKTE B TOKEH
MOEHTHDMKaWMH a .

BrmiounTe B TOKeH gocTyna Na .

PucyHok 23 — BarsUP.AM. Hactpowku otob6paxkeHus email

WMamenenune oTobpameHms »

CCHOBHEIE NAPAMETPkI HacTpoiky oToBpameHna
MNpoToxkan openid-connect
Hma oTobpamenms * family name
Tun * CEOWCTED NOAL3I0EATENA w
TpebyeT cornacua Na .
TekcT cornacus LifamilyMName]

PucyHok 24 — BarsUP.AM. OcHoBHble napameTpbl oTobpaxeHus family name
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Namenenune oTobpaneHmn b 4

OCHOBHEIE NapaMeTpel HacTtpoikw oTobpamenmna
Ceolcteo lastMame
Wran yTESpHAEHKA B TOKEHE ) family_name
Tun JSOM yTeepaeHun € String w
BriounTe B TOKEH
MASHTHMKALWKK A .

BrmiouuTe B TOKEH gocTyna € Na .

PucyHok 25 — BarsUP.AM. Hactpowkn otobpaxeHus family name

Namenenne oTobpaneHusa b 4

OCHOBHBIE NApaMETPkI HacTtpofikm oTobpasenns
MpoTokon openid-connect |
Ama oTobBpaseHua * full name
Tun * Mrn nonezoearens w
TpebyeTt cornacua Na .
TewkcT cornacua LifuliName]

PucyHok 26 — BarsUP.AM. OcHoBHble napameTpbl oTobpaxeHus full name
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WMamenenune oTobpameHms »

OCHOBHEIE NapaMeTPel HacTtpoikw oTobpamerna
BraioqnTe B TOKEH
MIEHTHUDMKaWMH € Ha
BrmounTe B TOKEH gocTyna € JiF .

PucyHok 27 — BarsUP.AM. Hactpoiku otobpaxeHus full name

WMamenenune oTobpameHms

CCHOBHEIE NAPAMETPkI HacTpoiky oToBpameHna
MNpoToxkan openid-connect
Hma oTobpamenms * given name
Tun * CEOWCTED NOAL3I0EATENA w
TpebyeT cornacua Na .
TekcT cornacus LigivenMName}

PucyHok 28 — BarsUP.AM. OcHoBHble napameTpbl 0TOGpaxeHus given hame
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WMameHeHne oTobpameHms b4

(OCHOBHEBIE NApAMETPEI HacTpoikm oToBpameHma
Ceoncreo € firstame
Mma yTEEpH@EHHA B TOKeHE €3 ZIVEN_name
Tun J50OM yTeepsgerun € String e
BrmounTe B TOKEH
MOEHTHDMKaLMK L .

BriounTe B TOKeH gocTyna 6 Na .

PucyHok 29 — BarsUP.AM. HacTpoikn otobpaxeHus given name

WMamenenune oTobpaxeHms »

COCHOBHEIE NAPaMETPERI HacTpoiky oToBpameHKa
MNpoTokan openid-connect
Hma oTobpamenms * middle name
Tun * CEORCTED NOML30BITENA W
TpebyeT cornacua Na .
TekcT cornacua LimiddleMame}

PucyHok 30 — BarsUP.AM. OcHoBHble napamMeTpbl oTobpaxeHna middle name
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WMamenenune oTobpameHms »

O CHOBHEIE NApAMETPEI HacTpoikn oToSpametma
Ceoncteo € patronymic
Mran yTEEpHgeHnn B TokeHE € middle_name
Tun JSOM yTeepaeH1n € String w
BriounTe B TOKEH
MASHTHhMKALWKK o .

BriouuTe B TOKEH aocTyna @ Na .

PucyHok 31 — BarsUP.AM. HacTtponku otobpaxeHus middle name

Namenenne oTobpaxeHus b 4

OCHOBHBIE NApaMETPkI HacTtpofikm oTobpasenns
MpoTokon openid-connect |
Ama oTobBpaseHua * username
Tun * CEOWCTED NOML3ICEATENA w
TpebyeTt cornacua Na .
TewkcT cornacua Liusername}

PucyHok 32 — BarsUP.AM. OcHoBHble napameTpbl OTOOpaxeHus username
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MameHeHne oTobpameHns

OCHOBHEIE NapaMeTREl HacTpolkw oToSpameHuns
Ceoncteo € UsErMmame
Mrs yTEEpH@EHMA B TokEHE €D preferred_username
Tun JSON yTeep#aeqHnn € String w
BrmiounTe B TOKEH
HAEHTHDHKALWK 6 da .

BrmiounTe B ToKEH gocTyna € Oa .

PucyHok 33 — BarsUP.AM. HacTpowkn oTobpaxeHust username

H) 13 BKragku «ofHOMo4YMA» CKOMMPYNTE CEKPETHbIN KINOY CUCTEMBI,
0) nepenguTe B HacTponkn gomeHa BarsUP.AM (PucyHok 34);
n) nepenante Ha Bknagky «Knwouny. Ckonupynte nyonuMyHbIA K04  LOMEHa

(PvucyHok 35);

BarsUP Access Manager

HACTPOWKW JOMEHA

HTUDHKALMK

HACTPOWKU CUCTEM
0 CucteMsl

& LLabnoHbl cucTeM

PucyHok 34 — BarsUP.AM. Hactponkn gomeHa
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Ceprudmkar
(o (e |

PucyHok 35 — BarsUP.AM. Hactponku gomeHa. Bknagka «Knoun»

p) nepenaunte no agpecy http://{ip/gomen Bars.AM}/realms/master/.well-known/openid-
configuration n ckonupynTe 3Ha4yeHUsi NapameTpoB (3akNYeHbl B KaBblykax): issuer,

authorization_endpoint, token_endpoint, userinfo_endpoint, end_session_endpoint.
14.1.2 Hactpownka Keycloak gnsa pa6ortbl no OpenlD

Mopsgok HaCTPOKKMK:

a) passepHuTe n HacTpounTe Keycloak corfacHo NHCTPYKLUUK
(https://www.keycloak.org/guides#server) nnbo cornacHo WHCTPYKUUW U3 OAHHOro
PYKOBOLCTBA;

6) HacTponTe CeTeEBYIO CBA3HOCTb Mexay npunoxeHmnem Keycloak u IMr7;

B) aBTOopu3ymtecb nog agmuHuctpatopom B Keycloak n nepengnte B pasgen
«Cncrembly;

r) cosgante gomeH. OTKponTe BbiNagawollee MEH B agMWHUCTPATMBHOWM KOHCONM,
HaxxmnTe kKHomnky «[lo6aButb realmy» (PucyHok 36). OTkpoeTtca cdopma co3gaHus
AOMeHa, B KOTOPOWN BBEAUTE Xenaemoe Ums 1 NoOATBEPANTE CO3AaHNe HaxaTuem Ha

kHonKy «CosgaTtb» (PucyHok 37);
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@IKEYCLC

BuibepuTe realm

ExportTest
Lebedeva_realm
Master
Test_rosteh_realm

Jo6aBuTk realm

PucyHok 36 — Keycloak. CosgaHue gomeHa

[obaBUTb realm

Mmnopt BuibepwTe daiin i3]

*

Mma test_arch_realm

BrntoveHo m

OTmeHa

PucyHok 37 — Keycloak. CosgaHue gomeHa

n) ana pycudpukauum Keycloak nepengute B pasgen «Realm settings» BO Bknagky
«Themes» un B rpacde «Default locale» Bbibepute «ruy;

e) nepengute B pasgen «KnueHTtbl» B NeBoM MeHto ana pernctpaumm M (PucyHok 38);

@AKEYCLC

Test_arch_realm KnueHTol

Hacrpoiiku Realm

i Q Cozpate

© Kwventsl
LLla6noHb! knneHToB

Ponu

MocraBuyikn

naeHTMPNKaUMn

®egepauvs

PucyHok 38 — Keycloak. Pasgen «KnneHTbi»

X) HaxXxmute Ha KHonky «Co3gaTtby;
3) B OKHe «[Jo6aBuUTb KNMeHTay:

— BBeguTe ID knueHTa;
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BblOepuTe NpoToKON KNneHTa «opened-connecty;
Beeaute kopHeBor URL TIM u Haxmute Ha KHOMNKy «CoOXpaHUTb»
(PucyHok 39).

Knuentel AobaenTe knuexTa

[lobaBUTL KNMeHTa

AmMnopT BuibepuTe darin X
ID knuneHTa * test_arch
MNpoTokon KnueHTa openid-connect v

Kopresoi URL https:/fsvody3.bars.group

PucyHok 39 — Keycloak. Co3gaHue knueHTa

B OKHE pefaKkTUpOBaHMS KNMeHTa Ha Bknaake «Hactponkn» BBeauTe:

«Mma» (MoxeT coBnagaTb C MOEHTUUKATOPOM) M onucaHue (Heobs3aTeribHO);
«BkntoyeHoy» - «[ax;

«Always Display in Console» - «[Jay;

«Heobxoanmo cornacue» — «[ay;

«Standard Flow BkritoyeH» — «[a;

«Pa3speweH Direct Access Grantsy — «[da;

«Service Accounts BKNHOYEH» - «[ax;

«Service Accounts BKINHOYEH» - «[Jax;

«KopHeBon URL» — kopHeBon URL npunoxeHus 6e3 /;

«Banngaumsa URI nepeHanpaBnenusy — (/*) — anga TectmpoBaHus; (/signin-oidc) —
ANS NPOAYKTOBOro NPUIOXEHUS;

«basoBbin URL» —"/" + Ha3BaHWe NpUNoXeHUs Nocne OMEHOro MMeHU;

Web nctonyHmkm —=*";

AN OCTanbHbIX NONEN OCTaBUTb 3HAYEHMSA NO YMOJT4aHUIO.

B OKHEe pefaKTunpoBaHUA KInneHTa Ha BKIagke «Y4yeTHble AaHHblE» BBEOUTE:

«lMpoBepka nognuHHocTu knueHTta» — "Client Id and Secret".

B OKHEe peaaktnpoBaHuA KIiMeHTa Ha BKIagke «ConocraeneHusi» pobaeBbTe

cnegyowme otobpaxeHus no kHornke «JobaBuTb BCTpoeHHbIe»: email, family name,

full name, given name, middle name, username (PucyHok 40);
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PucyHok 40 — Keycloak. [lo6aBneHvne oTobpaxeHun knmeHTa

Mpumeuvanune — OTobpaxeHus Client ID, Client IP Address u Client Host gobaBnsoTcs no ymonyaHuio,

N UX HENb3A yoansaTb. YaaneHwe npuBedeT K HEBO3MOXHOCTU paboTkl nonb3oBaTener ¢ AW.

M) U3 BKNagKu «YYeTHble JaHHbIE» CKOMUPYNTE CEKPETHbIN KoY,

H)

nepengute B HaCTPOWKM AoMeHa Keycloak http://{ip/aomeH
Keykloak}/auth/admin/master/console/#/realms, BbibpaTb HYXHbIN OOMEH (MO
ymon4yaHuio master). Cnesa BbibepuTe nyHKT «Realm Settings». lNepenaute Ha
Bkrnagky «Keys». Ckonupyinte nybnuyuHbin krtod (Algorithm="RS256", Type="RSA",
Use="SIG"). Haxxmnte Ha KHONKy «[1y6nunyHbIn kntody». CKONMpYyMTE KItoY;

nepenauTe Ha Bknagky «maBHasi» pasgena «Hactporikn Realmy», HaxmuTte «Openld
Endpoint Configuration» n ckonupynTe 3HayeHuMss nNapamMeTpoB (3akn4veHbl B
KaBbl4ykK): issuer, authorization_endpoint, token_endpoint, userinfo_endpoint,

end_session_endpoint.

14.1.2.1 Hactpouka Keycloak ans paboTbl MaccoBOro aKkcnoprta onepaTtopos

Ona pa6oTtbl «3kcnopta B Keycloak» npousseaute npenBapuTenibHble HAacTPOWKU B

Keycloak:

BKIIOUMTE HACTPOMKY «Service Accounts BKMOYEH» B HACTPOMKaxX KOHKPETHOro

knneHTta B Keycloak n coxpaHute nameHeHuns (PucyHok 41);
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GMIKEYCL

KnveHTsl > test

Test

o Hactpolikn Knwaun
Hactpoiiku Realm P
W Knuentsl
ID kaveHTa
LLIa6NOHLI KNMEHTOR
vima
Ponu
MocTaBuyku Onucanne
ngeHTUUKALWN Brmoueno

®epepauna
Always Display in Console
none3oearenei

TN Heo6xoammo cornacve

TemMa CTpaHMUEI BX04a

Fpynne! Mpotokon knventa

Mons3osatenn Tun accTyna

Ceccum
Standard Flow Bkiovex
Co6biTua

Implicit Flow Bkniouen
Wmnopt

3kcnopt Direct Access Grants

BI/IOYEH

Ponn LWabnoHel KMeHToB ConocTasneHna O6nacte Ot3bi8

test

BBIK

BbIK

openid-connect

confidential

BbIK

Service ACCcounts BKIKYEH

0OAuth 2.0 Device
Authorization Grant Enabled

0IDC CIBA Grant Enabled

BBIK

BbIK

& Admin ~

Ceccun Odpnaiy goctyn YcTaHoeka

PucyHok 41 — Keycloak. Pasgen «KnneHTtbi»

— OTKpOWTE HaACcTpoMKKU KnuneHTa. lNosBuTca HoBas Bknagka «Ponwn Service Accounty

(PucyHok 42);

KnveTsl > test

Test
o Hactpoiiku
Hacrpoiiku Realm

© Kamentsl Knactepusayua

LUa6noHbl KNMEHTOB .

Service Account

Ponmn

Service Account User
Mocrasuyykn

WAEHTUGUKALWMM
Pegepayuna Ponu Realm

nonsosarenei

AyTeHTuduaLps

Tpynne!

Ponu knnexTos
Monk3oBaTenw

Ceccun
CoBbITuA
Wmnopt

Jkcnopt

YueTHble AaHHbIe

YcraHoBKa

Knioum Ponun LLla6noHsl kn1eHToB ConocrasneHus

Ponu Service Account

service-account-test

Service Account Roles

HocrynHeie ponn MNpricaoerHsie ponn

offline_access default-roles-test_realm

uma_authorization

[flo6asuTh BhibpakHae » «YAanUTL BeIBpaKHoe

Q6nacte

offline,

uma_authi

OT3bIB Ceccmmn Oddnaitt goctyn

HazHaueHHsie ponin

default-roles-test_realm

PucyHok 42 — Keycloak. Bknagka «Ponu Service Account» pasgena «KnueHTbi»
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— nepenguTte B 3Ty BKNAAKy M Ha3HaybTe npasa gomeHa (Ponu Realm) (PucyHok 43).

HanmeHoBaHue ponu ctpoutcs kak default-roles-HassaHnePeanma;

KnveHTsl > test

LLla6noHs! KNWMEHTOB ConocTasnexna O6nactb OT3bIB Ceccmn Oddnaitt goctyn

Test
Kondurypavus
L Hactpoliku YueTHbIe AaHHbIE Knroum Ponum
Hactpoiiku Realm
Knactepusaums YcraHoBka Ponu Service Account

© Kwenra

LUa6noHb! KAMEHTOB .
Service Account
Ponmn

Service Account User service-account-test

Mocrasiyyku

Service Account Roles

MAEHTMdMKALUK

Begepayns Ponu Realm HAocTynHele ponn

" offline_access
nonezoearenen
uma_authorization

AyTeHTUdUKALWS

{flo6asuTh BbiBpaKHae »
Tpynnbl

PONY KNMEKTOB

Mone3osatenn

Ceccun

CoBbiTva

Wmnopt

Jkcnopt

MpurcsoeHHsIE ponn HasHaueHHble ponun
default-roles-test_realm default-roles-test_realm
offline_access

uma_authorization

«YAaAUTE BeiBpaKHoe

PucyHok 43 — Keycloak. Bknagka «Service Account Roles» pasgena «KnueHTtbl». HasHayeHue

npaB OOMeHa

— HasHaybTe npaea Client. Npaea Client 3aBucaT ot Toro, rge Obin co3gaH KNUeHT: Ha

AomeHe master unu Ha gpyrom OOMeEHe. Ecnu Obin co3gaH Ha apyrom gomeHe, B

Combobox BbIbepuTe 3Ha4YeHne «realm-management» n Bolbepute posb «manage-

users» (PucyHok 44);
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Knveutsl > test

Test

Hacrpolikn Realm HacTpolikn YueTHble AaHHbIe Knroun Ponn LLa6noHsl kneHToB ConocTasneHus ObnacTs OT361B Cecann Od¢pnaiin goctyn

Knactepusaums YcraHoBka Ponu Service Account

© Kwenra

LWa6noHb! KNMeHToB

Service Account

Ponm

Service Account User service-account-test
MocTastymky
waeHTM kALY Service Account Roles
Begepayns Ponu Realm HAocTynHele ponn NpucsoerHsie ponn HasHaueHHble ponun
” offline_access default-roles-test_realm default-roles-test_realm
nonesoearenei
uma_authorization offlin S
AyTeHTUOMKALMA uma_authorization
flo6aBuTh BLIBpaHHoE » «¥YaanuTe Bal 6panHoe
Tpynnbl
PoAM KneHToR realm-management x | ¥

Mons3oBatenw

PocTynibie ponn
-ate-client '
impersonation
CoBbitus manage-authorization
manage-dlients
manage-events

Ceccun

Wmniopt

Jkcnopt Ao6asuTh BLIBpaHHoe « ¥panuTe BeibpaHHoe

PucyHok 44 — Keycloak. Bknagka Service Account Roles pasgena «KnueHTbl». HasHadeHne

npas Client

— un3meHuTe napametp «RealmsName» 6noka <Entries> cekumn Bars.Authorization>

darna svody.config. MNMpumep: <RealmsName>master</RealmsName>.
14.1.3 HacTtpowka I

HacTtporika aBTopu3aumm no npotokony OpenlD Connect onnceiBaeTcsi B HOBOW CEKLMA
<Bars.Authorization> danna svody.config. [Ons HacTpovku HeobxoaumMo uCMnonb3oBaTb
3HayeHus1, nonydeHHole npu Hactponke SSO (cm. n. 14.1.1 gna BarsAM u n. 14.1.2 gns
Keycloak).

B npunoxenuun MMl B canne «svody.config» B cekumn <Bars.Authorization> BHecuTe
COOTBETCTBYHOLUNE UBMEHEHWS COINacHO CKONUPOBaHHbLIM paHee napaMeTpamM U B COOTBETCTBUN
CO BTOPbIM NPUMEPOM.

Mpumep cekuymn:

<Bars.Authorization>
<Entries Name="Svody" Enabled="true" ButtonName="Bo¥iTu B
cucreMmy" SortOrder="1" AuthorizationType="Default" />

<Entries Name="Keycloak" Enabled="false" ButtonName="BownTu

yepes Keycloak" SortOrder="2" AuthorizationType="OpenId">
<OpenlIdConnectProviderConfig>

155



<ReverseProxyUrl><!-- URL, Ha KOTOpPHM OyIoeT IepeHalpaBJieH
[IOJIb30BATEJIb IIOCJIe YCIIEHOM aBTopM3auuyM Ha cTopoHe Openld. Heobxommmo
ykKazeBaTh BHemHMM URL NPpMJIOXeHMUS, IO KOTOPOMYy NPMXOOAT II0JIB30BAaTeEJb
(370 MoOxeT OvBITh URL HOpokCH-CepBepa, Ha KOTOPOM yCTaHOBJIEH https-

ceptudmkar) --></ReverseProxyUrl>

<Issuer><!-- 3HaueHme issuer --></Issuer>

<AuthorizationEndpoint><!-- 3HaueHMe
authorization endpoint--></AuthorizationEndpoint>

<TokenEndpoint><!-- s3Hauenme token endpoint--
></TokenEndpoint>

<UserInfoEndpoint><!-- 3HaueHme userinfo endpoint--
></UserInfoEndpoint>

<SignOutEndpoint><!-- snHauenme end session endpoint--
></SignOutEndpoint>

<ClientId><!-- sHaueHme MmeHTUbMKATOPA CUCTEMH (BKJIaOKa
HacTponkmu) --></ClientId>

<ClientSecret><!-- 3HaueHue "CekpeTHHM KJIOU" CUCTEME
(BkJlaOoka nojiHoMouma) --></ClientSecret>

<Authority><!-- xopuesot URL Keycloak -->/</Authority>

<RealmsName><!-- VmMmsa momeHa SSO npoBanmepa, B KOTOPOM OBLI
coszmaH kJmMeHT--></RealmsName>

<ProviderId><!-- U SSO nporamnmepa (BARS.AM, KeyCloak),
HACTPOEHHOTO a AW Ha MNOIKJIOUEHME K TOMYy Xe& KJIMeHTy —--></ProviderId>

<ProviderPublicKey><!-- I[lyOnmuHel kJjou OoMeHa Keycloak --

></ProviderPublicKey>
</OpenIdConnectProviderConfig>
</Entries>
</Bars.Authorization>
Kaxabin 6nok «Entries» orBeyaeT 3a cBor cnocob aBTopusaLmm ¢ HaCcTporKaMn BHYTPW,
nepebin 6NOK OTBeYaeT 3a aBTopM3auMilo NO ymonyaHuwo. Hwke npuBegeHa Tabnuua C
onucaHuem napametpos (Tabnuua 37).

Tabnuua 37 — NapameTpbl 6noka <Entries>

HassaHue napametpa OnucaHue napameTpa Mpumep ncnonb3oBaHuA
Name HanmeHoBaHne onoka, ansa | Name="Svody"
aBTopusaLmu

Name="Keycloak"

Enabled MpuHMmaeT ABa 3HayeHus true u false, | Enabled="true"
npu 3HadYeHuuM true, Ha 9SKpaHe
aBTopu3auum  otobpasuTcs  HoBas
KHOMKa, npu 3HayeHuu false, 6rnok He
yynTbIBaeTCcH

ButtonName TeKCT BHYTPM KHOMKK ButtonName="Bowntn yepes Keycloak"

SortOrder Mopsapgok COPTMPOBKM KHomMok, | SortOrder="2"
NPUHNUMaEeT 4YncrnoBble 3Ha4YeHud, Tak
Mpu HanmUuum HEecKonbkux crnocobos
aBTOpM3aLMK MOXXHO NMOMeHSITb
nopAaaoK KHOMOK
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HasBaHue napameTtpa

OnucaHue napameTpa

Mpumep ucnonb3oBaHusA

AuthorizationType MpuHumaet Default gna aBTopmsaumm | AuthorizationType="Openld"
no ymonyaHmio wu OpenlD pgns
aBTOopu3aumm Yyepes SSO
ReverseProxyUrl Heobxogumo ykasaTb ccbinky Ha | <ReverseProxyUrl>
npunoxeHune https://svody.bars.group/svody-openid-
dev</ReverseProxyUrl>
Issuer 3HauyeHue issuer n3 HacTpoek endpoint | <lssuer>http://192.168.0.0:0000

SSO

/realms/master</Issuer>

AuthorizationEndpoint

3HayeHne authorization_endpoint un3
HacTpoek endpoint SSO

<AuthorizationEndpoint>
http://192.168.0.0:0000
/realms/master/protocol/openid-
connect/auth</AuthorizationEndpoint>

TokenEndpoint

3HaueHune token_endpoint n3 HacTpoek
endpoint SSO

<TokenEndpoint>
http://192.168.0.0:0000

/realms/master/protocol/openid-
connect/token</TokenEndpoint>

UserinfoEndpoint

3HaveHune userinfo_endpoint "3
HacTpoek endpoint SSO

<UserInfoEndpoint>
http://192.168.0.0:0000

/realms/master/protocol/openid-
connect/userinfo</UserinfoEndpoint>

SignOutEndpoint 3HaveHne end_session_endpoint wu3 | <SignOutEndpoint>
HacTpoek endpoint SSO http://192.168.0.0:0000/realms/master
/protocol/openid-
connect/logout</SignOutEndpoint>
Clientld 3HayeHne yHukanbHoro | <Clientld>svody-openid-dev</Clientld>

VIﬂ,eHTVId)VIKaTOpa CUCTEMDI

ClientSecret

3HaueHne CEKPEeTHOro Kr4a CUCTeEMbI

<ClientSecret>a72d6172-4c8b-4c63-
ab94-2345f9370aad</ClientSecret>

Authority

Ccbinka Ha SSO

<Authority>
http://192.168.0.0:0000/</Authority>

RealmsName

MiMsa OomeHa u3 HacTpoek [OOMeHa,
Hanpumep, master (Tonbko  AnNs
Keycloak, HeobxoaMmMo ans
BO3MOXHOCTM MacCOBOro  3KcropTta
nonb3oBatenen wmn3 [N B Keycloak,
MOXHO  OCTaBMTb  MYyCTbIM  Mpw
HeobXxoaMMOoCTH)

<RealmsName>master
</RealmsName>

Providerld

Heobxogumo ans paboTbl
aHanuTU4eckmx BbIOGOPOK B cny4ae,
€CnM  aHanuTM4eckue BbIOOPKU He
ncnonb3ytTcs, HeobxoaMmo yaanutb
UMW 3aKMN0YUTb B KOMMEHTapPUIA

<Providerld>12</Providerld>

ProviderPublicKey

My6nuyHbIN KN4 AOMEHa

<ProviderPublicKey>
MIIBIJANBgkghkiGOWOBAQEFAAO
CAQ8AMIIBCgKCAQEAyYJdXqJ8lugdl
TPOfuPukQzzZZTi2hD6jUQtKT1gxJg
AE7s7Lgw4x2hMwK217H099GJP09
YeolYd6S7X8GCcmJzfdumXELUia
VBzfohHDaiAfndzR3vuJRzy72/FN
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HaseaHue napameTpa OnucaHue napameTpa Mpumep ncnonb3oBaHus

fWOE7J3/cyM+MVrErEENj/giOnzw
IDAQTG</ProviderPublicKey>

[Mpumep HaCTPOEHHOM ceKkumn

<Bars.Authorization>
<Entries Name="Svody" Enabled="false" ButtonName="BouTu B
cucremy" SortOrder="1" AuthorizationType="Default" />

<Entries Name="Keycloak" Enabled="true" ButtonName="BownTu uepe3s
Keycloak" SortOrder="2" AuthorizationType="OpenId">
<OpenlIdConnectProviderConfig>
<ReverseProxyUrl>https://svody.bars.group/svody-openid-
dev</ReverseProxyUrl>
<Issuer>http://192.168.0.0:0000/realms/master</Issuer>

<AuthorizationEndpoint>http://192.168.0.0:0000/realms/master/protocol/o
penid-connect/auth</AuthorizationEndpoint>

<TokenEndpoint>http://192.168.0.0:0000/realms/master/protocol/openid-
connect/token</TokenEndpoint>

<UserInfoEndpoint>http://192.168.0.0:0000/realms/master/protocol/openid
-connect/userinfo</UserInfoEndpoint>

<SignOutEndpoint>http://192.168.0.0:0000/realms/master/protocol/openid-
connect/logout</SignOutEndpoint>

<ClientId>svody-openid-dev</ClientId>

<ClientSecret>a72d6205-4c8b-4c63-ab9%4-
2345f9370aad</ClientSecret>

<Authority>http://192.168.0.0:0000/</Authority>

<RealmsName>master</RealmsName>

<!-—-<ProviderId><!-- U SSO npormanmepa (BARS.AM,
KeyCloak), HacTpoeHHOTO a AW Ha HNOIOKJIOUEHME K TOMY Xe& KIIMEHTY —-—
></ProviderId>!-->
<ProviderPublicKey>MIIBIJjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAYJdXgJ81l
U8glTPOfuPukQzzZZTi2hD6JUQtKT1gxJgAETs7Lgw4x2hMwK217Ho99GJPo9Ye0lYd6ST7X
8GCcmJzfdumXELUiaVBzfohHDai/gdRI3u6PsLwpERaXOrddNy3s4XbdGs2R/FfAyeTbHFU
cR3L/4u4235Ba2P+7tQZoT37CI48dhrQvwRGhvjDcPZfGuChbE6D9rAkgOizRofgZ4KE55QLR
/cyM+MVrErEEN] /giOnzwIDAQGR</ProviderPublicKey>

</OpenIdConnectProviderConfig>
</Entries>
</Bars.Authorization>

CoxpaHute dpann svody.config n nepesanyctute NpunoxeHue.
MpumevaHnga
1. Mpwn HacTpolike cekumnmn MoXHO [06aBNATL HECKOMBKO 6r1okoB «Entries» noapsig B 3aBUCUMOCTM OT TOrO,

Kakoe KOnm4yecTBo cucTtem Heobxogumo noaxnounte (Hanpumep, BarsAM n Keycloak ogHoBpeMeHHO).
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2. Ana astopusauuun yepe3s ECUA Ttpebytotca HacTpoinku Ha ctopoHe BarsUP.AM no npotokony OpenID
Connect n peructpauma UC B ECUA (https://esia.prof/integraciya_esia_gos_org).

Ecnn ucnonbsyetcs Nginx, HEO6X04MMO BHECTU UBMEHEHUSA B KOHODUTYPALIMOHHbLIN dhann
Nginx npunoxeHus no nytn «etc/nginx/conf.d». lameHeHuns kacatoTca napameTpos buffer.
Mpumep HacTpoeHHoro channa:

location /sss {

limit reqg zone=one burst=10;

limit conn two 10;

client max body size 500M;
proxy pass http://127.0.0.1:5011/sss;
proxy http version 1.1;
proxy set header Upgrade $http Upgrade;
proxy set header Host Shost;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For Sproxy add x forwarded for;
proxy set header X-Forwarded-Proto Srealscheme;
proxy set header Connection keep-alive;

proxy set header Connection "upgrade";
proxy send timeout 600s;
proxy read timeout 600s;
proxy connect timeout 600s;

proxy buffer size 64k;

proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;

proxy headers hash max size 512;

proxy headers hash bucket size 128;

}

BbinonHuTe nepesarpysky KOMaHOOW:

nginx -s reload

14.2 HacTtpoiika gna pa6otbi c OpenLDAP

14.2.1 Hacrtpownka Kerberos

MpumevaHne — [daHHbIn TN aBTopu3auumn paboTtaeT Tonbko Ha OC Astra Linux Special Edition
(CmoneHck).

[na koppekTHon paboTbl aBTOpm3auun vepes kerberos B I, Heobxoaumo B keytab-
Ghann 3anucaTb Kno4vm AoMeHHbIX cnyx6 HTTP n LDAP. o ymonyaHuio Takon hamnn HaxoanTcs
no nytun /etc/krb5.keytab. Ecnn nnanmpyeTcs ncnonb3oBaTb 3T0T doann, Heobxo4MMo AaTh nNpasa
Ha YTeHue 3TOro panna nonb3oBaTento, 0T UMEHN KOTOPOro byaeT 3anyweHo npunoxenue M.

UTo6bl 4OGaBUTL Krtoun cnyxb B keytab-ghann, BeinonHuTe:

— nonyyuTe npaea agMUHUCTpaTopa AOMEHa OT MMEHU Cynepnosib3oBaTens:

sudo kinit admin
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— [e’cTBys OT WMMEeHW cyneprions3oBaTens C npaBamMu agMumHuUcTpatopa [OMeHa,
nonyuuTe n coxpaHute Tabnuuy knoden cnyx6 HTTP un LDAP (nyTb danna
letc/svody.keytab moxHO BblGupate nwbon, nmMbo wucnonb3oBaTb dann  no
YMO4YaHuIo):

- ansa IPA:

sudo ipa-getkeytab -s ipal.ipadomainO.ru -k /etc/svody.keytab -p
HTTP/hostname
sudo ipa-getkeytab -s ipa0O.ipadomainO.ru -k /etc/svody.keytab -p
ldap/hostname
— anga ALD:

keytab="/etc/svody.keytab"

ald-client update-svc-keytab HTTP/hostname --ktfile="S$keytab"

ald-client update-svc-keytab ldap/hostname --ktfile="Skeytab"

—  eCnu KNtouu cnyx6 6binn coxpaHeHbl B oTAeNbLHOM keytab-gaine (He B ToM, KOTOpbIN
no nytn /etc/krb5.keytab), gante npaBa Ha YTeHWe aTOro dpamna nonb3oBaTento, oT
UMEHN KOTOoporo byaeT 3anyweHo npunoxenue Mr1.

Hanee B dpanne svody.config oTpegaktupymnte cekumo <Bars.Authorization>, nobasbTe

HOBYHO 3anucb C TUNOM aBTopu3aumm "Kerberos":

<Entries Name="SvodyKerberos" Enabled="true" ButtonName="BomnTtu
yepes pomeH" SortOrder="1" AuthorizationType="Kerberos">
<KerberosAuthenticationConfig>

<Login><!-- JIOTMH IOOMEHHOM YYEeTHOM 3alMucCUu C IIpaBaMM IIOMCKa
B LDAP --></Login>

<Password><!-- mapoJib IOOMEHHOM YyUYeTHOM 3alMCHU C IpabBaMu
noucka B LDAP --></Password>

<Realm><!-- Realm koHTpoJJIepa IoMeHa --></Realm>

<DomainControllerName><!-- IlojiHOe dns-uMMsa KOHTpOJIJIEepa

nmoMeHa --></DomainControllerName>
<UsersOu>users</UsersOu>

<GroupsFilterAttribute><!-- LDAP-aTpudyT TpPYIIH, IO KOTOPOMY
OyIoeT BHIIOJIHEH I[IOMCK TPYIII IOMEHa, B KOTOPHE HOOABJIEH IIOJIB30OBATEJDL (IO
ymosuaumio memberUid) --></GroupsFilterAttribute>
<CCacheDirectoryPath>/tmp</CCacheDirectoryPath><!-- nyTe
nanke, Kyzla OyOyT coxXpaHAaTbca OwuieTel kerberos —-->
<KeyTabPath>/etc/krb5.keytab</KeyTabPath><!-- nyTe mo

bamma keytab, B KOTOpPOM COXpPaHEHHBl KJIIOUM IOMEHHBIX cJyx® HTTP m ldap -->
</KerberosAuthenticationConfig>
</Entries>

MpumeuvaHne — Ecnu B Ml HacTpoeHa kerberos-aBTopusaumsi, To BTOpbIM cnocobomM aBTopuaauum

MOXET ObITb TONbKO AedonTHadA (MO NIOTMHY 1 Naporto).
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14.2.2 Co3paHue nonb3oBarteneun Ha ALD-cepBepe

[nsa koppekTHon paboTbl B ALD gormkeH 6biTb y>ke 3aBeeH CUCTEMHbIN NONb30oBaTeNb,
OT UMEHM KOTOpOoro ByaeT NpONCXOANTb NPOBEPKA YYETHbIX 3anMcen 0OblYHbIX NONb30BaTENEN.

Y aToro nonb3oBaTens AoMkHbl ObiTb NpaBa Ha YTeHue Bcero LDAP-gepeBa.

Y ocTanbHbIX nonb3oBaTenen gocrtyna k LDAP-kaTtanory mMoxeTt He ObiTb, HO OOSKHbI
ObITb NpaBa BXo4a U NpoCcMOTpa CBOErO y3na.

Ans pa6oTbl M1 BaxHbI 0TMeYeHHble nons (PucyHok 45):

* =
= Ynpasnewue nonuTukon BesonacHocTu - Monk3oBaTens AoMeHa: test - 0O x

@ain Mpaeka HacTpodikn Momowb
Fa)
(=4 @
Bl flomen ALD Monb3oBaTens AoMeHa: test

= Ob6uwme MNpUBKUNEriK LOMEHS « MonuTuka

3| rpynnel koMnbloTepoB
I Yk
1 "

GECOS: 5 Naponb

€ AOMEeHE [loM. KaTanor: /ald_home/% HameHnTo

[_) neuarats
MonHoe umsa: -

@oTo
MonuTukK Nnaponer OnucaHwme:

Tun @C: no yMOon4aH4io v

. IloM. cepeep: 2 I v I

- 3 O6onouka: /bin/bash +

MepeuyHan rpynna: 3 I = test b I

Fpynnbl goMeHa

ab10HbI NP OTOKONWPOBAHWUA HawmeHoBaHve ~ GID OnucanHne

PucyHok 45 — KapToyka cucteMHOro rnonb3oBaTens

— JlorvH nonb3oBatens. [log aTMm NorMHOM nosb3oBaTesnb aBTopuadyeTtca kak B OC, Tak
n B I, cBA3Ka nonb3oBaTenen Toxe NPOUCXOAUT NO 3TOMY MOS0,

— [oMeHHbIn cepBep. HyXHO, 4TOGbLI ObIN TOT Xe, YTO M B KOHdwure B none
<DomainControllerName>;

— [pynna nonb3oBatensa. [lapameTp, KOTOpbIM YyKasbiBaeT Ha OGIOKMPOBKY
nonb3oBartens. Ecnu nonb3oBaTenb 3abMAoOKMPOBaH, TO OH HE CMOXET BOWUTWU MO
OOMEHHOW y4yeTHOM 3anucu. Ho ecTb orpaHnyeHus:

— €eCnu nogkno4veHa obblyHasa aBTopu3auusi, U Nonb3oBaTenb He 3abnokMpoBaH B
M (cuHxpoHM3auusa napameTpa 6JI0KMPOBKN HE MPOUCXOOUT NpU aBTopM3aunn),
TO NMOA 3TOW YYETHOW 3anuCbio MOXHO ByaeT 3anTh C NOMOLLLK OObIYHOMO OKHa
aBTOpu3aumu;

— ecnu 3ToT nonb3oBaTenb 6bin co3gaH B 11 aBTOMatMyeckn npu BXoae 4epes

kerberos, To naponb ot NI HensBecTeH, a ecnu ero cMeHuTb M3 M, Torga He
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Oypet paboTtaTtb pasgen Bol6opok, T.K. naponb B [ n AW He ByaeT coBnagath,
n aBTopusaums B AW He nponger.

— [Naponb nonb3oBartens.

MpumeyvyaHne - [llocne cosgaHus nonb3oBaTens Ha ALD-cepsepe, oH He nosasutca B (. Emy
HeobxoauMo nonbiTaTbes aBTopusoBaThed B 111, a agMuHUCTpaTopy nocne aToro o6aBuTb ero Yepes PyHKLMoHan

«[Jobasntb n3 LDAP», kOTOpbI onNncaH B AOKYMeHTe « PykOBOACTBO agMUHUCTpaTOpa».
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15 HacTtpownka ana paboTbl C aHANUMTUYECKUMU BbIOOpKaMu

[aHHbI pa3gen OOCTyneH B TOM Crydae, ecnv B napameTpax NMUEH3MOHHOMo Krya
npeaycMoTpeHo ncnonb3oBaHne KomnoHeHTa aHanu3a AaHHbIX (aanee — AW).

[na koppekTHon paboTbl AW Heobxoammo, 4TOObLI agpec COCTONAN TONMbLKO N3 JOMEHHOIO
NMEHM.

O6HoBnaTe AW Heobxoaumo nocnepoBaTtenbHo. Hanpumep, ons obHoBnenus ¢ 13
Bepcun Ha 17, HeobxoQMMo nocrnenoBaTeslbHO YCTaHOBUTL BCE MPOMEXYTOYHbIe Bepcun — 14,
15, 16.

15.1 YcrtaHoBka Docker

YcraHosute Docker cornacHo MHCTpyKUnn:

https://docs.docker.com/engine/install/

Kaxxgon Bepcun OC coOOTBETCTBYET CBOSI MHCTPYKUMs. Bepcusi yctaHaBnMBaemoro
Docker pomkHa 6b1Tb He HMxe 20.10.9.

Takxke yctaHoBuTe Docker Compose CorflacHO MHCTPYKUMN U B COOTBETCTBUM C BaLlen
Bepcuen OC:

https://docs.docker.com/compose/install/

MpoBepuTb KOPPEKTHOCTb YCTAHOBKN MOXHO C MOMOLLIbIO KOMaHA;:

docker --version

docker-compose —-version

Mpumep:

root@dev-svody-web-ubuntu:/home/bars# docker --version

Docker version 20.10.21, build baedalf

root@dev-svody-web-ubuntu: /home/bars# docker-compose --version

docker-compose version 1.29.2, build 5Sbeceadc

BHecute nameHeHunsa B hann «/etc/sysctl.conf», no6aBmB Tyga CTpOKy:

vm.max map count=262144
3aTtem nepesanyctute cnyxoy KoMaHOoW:

sudo sysctl -p

15.2 YcrtaHoBKa npunoxeHus

Cospaiite kaTanor, B KOTOpoM OyaeT B ganbHeiiwem paboTaTb NPUMOXKEHME:

mkdir /opt/aws
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PasapxuBnpynte MNONyyYeHHbIN OUCTPUBYTMB NpunoxeHus. Hanpumep, «aw-bc-svody-
Bepcua_penusa.tar»:

cd /opt/aws

tar -xvf aw-bc-svody-Bepcusa penmsa.tar

rm —-f aw-bc-svody-Bepcua penmsa.tar

Cospanite KOHUrypaumoHHbIn dhann .env, ckonupoBaB ero un3 danna .env.dist
cnegyroLlen KomaHoown:

cp /opt/aws/.env.dist /opt/aws/.env

3aTtem oTpedakTMpyinTe B 3TOM hanne .env crneayoLmne CTPOoKu:

BACKEND URL=https://url/api (noactaBnsiem cBou 3Ha4YeHud url,
COOTBETCTBYHOLLUNE JOMEHHOMY agpecy, Ha KOTOPbIV BblAaHa NMLEH3UNS)

FRONTEND URL=https://url (NnoAcTtaBnsiemM CBOW 3HaveHws url, cooTBeTCTByOLINE
AOMEHHOMY apecy, Ha KOTOpbI BblAaHa NNULEH3NS)

Ykaxunte napameTpbl ClickHouse cepsepa:

AW CLICKHOUSE HTTP PORT EXPORTED=8123

AW CLICKHOUSE TCP PORT EXPORTED=9017

MpumeyvaHuns

1 MNpoune napameTpbl AaHHOrO anna nsMeHaTb 6e3 kpanHen He0BX0AUMOCTN HE PEKOMEHAYETCS.

2 Ecnu Ha cepBepe kpome AW yxxe yCTaHOBIEHbI Kakne-nmbo Apyrne npunoxXeHusi, KOTopble NCMOMb3yoT
http nopt 80, cywecTByeT BO3MOXHOCTb M3MEHWUTbL NOPT web-npunoxenus. Ona atoro B danne .env MOXHO
nameHnTb 3HadyeHne napametpa AW_FRONTEND HTTP_PORT=80 Ha He 3aHaTbin. OgHako B LENOM He
pekomeHayeTcst pa3BopaynBaTe AW COBMECTHO C MHbIMU, HE CBsI3aHHbIMU ¢ AW HanpsmMyto, cuctemamu.

CospgaliTe Bce He0bGXoauMble KaTanoru, BbINOMHUB CKPUNT:

sh create project dirs.sh

BbinonHuTe 3arpy3ky obpasos n3 apxmea aw-docker-images.tar.xz ¢ noMoLLbio KoMaHA;:
cd /opt/aws

xzcat aw-docker-images.tar.xz | docker load

D,O)K,D,VITer OKOHYaHuA rnpoLecca BbINMOJIHEHNA 3arpy3Ku.

Mocne yero nocnegoBaTenNbHO BbIMOMHUTE KOMaHAbl COOPKM M NPOBEAEHNSA MUTPaLIINA:

docker-compose up -d --build --force-recreate
docker-compose exec backend php yii migrate --interactive=0
docker-compose exec backend php yii run-code-migrations
docker-compose exec etl-api /app/manage migrate

Mo okoH4YaHMK Npouecca YCneLwHOro BbiMOSIHEHUS KOMaHA yCTaHOBKA cYMTaeTcs
BbIMONHEHHOMN.
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Mocne 4ero HeOOXOAMMO YCTAHOBUTb NMUEH3UIO, Ucnonb3yst LieHTp ynpaBneHwus.

YcTaHoBKa nuueH3um onvcana B n. 15.8.2.
15.2.1 Pe3epBHOe KONMpoBaHUE NPUNOXEHUSA

MepenguTte B paboyyto OUPEKTOPUIO NPUITOXKEHNS:

cd /opt/aws

BbinonHute OCTaHOBKY NPUINOXXeHUA.

docker-compose down

Cospganite pesepBHble KoUK hannoB KOHUrypaumm:

tar -czf mma pesepBHOM kKommyM QamyioB KOHOMIypaumm.tar ./.env
./docker ./docker-compose.yml ./docker-compose.prod.yml ./*.sh

Cospaite pesepBHble konuu dannos b[:

tar -czf wmma peseppHOM kxonum BI ../db

Cospante pesepBHble KoMK (hansioBoro XxpaHunuuia:

tar -czf uMmsa peseppHOM kommum darioBoro xpaHmwmmma ../file storage

Mo okoHYaHMKM NpoLlecCcoB apxuBaUnK, 3anycTuTe NPUIIOXKeHne:
docker-compose up -d
I'Ipvu\neanme — B kayvecTtBe anbTepHaTmMBbl MNOCIe OCTAaHOBKU MNPUIOXEeHUA MOXXHO 06'beﬂI/IHI/ITb

pa3genbHble KOMaHObl B O4HY A4 CO34aHnA €e0UHOro apxmea:

tar -czf ../aw-backup-$(date +%Y-%m-%d) .tar.gz ./.env ./docker ./docker-
compose.yml ./docker-compose.prod.yml ./*.sh ../db ../file storage

15.2.2 OOHOBRNEeHue NPUNoXeHus

Y6eaunTtecn, YTO y Bac CyLLECTBYET aKTyarnbHasi KONUs NPUNOXEHUS, CO34aHHas CornacHo
n. 15.2.1. Nocne aToro MOXHO NpUCcTynaTb K OOHOBMEHMIO.
MepenguTte B KaTanor NPUNOXeHNS:

cd /opt/aws

3aBepLumTte paboTy NPUNOXKEHUS:

docker-compose down

[MepeHecuTe nMOMyYEHHbIN Yepe3 MeHemKepa Mpoekta AUcTpubyTmuB B KaTanor
npunoxexHus. Hanpumep:

cp /tmp/aw-bc-svody-Bepcus penmusa.tar /opt/aws/
[Nocne 4yero BbINOMHUTE KOMaHAy pacnakoBKM apXuBa C 3aMeHoM C*)aIZJ'IOBI
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tar -xvf aw-bc-svody-Bepcusa penmsa.tar

Mocne pacnakoBku AnA SKOHOMUK pecypCoB apXmB MOXHO yaalnTb!:

rm -f aw-bc-svody-Bepcua penmsa.tar

BbinonHuTe 3arpy3ky obpasos n3 apxmea aw-docker-images.tar.xz ¢ noMoLLbo KoMaHAa;:
cd /opt/aws

docker system prune

xzcat aw-docker-images.tar.xz | docker load

,D,O)K,EI,VITer OKOHYaHuA rnpoLecca BbiMNOJIHEHNA 3arpy3Ku.

lMocne yero nocrneaoBaTeNbHO BbIMNOMHUTE KOMaHAbl COOPKM 1 NPOBEAEHNA MUTPaLVIAL

docker-compose up -d --build --force-recreate
docker-compose exec backend php yii migrate --interactive=0
docker-compose exec backend php yii run-code-migrations

o okoH4YaHumn npouecca ycnewHoro BbIMOJIHEHNA KOMaHA, obOHOBIEHNEe cumnTaeTcs

BbIMOJTHEHHbLIM.

15.3 Hactpouka AW

Ecnu npousBogntca obHoBneHne ¢ 13 Bepcum Ha 17 u Bbiwe, TO Heobxoaum
NULEH3NOHHBIN harn HoBoro obpasua.
[na Hactponkn AW Heobxoanmo:
— nepentun B pasgen «O6Limne HaCTPONKn»;
— nepentn B pasgen «lpynnbl nonb3oBaTenen», «llonb3oBaTenbcke» U AobaBuUTb
HOBYHO rpynny «YpaneHne o6bekToB, co3gaHHblXx CBogamu» C  KOAOM

aw_objects_delete (PncyHok 46).
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PRTOOTmT gr O uP S U CoTT i I TiamT e

YoaneHne o6bekToB, co3gaHHbIx CBogamMm

Mpoduns rpynnbr  MNonbaosatenu  O6bexThl gocTtyna

aw_objects_delete

YoaneHve o6bekToB, CO3AaHHbIX Csofamu

PucyHok 46 — [lobaBneHne nonb3oBaTenbCKon rpynnbl 4OCTyna

nepentu B pasgen «lpoBangepbi» U HaxaTb Ha KHOMKY «[Jo6aBuTby;

B OTKPbIBLLEMCH OKHE YCTAHOBUTb «SIaXoK» B Nonsax «AKTUBHbIN» U «PaspewnTb
CO3[aHu1e HOBbIX MONb3oBaTeNen Yepes BHELWHeE ynpaBrieHney;

BBECTU HaMMeHOBaHWe npoBanaepa;

Bbl6paTb TMN «OpenlD Tokeny;

BBECTU HAAMUCb KHOMKM CTOPOHHEN ayTeHTuunkauuu,

BblbpaTb 6GasoBble rpynnbl: «lpocmoTp BumXeToB», «[1pOCMOTP yBEeOOMSIEHUAY,

«YpaneHue ob6bekToB, co3fgaHHbix CBogamu» (PucyHok 47);
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svody
OTmeHuTh

OcHoBHoe [lapametpbi  MannuHr cxembl

AKTUBHbIA

svody
OpenlD Token
Boutu yepes SSO

BbibpaHo: 3

Pa3pewnTb cosnaHune HOBbIX Nonb3osarenen
Yepeas BHelWwHee ynpasneHue

AHanuTvK

Yoanutb

PucyHok 47 — AW. CosgaHue npoBargepa

3agaTb TUN NONb30BaTENS MO YMONYAHUIO « AHANUTUKY;

nepenTn Bo BKNaaky «lMapametpbi»;

B none «MpeHtngukatop NA» ykasatb ID knueHTa, ckonnpoBaHHbIK B n. 14.1.1 ans
BarsAM n n. 14.1.2 ana Keycloak;

B none «CeKkpeTHbIN KN4 A0CTynay yKasaTb CEKPETHbIA K4, CKOMMPOBAaHHbLINA B
n. 14.1.1 ana BarsAM n n. 14.1.2 ana Keycloak;

B none «BrhewHun URL» Bnucate URL poctyna go pgomeHa SSO, Hanpumep,
http://192.168.0.0:0000/auth/realms/test_arch_realm;

nepeitn BO BKNagky «MannuHr cxembl» M 000aBUTb K yXe CYLECTBYIOLIMM

3HayeHuaM 3Ha4veHus: preferred_username n email (PucyHok 48);
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MannwuHr cxembl

Besz cooTEETCTAMA

login preferred_username
email email
state BeeguTe aHayeHwe

user_roles BeeauTe aHaueHWe

PucyHok 48 — MannuHr cooTBeTCTBUSA

— ckonupoBaTb KoO nNpoBaildepa W3 aapecHOM CTPOKW, Hamnpumep, B agpece

https://svody-aw.bars.group/app/admin/providers/update/13, a1o uncno éyget 13.

15.4 Hactpoiika svody.config u cekumum <Svody.Aw>

[na koppekTHonM paboTbl aHaNMTUYECKUX BbIBOPOK HEOBXOOMMO HACTPOUTb CEKLMIO
<Svody.Aw> 1 gononHuTb cekumto <Bars.Authorization>:
— CKOMWPOBaHHbIN KoA npoBangepa Heobxoommo BBecTu B Ter <Providerld> cekuum
<Bars.Authorization>;
<ProviderId><!-- U SSO npomamzmepa (BARS.AM, KeyCloak),
HACTPOEHHOTO a AW Ha MNOIKJIUEHME K TOMYy Xe KJIMeHTy —--></ProviderId>
— HacTpouTb cekumo <Svody.Aw>, onncaHus napameTpoB OnNucaHbl B Tabnuue Huxke
(Tabnuua 38);

Tabnuua 38 — NapameTpbl cekumm <Svody.Aw>

Ha3BaHue napametpa OnucaHue napameTtpa Mpumep ucnonb3oBaHuUs
<Db> HanmeHoBaHnue Bl ClickHouse <Db>default</Db>
<Host> Appec cepepa B[] ClickHouse <Host>192.168.0.0</Host>
<Port> MopT cepeepa B/ ClickHouse <Port>9017</Port>
<User> Mms nonb3oeaTtens b ClickHouse <User>default</User>
<Password> Maponb nonb3osartens b ClickHouse <Password>enter4z
</Password>
BaseUrl Appec KomnoHeHTa aHanu3a gadHbiX, B | <BaseUrl>https://svody-
KOHLIe He JOIMKHO ObITb cralua aw.bars.group</BaseUrI>
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HaseaHue napameTpa OnucaHue napameTtpa Mpumep ucnonb3oBaHuUs

AdminLogin Monb3oBaTtens npunoxenuns AW, kotopbin | <AdminLogin>admin
uMeeT MNpaBo Ha co3gaHne HoBbix | </AdminLogin>
nonb3oBaTenen

AKTyaJ'IbHO TOJTIbKO 0514 aBTOpM3alnmn 4yepes

LDAP

AdminPassword Maponkb oT nonb3oBatens npunoxeHus AW, | <AdminPassword>123456
KOTOPbLIA MMEET NpaBo Ha co3gaHue HoBbIx | </AdminPassword>
nosib3oBartenen

AKTyanbHO TONbKO AN aBTopU3auun Yepes

LDAP
Mpumep cekumm:
<Svody.Aw>
<Db><!-- BJIl Clickhouse AW —--></Db>
<Host><!-- IP BI Clickhouse AW --></Host>
<Port><!-- TCP IHopt Clickhouse AW --></Port>
<User><!-- TomnesoBaTesns BI Clickhouse AW --></User>
<Password><!-- Ilapojsir nombzoBaTensa BI Clickhouse AW --
></Password>
<BaseUrl><!-- UR1l npunoxeHus AW --></BaseUrl>
<AdminLogin><!-- I[losb30BaTellb NPWUIIOXeHUS AW, KOTOPEIL MMEEeT
NpaBO Ha CO3IaHMe HOBEIX [OJib30oBaTejser --></AdminLogin
<AdminPassword><!-- I[lapoJib OT [OJb30BATEJNd IPUIIOXeHMS AW,
KOTOPEIM MMEEeT [IpaBO Ha CO3IaHMe HOBEIX [oJib3oBaTesier —-></AdminPassword>

</Svody.Aw>

— nepe3anycTuTb NPUIOXeHNe.

15.5 Hactpoiika svody.config n cekuumn <Svody.Analytics>

[Ana HacTponkm Kpocc-asTopmsauum ¢ AW  HeobxoaMMO HACTpPOUTb  CEKLUIO
<Svody.Analytics> n gononHuTb cekumto <Bars.Authorization>:

— pobGaebTe napameTp «LoginToAnalytics» cekumio  <Entries> B cekuuu

<Bars.Authorization>. [JaHHbIn Ter npuHMMaeT nBa 3HadeHus: true wn false. lNpu

3HayeHun true nosABNSIETCA BO3MOXHOCTb 4Yepe3 CTpaHA4apTHbIN  BapuaHT

aBTopusauum BxoauTtb B AW,

<Bars.Authorization>
<Entries Name="Svody" Enabled="true" ButtonName="Bomutu B
cucremy" SortOrder="1" AuthorizationType="Default"
LoginToAnalytics="false" />
</Bars.Authorization>
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— HacTpouTe cekumo <Svody.Analytics>, onucaHuss napamMeTpoB npuBeneHbl B
Tabnuue Huxe (Tabnuua 39);

Tabnuua 39 — NapameTpbl cekumm <Svody.Analytics>

Ha3saHue napameTtpa OnucaHue napameTpa

Visible OTobpaxeHue/ckpbiTe KHOMKU «AHanUMTMKa» - MO YMOSYaHUIO
KHOMKa CKpbITa, YCTAHOBIEHO 3Ha4eHne «false»

InFrame OTkpblTMEe cTpaHuubl Bo Bknagke BHyTpu [ («true») wnu B
oTAenbHow Bknagke web-6paysepa («false»)

Url URL agpec, no koTopomy OyaeT npoucxoauTb Nepexod Mo KHOmMke
«AHanuTnka»

Mpumep cekuymn:

<Svody.Analytics>

<!-- OroBpaxaTh KHOIKY AHaIUTMUKA ——>

<Visible>true</Visible><!-- OrobpaxaTh KHONKY AHaJIUTUKa ——>

<!-- true - OTKPHTL B HOBOM BKJIaIke INpujioxeHus, false -
OTKPHITE B HOBOM OKHe Opaysepa--—>

<InFrame>true</InFrame><!-- true - OTKPHITL B HOBOM BKJIAOKE
ceomoe, false — OTKPHTHL B HOBOM OKHe Opays3epa-—-—>

<!--— URl npunoxeums AW. Ykasz3wpBaeTcs 6esz "/" B KOHIE —-->

<Url></Url>

</Svody.Analytics>

— nepesanycTuTe NpuroxeHue.

15.6 AamuHuctpupoBaHue KoMnoHeHTa aHanusa gaHHbIX

Ecnun paHee y Bac ctosn KoMnoHeHT aHanuaa gaHHbix 13 Bepcum, To nocne oOHOBNeHUs
Ha 18 BepcuIo 1 Bblle HEOBXOAMMO TeKyLMM NONb30BaTeNsSM NPUCBOUTL POSlb «AHANMUTUK» Y
aKTUBMPOBaTb YYETHYK 3anucb BPY4YHYHO, MpU CO34aHUM HOBbIX MoOSfib3oBaTenen npu
COOTBETCTBYIOLLEN HACTPOMKE npoBamaepa porfb OyaeTr npucBamBaTbCA aBTOMATUYECKM
(n. 15.6.5). YctaHoBKka nuueH3mn n 6asoBasd HacTponka AW npom3BOAUTCA C YyYETHOW 3anucu

TexHuyeckoro agMmmHuctpatopa AW (tech_admin).
r pnMmedyaHune — ,D,aHHbII‘/‘I cnocob Bxoaa B AW npegHa3HavYeH TOoJ1bKO ANnA TEXHUYEeCKOro agMmnHmUcTpaTtopa

AW. OnucaHue Bxoda B AW ans nonb3oBaTtens npuseaeHo B PykoBoacTee nonb3oeaTens.

[ns Ha4yana paboTtbl ¢ AW:

— 3anyctute web-6pay3ep OBOMHLIM HaXkaTMeM NIEBOW KHOMKU MbILLK MO €ro sipsibiky Ha
paboyem cTone Ui HaXxkXmMuTe Ha KHomMKy «[yck» 1 B OTKPbIBLUEMCS MEHI0 BbloepuTe
MYHKT, COOTBETCTBYHOLMI Ucnonb3dyemomy web-6paysepy;

— B agpecHon cTpoke BBeaunte agpec AW,
171



— B OKHEe aBTOpu3auunun nonb3oBaTtesia BBeanTe JI0rMH U nNaposiib U HaXXMUTE Ha KHOMKY

«Bontn» (PncyHok 49).

%ﬁg 1

Analytic Workspace 2

1 BU3yanusauum faHHbIX

BoiT uepes keycloak 6

BoiATu uepea ECUIA

PucyHok 49 — OkHO aBTOpM3aumnm

OkHO aBTOpPM3aLMM COCTOUT U3 criefyLwmx anemeHToB (PucyHok 49):

— norotun AW,

— HaummeHoBaHue AW;

— nore Ansg BBOAA ITOIMMHa;

— nore Ang BBoAa Napons;

— KHonka «Boutn» ons Bxoga B AW;

— KHONKM BXOAa Yyepes BHelLHne npoBangepbl. KHomku oTobpaxatoTcs, ecriv BHeLHne
npoBanaepbl HACTPOEHbI TEXHUYECKUM agMuHuctpatopom AW;

— Homep Bepcun AW.

MpumeyvaHue — B uensax 3awmTbl 06paTHON CBA3W NpY BBOAE ayTEHTUMUKALMOHHON MHpopmaumn B AW

He 0To6pa>|<a+0Tc;| BBOAMMbIE CMMBOJ1bI B NMNOJie Naposi4.

Mpw aBTOPM3aLMM NOL YH4ETHOM 3aNMCbIO0 NONb30BaTESIS C OTKPLITON Ceccuen OTKPoeTCA
OKHO C npegynpexgeHnem o6 ee akTMBHOCTM C BO3MOXHOCTbIO NepeHoca Ceccun C OAHOro
ycTponcTtea Ha apyroe (PucyHok 50). [1ns 3akpbiTUa CTapon N OTKPbITUA HOBOW CECCUN HAXMUTE
Ha KHONKy «[llepeHecTn ceccuto», Ans U3MeHeHUs y4eTHON 3anncu HaxkmuTte « OTMeHa» 1 B OKHe

aBTOpKM3aLUnn nofib3oBaTend BBeguTe JIormH 1 naporsib.
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MpegynpexpeHne

Ceccra None30BaTeNA YHE aKTHEHa Ha Opyroe
CECCHID Ha

yCcTpoicTee. Bel MoeTe NnepeHe

YCTPOWMCTEO MNWM BOWTK NOQ APYroi yYeTHok

LS T A
Ll

e
C
TEKYLLES |

2aNIUCBEHD

OTMeHa

PucyHok 50 — OkHO ¢ npegynpexaeHmem 06 akTUBHOCTM ceccum npu Bxoge B AW

OTkpoeTcsa okHOo AW (PucyHok 51). Cnesa oTtobpakaeTcs rmaBHOE MEHIO.

Monbsosatenu

Monb3sosatenu

Tpynnbi nonb3osarenei .
(0] EMAIL TWN MONb30BATENS AKTVBHbIV
Bce Bce

AKTUBHOCTb Nnonb3osarenen
AHaNUTUK

Cxembl jocTynos

Mposaitpepobi
Pa3paboTumk

1-2013153

PucyHok 51 — OkHo AW

UT0o6bI Nepentn B Apyrue pasgensl AW, HOXXMUTE Ha COOTBETCTBYIOLLYIO pa3aeny KHOMKY

(1, PucyHok 51). OTkpoeTCcsi OKHO BblOpaHHOro pasgena, uBeT (poHa OKHa B KaxdoM pasgene

pasnuyaeTcs.

0
~ 1(2, PucyHok 51). OTkpoeTcs

YToO6bI NOCMOTPETb yBeAOMITIEHNA, HAXXMUTE Ha KHOIMKY

OKHO npocmoTpa yBegomnexust (PucyHok 52).
MpumeyvyaHue — Boane nukTorpamMmmbl 0OTOBpakaeTCa YNCNO HOBbIX YBEAOMIIEHWI (MPY UX HANU4mu).
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JAKPBITEBCE

JHCMopT B CSV

MopMUpoBaHKne csv Galna onAa
EMO¥eTa "ob6pa3” 3aBeplleHO.

Bce yeegoMneHKA

PucyHok 52 — OkHO NpocMoTpa yBe4OMIIEHUS

lMocne npocMoTpa yBeAOMIMEHUS HAXMUTE Ha KHOMKY «3aKpbiTb BCE», YTOObLI 3aKpbITb
OKHO, MUK Ha KHorky «Bce yBegomneHus», 4Tobbl nepentu B pasgen «LleHTp yBegomneHuii»
(PncyHok 53).

s ~
A\ LleHTp ysemomnernnn 2
@ Bce TUnL! Bce pa3nens Nata O MMowuck
sn AT Tan PA3LEN CODBUIEHNE
17.02.2023 101 BinonkeHo OBHOBNERIIe NaHKL1 MOREnN 3E2EDWHNECE CUHXDORVZALAR
03.02.2023 0918 Owwbka Onnata
" 1 131 Moxazars o

PucyHok 53 — OkHo «LleHTp yBegomneHmniny

UTo6bl cMeHUTb TeMy AW, HXXMUTE Ha KHOMKY [:] (PucyHok 54).
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Monbsosartenu

oGasuTb

s

AHanUTUK

Pa3paboTumk

1-20wu3153

PucyHok 54 — TemHasa Tema AW

B dyHKuMn agmuHucTpatopa AW BXoddaT 3a4ayn yrnpaBeHus:

— nonb3oBartenamu (n. 15.6.1);

— rpynnamu rnonb3oBatenen (npegHasHadeHbl AONA MAcCoOBOro  MPUCBOEHUS

nonb3oBaTesiiM cTaHAapTHbIX HAbopoB paspelueHuit) (n. 15.6.2);

— aKTMBHOCTbLIO Nonb3osartenen (n. 15.6.3);

— cxemamu goctynos (n. 15.6.4);

— nposangepamu (n. 15.6.5).

B AW pencrteyeT paspewmTenbHas Mogerib A0CTyna nosib3oBartesien K yHKUMSM u
AaHHbIM Apyrnx nonb3oBaTenen. [Joctyn Ko BCeMy Mo ymMonyaHuio 3anpeweH. [na co3gaHHbIX
(cBOMX 0OBLEKTOB) Monb3oBaTeNb MofydyaetT OOCTYN cpasy (B pamkax CBOMX MpaB [oCTyrna K
dyHKunam). [Monb3oBaTens MOXeT MpefocTaBUTb CBOM  OObLEKTbl B OOCTYyn  OpYrum
nonb3oBaTeniaM 1 rpynnam nosib3oBaTtenen.

Monb3oBaTenbCcku MHTEpdenc 6noka agMMHUCTPUPOBAHMS NOCTPOEH B COOTBETCTBUN

C yKa3aHHbIM Bbille HAabopom dyHKLMIA 1 nMeeT crieayrowmii Bua (PucyHok 55):

175



O [Movck

MonbaoBaTtenwn

[pynnbl nonbsoBaTene
AKTWBHOCTb Nonb3oBaTenei
CxeMbl 4OCTYNOB

Npoeanpepbl

PucyHok 55 — lNonb3oBaTtenbscknin nHTepgenc 6y1oka agMMHUCTPUPOBAHUSA
15.6.1 Pab6oTta c nonb3oBaTtensaMmm KomnoHeHTa aHanus3a AaHHbIX

WHTepdenc ynpaeneHns nonb3oBaTtensmn (PucyHok 56) no3BonsieT BbINOMHATb
cnegylowne AencTeuns:

MonbsosaTenu

'e|aKTUPOBaTh HasHauuTtb

Monbzosatenu
pynnbl nonbsosarene
uMa EMAIL TWN NONb30BATENR AKTUBHbI

AKTMBHOCTb Nnonb3osarenei
Bce Bee

CxeMbl OCTYNOB
AHaNUTUK
Mposaipepsbi

Pa3paboTumk

1-20 13153

PucyHok 56 — IHTepdenc ynpasneHus nons3oBartenamu

— co3daHue yyeTHbIX 3anucen nonb3oBaTtenen AW (15.6.1.1);

— pefakTupoBaHUWe y4YeTHbIX 3anucen nonb3osatenen AW (15.6.1.2);
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HasHayeHne Tuna norib3oBaTene U M3MEHeHMe cTaTyca akTMBHOCTU YYeTHbIX
3anucen nonb3oBaTesien — yCTaHOBUTE «GnaXKny HanNpoTUB HEOHBXOANMbBIX 3anncen
MW HaXMUTE Ha  KHOMKY  «HasHaunTb» Ha  NaHenuM  MHCTPYMEHTOB
(PvucyHok 56). OTkpoeTcs OKHO Ans Bblibopa Tvna nonb3oBaTenien n U3MEHEHUs
cTaTyca aKkTUBHOCTWU Y4YeTHbIX 3anvcen nonb3osartenen (PucyHok 57). YcrtaHoBuTe
«naXkoKk» HanpoTMB TuUMa W NepeaBuHbTE NepekntoyaTens B rnofie « AKTUBHbBINY
(BnpaBo (BKMOYEH) — ANsa NpegocTtaBneHus gocrtyna B AW, BNeBoO (BbIKMHOYEH) — AN

BGnoKMPOBKM AocTyna);

Ha3Ha4wTe

Tin nonb3oBartens

PazpaboTumk

CneuwanucTt

AKTWBHbBIN

OTMeHa

PI/IcyHOK 57 — OkHO ans Bbl60pa TNa nonb3oBaTtesnien u U3MeHeHNns cTaTtyCa akKTUBHOCTU

YYETHbIX 3anucen nonb3oBartenei

MpumeyvyaHne — [JOCTyNnHO co3gaHue TOSIbKO Norfb3oBaTesied ¢ TUNoOM «AHanUTUK» B COOTBETCTBUU C

OOCTYNHbIMU NOJSIb30BATENTbCKUMUN KBOTAMU JTULIEH3UN.

n3MeHeHue Tuna nonb3osatenen (15.6.1.1);

GrnokupoBKa 1 akTMBaums y4eTHbIX 3anmcen nonb3osatenenn AW — B AW HEBO3MOXHO
yoanuTb nonb3oBaTens. [lonb3oBaTtens MOXHO TONbKO 3abnokvpoBaTb (ydeTHas
3anucb nonb3oBaTens CTaHeT HeaktuBHa). B AW moxHO 6nokupoBaTb paHee

CO3aHHOrO (CYLLECTBYOLLErO) NONb30BaTeNsi HECKOMNbKMMI criocobamu:
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MNonb3osatenn
Tpynnei nonb
AKTHBHOCTb NN
CxeMbl l0CTYNOB

MNposaigepb

B OKHE peAakTMpoBaHWs BblIOpaHHOM OTAENbHOW Yy4ETHOW 3anuMcy nonb3oBaTens
— CHUMUTE «@naxok» B none «AKTUBHbIN» WNN HaXMUTE Ha KHOIMKY
«brnokmposate nonb3oBatena» (PucyHok 61). OTkpoetca OKHO Ans
noaTBepXaeHnsa GrOKMPOBKM, B KOTOPOM HaXMUTE Ha KHOMKy «bBnokupoBaTb»
(PvcyHok 58);

BnokupoBaHwe Nonb3oBaTens
Bbl 0EMCTEWMTENLHO XOTUTE 2a0N0KMpOBaTL

nons3oeaTena?

OTMEHWUTE

PucyHok 58 — OkHO onsi noaTeepXaeHns 6110KMPOBKK

B MHTepdence npocMmoTpa cCrnmcka nofib3oBatefnier — HanpoTuB HeobGxoanumMoro

nosib3oBaTesnisi CHUMUTE «hnaxok» B ctonbue « AKTUBHbINY (PucyHok 59);

Monbsosatenn

WMA EMAIL TWN NONbI0BATENR AKTWEHBIA

exa Bce

example example@analyticworkspace.ru AHaNUTIK D

PucyHok 59 — bnoknpoBka y4eTHOW 3annucu nonb3oBaTtens B MHTepgence npocMoTpa cnucka

rnonb3oBarteneun

B MHTepdence nNpocmoTpa cnucka nonb3oBaTernen, Bknodass 6rnokMpoBky cpasy
HECKOSbKMX — YCTaHOBUTE «fiaXkm» HanpoTMB HeobXoguMblX 3anucen u
HaXXMUTE Ha KHOMKy «HasHauMTb» Ha naHenu UHCTPYMeHTOB. OTKpPOEeTCs OKHO
(PucyHok 57). T[lepeBegoute nepeknioyaTens napameTpa «AKTUBHbIA» B

COCTOAHNE BbIKITHO4YEH (BJ'IeBO) N HAXMUTE Ha KHOMKY «npl/IMeHMTb».

3a6J'IOKl4pOBaHHOFO nosib3oBatend MOXHO pa36J'IOKMpOBaTb, T.€. coenaTb akKTUBHbIM.

Mo

BCceM cTonbuam peanuM3oBaHa COPTUPOBKA MO  BO3pacTaHMO/yObiBaHUIO

(PvncyHok 56). Haxmute Ha HammeHoBaHue Heobxoaumoro ctonbua, CnMcoK nornb3oBaTtenen

OTCOpPTUPYETCA MO BO3pPaACTaAHUIO. nOBTOpHO HaXXMUTE Ha HanMeHoBaHMe cTonbua, CAMCOoK

nonb3oBaTenei oTCopTUpPyeTcs No yobiBaHMO. Haxmnte Ha HaumeHoBaHWe cTonbua B TPETUN

pas, C1COK Nonb3oBaTernel oTobpasnTcs 6e3 COPTUPOBKM, U CKPOETCS KHOMKa COPTUPOBKU.
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B AW npegycmoTpeHa BO3MOXHOCTb HAaCTPOMKKN pasdeneHuns npas JocTyna K pasgenam
AW 1 K BbINOMHEHNIO ONpefeneHHbIX onepaumi C NOMOLLbI0 YCTAHOBKM MONb30BaTENbCKUX
ponen.

Cnuncok nonb3oBaTenbCKUX poren (TUNOB Nosfb3oBaTenen):

MpnumeyvaHue — [JOCTynHO co3faHWe TOMNbKO Norb3oBaTenen ¢ TMNOM «AHaNUTUK» B COOTBETCTBUU C

OOCTYMHbIMM NONb30BATENLCKUMU KBOTAMU NULIEH3UN.
—  «AHanuTMK» — cneuuanuct, obnagaroLnin npasaMn Ha co3gaHne N U3MEHEHne
BUOKETOB.

I'Ipw\neanme — MakcumanbHOe KONMMYECTBO aKTMBHbIX MNOSib3oBaTenen ponn onpepgendaeTca

JNTMUEH3NOHHbIMW OrpaHn4YeHnAMIM No KoOJin4ecCcTBY NOoJ1b30BaATEJIbCKUX NINLEH3NI.

OnucaHve npegocTaBneHnst 4oCTyna nosib3oBaTtenemn ¢ TMNomM «AHanUTUK» K o6bekTam
AW npueeaeHo B Tabnuue Hwxe (Tabnuua 40).

Tabnuua 40 — NpepocTaBneHne JocTyna nosib3oBaTernien ¢ TMNoM « AHanUTUK» K oobektam AW

OnucaHue npaBa goctyna K oobekram AW AHanunTtuk
HocTtyn Kk pasgeny «BugxeTbl» +
[MpocmoTp 1 3KCNOpT AOCTYMNHOro BUoXeTa +
[obGaeneHne BuaxeTa +
PepaktupoBaHue OOCTYNHOrO BUOKeTa +
AoMuHuctpuposaHme AW -

MpumeyvaHue — B Tabnuue Bbiwe (Tabnuua 40) AoCTyNHBIM HasbiBaeTcs 00bekT AW, KOTOpbI co3aaH

TeKyLnM nofib3oBaTtenemM Unm K KOToOpomy npenocrtaBrieHbl COOTBETCTBYOLME NpaBa.

15.6.1.1 Co3aaHue nonb3oBatene KomnoHeHTa aHann3a AaHHbIX

[ocTynHO co3gaHue nonb3oBaTenen kak B pasgene «llonb3oBatenuy» (C NOMOLLbHO
KHoMkn «[o6aBnTb»), Tak M aBTOMaTU4eCKOe CO3JaHue nonb3oBaTenen npu YCTaHOBKe
«pnaxka» B nosie «PaspelmnTb co3gaHne HOBbIX NOSib3oBaTesNien Yepes BHELLHeE ynpaBrieHme»
npun HacTpownke nposangepa (n. 15.6.5).

[na co3gaHna ydeTHOW 3anmncu norib3oBaTens HaXMuTe Ha KHonky «[obaBuTb» Ha
naHenu MHCTpyMeHTOB (PrncyHok 56). OTKpoeTCs OKHO co3aHnsa HOBOro nosb3oBatensd (PucyHok
60), B KOTOPOM 3anosfHUTE NoNs:

— «JlornH» — BBEgMTE NOMMH (Lienoe cnoeo 6e3 npobenoB naTtnMHcKUMu Gyksamm);

— «Tun nonb3oBatensa» — BbibepuTe M3 BbiMA4aloLWEro Cnvcka Tun nofib3oBaTens

«AHanntunk». OnucaHne TMNOB NoNib3oBaTensa npueeneHo B n. 15.6.1;
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MpumeyvyaHue — B MOMEHT COXpaHEHUS1 HOBOW y4ETHOWM 3anucum nonb3oBaTtens UM n3MeHeHHON y4eTHON
3anucu BbIMOMHAETCA NpoBepKa OOCTYMHbIX NOMb30BaTENbCKUX NULEH3NOHHbLIX KBOT. ECnnM AOCTYMNHbIX KBOT Ha
TpebyeMbii TMN NOMb30BaTENS HET — He COXPAaHSTCH BHECEHHble U3MeHeHusi. [JOCTynHO co3gaHue TONbKO

nonb3oBaTenen ¢ TMNOM «AHanUTUK» B COOTBETCTBUN C OOCTYNHbIMU NOJNb30BaATENIbCKUMUN KBOTAMU JTULIEH3UN.

«ONEeKTPOHHasA NoyTa» — BBEAUTE SNEKTPOHHYIO MOYTY;

— «[laponb» — BBEanTe naponsb. [pn yctaHoBKe «naxka» B none «lpegsaputensHas
npoBepka 4epe3 LDAP cepBep» Heobsa3aTenbHO YykasbiBaTb W NOATBEPXOATb
naporsib;

— «[loBTOpPUTE Naposib» — NOBTOPHO BBEAUTE Naposib;

— ycTaHoBUTE «riaxok» B nose «AKTUBHbINY. [1pn co3gaHumM HOBOro norb3oBaTens
«pniaxxok» ycTaHOBMEH aBTOMaTUYECKN;

— ycTaHoBuTe «draxok» B none «lpegBaputensHas nposepka Yepes LDAP cepsep»

ANs npoxoxaeHust asTopmsauuun Yepes LDAP cepsep.

Ho6asneHue nonezoBaTtens

AKTINEHEIR

MNpegsapMTensHan Npoeepka Jepes LDAP cepeep

example

AHEMWTHE

example@gmail.com

|||||||

|||||||

PucyHok 60 — OKHO co3gaHms HOBOro Nonb3oBaTens

180



Haxmute Ha kHonky «CoxpaHuTb». B criydyae ycnewHoro coxpaHeHusi oTobpasuTtcs

yBegomMIieHne 0 BHECEHHbIX USMEHEHUAX
None «AKTUBHbLIN» MO3BONSET BPEMEHHO OTKMIOYNTL BO3MOXHOCTb Bxogaa B AW ans
CO34aHHOro nosib3oBaTesid, He yaanad ero CoBcem (CHVIMI/ITe «cbna>|<0|<» NN HAXMUTE Ha KHOTMKY

«bnoknpoBaTtb nonb3oBaTensay).
15.6.1.2 PepakTupoBaHue nonb3oBaTterien KomnoHeHTa aHanusa AaHHbIX

[N “3MeHeHMs1 y4eTHOW 3anucu Monb3oBaTens yCTaHoBUTE «naXkok» HanpoTuB
HeoGXoOaMMOW 3anncy U HaXKMUTE Ha KHOMKY «PenakTupoBaTb» Ha MaHenu WHCTPYMEHTOB

(PucyHok 56). OTKpoeTCcst OKHO peAaKkTUpOBaHUSA y4eTHOW 3anucu nonb3oBaTtens (PucyHok 61).

example

Mpogune Tpynnot  OGLEKTH AocTyna

AKTUEHBIN

MpensapuTensHan npoeepka Yepes LDAP cepeep

exampile

example@gmail.com

.......

|||||||

PucyHok 61 — OKHO pegakTMpoBaHUS y4eTHOM 3anMcu nosib3oBaTens

Onepau,mm M3MEHEHNA NapamMeTpoB M npaB AnAd CywecCTByrwero nosfib3oBaTtenia Cco
CTOPOHbI TEXHUYECKoro agMmHuctpaTtopa AW BKIOHaOT BO3MOXHOCTU:

— W3MEeHeHMe crieaAy X AaHHbIX NOJIb30BaATENAL
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— JOruH;

— Tun nonb3oBaTtens;

— apgpec 9NeKTPOHHOW MoYThl;
— napornb.

— OnoKMpoBKa UM akTUBaLUMA Nonb3oBaTens:

— Ans 6nokMpoBKM NONb3oBaTENs CHUMUTE «QNaXok» B norne «AKTUBHbBIAY UK
HaXXMUTe Ha KHOMKy «BbrnoknpoBaTtb nonb3oBaTensy»;
— [And akTMBauuu nonb3oBaTeris yCTaHOBUTE «(naxok» B nore « AKTUBHBLINY.
— ycTaHoBka wunu cHatve LDAP ayTeHTudwukauum — yCTaHOBUTE WAN CHUMUTE
«pnaxok» B none «lNpegsaputensHas nposepka Yepes3 LDAP cepsepy;

— MpPOCMOTp 1 yrnpaeneHue npasamMu rnorb3oBaTens Yyepes NpuHaaneXXHocCTb K rpynnam

nonb3oBaresnemn.

[obaBneHne poctyna nonb3oBaTento K rpynnam M obbekram [OCTYMNHbl Kak Ans
CO3aHHOro (HOBOro) norib3oBarens, Tak U Ana M3MeHseMoro cylecTtytowero. lNepexon K HAM
BbINOJSTHAETCA Yepes3 OKHO peaaKTUpOBaHUSA BbIOPaHHOMO Nofnb3oBaTenNs.

[na cyuwecTsylowero (co3gaHHOro) nonb3oBaTend B WHTepdence peaakTupoBaHUA
(PucyHok 61) otobpaxatotca Bknagku «pynnbi» n «O6bekTbl JOCTynay.

Bknagka «['pynnbi» cooepXxuTt nHtepdenc npocmMoTpa M HaCTPOMKKM Py, K KOTOPbIM
OTHECEH [aHHbIN Monb3oBaTenb, C UENbi nepefadn Mnonb3oBaTento HasHaveHHbIX rpynne
paspeLUueHunn.

Mo ymonyaHuio co3gaHHble Nosib30BaTeny BKIKYATCA B Te rpynmbl, KOTOpble yKasaHbl
B kKayecTBe 6a30BbIX rpyrnn B KAPTOYKEe COOTBETCTBYIOLWEro nposanaepa (n. 15.6.5).

[nsa BKNIOYEHUS NONb30BaTENs B rPynnbl HAXXMUTE Ha KHOMKY «[Job6aButb». OTKpoeTCA
OKHO, B KOTOPOM [JOCTYMEH CrMUCOK CUCTEMHbIX W MOSIb30BATEIbCKUX TPYMN C BO3MOXHOCTbIO
MHOXeCTBeHHOro Bblbopa (PucyHok 62). PaHee nobaBneHHble rpynnbl B CNUcke oTobpaxarTcs
C YCT@HOBIIEHHbIM «(Pnaxkom» 1 HeJOCTYMHbI A4S NOBTOPHOro Bblbopa. [ns Beibopa Bcex rpynn
yCTaHOBUTE «riaxok» B none «BbibpaTb BCE» N HAXMUTE HA KHOMKY «[1pUMEHUTbY.

[ns Bbibopa onpeaeneHHOM rpynnbl B NOMe NoOUCKa Ha4YHUTE BBOAMTbL Ha3BaHue rpynnbl,
K KoToponm Heobxoaumo npefoctaButb npaBa (PucyHok 62). B Bbinagatowem cnmcke
oTOBpas3ATcA rpynnbl COrMacHoO napaMmeTpaMm Moucka. YCTaHoBUTE «PnaXku» HanpoTus
Heobxo4MMbIX Fpynn UM ycTaHoBUTe «naxok» B none «BbibpaTb HangeHHble» Anga Bbibopa

rpynn, COOTBETCTBYOLLMM NapameTpam novcka. Haxmute Ha KHOMKy «[puMeHnTb».
MpumevaHunsa
1 TMocne kaxgowm ycTaHOBKM «dnaxka» B none «BbibpaTe HaWaeHHble» Mpu pasHbIX 3HAYEHUSX,

BBeEHHbIX B NnoJie Noncka, HoBble 3Ha4YeHnA 6y,D,yT ,El06aBﬂF|TbCFI K CTapbiM, a He 3aMeHATb UX.
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2 B cootBeTcTBUM C OOCTYNHbIMU NONb30BaTENIbCKUMN KBOTaMWU JULUEH3UM MOXHO CO34aTb TOJIbKO
nonb3oBartenen ¢ TUNoOM «AHaNUTUK» U Bbl6paTb ONA HUX TONbKO CUCTEMHbIE Tpynnbl «npOCMOTp BUXKETOB»,

«lMpocmoTp yBepomneHnny, «MpocMoTp NMYHOro kKabuHeTa» 1 NOMb30BaTENbCKME rPYNMbI.

example

Mpoguns Tpynnbl  OGLEKTbI AOCTYNA

@ npocMoTp

BriGpaTs HaMOgHHEIE

MpocMOoTp BUIKETOR
MpocMmoTp Modenei
MpocMmoTp nadensi

OTMeHa

PucyHok 62 — [lobaBneHne nonb3oBartens B rpynmbl

[o6aeneHHble rpynnbl oTobpaxkatoTca B 0OLLEM CMMCKE Ipynn AaHHOro Nosfb3oBaTens.
Monb3oBaTenb Nony4yaeT BCe Ha3HaYeHHbIe rpynne paspeLleHuns.
[nsa yganeHusa nonb3oBaTens ua rpynn ycTaHoBUTE «naxkm» HanpoTUB HEOBXOANMbIX

3anucen (PucyHok 63) n HaxkmuTe Ha KHONKY «YaanuTby.
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Mpodune [pynnm O6bexkTnl gocTyna

nMA

MpoOCMOTP BUOMETOR
MpocMoTP YESOOMNEHWA
MpocMoTp NMYHOMD KatWvHeTa

PucyHok 63 — Bknagka «pynnbl» — ynpaBneHne Cnmckom rpynn nosib3oBatens

Monb3oBaTenb Nony4vaeT npasa gocTtyna Kk obbektam AW, ecnu:

— OHM CO34aHbl UM,

— nnpaBa Ha HWUX NpeaocTaBfeHbl eMy APYrMMW Monb3oBaTeNnsMU — Bragenbuamm

(cospatensamm) o6BHLEKTOB UM MMEIOLLMMI NPaBa Ha X agMUHUCTPUPOBAHKE;

— MpaBa Ha HUX NPeaoCTaBnEHbl EMY TEXHUYECKMM agMUHUCTpaTopom AW.

MpepocrtaBneHne paHHbIX MNpaB AO0CTyna BbIMNOMHAETCS B KOHTEKCTE KOHKPETHOrO
obbeKkTa onmcaHo HMXe.

Bknagka «O6bekTbl goctyna» (PucyHok 64) copoepXuT uHTepdenc TonbKo Ans
NpocMoTpa crnucka (PakTUYeCKM YCTaHOBMEHHbIX AAaHHOMY MOSib30oBaTEN MpaB [OCTyna K
obbektam AW. [1aHHbIN CNUCOK CO4EPXKUT NONs:

— «HanmeHoBaHMe» — HanmMeHoBaHMe 0O6bEKTA, K KOTOPOMY NPeaoCTaBneH AOCTYN;

—  «Twun» — TN obbekTa AW;

— «[aTa co3pgaHua» — gaTta u BpemMsi co3fgaHust 06bekTa;

— «[laTa nameHeHusi» — gata n Bpemsi UIsSMeHeHus oobekTa.

Ana ypobctBa novcka npaB B CNUCKE OH COOEPXUT BO3MOXHOCTU unbTpaumm

BbIBOAMMOM I/IHCbOpMaLI,I/II/I no BCeM rnepevncrieHHbiM BbilLE€ MOJIAM.
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Mpodmne [pynnel  OBbekTbl focTyNa

HAMMEHOBAHWE TN aBTOR [ATA CO30AHMA OATA M3MEHEHWA KM A0CTYA
Bce = B | Bce
Bupgwet
BuomeT 17.02.2023 16:55 17.02.2023 16:55 ABTODCKME NPaBa
Hoswiil suaomeT Buamet 17.02.2023 15:07 17.02.2023 15:07 ABTOPCKME Npasa
Hoswli BuameT Buamet 17.02.2023 14:29 17.02.2023 14:29 ABTOPCKME NpaBa
BuomeTt P - PR
Buamet 10.02.2023 14:53 13.02.2023 13:25 8
Hoswii BUaOMeT Buamet 13.02.2023 10:28 13.02.2023 10:28 ABTOPCKME NpaBa
Hoesid sugmeT BugweTt 13.02.2023 10:26 13.02.2023 10:27 ABTOPCKME NpaBa
Hoswiin suameT Buamet 10.02.2023 14:58 10.02.202315:03 ABTOpCKME NpaBa
10.02.202315:01 10.02.2023 15:01 ABTOPCKME NpaBa
1N N2 2022 15-M 1N N2 2022 158-M ARTANC¥AA ANARA

€0
[
0

PucyHok 64 — Bknagka «O6bekTbl 4OCTYNa» — NPOCMOTP CMCKa YCTaHOBIEHHbIX

nonib3oBaTesnto nNpaB AocTyna k oobektam AW
15.6.2 Pabora c rpynnamu nosnb3oBaTesien

"pynnbl nonb3oBaTtenen npeaHasHaveHbl 48 GopMUPOBaHNSA, XPaHEHUST U MAcCOBOrO
NPUCBOEHMS MNONb30BaTENAM CTaHAAPTHbIX HabopoB paspelweHnn. B AW peannsoBaHbl gBa
BMAa rpynn nonb3oBaTenen: CUCTEMHbIE N NoNnb3oBaTenbckme (PucyHok 65).

Ha o6eunx Bknagkax («CuctemHble» u «[lonb3oBaTtenbckMe») No BceM cronbduam
peanu3oBaHa COPTMPOBKA MO BO3pacTaHuio/ybbiBaHU. Haxmute Ha HauMeHoBaHue
Heobxogumoro crtonbua, ChMCOK rpynn nofb3oBaTenen OTCOPTMPYETCS MO BO3pacTaHuIo.
MOBTOPHO HaXXMUTE Ha HaMMeHoBaHMe cTtonbua, CINCOK rpynn Nonb3oBaTeNnen oTcCopTUpyeTcs
no ybbiBaHMo. HaxxmuTe Ha HaMMeHoBaHWe CTondua B TpeTUi pas, CMCOK rpynn nofb3oBaTtenen

oTobpasnTcsa 6e3 COpTMPOBKN, U CKPOETCS KHOMKa COPTMPOBKMN.
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Tpynnbl nonb3osatensi

[pynnel nonbsoatenei

CuctemHbie  [onb3osarensckue

AKTMBHOCTb Monb3oBatenei

HA3BAHINE KOA rPYMNbl

AMHHWCTPETOR

MpocMoTR SKoKeToR
MPGCMOTR UCTOYHUKDE
MpocMoTp NMUYHOTO KabKnHeTa
MpocMoTtp Mogenen
MpocMoTp nadenein
MpocMoTp NpoekTos
MpOCMOTR YBEAOMNEHH

LleHTp ynpasneHus

PucyHok 65 — IHTepdenc ynpasneHus rpynnamMmm nosib3oBaTternemn

15.6.2.1 Bknapgka «CucrtemMHbie»

CuctemMHble rpynnbel — BCTPOEHHbIE TpPYMMbl, KOTOPble HEBO3MOXHO YyOalriMTb WIU

[06aBUTb HOBYIO fae TexHudeckomy aamuHuctpatopy AW. CucteMHble rpynnbl 0Obl4HO

npeaHasHayeHbl Ans BblAayu Morfb3oBaTensM KOMMfekca paspelleHuid, Heobxoaumbix Ans

paboTbl B COOTBETCTBYIOLLMX YHKUMOHAMNbHbIX 6nokax AW. BCTpoeHHbIMU rpynnamu SBnsitioTcs
(PvcyHok 66):

«AOMUHUCTPATOP» — NpeaocTaBnsaeT BKAOYEHHbIM B HEe Nonb3oBaTensm JOCTYN K
NHTepgency n QyHKUNAM agMUHUCTpUpoBaHua AW,

«lMpocmoTp BUOKETOB» — MNPEeAoCTaBrseT BKIYEHHbIM B Hee MNofb3oBaTensm
AO0CTYN K MHTEepdency n yHKLMsM paboTbl C BUIKETaMu;

«lMpoCMOTP UCTOYHMKOB» — MPELOCTaBASET BKMOYEHHbIM B HeEe MNoSib3oBaTensam
A0CTYN K MHTepdency n yHKLMsM paboTbl C ICTOYHUKAMN OaHHbIX;

«lMpocmoTp nuyHOoro kabuHeTa» — nNpefoCTaBnsieT BKIYEHHbIM B Hee
nonb3oBaTtensaMm OOCTYyn K WHTepdency n  QYHKUMAM  NMYHOrO  kabuHeTa
nonb3oBaTens;

«lMpocmoTp mogenen» — npefoCcTaBseT BKOYEHHbBIM B HEE Monb3oBaTendam JOCTyn
K HTepdgency n oyHkumMsamMm paboTbl C MOLENAMMU;

«lMpocmoTp NnaHenen» — npegocTaBnseT BKMNIOYEHHbIM B HEE NMofb3oBaTenam JOCTYnN
K HTepgency n pyHkumsam paboTtbl ¢ MHPOPMaLMOHHLIMU NaHENAMM;

«lMpocmoTp yBegoOMMNeHUN» — NpeaoCcTaBrseT BKIOYEHHbIM B Hee nosib3oBaTensim
AOCTYN K nHTepdency n pyHkumsam paboTbl C LEHTPOM yBEAOMMEHUMN.
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O Mowck pynnbl Nonb3osaTenen

CuctemHbie | Monbsosatensckne

MonbzoBatenw

Tpynnsl nonb3ceatenei T T
AKTMBHOCTE NONb3oBaTENeR
HA3BAHIE KOL FRYTIMGI

Cxembl gocTynos

Mposaiaepsl

AQMUHUCTPETOR

MpOCMOTP BrDKETOS
MpOCMOTR UCTOYHKKDS
MpocmoTp nuyHoro kabuHeTa
MpocMoTp Moaened
MpocMoTp naHenen
MpocMoTp MpoekTos

MpocMoTp YBeaoMaeHMI

LleHTp ynpaaneHua

PucyHok 66 — CuctemHble rpynnbl

MpumeyvaHue —B cooTBETCTBUM C AOCTYMNHLIMM NONB30BATENBCKUMU KBOTAMM JIMLIEH3UN MOXHO CO34aTb
TONbKO Monb3oBaTenen C TUNOM «AHanUTUK» W BbIBpaTb ANS HUX TOMbKO CUCTEMHble rpynnbl «l1pocmoTp

BUIKETOBY, «[1pocmoTp yBegomneHmny, «[1pocmMoTp nM4Horo kabnHeTay.

[octyn K CWUCTEMHbIM rpynnam 3aBMCUT OT Tuna nonb3oBaTens. OnucaHune
npegocTaBfieHNa OOCTyna K CUCTEMHbIM rpyrnnam Ans norb3oBatesien ¢ TUNoM «AHanMTUK»
npusegeHo B Tabnuue Huxe (Tabnuua 41).

Tabnuua 41 — MNpegocraBneHne gOCTyNa CUCTEMHbIX FPYnn nonb3oBartenen Kk obbektam AW ans

nonb3oBartenen ¢ TMNOM «AHaNUTUK»

Ne CuctemHas rpynna Tun nonb3oBaTens «AHaNUTUK»
1 «AOMUHUCTpaTOp» — AOCTYN K pasgeny n yHKUUAM -
agMuHucTpuposaHua AW
2 «lMpocMOTp BUIKETOBY: +
2.1 | — poctyn k pasgeny «BuokeTbi» +
2.2 | — npoCMOTP M 3KCMOPT AOCTYMNHOMO BUOXKETA +
2.3 | — pobGaBneHue BUOXKeTa +
2.4 | — pepakTUpoBaHWe AOCTYNHOIO BUMKETA +
3 «lMpocmoTp NUYHOro kKabmHeTa» +
4 «[MpocmoTp yBegoOMMIEHUNY +

MpumeyvaHune — B Tabnuue Bbiwe (Tabnuua 41) AoCTyNHBIM HasbiBaeTcs 00bekT AW, KOTOpbIA co3aaH

TeKyLMM noJib3oBaTtenemM Unm K KOToOpomy npenocrtaBlieHbl COOTBETCTBYHOLME NpaBa.

187



15.6.2.1.1 PepakTupoBaHMe CMCTEMHbIX Fpynn nofb3oBaTtenen

[Ans nepexoga K penakTUPOBaHWIO OBaXAdbl HaXMWUTE JeBOW KHOMKOW MbIWM Ha
BbIGpaHHOM B CNUCKE CUCTEMHOW rpyrnne unu yctaHoBuUTE «dnaxok» HanpoTuB HeobXxoamMoMn
CTPOKM W HaXMmuTe Ha KHOMKy «PepaktupoBaTb». PefakTupoBaHue NO3BONSAET YNpaBnaTb
COCTaBOM Ipynnbl Ha BKNagke «llonb3oBaTtenm».

[ns BkNoYeHUsa nonb3oBaTenen B rpynny HaxxMuTe Ha KHonky «[JobaBuTtb». OTKkpoeTcH
OKHO, B KOTOPOM [AOCTYMEH CMUCOK YYeTHbIX 3anucen nonb3oBaterien AW C BO3MOXHOCTbIO
MHOXecTBeHHOro Bblbopa (PucyHok 67). PaHee pobaBneHHble nonb3oBaTeniM B CAUCKE
OTOBpaXKalTCs C YCTAHOBIIEHHbLIM «(NaXKOM» W HEAOCTYNHbl ANA NOBTOPHOro Bblbopa. OAns
BblbOpa BCex Monb3oBaTenien ycTaHoBUTE «dnaxkok» B none «BbibpaTb BCe» U HaXmuTe Ha
KHOMKY «IpUMEHNTBLY.

[nsa Bbibopa onpegeneHHoOro nonb3oBaTens B nosie noucka HayHUTe BBOAUTL JIOMMH
nonb3oBaTtens (PucyHok 67). B Bbinagarowem crnvcke oTobpasdatcs NornHbl nonb3oBaTenen
cornacHo napameTpam noucka. YCTaHOBUTE «(raXku» HanNpoTUB HEOOXOAUMbLIX 3anucer unu
ycTaHoBUTE «iaxok» B none «BblbpaTb HanmgeHHble» Onsa Bblbopa nonb3oBaTenen,

COOTBETCTBYIOLLMX NapameTpaM novcka. Haxmute Ha KHOMKY «[TpUMeHNUTbY.

MpocMOoTp BUMKETOB

Mpodwune rpynner  Monb3oBatenn

@ exam

BuibpaTb HaWaeHHbIE

example

OTmeHa

PucyHok 67 — YnpaBsrneHve coCTaBOM CUCTEMHbIX rpyrn
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[ob6aBneHHble y4yeTHble 3anucu nonb3oBaTenen otobpaxakTcsa B oOwem cnucke
nons3osaTernien gaHHown rpynnbl (PucyHok 68). NMonb3oBaTenu nony4alT BCe Ha3HAYeHHble

rpynne paspeLueHus.

MpumevaHme — Cnucok YyyeTHbIX 3anucen nomnb3oBaTenen opmupyeTcs B 3aBUCUMOCTU OT

OOCTYNHOCTU CMCTEMHOM rpynnbl TUNY NONb3oBaTeNs, ykasaHHOMY B yyeTHon 3anucu (Tabnuua 41).

ans yaaneHud nonb3oBaTtenen us rpynnbel  yCTaHOBUTE ((d)]'la)KKl/I» HanpoTmnB

HeobxoanMBbIX YYE€THbIX 3anucen B CMNUCKE U HAXMUTE Ha KHOMKY «Ypanntby.

MpocMoTp BUAKETOB

Mpodgunb rpynnel - Monb3oBaTenu

Tpynnbl nonb3oBatenei

NOTAH

PucyHok 68 — Bknagka «llonb3oBaTenn» — ynpasneHue CrMCcKoM nosib3oBaTtesien, BKNYEHHbIX

B rpynny
15.6.2.2 Bknapka «[Monb3oBaTenbcKkue»

Monb3oBaTenbCkne rpynnbl — rpynnbl, Co3haBaeMble, peaakTUpyeMble U yaansiemble
TEXHUYECKMM aaMuHucTpatopoMm AW, Mos3Bonsiowme co3gatbh M COXPaHUTb Lenesoil Habop
paspelleHnin Ha OocTyn kK obbektam AW (KOHKPETHbIM BUMXETaM) U NPUCBOUTbL 3TU MNpasa

HecKomnbkuM nonb3oBatensam (PucyHok 69).
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[pynnel nonb3osaTenei

CucteMHble  Monb3oBaTENbCHWE

lpynnbl NonNb3oEaTEnew

[ HazBaHWE

o

1
=
(ak]
=]

O o o O

PucyHok 69 — lNonb3osaTensckue rpynnbl

WHTepdenc ynpaBneHus nonb3oBaTENbCKUMU rPYNnaMmmn No3BosisiET BbINOSHATD:
— cosgaHue rpynn nonb3oBaTenen AW (kHonka «[ob6aBuTby);
— pefakTupoBaHue rpynn nonb3osartenen AW,

— yaanenue rpynn nonb3oBatenen AW.
15.6.2.2.1 Cos3paHue nonb3oBaTeNnbCKUX rpynn

Ana no6aBneHns HOBOW NOMb30BaTENbCKOW rPyMnbl 3anofIHUTE NOMg:

— «Koga rpynnbl» — BBeguTe KOA4 rpynnbl (NatMHCKMMn BykBamu, ogHUM CroBoM, 6e3
npo6enoB), KOTOPbIA MOXET OblTb MCMONb30BaH NPU aBTOpM3aUUM MONb30OBaATENS
yepes BHELHUW NnpoBangep;

— «HaumeHoBaHune» — BBegUTE HAMMEHOBAaHWE rPynnbl.

Haxmnte Ha kHonky «CoxpaHutb». OTkpoeTcss uWHTepdenc penakTupoBaHus

nonb3oBaTernbckon rpynnel (PucyHok 70).
15.6.2.2.2 PepaktupoBaHMe nonb3oBaTenbCKUX rpynn

UT0o6bl OTpegakTMpoBaTth rpynny, ABaxabl HAKMUTE NEBOW KHOMKOW MbllW MO rpynne B

CNuUCKe WNM ycTaHoBUTE «raXKok» HanpoTMB HEOoOXOAUMOW CTPOKU. HaxmuTe Ha KHOMKY
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«Pe,El,aKTVIpOBaTb». OTKpOGTCﬂ OKHO pedaKkTnpoBaHUA nonb3oBaTefbCKon rpynnbl Ha BKnagke

«Mpodune rpynnei» (PucyHok 70).

< Hoeasa rpynna

Mpogune rpynnel  Monb3oeaTenn OGbeKTHl QOCTYNa

Hoeaa rpynna

PucyHok 70 — PepgakTpoBaHue Nofb30BaTeNbCKON rpynnbi

Mpn pegakTMpoBaHUWM rpynnbl MOXHO W3MEHUTb €€ HauMeHoBaHue (Ha BKnagke
«Mpodunb rpynnbl»), a Takke YnNpaBnATb COCTaBOM rpynnbl (406aBUTb MU UCKNIOYUTb
nonb3oBaTenen Ha Bknagke «[llonb3oBaTtenuy») unu npocmaTpmBaTb 00BLEKTHI AocTyna (Ha
Bknagke « O6bekTbl ocTynar).

[ns BkNoYeHUsA nonb3oBaTenen B rpynny HaxXMuTe Ha KHonky «[obasuTtb». OTkpoeTcH
OKHO, B KOTOPOM [OCTYMEeH CMUCOK YYeTHbIX 3anucer nonb3oBaTtenen AW C BO3MOXHOCTbIO
MHOXecTBeHHOro Bblbopa (PucyHok 71). PaHee pobGaBrneHHble nonb3oBaTenv B CAUCKE
OTOOpaXKalTCsl C YCTAHOBMEHHbIM «(PNaXXKOM» M HEAOCTYNHbl ANA NOBTOPHOro Bbibopa. Ons
BblbOpa BCex norib3oBaTenen ycTaHoBUTE «driaXok» B nosie «BbibpaTb BCE» M HaXMuUTe Ha
KHONKY «MpUMEHUTbY.

[ns Bbibopa onpegeneHHOro nonb3oBaTtens B Mnofie noucka HayHuTe BBOOAUTb JTOMMH
nons3osatensa (PucyHok 71). B Bbinagatowem crnmncke oTobpasaTcs NOrvHbl norib3oBaTtenem

COrnacHoO napamMeTpam rnoucka. YcTaHoBUTE «@raKku» HanpoTUB HEeoOGXOoAMMbIX 3anucein unm
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ycTaHoBUTE «dnaxok» B none «BbibpaTe HangeHHble» Ans Bblbopa

COOTBETCTBYHOLLMNX NapamMeTpam Nouncka. Haxmute Ha KHOIKY «npl/lMeHI/ITb».

Hoeasa rpynna

Mpogunb rpynnel Monb3oeaTenw OGbeKThl fOCTyNa

D exam

BrIfpaTe HaMgeHHele

example

OTMeHa

PucyHok 71 — YnpaBneHue cocTaBoM Mosib30BaTeNbCKUX Py

nonb3oBaTernen,

MpumeyvaHue — locne Kaxgon ycTaHOBKWM «draxka» B none «BuibpaTb HamaeHHbie» Npu pasHbix

3Ha4YeHnAX, BBEAEHHbIX B Nnosie nomncka, HoBble 3Ha4eHusA 6yﬂ,yT nobaBnaTbcs K CTapbiM, a HE 3aMEHATb UX.

[loGaBneHHble Yy4eTHble 3anvMcu Mnosnb3oBaTenen oTobpaxakTcs B

obLiem cnucke

nosnib3oBaTtenien gaHHown rpynnbl (PucyHok 72). lNonb3oBaTenu nony4arT BCe Ha3HaAYEHHble

rpynne paspeLueHus.

Ansa ypaneHus nonb3oBaTenel W3 rpynnbl  YCTaHOBUTE «raXKkm» HanpoTuB

HeobxoanMBbIX YYEeTHbIX 3anucen B CNUCKE U HaXXMUTE Ha KHOMKY «Ypanntby.
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Hosas rpynna

Mpodgune rpynnel  MNMonb3oeaTenn OGbekTH gOCTyna

NorvH

m

Exampl

i

exampl

PlllcyHOK 72 — Bknagka «[lonb3oBatenu» — ynpasJrieHne CrnMckom nosib3oBaTesien, BKIIHOYEHHbIX
B rpynny

pynna nonb3oBaTtenewn nony4aeT npasa JocTtyna kK obbektam AW, ecnu:
— npaBa en npefocTaBrfeHbl APpyrMMK  nonb3oBaTendamu —  Bnagesbuamu
(cospatensamm) o6BLEKTOB UM MMEOLLMMI NpaBa Ha X aaMUHUCTPUPOBAHKE;

— npaBa e npegocTaBneHbl TEXHUYECKUM agMUHUCTpaTopom AW.

MpepocTaBneHne AaHHbIX NpaB AOCTyna BbINOSHAETCA B KOHTEKCTE KOHKPETHOro
0O6BbEeKTa ONMMCaHO HUXE.

Bknagka «OObekTbl JOCTyna» cooepXuT uHTepdenc ToSbKo AN NpocMoTpa crnvcka
haKkTUYecKkn yCTaHOBIMIEHHbIX AAHHOW rpynne npae goctyna K obbektam AW (PucyHok 73).

[laHHbBIN CIMCOK CcooepXXUT NONS:

«HanmeHoBaHue» — HaumeHoBaHNe 06beKTa, K KOTOpOMY npenocrtaBJieH OOCTYIM;

«Tun» — TN obbekTa AW;

«[aTta cosgaHua» — gata u BpemA co3gaHuA 00bekKTa;

«,El,aTa N3MeHeHnA» — aaTta n BpemMa UaMeHeHunA obbekTa.

123

Mpodwune rpynnel MNoneaoeatenn O6bekTel gocTyna

HAMMEHOBAHWE Tan OATA CO30AHWA OATA M3MEHEHWR

[A1;
[Al;

Bugset

Hozoe BugmeT 08.10.202110114 20.06.202218:00

EOnbWon auameT BugmeT 26.1.202115:02 2B8.02.202212:35

PucyHok 73 — MNpocmoTp cnncka o6beKTOB AOCTYMNa Nofb30BaTeNbCKUX rpymnn
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Ona ynobctBa noucka npaB B CMMCKE €CTb BO3MOXHOCTb (bunbTpauum BbIBOAUMOK

NMHopmauumn No BCem Nossim.
15.6.2.2.3 YpaneHue nosnb3oBaTefIbCKUX rpynn

AW nosBonseT yaanutb paHee co3gaHHYo (CyLLECTBYIOLLYIO) NOMNb30BaTENbCKYO rpynmny
B UHTepdperice npocMoTpa cnucka rpynn nonb3osartenen. [insg aToro BbIbepuTe HYXXHy rpynny
nonb3oBaTenen N HaXMUTe Ha KHOMKY «YaanuTb». AHanorM4yHo MOXHO BblGpaTbh W yganuTb
Cpasy HEeCKOMNbKO NOoNb30BaTerNbCKUX rpynmn.

Mepea yoaneHMeM OTKPOEeTCsl OKHO MOATBEPXKAEHUS OENCTBUS.
15.6.3 PaboTta c akTUBHOCTbLIO NoNnb3oBaTenen

AKTUBHOCTb MNonb3oBaTenen BbiBOAUT I/IHCbOpMaLl,I/IPO O NOJIb30OBATEJIbCKUX CeCCUAX B

Buae Tabnuubl co cnegyrowmmm nonsmn (PucyHok 74):

«MMa» — norvH nonb3oBaTens;
— «IP-agpecy;

— «[ata n Bpema Bxogay;

— «[aTa v Bpem4 Bbixoga;

— «Bpems akTnBHOCTUY.

© [Mouck AKTWMBHOCTb NoNb30BaTENEN

(] IP AIPEC DATA W BPEMA BXOLA [IATA M BPEMA BHIXOOA BPEMA AKTMBHOCTH

Tpynnsi nonb3csarenei

- 04.03.202213:51 04.03.202214M 00:0019:44
AKTUBHOCTb NONb3OBaTENER

Cxembl AocTynos 1.07.202215:33
MpoBaitnepel 01.02.2023 12:27 01.02.2023 12:27 00:00:0052
07.12.202113:59 07.12.202113:59 00:00:00:21
09.01.2023 17:26

18.02.2022 12:20 18.02.2022 12:28 00:00.07:58
15.12.2022 09:19

18.01.2023 17:25

14.01.2022 14:34 14.01.2022 16:51 00:01:17:01
18.02 2022 13114 18.02.2022 1317 00:00:08:22
07.05.2022 11:34

15.12.202119:47 15.12.202119:47 00:00:00:01

PucyHok 74 — OKHO « AKTMBHOCTb Nosib3oBaTenen»

Mo ctonbuy «ms» peann3oBaHa COpTUPOBKA NO BO3pacTaHuio/ybbiBaHuo. HaxkmuTe Ha
HanmeHoBaHue cTonbua, CNMCOK 3anncen OTCOPTUPYETCS NO BO3pacTaHuio. [TOBTOPHO HaXXmnte

Ha HaMmeHoBaHue cTonbua, CNUCOK 3anucen OoTCcopTuMpyeTca no y6bIBaHI/1IO. Haxmnte Ha
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HaMMmeHoBaHMe cTonbua B TPeTMh pas, CNMCOK 3anucen otobpasuntcss ©e3 COpTUPOBKKU, W

CKpOEeTCA KHOlMKa COPTUPOBKN.

15.6.4 YnpaBneHue cxemamMu AOCTYNnoB

Cxema [O0CTYNoB SIBNSAETCS AOMNOMHUTENBHBLIM CIOEM MeXAay AaHHbIMU NpOoBaiaepOB M

AaHHbIMK nonb3oBaTtenen AW. YnpollaeT HacTpowky npaB [oCTyna K AaHHbIM MOAEnu npu

AoGaBneHnn HOBOro NpoBanaepa.

NHTepdenc ynpasneHus cxemon JocTtynos (PucyHok 75) no3sBonseT BbINOSTHATL:

— co3gaHue aTpubyToB 4OCTYNa;

— pepakTupoBaHue aTpubyToB ocTyna;

— ypaneHue atpubyToB goctyna.

Cxema poctynoB npencraBnder cobon cnvcok aTtpubyTtoB AocTyna,

KoTopble

nepenarTcsa BHELWHUMM npoBangepamm B AW npu asTopu3aumm nonb3osartens (n. 15.8).

B AW ecTb BCTpoeHHble aTpnbyThl goctyna «login» (norunH), «email» (E-mail), «state»

(ctaTtyc) n «user_roles» (ponb). 1o HAM conocTaBnsieTca y4yeTHas 3anucb Monb3oBaTens, u

0BHOBNSAOTCA ero AaHHble. BcTpoeHHble aTpubyThl He noanexaTt pefakTMpPOBaHUIO U yaaneHuio.

O TMomcx CxeMbl JOCTYNOB

Tpynnei n

HAWMEHOBAHWE

AKTHBHOCTb MONb3oBaTENEH

CxeMbl OCTYNOB
a

Mposaiaepbi

lpu

ac

ac

nazvanie_territorii

cCess_array_str

ules

_shortname
ccess_array_int
ccess_str

ccess_date
ccass_bool

cess_float

cess_int

ANNAC

[OocTyn - Maccue (cTpoka)

QOrpaHuueHne

KpaTkoe Haumerosarwe JTNY

LocTyn - Maccye (4ucne)

[ocTtyn - cTpoka

OocTyn - nata

[ocTyn - noruyecxoe
docTyn - opofHoe YnCno
DOoctyn - uenoe wucne

HaasaHWe TEpPUTOpPNIA

™

Bce

Maccua

Crpoka

Maccue

Maccue

Ctpoka

Data

Noruueckoe

Yucno (opobHoe)

Yucno (uenoe)

Crpoka

PucyHok 75 — IHTepdbenc ynpaBneHus cxemamm gocrtyna

Mo BceM cTonGLamM peanusoBaHa COPTUPOBKA Mo BO3pacTaHuo/yGbiBaHuio. HaxmuTe Ha

HaMMmeHoBaHMe Heobxoammoro crtonbua, CNUCOK 3anucen OTCOpPTUPYETCA NO BO3pacCTaHUIO.

MoBTOPHO HaXXMUTe Ha HaMeHoBaHWe cTonbua, CNMCoK 3anuncer OTCOPTUPYETCS Mo YObIBaHUIO.

Haxmnte Ha HaummeHoBaHMe cTonbua B TPEeTU pas, CAUCOK 3anucen oTobpasutca ©6es

COPTUPOBKU, N CKPOETCA KHOMKa COPTUPOBKU.
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YT106bI NPUHMMATL OT NpoBaiaepa aTpubyTbl NONb3oBaTeNs B BUAE MaccMBa AaHHbIX, B

TOM Yucne pone|7| nonb3oBaTesien, B cxeme OOCTYyrnoB AOJ1A OaHHbIX anVI6yTOB Bbl6epI/ITe THM

AaHHbIX «Maccue» (PucyHok 76).

15.6.4.1 Co3paHue aTpubyToB flOoCcTyNna

YTo6bI co3pgaTb aTpubyT OOCTyna, HaxmuTe Ha KHomnky «[obaeBuTb» B WHTepdence

yrnpasrieHus cxemamu goctyna (PucyHok 75).

OTkpoeTcsa okHO AobaBneHns HoBoro aTpubyTta goctyna (PucyHok 76). [ins nobasneHus

aTpmbyTa ykaxute criegytoLme napameTpbl:

«HaumeHoBaHue» — uenoe cnoso 6e3 Nnpobenos naTMHCKMMK BykBamu, yHUKanbHOe
B paMKax CXeMbil;

«Annacy;

«Tun» — BblbepuTe 3HaveHMe M3 BbiNagaroLwlero cnvcka. [ocTynHbl cnegyouime
3HaYeHUS:

«Yucno (uenoe)»;

«Yucno (gpobHoe)y;

«Jlornyeckoe;

«CTtpokay;

«[Jatay;

«MaccuB».

Haxmute Ha kHonky «CoxpaHuTb». B crnyyae ycnewHoro coxpaHeHusi otobpasutca

YBEOMIIEHNE O BHECEHHbIX N3MEHEHMUAX « ATPUBYT 4OGaBNEH».
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CxeMbl gocTynoB
HobasneHwe atpubyTa

3aKpbITh

HAMMEHOBAHWE

PucyHok 76 — OkHO co3gaHuna aTpubyTta goctyna
15.6.4.2 PepakTupoBaHue aTpubyToB AocTyna

Y106l OTPEedakTnpoBaTb aTpubyT, ABaXAbl HAXXMUTE NEBON KHOMKOW MbILWN NO 3anucu B
CNUCKE WM yCTaHOBUTE «IaXok» HanpoTUB HEOBXOOAMMOW CTPOKM U HaXMUTE Ha KHOMKY
«PepaktnpoBatb» (PucyHok 77).

Mpn pepakTupoBaHuu aTpubyTa MOXHO U3MEHUTb €ro HaMMeHOBaHWe, anuac, a Takxe

TN OaHHbIX.
MpumeyaHue — PegaktupoBaTb MOXHO TONbKO T€ aTpubyThbl, KOTOPblE HE 3a4eACTBOBaHbl HU B OAHOM

13 nposangepos (15.6.5.3).
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Cxembl gocTynos
< PepaxtuposaHue aTpubyTa

PenakTupoeate Yoa
. i JaKpbiTh

HAMMEHOBAHWE

login

O email Norvx

login

Crpoka %

PucyHok 77 — PegaktnpoBaHue aTpubyTta goctyna
15.6.4.3 YpaneHue aTpubyTOB focTyna

PaHee co3gaHHbI aTpubyT MOXHO yaanuTb B WMHTepdence npocmMoTpa chnmcka
aTpubyTtoB goctyna. [1ns aToro BelbepuTe HYXHbIN aTpubyT U HAXMUTE Ha KHOMKY «YOanuTby.
UToObl yOanuTb HECKONbKO aTpuBOYTOB, YCTAHOBUTE HaNPOTUB HUX «QIIaXKM» U HaXMUTE Ha
KHOMKY «YOanuTby.

Mepepn yoaneHnem atpubyTta (HECKOMbKNX aTpnbyTOB) OTKPOETCHA OKHO NOATBEPXKAEHUS

JEeNCTBUS.

I'Ipmmeanme — YpanuTb MOXHO TOSbKO Te anI/I6YTbI, KOTOpble He 3aJeNCcTBOBaHbl HU B OQHOM U3

nposangepos (n. 15.6.5).
15.6.5 YnpaBneHue npoBangepamu

Pasgen «[llpoBangepbl» npegHasHavyeH Ans HacTpoumkm B3ammogenctemss AW ¢
nposangepamu nonb3oBaTenen: cuctTeMamm naeHTuuKaLmmn, ayTeHTUMKaUnum n asTopusaumm
(MA). B AW ecTtb BHyTpeHHuI npoBangep «AW» ¢ tunom «JlokanbHbI (user_permissions)y,
KOTOPbIN MCNONb3yeTCs TOSMbKO AN TEXHMYECKOro agMmuHuctpatopa AW. Takke B AW MOXHO
HacTpPOUTb aBTOPM3aUMIO Yepes3 BHELUHUK cepBUC ayTeHTudukaumm no npotokonam Open ID
Connect n LDAP.

C nomowbto OpenlD Connect n LDAP nonb3oBatenn MOryT npoxXoauTb
ayTEeHTUUKALUNIO N aBTOPM3aLNIO B HECKOSTbKMX 0BSIaYHbIX NPUITOXKEHUAX Yepe3 eANHYI0 TOYKY

C MCnonb30BaHWEM OAIHOrO NnorvHa n naponsi.
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[aHHbIn pasgen npeacrtaBndeT cobon peecTp BCEX HACTPOEHHbIX MNpoBangepoB
nonb3oBaTenen (PucyHok 78). B peectpe otobpaxaeTcsa nHpopmauma o nposangepax B nonsx:

— «HanmeHoBaHuey;

— «Twuny;

—  «AKTUBHOCTbY.

Mo Bcem cTonbuam peannsoBaHa COPTUPOBKA NO BO3pacTaHmto/ybbiBaHuo. HaxxmuTe Ha
HanmeHoBaHWe HeobxoaMmoro cTonbua, CNMCoK NpoBangepoB OTCOPTUPYETCHA NO BO3PACTAHMIO.
MOBTOPHO HaXMuTe Ha HaummeHoBaHuve cTonbua, CNMCOK NpoBavaepoB OTCOPTMPYETCH MO
ybbiBaHUO. Haxxmute Ha HammeHoBaHue ctonbua B TpeTun pas, CAMCOK MpoBangepoB
oToGpa3nTca 6e3 CoOpTUPOBKMK, U CKPOETCS KHOMKa COPTUPOBKN.

WHTepdenc ynpasneHus nposanaepammn no3BosnseT BblMONHATL:

— co3faHuve nposangepa;

— pefakTupoBaHWe nposanaepa;

— yaaneHue nposangepa.

© Mowex Mposaiineps

HAMMEHOBAHUWE ™I AKTWBHOCTb

AKTWBHOCTb NoNb3oBaTenes

OpeniD Token Bece

CxeMbl 4OCTYMOB
QOpenlID Token AKTVBHEIA

Mpoeaitgepsi
OpenlD Token He axTnsHbIR

OpenID Token He axTneHbIR

PucyHok 78 — NHTepdbenc ynpasneHnsa nposangepamm

UTobbl HAaCTpOUTbL B3aMMOAEWNCTBME, NPOM3BEANTE HACTPOMKY ANt 060MX y4aCTHUKOB
B3aMMOAENCTBUSA: nposangepa (NocrasBlUMKa y4eTHbIX 3anucen) 1 AW (nocTtasLumKa cepsuca).
Ansa HacTponkn B3aumogencteuss AW C npoBangepom BbIMOMHUTE LWark, OnMCaHHble B M.

15.6.5.3.
MpumevaHue — MNpeanonaraetcs, YTO B3auMoAeNCTBUE NpoBanaepa (NocTasLUMKa YYETHbIX 3anucen) ¢

AW HacTpoeHo n Y4YeTHbI€ 3anncu 3aperncTtpnpoBaHbl.
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15.6.5.1 Co3paHue BHelWHero nposangepa

UToO6bl co3aaTbh BHELUHUI NpoBangep, HaXxXMuTe Ha KHoMKy «Jo6aBuTb» B nHTEpdence
yrnpaBneHusa npoBangepamu.

OTKpoeTcsa OKHO co3aHus 1 HacTpoek nposangepa (PUCyHok 79), KOTOpoe COCTOUT U3
BKMNaAoK:

— «OcHoBHOEY;

— «[lMapameTpbl»;

— «MannuHr cxembi».

[nsa BBOoAa AaHHbIX nNpoBavgepa B AW 3anonHuTe obasatenbHble Nons Ha BKNagkax
«OcHoBHOe» u «[lapameTpbl» M HaxmuTe Ha KHoOMKy «CoxpaHuTb». B cnydae ycnewHoro
COXpaHeHWsi 0TOOpa3nTCa yBeJOMIEHNE O BHECEHHbIX U3MeHeHUsAX: «[1poBanaep CoOXpaHeH».

Bknagka «OcHOBHOe» npeagHasHadeHa [nOns BBOAa CTapToBoW MHGoOpmaumMm o

nposangepe (PucyHok 79). 3anonHuTe nons:

HobaBneHwe npoealigepa
OTMEHWUTE
OcHoBHoe

AHTNEHEIR

OpenlD

Pa3pewnTs CO30aHUe HOBLIX NoM £30BaTENSH
Uepea EHellHee yNpaenedHwe

PucyHok 79 — Co3gaHne nposangepa, Bknagka « OCHOBHOE»

—  «AKTUBHBINY — yCTAHOBUTE «IIaXXOK» B nore, YTobbl NpoBangep crtan akTUBHbLIM;
— «HaumeHoBaHne» — BBeguTe [ApyXecTBeHHoe uMmA nposanaepa B AW, none

065a3aTenbHO Ans 3anonHeHUs:;
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«Tun» — BbIbepuTe 13 BbiNagaloWEro Cnucka pasHOBMAHOCTb NpoBangepa B
3aBMCMMOCTW OT MpoTOKoNa B3aumogencTeus. [llogaepxuBaloTca YeTblpe Tuna
npoBanaepos:

— BHYTPEHHUN — «J1oKanbHbIV (USer_permissions)»;

— BHELUHMeE:

«OpenlDy;

«OpenlD Tokeny;

«LDAP».

MpnmevaHue — [Ina nepexona nons3doBatenen us MM B AW ncnonbadyetcsa Tonbko npoeangep «OpenlD

Token».

«Hagnucbk KHOMKWM CTOPOHHEW ayTeHTudukauum» — BBeOUTE HaAMNUCb KHOMKWU,
koTopas byaet oTobpaxaTbCa Ha cTpaHuLe aBTopmsaumm AW 1 BbINOSHATL Nepexoa
Ha CcTpaHuuy aBTopu3aumnn nposangepa (ana nposangepos Tvna «OpenlDy);
«basoBble rpynnbi» — BbIbepUTE OQHO UNKN HECKONbKO 3HAYEHWN M3 BbiMagaroLllero
CM1CKa CUCTEMHBIX U NONb30BaTENbCKUX rPynn nonb3oBaTenen. BoibpaHHbie rpynnbl
OyayT npucBavBaTbCA MOSMb30BaTENAM aBTOMATUYECKM NPWU CO3OaHUKM (ONs BCeX
TMNOB nNpoBangepoB) M nNpu aBTopu3auum nosib3oBatens 4epe3 SSO (ans
nposangepos Tuna «OpenlDy», «OpenID Tokeny, «LDAP»);

«PaspewnTtb cosgaHve HOBLIX Mosib3oBaTernien yepes3 BHeELLUHee YrpaBrieHne» —
yCTaHOBUTE «(raXoK» B MapameTp, MNpu BKNOYeHMM KoToporo B AW OGyger
co3faBaTbCA HOBbIV MOMb3oBaTeNb B Cryvae ero oTcyTcTBusA. Ecnu «naxok» He
YyCTaHOBMEH, HOBbIA MNOMb30OBaTeNb MONyYuT yBeaomreHue: «[ns ykasaHHOro B
3anpoce nonb3oBaTens He co3gaHa yveTHas 3anucb. Heobxogumo obpatutbes K
AgmnHuctpatopy Cuctembl». [pyn ycTaHoBke «dnaxka» B none «Paspewntb
co3aHue HOBbIX MOnb3oBaTenen 4epes BHELIHee YynpaBneHue» oTobpasuTtca
AononHuTeneHoe nosie «Tun nonb3oBaTtens», B KOTOPOM B BbiNadatollem Crnucke
BblOepuTe TN NoNb3oBaTenNs, ¢ KOTopbiM ByayT co3aaBaTbCs HOBbIE MOMb30BaTENN,

y4uTbIBasi KBOTbI HA TUMN Nonb3oBaTtens B nivueHsun (PucyHok 80).

I'Ipmmeanme — Ecnmn npun co3gaHunn nosib3oBaTesnd 4epes npOBale,epa He okaxeTcs cBOOOAHbLIX

norib3oBaTesIbCKUX NNLUEH3NOHHbIX KBOT, TO y4e€THasA 3annucb 6yp,eT co3faHa C HeaKTUBHbIM CTaTyCOM.
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[lobaBneHwe npoBaigepa

OTMEHUTE

OcHoBHoe [lapametpel MannuHr cxemsb

AHTUBHEIR

OpenlD Token

PEBFELVT:CDE£E4VE HOBRIX MONs308aTENSH
Uepes BHeEWHeEe yNpaeneHwe

AHENWTHK

PucyHok 80 — CosgaHue npoBangepa, Bknagka « OcHoBHoey. [None «PaspelwmnTtb co3gaHue

HOBbIX MNONib30oBaTENemn Yyepes BHeLlHee ynpaBJieHne»

BHewHun nposangep ¢ tunom «OpenlD Token» nocTtpoeH Ha 6a3e npoBangepa ¢ TMNoMm
«OpenID». OTnnuMTENBHOM YepTon SNABNSIETCA TO, YTO [aHHbLIM  TMMN NpoBangepa He
oTobpaxaeTcs B OkHe aBTopu3aumm AW 1 ans ero HaCTPOWKU OCTAaTOYHO yKa3aTb:

— Ha Bknagke «OCHOBHOE» — HAMMEHOBAHNE N TUM,

— Ha Bknagke «[lMapameTpbl» — naeHtudmkatop MA n sHewHmn URL.

Mpoangep ¢ Tunom «OpenlD Token» npumeHsieTcs ansa 6ecwoBHoro nepexoga 8 AW
BHYTPY CTOPOHHETO NMPUIOXEHUS Yepes3 eanHyto TOUKY BXOAa 1 B criydae pabotel ¢ APl AW.

Bknagka «[MapameTpbl» npegHasHaveHa ona BBoga naeHTudpuumpyowen nHpopmaumm
0 B3aumopgeuncteum AW n BHelwHero nposangepa. [daHHyio WHOpMauui nepegaet

agMUHUCTpaATOp npoBalgepa npyv  perncTpaummM 3asiBKM  Ha  noakniodeHne AW K
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npombiwneHHomy/TectoBoMy KoHTopy WA. CoctaB nonen Ha BKnNagke 3aBUCUT OT Tuna
npoeangepa, BbiopaHHoro Ha Bknagke « OCHOBHOEY.
Ons tnnoe nposangepoB «OpenIiD» n «OpenlD Token» Bknagka COOEPXUT MONS
(PucyHok 81):
— «WMpentudmkatop NA» — none obaszarenpHoe AN 3anNOfTHEHUS;
— «CeKpeTHbIN Knto4 goctyna» — none obsizaTenbHOe AN 3anofiHEHUS TOMbKO ANS
npoBangepa tnna «OpenlDy»;

—  «BHewHun URL» — none obsasatenbHoe Ans 3anofIHEHUS.

¢ [obasBneHwe nposaifepa

OTMEHWTE

OcHoeHoe [lapametpel  MannwuHr cxemeb

PucyHok 81 — CosgaHue npoBangepa, Bknagka «MapameTpbl» 4ng TMNOB NpoBangepos

«OpenlID» n «OpenlD Token»

Bknagka «MannuHr cxembl» coaepXnT HTepdenc ans sagaHus npasun conoctaBfieHns
aTpmbyToB AocTyna cxemMbl U aTpubyTOB [OCTyna npoBangepa nosnb3oBatenien (PucyHok 82).
Bknagka cooepxur:

— napameTp «be3 cooTBeTCcTBMA» — NpW BKAYEHUM NapameTpa oTobpaXkaroTcs
aTpubyTbl OOCTyrna CXeMbl, KOTOPbIM He 3aJaHO COOTBETCTBME C aTpubyTtammu
npoeangepa;

— Tabnuuy cooTBETCTBUSA:

— B NepBoOM cTonbue nepeyncrnieHbl Bce aTpubyTbl AOCTyna cxemMbl, OObsBMEHHbIE B

pasgene AW «Cxembl gocTtynos» (n. 15.6.4);
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— BO BTOPOM CTONOLE MOXHO yKa3aTb COOTBETCTBYKOLIME aTpubyThl, NnepeaaBaemMble
npoeangepom rnpv B3anMoLencTBun:
— Aanga «user_rolesy» — «preferred_usernamey;

—  «email» — «email».

[o6aBneHune nposangepa

OTMEHWTE

OchoeHoe [Mapametpel  MannuHr cxemsl

Be3 cooTBETCTEBMA

user_roles preferred_username
email email
login BeeouTe 2Ha4veHwe

PucyHok 82 — Co3gaHne npoBangepa, Bkrnagka « MannuHr cxembl»

Mpy cTaHOapTHOW KOHMUrypauuMu NpUIoXKeHWs mnocrnenyloLyto HacTpoWKy B [aHHOM
pasaene nNpou3BoauTb He TpebyeTcs.

MpumevaHue — PeannsoBaH «MArkui» ManmnuHr AaHHbIX BHELLHMX NpoBavaepos. Ecnn y nonb3oBatens
€CTb aTpubyT, He yKa3aHHbIV B CXeme, 3HaYeHVe COXpaHseTCs B CNMCKe AOMONHUTENbHbLIX atpubyToB. U HaobopoT,
ecnv npu hopmumpoBaHun KpuTepres AOCTyna Ha MoAenb Y Nonb3oBaTens HeT ncnomnb3yemoro atpubyra, To ero

3Ha4YeHne NweTcqd B Cnnucke AoNONMHUTESIbHbIX anVI6yTOB.

Mocne 3anonHeHWs nNpaBui COOTBETCTBUS aTpMOYyTOB OOCTyNa CXembl ¢ aTpubytamm
AOCTyna npoBanaepa 1 Nocre coxpaHeH s faHHbIX NpoBanaepa, MOXXHO AOMONMHUTENBHO 3aaaTb
COOTBETCTBUS K aTpMbyTam nonb3oBaTeneln B COOTBETCTBYOLWEM aTpubyTe gocTtyna.

,D,J'IFI 3TOro Ha Bknagke «MannuHr cxembl» crnpaBa OT anl/I6yTa OOCTyna HaXMute Ha

KHomKy -"*/. OTkpoeTcs okHO «MannuHr aTpnbyToB» Ans BbibpaHHOro atpnbyTta gocTyna.
OkHO «MannuHr atpubyToB» COOEPXKUT UHTepdenc aOns 3adaHus  npaBun
cornocTaBrieHnss  aTtpubyToB  nonb3oBaTenen BHELWHero npoeavgepa W aTpubyTtoB

nosnb3osBaTterneun, ncnornbdyemoix B AW (PucyHok 83).
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< region

OTMEHWUTE

Mpoeaigep CxeMa

+ OoGaeuTb npaguno

PucyHok 83 — OkHo «MannuHr atpnbytoB»

Ha Bknagke MOXHO 3agaTb AOMNOSHUTENbHbIE NMpaBuia CONOCTaBEHUA N FPYNNUPOBKN
aTpubyToB. [NpaBuna conocTtasBfeHnss aTpubyToB Monb3oBaTenen MpPUMEHSITCA Npu BXxoae
nonb3oBartens B AW 4yepes nposangepa.

[na cosgaHna npaBuna HaxXmmuTe Ha KHonky «[JobasuTb npasunoy». OTobpassarcsa nond
Ans BBoga napameTpoB. B none «[poBangep» BBeauTe Ha3BaHue aTpubyTa, nepegaBaemoro
nposanaepomM, a B none «Cxema» ykaxute 3HayeHue, KoTopoe OygeT mcrnonb3oBaTbCs Mpu

HacTponke npaswun goctyna B mopensax (PucyHok 84). Cosgante HeobxooMmoe KONMM4ecTBO

npasun. YT00bI yaannTb npaBuio, HaXXKMUTE Ha KHOMKY HanpoTnB HeO6XO}J,MMOFO npasuna.
< region
OTMEHUTB
Mpoeaipgep Cxema

=+ OoBaeuTb NpaEuno

PucyHok 84 — Co3gaHue nposaiaepa, AoGasneHue npasuna conoctaBneHus

ATpI/I6yTbI AOCTyna, KOTOopble coaepaTt MannuHr anMGyTOB nonb3oBaTenen, OTMEYEHbI

NMUKTOrpaMmon (PucyHok 85).
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OTMEHWUTE

OcHoeHoe [lapameTpbl MannuHr cxembl

[] Bez cooTeeTcTENA

X

email

state

name

given_name

region region
ved

mo

department_id

PucyHok 85 — OTobpaxkeHne atpubyTta, KOTOpbI COAEPXUT MannuHr atpnbyTos

nonb3oBaTteneun

15.6.5.2 PepakTupoBaHue npoBangepa

Utobbl oTpedakTupoBaTh NpoBangep, ABaXAdbl HaXMUTE NEeBOW KHOMKOM MbIWN MO

npoBanaepy B CNMCKe UMM YyCTaHOBUTE «raxkok» HaAMpPOTMB CTPOKM NpoBangepa v HaXXMUTe Ha

KHONKY «PenaktupoBaTtb».

[oCTynHO M3MeHeHVe creyoLmMx napameTpoB U HAacCTPOeK Nnposaiaepa:

Ha Bknagke «OCHOBHOEY:

aKTMBauMs M [eakTMBauus npoBangepa — And 3TOro yCTaHOBUTE WU CHUMUTE
«naXok» B None « AKTUBHbINY;

N3MeHeHne HanMeHoBaHus B none «HanmeHoBaHue»;

n3MeHeHune Tuna nposangepa B none «Tuny;

N3MEHEHNe HaanNncu KHOMKM CTOPOHHEN ayTeHTUdUKauum B none «Hagnmcb KHOMKM
CTOPOHHEWN ayTeHTUUKaUUnY;

Bbl60p cnucka 6a3oBbix rpynn B none «basoBble rpynnbi»;
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— YCTaHOBKa WM CHATWE pas3pelleHus Ha CcOo3JaHue HOBbIX Morb3oBaTenen 4vepes
BHELUHee ynpasBfeHne — And 3TOro YCTaHOBUTE WW CHUMUTE «(OnaXKok» B none
«PaspelumTb cos3gaHne HOBbIX MOMb3oBaTeNEN Yepes BHELLHEE YripaBeHuey;

— HacTpovka napameTpoB MOAKIYEeHNS Ha BKnagke «llapameTpbly;

— pobaBneHve COOTBETCTBUM aTpubyTOB [OCTyna cxembl M aTtpubyTtoB AocTyna
npoBangepa Ha Bkragke «MannuHr cxembl»;

— ynpaBreHue COOTBETCTBUAMM aTpmbyTOB Nofb3oBaTeNnen nposagepa c atpubyramu
nonb3oBartesien, ucnosibdyemolix B KomnoHeHe, Ha Bknagke «MannuHr cxembi».

OKHO pefakTMpOBaHUSA BHELWWHEro npoBavgepa aHanormyHo OkHy JobaBneHus

nposangepa (n. 15.6.5.1).

OKHO pefdakTMpoBaHWSA BHYTPEHHEro npoBavgepa coaepXut Bknagkm «OCHOBHOE,

«MannuHr cxembl».
[Mpumepbl HACTPOEK BHYTPEHHEro U BHELLHUX NpoBangepoB npeacTasneHs! B n. 15.6.5.
[na coxpaHeHus1 BHECEHHbIX U3MeHeHun ybeamTechb, YTO 3anosiHeHbl obA3aTernbHble
nons Ha Bknagkax « OCHOBHOEY» (ANs BHELLHEro U BHYTPEHHEro nposangepa) u «lapameTtpbi»
(ana BHewHero nposawngepa). Haxmute Ha kHonky «CoxpaHutb». B cnyyae ycnewwHoro

COXpaHeHnsi 0TOGpa3nTCa yBegOMSIEHNE O BHECEHHbIX M3MeHeHUAX — «[poBangep CoXpaHeH».
15.6.5.3 YpaneHue npoBangepa

PaHee co3gaHHbIN npoBangep MOXHO yoanuThb:

— B WHTepderice pegakTupoBaHus BblIbpaHHOro NpoBangepa — CCbifika «YaanuTby» Ha
Bknaake « OCHOBHoEeY;

— B WHTepderce NpocMoTpa Cnmncka npoBangepoB — BblDepuUTe HYXXHbIWM NpoBangep u
HaXXMUTE Ha KHOMKY «YOanuTby». AHanormyHo MOXHO BblbpaTb M yaanutb cpasy
HEeCKOJSIbKO NpoBangepos.

Mepen ypaneHnem OTKPOETCHA OKHO MoATBepXaeHus aencteus. B AW HEBO3MOXHO

yOanuTb akTUBHbIE NpoBanaepbl, a Takke BHYTPeHHUn nposangep «AW» ¢ Tunom «JlokanbHbin
(user_permissions)», KOTOPbIN MWCMNONb3yeTCA [ONA TEeXHUYEeCKOro agmMuHuctpatopa AW,

npoBangep «AW» MOXHO TOMNbKO AeaKTUBMPOBATb.
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15.6.6 lNonb3oBaTenbCKMU CLUEHapM1M aBTOpM3aLuKn Yepe3 BHELWHUN npoBanaep

«OpenID Token» no npoTtokony OpenlID Connect

Mpn aBTOPU3aLMM Yepe3 BHeLHU npoBangep no npotokony OpenlD Connect:

a)

TexHu4yeckun agmuHuctpatop AW nopaet 3asBKy agMUHUCTpATOPy nposanaepa Ha

nogkntoveHme AW K TeCTOBOMY/NPOMBbILLSIEHHOMY KOHTYpY npoBangepa, B KOTOpOW

yKa3sblBaeT:

— MPOTOKON B3aUMOOENCTBUS;

— HeobxoaMMOCTb 3anpalumBaTth corfiacue y nonb3oBaTens Ha nepegady AaHHbIX B
AW B npouecce ayTeHTugukauuu;

— CcnMcok atpmbyToB ANdA nepeaayn u3 npoBanaepa;

— KoAbl porien (koAbl rpynn) norb3oBaTenen.

agMUHUCTpaToOp NpoBanaepa co3gaeTt ponv ana AW,

HeobXoauMble y4eTHble 3anncu 3aBOAATCA MO  COOTBETCTBYHOLWMM  3adBKaMm

TexXHU4Yeckum agMnHuctpatopom AW 1 agMUHUCTpaTopoM rnpoBanaepa;

B3aMMOLENCTBME MOSib3oBaTeNien 4Yepes npoBangep MOXeT NpPoMCXoauTb Mo

cnegylowmnM cueHapusamMm:

— OCHOBHOM NPUHLMN B3aUMOLENCTBUA NOSb30BaTESEN:

nosib3oBaTesib aBTOPU3YEeTCs B CTOPOHHEM MPUSTOXKEHUN C NOMOLLIbIO €4UHOWN TOYKU

BX0Aa;

paboTaeT Cc pasgenamMmv CTOPOHHErO MPUNOXEHWS;

HaXMMaeT Ha KHOMKW ona nepexoga k AW, nocne 4vero nepexoant B AW, MUHyA

dopmy aBTOopu3aummn (AW nony4vaet access_token OT CTOPOHHEN CUCTEMBI).

— CueHapun, NO KOTOPbIM OCYLLECTBSeTCs GeCLUOBHbIA Nepexo U3 CTOPOHHEro
npunoxeHus B AW:

nosfib3oBaTesib CTOPOHHEN CUCTEMbl MepexoauT B COOTBETCTBYIOLWWW pa3gen and

AanbHenwen paboTtbl ¢ o6bekTamm AW — Npu HaXXaTum Ha KHOMKY OTKPbIBAETCS OKHO

CTOPOHHEro NpunoxeHus (peectp/Tabnuua) co CNMCKOM AOCTYMHbIX NOMb30BaTENto

0b6bekToB 13 AW 1 JOCTynHbIMK onepaumsamu. MNpu oTKpblTUKM 06bekTa, Hanpumep,

Ha NPOCMOTP OTKpbIBaeTCcs OkHO AW, 1 BCce panbHenwme onepauun ¢ o6bekTtom

npoucxogsaT B uHTepdence AW,

nosib3oBaTesfib CTOPOHHEN CUCTEMbI MEPEXOAUT B COOTBETCTBYIOLNA pas3gen and

nepexoga v panbHenwen pabotbl B AW — npu HaxaTum Ha KHOMKY pasgena

OTKpbIBaeTcsa pa3gen AW ¢ JOCTYNHbIMY NOfb30BaTENO 00bekTamMn n 4OCTYNHBbIMA

onepauusamu. Bce ganbHenwve onepaunmn nponcxoasart B uHTepgence AW,
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nosib3oBaTesito CTOPOHHEN CUCTEMbI NPEOCTaBNSAETCH KHOMKa CO CCbISIKOW pecypca
AW — npu HaxaTuum Ha KHOMKY OTKpblBaeTcad OKHO AW Ha npocMmoTp BUAXKeTa Mo
ccbinike. Bece ganbHenwme onepauum ¢ BUAKETOM NMPOUCXOAAT B UHTepdence AW,

B CTOPOHHEN CUCTEME MOMb30BaTeNb HAXMMAET Ha KHOMKY OS89 OTKPbITUA 0bbekTa
AW — npu HaxaTuum Ha KHOMKy OTKpbiBaeTca okHO AW Ha npocmoTp wunu
pegakTnpoBaHue obbekTa. Bce ganbHenwme onepaumm ¢ 06beKTOM NpomcxogsaT B

nHTepdence AW.

[) oTpaboTka cueHapueB B3aMMOOEWCTBUS NMPU KPOCC-aBTopU3aLnm:

— anga cueHapua 1: 1 BapuaHT — B3aumogencteme ¢ APl AW:

CTOPOHHAA cucTtema oTrnpaBndeT B NpoBangep 3anpoc Ha npefocTaBfieHne access

token, KOTOpbIN OHa MOXeT UCNOoNb30BaTb ANs AocTyna K pecypcam AW OT MMeHu

nonb3oBaTens;

npoBangep NpoBoaAUT ayTeHTUdUKaLMIO nonb3osartend. 3ateM npy HeobxoaANMOoCTH

OTnpaBnsieT NoNb30BaTENIO 3aMNpoC Ha corfacue B npegoctaBneHnn goctyna. lNMocne

4Yero oTnpaBfisieT B CTOPOHHIOK CUCTEMY access token;

CTOpOHHAA cuctema penaet POST 3anpoc k api/auth-provider/verify-code

(Bepudmkauma koga asTopu3aummn) c  obssaTtenbHbiMM  napameTpamu: id —

noeHtndpumkatop nposamgepa B AW, code — access token, NOnyyYeHHbIn OT

nposangepa;

€eCnun Bce NPoBePKN Ha cTopoHe AW NpoMaeHbl YCMELWHO, TO B OTBET CTOPOHHSASA

cuctema nonydvaet token AW. [anble ero wvcnonb3yT AnAs MNocrneaylowmx

3anpocoB k APl AW.

— Onsa cueHapues 2, 3, 4: 2 BapnaHT — (OpOHTOBOE B3aMMOLENCTBME MOfb3oBaTenen
c AW (4epe3 web-6paysep):

CTOPOHHASA cUCTEMa OTNpaBnsAeT B NpoBangep 3anpoc Ha NpeaocTaBlieHNE access

token, KOTOpbIN OHa MOXET MCNONb30BaTb ANs AocTyna k pecypcam AW OT MMEHU

nosib3oBaTens;

npoBangep NpoBoaUT ayTeHTUdUKaLMIO Nonb3oBaTens. 3aTemMm npyM He0bXo4MMOCTH

oTnpaBnsieT NoNb30BaTENO 3aNpoC Ha corfacue B npegoctasneHuun goctyna. lNMocne

4Yero oTnpaBfisieT B CTOPOHHIOK cuctemy access token;

CTOPOHHAA cucTtema oTnpasnseT 3anpoc Ha frontend AW /auth/verify-code/ ¢

oba3aTenbHbiMM NapameTpamu: id — ngeHTudukatop nposangepa B AW, code —

access_token, nony4eHHbI OT NpoBanaepa, U OOMONHUTENbHLIMU NapameTpamu:
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sessionld — uageHTudukaTop ceccun nonb3oBaTena u redirectUrl — URL AW,

3anpa|.u|/|BaeMb||7| norib3oBaTesieMm,;

— frontend AW nepexBaTbiBaeT 3anpoc u obpauwaetca k backend AW, backend

obpalyaeTcsa K npoBangepy;

— €ecnu Bce MNpoBepku Ha cTopoHe AW npoiaeHbl YCrewHo, TO reHepupyeTcs

BHyTpeHHM token AW. [Hanbwe frontend wucnonb3yeT ero ana oOTKPbITUSA

3anpawmsaemMoro pecypca B redirectUrl (Hanpumep, /app/widgets, npu oTcyTcTBUM

agpeca B redirectUrl nonb3oBaTtento oTKpoeTcs nepsbIn AOCTYMHbIN pasgen AW).

15.6.7

anIHLI,VIan CO3aHUA HOBbIX NoSib30BaTesrien 1 OGHOBNEHNA UX AoCTynoB

K pasgenam KomMmnoHeHTa aHanun3a gaHHbIX

[na BHewHMX npoeanaepos ¢ Tunom «OpenlD Tokeny:

a) korga B AW 4epe3 Kpocc-aBTOpU3aLMIO NepexoauT nornb3oBaTenb 6e3 y4eTHOM

3anuncu, AW npoBepsieT HACTPOWKY NpoBanaepa:

ecnu HeT «naxka» B none «Pa3pelmnTb co3gaHne HOBbIX NOfb3oBaTeNnen Yyepes
BHELUHeEe ynpaBreHne», TO OTKpbiBaeTca coobuweHne o6 owunbke «[Ons
yKa3aHHOro B 3anpoce nonb3oBaTens He co3gaHa yvyeTHas 3anuck. Heobxogmmo
obpatntbca kK AoMuHuctpatopy Cuctemoiy;

ecrnM ycTaHoBNneH «cdnaxok» B none «Paspewnte CcO34aHMEe HOBbIX
nonb3oBaTenen 4epes BHelIHee ynpaenenue», To B AW co3gaeTtcs HoBas
yyeTHas 3anucb MNoNb3oBaTenst C OnpedesieHHbIMXU napamMeTpaMu: JOruH,

ANEKTPOHHa4A rno4yTa, rpynnobl.

6) ecnu yctaHoBreH «draxok» B none «PaspelumnTb co3gaHne HOBbIX Nofib3oBaTenen

Yyepes BHelLHee yrnpasneHue», AW npoBepsieT, kakue koabl ponen (rpynn) nepegan

npoBangep ans Komno AW HeHTta (6nok endpoint ¢ naeHtTudukatopom AW B UNA):

ecnu B Br1I0Ke ponen MMeKTCs Koabl ponen, KOTopble COOTBETCTBYHOT KogaMm rpynn
nonb3oBatenen AW (CUCTEMHbIM WM NOMb30OBaTENbCKMM [pynnam), TO B
KapTo4Ky nofnib3oBaTtesnia 4o6aBnsaTcs 3TK rpynnbl;

Aarnee npoBepseTcsa HacTponka 6a3oBbIX rpynn: €Ccnv B HacTpoKrKkax npoBangepa
yKkasaHbl 6a3oBble rpynnbl NOfb3oBaTens, TO B YYETHYIO 3annCb MOfb3oBaTens

nobaenstoTca 6a3oBble rpynmnbl U3 HACTPOWKM.

B) korma B AW uepe3 KpOCC-aBTOPM3aLMIO MepexoauT Monb3oBaTtenb C Y4YeTHOW

3anucbio B AW, TO:
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— B YYETHOW 3anucu nonb3oBaTens yaansiTcsa BCE HACTPOWMKM MO AOCTYMHbIM
rpynnam (gaxe Te, koTopble 6binvM 4o6aBNEHbl TEXHUYECKMM afMUHUCTPATOPOM
AW BpYy4YHYLO);

— [Janee rpynnbl 3anvcbiBalOTCA CHOBA MO TOMY K€ NPUHLMNY, YTO 1 NPU CO34aHUN

y4YeTHOM 3anuncu.

15.7 ATpubYTHbLIN OOCTYN K AaHHbIM

Mpwn cTaHaapTHOM KOHGUrypauum NpUNoXeHUs HacTPOWKN B MOCMedyroLmMX pasgenax

npon3BoauTb He TpebyeTcs.
15.7.1 O6wwme NnpUHLUUNbI

ATpUBYTHbIN OOCTYN K AaHHbIM BKMAKOYAET MOSfydYeHWe nosb3oBaTenieM Joctyna K
OTAENbHbIM CTPOKaM [aHHbIX MOAENN Ha OCHOBaHWWM 3Ha4YeHur napameTpoB (aTpubyToB) ero
YY4ETHOWM 3anucu, NoslydyeHHbIX OT npoBaraepa. [aHHbI yHMBepCanbHbIA NPUHLMN NO3BONSET
peann3oBaTb MHOXECTBO Pa3fiMyHbIX CLleHapueB ynpasreHnst 4OCTYNOM, Takux Kak:

— [OCTyn TONbKO K 0651aCcTM OTBETCTBEHHOCTM CneynanucTta, Hanpumep:

— [daHHbIM MO [AEATENbHOCTM COOCTBEHHOM WM HMXKECTOALWMX OpraHM3aunoHHbIX

CTPYKTYp;
— [AaHHbIM MO COBCTBEHHOMY PETMOHY M €ro cybbekTam.
— pasgeneHue aocTyna K AaHHbIM MO BpeMeHu (Nepmoay) K KOTOPOMY OHM OTHOCATCS:
— [OoCTyn TONbKO K AdaHHbIM CO34aHHbIM COOTBETCTBYHLUMM nepuogy paboThbl
COTPYAHWUKA;
— [OCTyn onpeaeneHHbIX KaTeropmn COTPYAHUKOB TONMBbKO K UCTOPUYECKUM AAHHbIM
(OaHHBbIM 32 NpoleaLlume nepunoabl).

B HacTpomkax ueneson mogenu (OOCTYyn K KOTOPOW orpaHuvymBaeTcsl aTpubyTHbIMK
npasunamn) 3adalTcs  YCrOBUA, WUCNOMb3YKOLWME CpaBHEHWE 3Ha4YeHun aTpubyToB
nonb3oBaTens U BbIbpaHHbIX NONEN AaHHbIX Mogenn. Ecnn Takne ycnosua 3agaHsl 4nst Mogenm
— [OCTYyn K Kaxgou CTpoKe [aHHbIX npefoctaBndeTca  anddepeHunanbHo  Kaxgomy
KOHKpeTHOMY nosib3oBaTento. Ecnn ana mogenu He 3agaHbl yCnoBus atpubyTHoro goctyna —
AOCTYN K CTPOKaM He orpaHuyYnBaeTcs.

OrpaHnyeHnsa aTtpubyTHOro [goctyna npPUMEHATCA B UHTepdence npocmoTpa

BUI)KETOB.
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ATpVI6yTHbIl7I OOCTYN TOJIbKO HaKnagbiBaeT AOMNOJTHUTESIbHbIE OrpaHN4YeHNA, HE3aBUCUMO
OT ero npuMmeHeHud, y norfib3oBaTtena OOJKHbI OblITb 0GecneyeHbl npaea Aans pa6OTbI Cc
COOTBETCTBYOLWLMM pa3gersiom AW un p[paHbl, Kak MWHUMYM, Ha npaBa TMNpPoCcMOTp AO54

cooTBeTcTBYyloLero obbekta AW (Bumgxera).
15.7.2 HacTtpownka cxemMbl [,OCTYNOB

Pasgen «Cxembl pgoctynoB» (n. 15.6.4) pgocTtyneH nonb3oBaTensMm, HageneHHbIM
aAMWHUCTPATUBHLIMU NPaBamMun Yepes3 BCTPOEHHYHO CUCTEMHYIO rpynny « ADMUHUCTPaTOP».

Cxema pocTynoB npeacraBnder cobon cnMcok aTtpubyToB [OCTyna, KoTopble
nepearoTcs BHeLWWHUMU NpoBangepamu B AW npu Bxoge B AW.

B AW ecTb BCTpoeHHble aTpnbyThl goctyna «login» (rnorunH), «email» (E-mail), «state»
(ctaTtyc) n «user_roles» (ponb). 1o HAM coMnoCTaBnseTCA y4eTHas 3anucb Nosib3oBaTens, u
0BHOBNATCA €ro faHHble. BCcTpoeHHble aTpubyThl HE noanexaT peAakTMPOBaHMIO U YOaneHuIo.

HacTponTte cxemy g4ocTynoB Tak, YToObl OHa cogepkana Bce Heobxoaumble aTpubyThl
nonb3oBaTenen, KoTopble Heobxoaumbl Ans aTpubyTHOro AocTyna K AaHHbIM MOAenew,
Hanpumep:

— OpPFCTPYKTYPHYIO NPUHAAMNEXHOCTb (AenapTaMeHT, noapasgeneHve, BeJOMCTBO WU

T.0.);

— TeppuTopuanbHy NPUBA3KY (PErMOH, ropoa 1 T.4.);

— MNPUHAONEXHOCTb K  onpedeneHHbiM  ponam  (pykoBogutenb,  Byxrantep,
OTBETCTBEHHbIN 3a, N T.4.);

— pornonHuTenbHble atpubyTtbl, Adenawowme uHdopMaumo 6onee MNOHATHOM WU
HarnagHon (PO nonb3oBaTens, Ha3BaHWE OPraHN3aLUMOHHON eauHMLUbI, Ha3BaHMe
TepputTopun).

YTo6bI NpMHMMaTL OT NpoBaraepa aTpubyThl NONb30BaTENS B BUAE MAacCMBa JaHHbIX, B

TOM Yucre poren nonb3oBaTenien, B cxeme AOCTYNoB ANS AaHHbIX aTpubyToB Bbibepute TUn
JaHHbIX «MaccuB».
HacTpoiika aTpnbyToB AOCTyna B CXeMe AO0CTYynoB onvncaHa B n. 15.6.4. Ha pucyHke Huxe

(PucyHok 86) npeacTaBneH Nnpumep HaCTPOEHHOW CXeMbl AOCTYMOB.
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O Mowex CxeMbl 1OCTYTOB

Tpynnsi nonb3osatensi

HAUMEHOBAHUE ANMAC ™o
AKTMBHOCTb NOnb3oBaTenen
Bee
CxeMbl focTynos
access_array_str Ooctyn - maccwe (CTpoxa) Maccre
MNposaKaeps
rules OrpaHuqeHne Crpoka
Lpu_shortname KpaThoe HanmeHosaHue NMY Maccwa
access_array_int OocTyn - Maccue (Yucna) Maccra
access_sir OocTyn - cTpoKa CTtpoka
access_date OocTyn - gata Data
access_bool LocTyn - norvueckoe Norvueckoe
access_float LocTyn - gpofHoe Ymcno Yucno (gpobHoe)
access_int OocTyn - uenae 4ucno Yucno (uenoe)
nazvanie_territorii Ha3saHue TeppUTOpIM CTpoka

PucyHok 86 — Npumep HaCcTponKn cxemMbl JOCTYNOB
15.7.3 HacTtpownka npoBangepa nonb3oBartens

Pasgen «[lpoBangepbl» (0. 15.6.5) pgoctyneH nonb3oBatenaMm, HageneHHbIM
aAMUHUCTPATUBHBIMX MpaBaMn 4Yepe3 BCTPOEHHYK CUCTEMHYI rpynny «ALMWUHUCTPATOPY.
Pasgen npegHasHayeH Ans HacTponku B3anmogenctemss AW ¢ nposangepamu nonb3oBaTenen.
Takke B AW eCTb BO3MOXHOCTb HacCTpOUTb aBTOPM3aUMIO 4Yepe3 BHELLUHWA CepBUC
ayTeHTuukayum no npotokony Open ID Connect.

UTobbl HacTpouTbL B3aMMogencTsue, Npon3sBeguTe HaCcTpPoOMKM A5t 0BoMX y4aCTHUKOB
B3anMOAENCTBMSA: nNpoBanaepa (NoCTaBLUMKa ydeTHbIX 3anucen) n AW (noctasLimka cepsuca).
[Onsa HacTpomkn B3anmogencteuss AW C npoBanepoM BbIMOSIHUTE LWarn, ONMcaHHble B .
15.6.5.1.

MpumeyvaHue —lNMpegnonaraeTcs, YTO B3aumoaencTeme nposariaepa (NocTaBLLUmMKa yYeTHbIX 3anucen) ¢

AW HacTpoeHo, u Yy4eTHbIe 3anncun 3aperncTpmpoBaHbI.

Ha pucyHkax (PucyHok 87 — PucyHok 89) npeactaBneH npymep HaCTPOEHHOrO BHELUHETO

nposangepa «OpenlD».
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Mposafnepsl
<

CoxpaHWTe OTMEHUTL

OcHoeHoe [lapameTpbel MannwHr cxemo

BKTUBHBIR

HaumeHoBaHwe

Tun

OpenlD Token hd

Hapnwcbh KHONKW CTOPOH Hel El'\,"TEHT-"IE]JH Halllin

Ba3oBbie rpynnbl

BrifpaHo: 6 X v

F‘aapemmb CO3QaHve HOBEIX nons3oeaTensi
Jyepeld BHeWWHee ynpaeneHwe

Tun nonb320BaTeENA

AHENUTHE W

YoanuTs

PucyHok 87 — lNpumep HaAcTpoOnKK BHELLHEro npoBanaepa, Bknagka « OCHOBHoe»

Mpoeafigepkl
€

CoxpaHuTb OTMEHWUTL

OcHoeHoe [apamerpet MannwuHr cxembi

Wpentuguratop MA

CeKpETHbIA KNy AocTyna

BHewHWi URL

http:/f

PucyHok 88 — Npumep HacTpomkn BHELLHEro npoBangepa, Bknaaka «llapameTpbi»
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OTMEHUTL

OcHoeHoe [lapamerpsl  MannuHr cxembl

Bes cooTeeTcTaMA

login BeeguTe aHaueHne
email BeeauTe aHausHne
name BEeQUTE IHaUSHNE
given_name BeeauTe 3HaueHne
family_name BEeguTe 3HauYsHWE
city BeeauTe 3HaueHNe
is_head BeeAUTE 3HAUEHNE
parent_id BeeguTe sHayeHwe
user_roles BeeauTe aHausHne
stroka BeeauTe 3HaUEHNE
logiceskij BeeauTe 3HaueHne
Reg_path_num BeeauTe aHausHne

i ren ARANATA IHALSHNA

PucyHok 89 — lNpumep HacTporkM BHELLHero npoBanaepa, skrnagka « MannuHr cxembl»

15.7.4 CueHapum HaCTPOWMKM aTpUOYTHOro gocTtyna

CueHapun HacTpoWMku aTpubyTHOro [AocTyna npeacTaBneHbl

(Tabnmua 42).

B Tabnuue Hwxe

Tabnuua 42 — CueHapun HaCcTpoOMKN aTpubyTHOro goctyna

CocTtosiHue BHelHero CocTtosiHue OTanbl HACTPOMKM aTPUBYTHOro AocTyna
npoBaunaepa BHYTpPEeHHero
npoBangepa «AW»
AKTUBHbI AKTUBHBIA  (NOKanbHas | — HacTpolika CXeMbl AOCTYIOB;
ayTeHTuurkaumns . L ]
paspeLueHa) — HacTpoKka MOLENV AaHHbIX «USEer_permissionsy;
— HacTpourka BHyTpeHHero npoangepa «AW» Ha
Bknagke «MannuHr cxembi»;
— HacTpoMKa BHeLlIHero npoBanaepa Ha BKnagkax
«MannuHr cxembl» 1 «MannuHr atpubyToBY;
— HacTpouka npaeuvn aocTyna K OaHHbIM
nonb30oBaTENbCKOW MOAENu
He akTnBHbIN He aKTUBHbIN | — HaCTpOWKa CXeMbl JOCTYIOB;
(nokanbHas . .
ayTeHTUdMKaLMs - H:/ICTpOMKa BHeLUHeroanoaan,epa6 Ha B‘K.l'laﬂ,KaX
3anpeleHa) «MannuHr cxembl» 1 «MannuHr atpnbyToBy;
— HacTporika npaeun poctyna K OaHHbIM
Nnosib30BaTENbCKON MOAENU
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15.8 UeHTp ynpaBneHus

MpumeyaHne — Mpu cTaHOAPTHOW KOHMWUIypauuu NPUIOXKEHUS HacTpoiiky B AaHHOM pasgere

npou3BoauTb He TpebyeTcs.

B dyHKUMM TexHnYeckoro agMmuHucTpaTopa AW BXO4AT 3agadv ynpasneHus:
— WH(popmaumen o AW (n. 15.8.1);

— nuueHsusamu (n. 15.8.2);

— ApaunBepamu (n. 15.8.3).

Bbl MOXeTe aBTOpM30BaTLCH, UCMOSMb3YS NOMMH U Naposib MO YMOSYaHUIO:
tech_admin

123456

B uensx 6e3onacHocTy nocne nepsoro Bxoga B AW naporib HE00X0AMMO U3MEHUTb.

,D,J'IFI nepexoga B LleHTp ynpasneHna HaXxXMnTe Ha KHOMKY B rmaBHOM mMeHio AW.

Otkpoetca LleHTp ynpaBneHus B nogpasgene «Cucrtema» (PucyHok 90).

\\Y

@

WHbopmauma o cucteme

Cuctema
BKCNOpT v

NnueHana

118
Het

20.02.2023 10:46

ClickHouse

PostgreSQL

PucyHok 90 — LleHTp ynpasneHus, nogpasgen «Cuncrema»
15.8.1 Moppaspgen «Cucrema»

B nopgpasgene «Cuctema» (PucyHok 90) oTobpaxaeTtca uHdpopmaums o AW B

creayoLmx nonsax:

— «Bepcvm NPUNOXeHna» — AaHHble OOCTYMNHbI TOJIbKO AJ1A MPOCMOTPa,
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«[lMpunsHak knacTepusaunmn» — gaHHble AOCTYMNHbI TOMBKO A5 NPOCMOTPa;

«Bpems nocneaHero 3anycka» — AaHHble OOCTYMHbI TONbKO ANA NPOCMOTPa;

«XOCT» — [JaHHble JOCTYMHbI TONbKO ANS NPOCMOTPa;

«lMopT» — gaHHble OOCTYMHbI TONBKO AN NPOCMOTPA;

«[JoMeH» — faHHble OOCTYMHbI TONBLKO AN NPOCMOTPa;

«BupTyanbHbI kKaTanor» — faHHble JOCTYMHbI TONBKO AN NPOCMOTPa;

«[aTa gencTeunsa NUUEH3nn» — gaHHble AOCTYMNHbI TONBbKO ANs1 NPOCMOTPA;

«Tun B» — faHHbIe JOCTYMHbI TOSBLKO 4S5 MPOCMOTPA;

«CepBep» — JaHHble AOCTYMNHbI TOMNbKO N5 NPOCMOTPA;

«KonunyectBo xpaHumbIX Konui BbIrpy3ok» (napametp «count of stored files») —

N3MEeHUTEe 3HayYeHne npu HeobXxo4MMOCTK, MO YMOSMYaHUIKO YCTAHOBMEHO 3HA4YeHue

«5». [pn npeBblleHUN nNUMUTaA peanuayeTcsa MeTon Mo YyAaneHuto CTaporo

HeaKTyanbHOro Habopa faHHbIX NO TekyleMy o6bekTy AW gaHHOro nonb3oBaTens;

«lMpoueHT cBoboaHOro Mecta B xpaHunuvwe» (napametp «free_storage space») —

N3MEHUTE 3HayYeHne npu HeobXxo4MMOCTU, MO YMOSMYaHMIKO YCTAHOBMEHO 3HAYeHue

«10». MNosBonseT pesepBMpoBaTb CBOOGOAHOE MECTO B XpaHunuiie ans padotel AW;

«Bpema xusHn danna sbirpysku (cek)» (napameTp «file_lifetime») — wnamenute

3HayeHue npm HeobxoaMMOCTH, MO YMOMNYAHNIO YCTAHOBNEHO 3HaYeHne «604800» (7

AHen). NpoBepsieTcs No cron, Mo UCTEYEHUM CPOKa peanuayeTcs MexaHu3m yaaneHus

CTapblX AaHHbIX M3 XpaHunuwia. Bpems ykasbiBaeTcsl B CeKyHOax, ecrnv napameTp

paBeH «0» nnu 3HayeHne He ykasaHo, TO CYMTAETCH, YTO YCTAHOBMIEHO 3HAYeHMEe

«HeorpaHnyeHHoOe Bpemst XKU3HW BbIrPY3kny, T.€. paspeLleHo XpaHeHne BCcex Bepcui

BbIrPY30K HEOrPAHUYEHHOE KONMYECTBO BPEMEHN;

«YacTtoTta 3anycka ouucTku (cek)» (napameTp «storage cleared_start_interval») —

N3MEeHUTEe 3HayYeHne npu HeobXxooMMOCTU, MO YMOMYaHUIO YCTAHOBMEHO 3HAYeHue

«86400» (1 geHb). 3anyckaeTcst NPUHYOUTENBHbBIA MEXaHN3M OYMCTKM XpaHUnmLLa:

— CHayana o4uvlaeTcs XpaHwnuuie OT KOMWW, OCTalTCHA TONbKO MOcnegHue
BbIrPYy3kn nonb3oBaTtens no obvektam AW (Ha oanH obbekt AW no opHou
BbIrpy3Ke);

— ecnu HeobxoaumMoe MecTO He OCBOOOXAEHO, TO yAansawTcs camble CcTapble
dannbl 4o Tex nop, noka He ByaeTt ocBoboXaeHO HeobxoanumMoe NPOCTPaHCTBO,
perynupyemoe napameTpom «free_storage spacey.

«Website» — nameHuTe 3HayeHme npm Heob6xoaANMOCTH;

«Bce ctunn» — gaHHbIe OOCTYMHbI TOJIBKO AN1A NpOCMOTpPAa,
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«Ctunb npunoXxeHna» — M3aMeHnTe 3HadeHune rnpu Heob6xoaumMocCTu, no ymon4yaHuio

yCTaHOBIEHO 3Ha4veHne «default».

Anga BbIrpy3kn nHopmaumm o AW HaXXMUTE Ha KHOMKY «KCMOPT» M B BbinagaroLllem

cnucke BblibepuTe NyHKT «AKcnopT Hdopmauuny (PucyHok 91). Ha nepcoHanbHbI KOMMbOTEP

BbIrpy3uTcs dpann popmara .csv.

NHdopmauwms o cucteme
Cucrema
JkcnopTt Vv

NuueH3na
JKCNopT MHDOPMaLMK
OpaitBepb

PucyHok 91 — KHonka «3kcnopT» B nogpasgene «Cuncrema»

Mpn HeobxoanmocTn nameHuTe agpec canta AW B none «Website». MNpu HaxaTum Ha

cebinky «OdmumnaneHbIn canT» B OKHe aBTopu3auun (PucyHok 49) oTKpoeTcst calT ¢ agpecom,

ykasaHHbIM B none «Websiter.

15.8.2 JlnueH3usn

15.8.2.1 JIvueH3uOHHas nNonuTUKa

Buabl nuueH3un no Tuny goctyna:

«TpuanbHbiny (Trial) — gemoHcTpaunoHHas (becnnaTtHasa) Bepcusa MPOrpamMMHOro
obecnevyeHuss. He wnmeeT orpaHnyeHMin B  YHKUMOHANBHOCTM, HO UMeEEeT
OorpaHunyeHHbIn cpok paboTbl — AW 6yaget pabotatb Tonbko 14 gHen n Gypet
obpabaTtbiBaTb OrpaHNYEeHHOE KOMMYECTBO [AdaHHbIX — TOMbKO 5 mMoagenenm ¢
MakcumarnbHbIM pasmepoM 524 MbB. NMpegoctaBnaeTca BO3MOXHOCTb O3HAKOMUTBLCS

C NHTepPeNcoM N PyHKUNOHANBbHOCTBIO AW,

I'IpmmeanVle - AW (byHKLI,VIOHI/IpyeT, NoKa He HacCTynut AdaTta OKOHYaHuA DencTems nuueHsmn. Ho

HeOOoCTYyrnHa KOHKPEeTHOMY NoJib3oBaTento, y KOTOPOro NCTEK CPOK TpUalnbHOro AocTtyna, npu 3TOM eCTb 7 OHen Ha

3KCMOPT O6BHEKTOB Yepes NMYHBLIN KabWHET Ha calTe.

«KopnopatmeHbin» (On-premise) — koMmmepyeckoe nporpaMmmHoe obecneveHue. [ns
paboTbl C TakoW MPOrpamMMoON e€e HYXXHO KynuTb. YCTaHaBnuBaeTCs Ha cepBepax
3akasumka. Hukakmx orpaHnyeHun B YHKLMOHANbHOCTU TaKoro MporpaMmMHOro
obecnevyeHnss HeT, nNUUEH3MEN §NUWb BapbUPYETCA KOMNYECTBO aKTUBHbIX
noneb3oBatenen u ux ponu. [locne uCTedYeHuss cpoka [OeUCTBUS NULEH3UK
nporpaMmmHoe obecnevyeHne npoaosmkaeT PYHKLUNMOHMPOBATb, HO He OBHOBNSIETCA A0
HOBbIX Bepcun AW;
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JinueHsnn AW c tunom poctyna «TpuaneHbiny, «KoprnopaTuUBHbLINY — UMEHHbIE, T.€.
cogepxaTt KBOTbl Ha KONIMYECTBO aKTUBHbIX Monb3oBatenen tuna «AHanutuk». Ons gaHHOW
nosfib3oBaTesibCKOM PoNn NpedycMOTPeHO pasferieHMe npaB goctyna K pasgenam AW un K
BbINOJSTHEHUIO OnNpeaersieHHbIX ornepaumi.

Cnuncok nonb3oBaTenbCKUX pornen (TUNOB Nosfb3oBaTenen):

—  «AHanuTMk» — cneumanuct, obnagarowmin BCEMW MNpaBamMu Ha CcoO3gaHuMe U

N3MeHeHne MHPOPMALMOHHbIX NaHenen N BUKETOB, a TakKe NpaBoM Ha MPOCMOTP
AOCTYMHbIX U NpeABapuTESIbHO HACTPOEHHbLIX MOAENeN.

HacTponka TMnoB nonb3oBartenien onucaHa B n. 15.6.1.
15.8.2.2 3arpys3ka u aKkTuBauus NULEH3UN

[nsa paboTbl ¢ nuueH3namm B LieHTpe ynpaBneHus nepengure B nogpasaen «JimueHsms»
(PncyHok 92). Pabota c nuueHsnamun BkMYaeT onepauun gobaBneHns M 3ameHbl danna
NUUEH3nW, aKkTuBauum U AeakTuBauuu NULEH3UK, NpoCMOTpa WHGOpMauun o 3arpyXeHHbIX

dhannax fiMLeH3unn.

\\y LieHTp ynpasnenia
ViHpopmauma o nuueHsnn
@ Cuctema OcHoBHaa UHbopMauna

JnueH3nA ®aiin
] [
Apaitaepe TouansHbii ggjgg‘2°23 30.06.2023
: 23:59

KonnuecTso nonb3oBaTeNnbCKMX NMLEH3NA

1 30 0

Ceo6oaHble KBOTbI Ha NonbsoBaTened

0 25 0

PeecTp nnueHanin

3aNPOCHTE HANIDY ASBKTHBALMM MOKHO B LEHTDE .
HOMEP NIMLEH3NA MEPHON JERCTBIA

AMUEHINDoESHIE

28.03.2023 00:00 - 30.06.2023 23:59

e [leakTneMposats

PucyHok 92 — LleHTp ynpaBneHus, nogpasgen «JlmueHaums»

B nogpasgene otobpaxkaeTca nHopMaunsa o0 TeKyLLen NMUEH3NK B crnegyowmnx nonax:
— «Kog pns aktmBaummy/ «Kog p4na peaktMBauMm» — KOA, CreHEpUpPOBAHHBIN
KoMnoHeHOM, A5s nonyvyeHns Krnova aktnsaumn/geaktmsaumm nuueH3nm;
— ©Bnok «OcHoBHas MHoOpMaLUa»:
— «Tvn NMUEH3UM» — TUN NIMLEH3NN, COOTBETCTBYIOWNN BUOY NULEH3UU MO TUny

poctyna (cm. n. 15.8.2.1);
219



— «Homep nuueHsnm» — HoOMep NULUEH3NN, CreHEPUPOBAHHLIN agMUHUCTPATOPOM
LeHTpa NUUEH3MPOBaHWs Npu Co34aHnN NULEH3NN;

— «[aTa Hayana gencrteuna» — gaTta Havana gencTBust MMLEH3NN;

— «[laTta oKoH4YaHMsa OencTBUS» — aaTa OKOHYaHUA OEeUCTBUS NMULEH3NN.

— 6nok «KonmyectBo nMONb30BaTENbCKUX NUUEH3NN» — WMEHHbIE JIMLEH3UN,
onpeaensowme KBOTbl Ha KONIMYECTBO aKTUBHbLIX MOMb3oBaTenen tmna « AHanmMTrUKy
(cm. n. 15.8.2.1);

— 6nok «CBobogHble KBOTbI Ha Monb3oBaTenenm» — KONMMYECTBO [LOCTYMHbIX
NoNb30BaTENbCKMX KBOT AN CO34aHuUsl YYETHbIX 3anmcer nonb3oBaTenen Tuna
«AHanntnk» (cm. n. 15.8.2.1);

— 6nok «PeecTp nuueH3nn» — UHOPMaUUA O paHee 3arpy>XeHHbIX JMUEH3NAX B
TabnnyHom Buae, B cTonbuax:

— «Homep nunueHanm» — HoOMep NUUEH3UN, CreHEePUPOBaHHbLIA aAMUHUCTPATOPOM
LeHTpa NUUEH3MPOBaHMUS Npu CO34aHnN NULEH3NN;
— «[llepvog gencrteua» — gata Hadana u gata oKoOH4YaHUsa ENCTBUS NULIEH3UMN.

[ns npocmoTpa MHpopMmaumm O paHee 3arpy>KeHHOW JIMLEH3UN OBaXdbl HaXMUTe Ha

3anucb o nuueHsnn. OTkpoeTcs okHO «Hopmaums o nuueH3nm» (PucyHok 93).

WHdopmaums o nuueHsum

OcHosHaa nHpopmaums

TpuanbHbIn

15.03.2023 00:00 30.06.2023 23:59

KonuuecTBo Nonb3oBaTeNbCKUX NULEH3NN

PucyHok 93 — OkHO «MHbopmaums 0 nuueH3nm»

Mocne 3arpy3ku darna nuueHsnm B AW Heo6XxoaumMo BbINOMHUTL akTUBALMIO NNLEH3NN.
MpUHLUMN akTMBaLMKN NIMLEH3UN: NOCcne 3arpy3ku daina nuueHsmmn B AW reHepupyeTcs
KoA, KOTOpbIi HEOGXOAMMO OTMPAaBUTb B LIEHTP NuUueH3upoBaHua AW Ons nonyyYeHust Knoda

220



akTMBauum nuueHsmun. locne BHeceHus knoya aktvBaumm B AW MOXHO aKTMBMPOBaTb
MMUEH3MIO.

[1Ns OTKPLITOrO KOHTYpa akTMBauUWsi NPOUCXOAUT B MOSyaBTOMaTUY4ECKOM pexunme, T.K.
MOXeT OblTb yCTaHOBIEHA CBSA3b C LIEHTPOM nuueH3mpoBaHus AW. [ns 3arpy3ku u aktMeaumm
HOBOW NMLUEH3MN BbIMONHWUTE crieaytowme AeiCcTBUS:

a) sarpysuTe HOBYK nuueH3utio B nogpasgene «JIMUeH3ns» — HaXMUTe Ha KHOMKY

«MmnopT carna nuueHsnm» n Bbibepute dann nuueHsnm (PucyHok 94);

MpumevyaHue — Ha MOMEHT 3arpy3ks HOBOW nuueH3unm B AW He [OMMKHO OblTb aKkTUBMPOBAHHOM

TNULEH3NN.

ViHpopmaums o nuueH3um

ViHpopmaLus oTcyTosyeT

PucyHok 94 — CtapToBasi cTpaHuua gobaBneHust HOBOW NULIEH3UN

6) aKTUBUPYMTE NULIEH3NIO — HAXXMUTE HA KHOMKY «AKTMBMpOBaTb» (PucyHok 95).
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WHdopmauma o nuueHsum
Nerann
OcHoBHas uHpopMauna

Apaiteeps
noerai TpuansHbi 06.12.2022 01.01.2024
Konuuecrso nonbsosarenbekux auteHamii

100 100 100

CBo6opHble KBOTbI Ha Nonb3osaTenei

80 92 98

PeecTp nuLienswit

MEP TAEHSII nEPUoR RERCTBUR

06.12.2022 - 01.01.2024

PucyHok 95 — AKTUBaLMM NIMLEH3UN B OTKPLITOM KOHTYpe

B 3aKkpblTOM KOHType MonyYeHWe Koda M BHECEHWE Kroya akTMBauMu MpoucxoauT B
PYYHOM pEXUME TEXHUYECKUM agMUHUCTpaTopom AW.

[ns 3arpy3ky 1 akTMBaLUMM HOBOW NULIEH3NW BbINONTHUTE cneayloLume AeNCTBUS:

a) sarpysuTe HOBYI nuuUeH3uio B noapasgene «JIMUEH3Us» — HaXMUTE Ha KHOMKY

«MmnopT danna nuueHsnny» n Bbibepute dann nuueHsnm (PucyHok 94);

an/IMe‘-IaHI/Ie — Ha momeHT 3arpysku nuueHsmm B AW He J0STDKHO ObITb aKTVIBVIpOBaHHOVI NNUEH3nn.

6) CKOHMpyIZTe KoA4 AnA aktnBauunnm IMUEH3NN — HAXKMUTE Ha KHOMKY paoomM € Kogom

aktTnBaumm (PucyHok 96). OTobpasuTcs ysefoOMNEeHne 0 TOM, 4YTO KO, CKONUPOBaH;

WH$opMaLMA & NHUEHSM

TpuansHe i 06.12.2022 01.01.2024

b b B
e KBOTH! Ha NanB3cBaTENEH

PucyHok 96 — KonvpoBaHue koaa Ans aktuBauum nuueH3um
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B) MOMy4YeHHbI KOA4 nepedanWTe aAMUMHUCTPAToOpy LEHTpa  NMUEH3MPOBaHMS
(coTpyaHuKy, npegocTaBuBweMy ann nuuUeH3un) Ans  nonyyYeHust  Krouda
aKkTMBaLuu;

) aKkTMBMPYMTE JIMLEH3NI0 — YKaXuUTe K4  akTuBauuu, MOMYYEeHHbIA  OT
agMUHMCTpaTopa LeHTpa NMUEH3MPOBaHWS, U HAXXMUTE Ha KHOMKY «AKTUBMPOBATLY

(PvncyHok 97).

VH@opMaLMA 0 nMUEHIMN

OcHosHan wHbIpMaLAR

L Tpuansei 06.12.2022 01.01.2024

PucyHok 97 — AKTMBaLMM NULLEH3MN B 3aKPbITOM KOHTYpe
15.8.2.3 [deakTtuBauusa u 3amMeHa

[na 3ameHbl hanna nuueH3nm HeobxoaAnmMo AeakTUBMPOBATL CTAPYH NNLEH3UIO.

MpuHUMN geakTUBaUMM FNLEH3NW: AONS KAaXOOW aKTUBMPOBAHHOM NUUEH3un B AW
reHepupyeTcs KoA, KOTOpbIi HeobGxoaumMo OTnpaBuTb B LEHTP nuueHsmpoBaHus AW ans
NoslyYyeHuns KnoYya geaktneauum nuueHsnn. Nocne BHeceHus knioya geaktmesaumm B AW, MOXHO
AeaKTBMPOBaTb TNLEH3NIO.

[ns OTKPbITOro KOHTYpa AeakTnBauus NpoONCXoauT B NOyaBTOMaTUYECKOM peXxnme, T.K.
MOXeT ObITb YCTaHOBMNEHA CBA3b C LLEHTPOM nnueH3npoBaHna AW.

[Ons pgeakTuBaumm cTapon NUUEH3MM W 3aMeHbl (hanna NUUEH3UM  BbINOSHUTE
cnegyowimne encTens:

a) [eakTUBMPYNTE NULIEH3NI0 — HAaXXMUTE Ha KHoMKy «[leakTuBupoBaTtb» (PycyHok 98);
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crerens MHbopmaumsa o nuueHsnm
i —
PucyHok 98 — [leakTnBaumn NMLEH3NN B OTKPLITOM KOHTYpe
0) 3ameHuTe pann nNUUEH3NMN — HaXMUTe Ha KHOMKy «BbibpaTb apyron dann» u
BbIGepute dann nuueHsnm (PncyHok 99);
;"”m Nrdopmauna o nuuersmm
e ——

aiin
AueHzuA TpnaneHsiin 1 06.12.2022 01.01.2024

Bol0paT ApyroA Gaiin -
KonuuecTso nonb3osaTenbckux MMLEHINA

100 100 100

CsoBopHble KBOTbI Ha Nonb3oBaTenei

79 93 99

Peecrp nuueHauii

MEP TULEHIAN nEPUOR REACTEMA

PucyHok 99 — 3ameHa darnna nuueHsnm

B) aKTMBUPYMNTE NIMLIEH3NIO — HAXKMUTE Ha KHOMKY « AKTMBUPOBaTb» (PucyHok 95).
B 3akpbITOM KOHTYpe nonyyeHue Koda U BHECEHUe KIlloya JeakTMBauuy NpoucXoauT B
PYYHOM pEXMME TEXHUYECKUM afMUHUCTpaTopomM AW.
Ana peakTuBauuMuM CTapod JNUUEH3MM W 3aMeHbl hanna nUueH3MM  BbINOSTHUTE
cnegywwmne gencTens:
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a) CKONMUPyMTe KOA AN AeakTMBaLUKW NULEH3UN — HAaXMUTE Ha KHOMKY psOoOM C
kogoMm peaktmsaumm (PucyHok 100). Otobpasntca yBegOMMEeHMe O TOM, YTO KOA

CKOMmpoBaH,

Mrdopmauna o nuueHsim

Tomanewi 06.12.2022 01.01.2024

Peectp nHuenanin

PucyHok 100 — KonnpoBaHue koga Ans geaktuBaunmy nnueH3nm

6) nonyyeHHbI KOO ~nepedaVite  aAMUHUCTPATOPY LEHTpa  NMUEH3MPOBaHMS
(coTpyaHuKy, npegocTaBuBieMy ann nuUEH3UW) Ans  NonyyYeHus  Kro4da
[leaKkTMBaLuu;

B) OEaKTUBMPYNTE JMLEH3NIO — YKaXUTE KM [AeakTMBauMK, MONyYeHHbIn OT
agMUHMUCTpaTopa  LEHTpa  NMUEH3MPOBaHMS, W HaXXMUTE  Ha  KHOMKY

«[JeaktnsupoBaTb» (PucyHok 101);

UHGOPMALIMA O NMLEHSHI
mmmmmmm

i
B e Toansmbii 06.12.2022 01.01.2024

PucyHok 101 — [leakTnBaumnm NMLEH3UN B 3aKPbITOM KOHTYpe
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r) 3ameHuTe havn NUUEH3MU — HaXMUTe Ha KHonky «Bbibpatb gpyron dann» wm
BblGepuTe dann nuueHsnm (PucyHok 99);
[) aKTUBMPYWTE INULEH3UI0 B COOTBETCTBUM C OMUCAHUEM aKTMBaUUW O11S1 3aKpbITOro

KOHTypa, NPMBEAEHHOTO BbILLE.
15.8.3 [OpanBepsbl

Mogpasgen «panBepbl» HE UCMONb3yeTCs.

15.9 AsapwuitHble cuTyaumm

BosHukatowme npu padote ¢ AW HellTaTHble CUTyaumm u cnocobbl NX peLleHns onmncaHbl
B Tabnuue Hwxe (Tabnuua 43).

Tabnuua 43 — OnucaHne HewTaTHbIX CUTyauui

Coo06weHue/ MpuunHa BbiBoa ouMOKKM Ha aKkpaHe/ DenctBusa nonb3oBarens/
Ha3BaHue owunbKu nosiBneHus KOHCONMn Ccnocobbl ycTpaHeHus
404 — not found B agpecHyto | 404 — not found lMpoBepbTe NpaBUNBLHOCTL BBOAA
CTPOKY  BBefeH CCbIJIK/ B aApeCHON CTpoke web-
HEeBEPHbIN agpec Gpaysepa
Owwnbka Banugauun | HesepHo BBegeH | Mpu  aBTopmsaumm B AW | B OKHe naeHTudrkaumm
OaHHbIX noruH/napone oTobpaxaeTca yBegomneHme o6 | nonb3oBartensi 3aHOBO
ownbke: «Owwnbka Banugaumu | 3anonHute nonsg  «JlormH» 1
OaHHbIX». B koHconu: | «[Maponby, npeaBapuUTensHO
"success"false,"error":{"code™:42 | npoBepmB, He BKMYEHa K
2,"message":"Ownbka knaBuwa <Caps Lock> wu
Banvgauum NPaBUbHOCTb BbliOOpa

OaHHbIX"},"data":{"username":"He | packnagku asbika
yoanocb  aBTopu3oBaThCd B

cucteme"}}
dann He HangeH dann  nuueHsun | "success":false,"error":{"code":40 | ObpaTutecb K TEXHUYECKOMY
He BMOHTMpoBaH | 1,"message™" JluueHsns: Pann | agMuMHUCTpaTopy  KOMMOHEHTa
He HangeH"}} aHnmn3a gaHHbIX
Owwnbka HeT npaB uteHus | "success":false,"error":{"code":40 | Obpatutecb K TEXHUYECKOMY
YTeHus/3anncu 3anucu B pann | 1,"message":"JlnueH3mna:Owmnbka | agMMHUCTPATOPYy  KOMMOHEHTa
NIMLUEH3UN yYTeHus/3anucu'}} aHnmn3a gaHHbIX
Owwubka dopmaTa HapyweHne "success"false,"error":{"code™:40 | ObpaTnTecb K TEXHUYECKOMY
LIeNoCTHOCTH 1,"message":"lnyeHaus: agMUHUCTPATOPy  KOMMOHEHTa
AaHHbIX  danna | Owwnbka popmara'} aHnmM3a gaHHbIX
nnueH3num "
Tenepb ero
HEBO3MOXHO
paclwmdpoBaTb
Cpok aencreus {"success":false,"error":{"code":4 | ObpaTutecb K TEXHUYECKOMY
NULEH3NN eLle He 01,"message":"lluueH3una: Cpok | agMUHUCTpATOpPy  KOMMOHEHTa
HacTynun OEencTBns INUUEH3MM elle He | aHnM3a JaHHbIX

HacTynun "}}
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CoobuweHune/ MpuuunHa BbiBopf oWMGKM Ha akpaHe/ HdencTtBuA nonb3oBartens/
Ha3BaHWe OWNGKH nosiBNeHusi KOHCOMNMU cnoco6bl yCTpaHeHuUA
Cpok aencTeus {"success":false,"error":{"code™:4 | Obpatutecb K TEXHUYECKOMY
NULEH3UN UCTEK 01,"message":"lluueHsuna: Cpok | agMMHUCTpATOpPy  KOMMOHEHTa

OEencTBust NULEH3nN uctek"}} aHnn3a JaHHbIX
HeBepHasa pata Beima  nmonbiTka O6patutecb K TeXHU4eckomy
N3MeHeHuNs1 adaTbl agMUHUCTPAToOpy  KOMIMOHEHTa
U BpEMEHM Ha aHnn3a gaHHbIX
cepsepe
Owwnbka gomeHa ®ann nuueHsum | {"success™false,"error":{"code™:4 | ObpaTntecb K TEXHUYECKOMY
He npuBaAsaH kK | 01,"message":"NuueHsns: agMUHUCTPATOPY  KOMMOHEeHTa

[IOMEHY

Owunbka gomeHa"}}

aHJin3a AaHHbIX

YkasaH
HEKOPPEKTHbIN
nposangepa

id

B danne
svody.config B
cekumn

Bars.Authorizatio
n B napameTpe
«Providerld»
HEKOPPEKTHO
3agaH id
nposavigepa

Mpn nepexoae B pasgen «Cnucok
aHannTnyecknx Bbl60pOK»
owwimnbka «[Noacuctema
aHannTukn BpeMeHHO
HegocTynHa.Ob6paTutech K
agMUHUCTPaTOpy»

Mpn atom B norax B anne
AW.log:

|[ERRORJAW|Owunbka
aBTopm3saumm B AW|

{"success":false,"error":{"code":4
04,"message":"He HangeHo: 5"}

System.Net.Http.HttpRequestExc
eption: Response status code
does not indicate success: 404
(Not Found).

B danne svody.config B cekuum
Bars.Authorization B napameTtpe
«Providerld» 3agatb KOppPEKTHbIN
id npoBanaepa

Id npoBavgepa ykasaH B AW
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16 HacTtponka oTobGpaxeHuUsa MeTpUK cepBuca opm

B npunoxeHuu cepsuca oopmM peanusoBaHa BO3MOXHOCTb 3KCMOPTa pasnnyHbIX METPUK
B Prometeus. [Ina npocMoTpa N MOHUTOPUHIa 3Ha4YEeHU METPUK PEKOMEHOYETCS UCMONb30BaTb
WMHCTPYMeHTbl Bu3yanusauumn Grafana, T.k. B Grafana ecTb BCTpoeHHasa nogaep)kka MCTOYHUKOB
JaHHbIX prometeus.

Taknum obpasom, nepea TeM Kak BKIOUYUTbL COOp METPUK, HEOBXOANMMO (kenaTenbHO Ha

OTAENbHOM CepBepe) pa3BepHYTb 1 HACTPOUTL NpunoxeHne Prometeus u Grafana.

16.1 YcrtaHoBka Prometeus

YcTtaHoBKa npunoxeHnsa Prometeus ocywecTBnseTcss CcornacHo oduunanbHbIM
WHCTPYKUUSAM,  pacrnorfiokeHHbIM Ha  canmTe  paspabotuvka npogykta  Prometeus:
https://prometheus.io.

Mocne npoBeneHna yctaHoBkM Prometeus ganbHeunwee KOHUrypuposaHue npoxoant

nocre yCtaHOBKU NPpUNoXxeHund Grafana.

16.2 YcrtaHoBka Grafana

YcrtaHoBka npunoxenuss Grafana ocywectBnseTcs  cormacHo — odumumanbHbIM
WHCTPYKUMSAM,  pacnorfioXeHHbIM  Ha  canWTe  paspabotumka  npopykta  Grafana:
https://grafana.com.

Mocne ycnewHoro npoBeaeHust YycTtaHoBkn Grafana MOXHO nepexoguTb K

KOH(UIYypUPOBaHMIO NPUSTOXKEHNI

16.3 HacTtpoiika MmeTpuk co cTopoHbl M

UToObl BKIOUYMTL (PYHKLUMOHANBHOCTb METPUK, HEOOXoOMMO OTpenakTMpoBaTh hawnn
KOHpurypaumm metrics.json B nanke Config:
{

"metrics": {
"enabled": true,
"port": 12345

3HayeHne enabled = false NO3BOMSET OTKOYMTL COOP METPUK BO BpeMsi paboTbl

NPUNOXXEHUSA.
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3HayeHne port 3agaeT HOMeEp FOKanbHOro MopTa Ha cepBepe, Oe pasBepHyTO
NpUrNoXxeHue, Ha KOTOpoM OydeT OOCTynHa KOHeYyHasi Touka C AaHHbIMM MEeTpUK B dhopmare

prometeus no url Buaa http://localhost:{port}/metrics.

16.4 MeTpukn, peanusoBaHHbIe B NPUNOXEHUN CEpBUCA OTYETHLIX hopm

Tabnuua 44 — MeTpukn, peann3oBaHHble B NMPUIOXEHWUN cEPBUCA OTYETHBIX hopM

MeTtpuka 3HaueHue

Http

http_request_duration_seconds BpeMms BbinonHeHus http-sanpoca B cekyHaax

http_requests_received_total obuee konmnyecTBo 06paboTaHHbIX 3anNpocoB

http_requests_in_progress KONNYECTBO aKTUBHbIX 3anpocoB

Grpc

grpc_requests_received_total obwee konmyectso npuweawmx GRPC-3anpocos

Dotnet

dotnet_gc_allocated_bytes_total

obuee konnyecTso 6anT, BblaeNeHHoe Ans ynpaBﬂHeMOVI Ky4yun

dotnet_gc_pause_ratio

NPOLIEHT BPEMEHU, KOTOPOE NPOLLECC NPUNOXKEHNE NOTPATUI Ha
cbopky mycopa

dotnet_jit_il_bytes

oblee Konu4yecTBo GaiT, BbiaeneHHoe npu Komnunauum IL-
Koda

dotnet_gc_heap_size bhytes

pasmep NOKONEHUN 1 Ky4n BonbLInX 06bEKTOB B Gantax

dotnet_total_memory_bytes

06wt 06beM BblgeneHHon NnamsTn paHTaimy DotNet

dotnet_threadpool_timer_count

KONMM4eCTBO aKTUBHbIX Taﬁmepos nyna noTOKOB paHTaVlma
DotNet

dotnet_gc_collection_count_total

KONMYecTBO COOPOK Mycopa C pasbuBKOWA MO NOKOSIEHUSIM

dotnet_exceptions_total

KOJTINYECTBO MCKMNIOYEHNN

dotnet_collection_count_total

obuee konnyecTso c6o0pok Mycopa

'pynna meTpuk no pabote ¢ threadpool

Mpynna meTpuk No paboTe ¢ cokeTamu

MeTpukun OC

"pynna meTpuk "system_

oTpaxaeT nokasartenu padotbl dotnet runtime

node_memory_PageFileFree

MaKCMMarbHbIN 00BEM NaMATU, KOTOPbIA MOXET OblTb BblaeneH
npoteccy
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MeTtpuka

3HavyeHue

node_memory_MemoryLoad

uncrno ot 0 go 100, ykasbiBatollee NpUONN3NTENBHbBIA NPOLIEHT
ucnonb3yemon duaundeckorn namatm (0 o3HayaeT OTCyTCTBME
mcnonb3oBaHms namatn, a 100 — nonHoe wucnonb3oBaHWe
namsiTu)

node_memory_VirtualTotal

pasMmep BUpPTYyanbHOro afpecHoOro MpocTpaHCTBa Mpouecca B
Gantax. 3TO 3HayeHMe 3aBMCUT OT Tunma npouecca, Tuna
npoueccopa W KOHdWUrypauum oOnepaunoHHOW CUCTEMBI.
Hanpumep, 310 3HaveHue cocTaBnseT npubnuautensHo 2 b
anst bonbwnHCTBa 32-paspsgHbiX NPOLLECCOB Ha Mmpoueccope
x86 n npmubnusntensHo 3 b ana 32-paspsagHbIX npoueccos,
KOTOpble noaaepxuBaloT Oonblive agpeca u paboTawT B
cUcTeMe C HacTponkon Ha 4 rurabanTa.

node_filesystem_avail_bytes

CBobogHOe MecTo Ha gucke

node_cpu_seconds_total

Bpemsa pabotbl LI B pasnuyHbix pexxumax

node_filesystem_size bytes

obwun pasmep Bcex guckoB annoBon CUCTEMbI

node_memory_MemFree

00bem AoCTynHoW chmamyeckon namatT B 6antax. To oobem
husnyeckon namsTh, KOTOpPbIK MOXET OblTb HemearneHHo
MOBTOPHO WcMonb3oBaH ©e3 npeaBapuTENbHOW 3anucu ee
COOEPXKMMOrO Ha ANCK

node_memory_MemTotal

obwun obbem onepaTUBHOM NamMATH

MeTpuKu npunoxeHus cepsuca copm

cells_chunk_read_time

BpeMS B MC YTeHUs1 Habopa 3HaveHun sveek ns b

cells_chunk_mirror_read_time 0

BpeEMSA B MC YTeHUs Habopa 3HadeHun sveek 3epkana AaHHbIX
dopmbl 13 B

cells_chunk_snapshot_read_time

BpeMsS B MC 4TeHus Habopa 3Ha4yeHuIn sveek crnenka AaHHbIX
dopmbl 13 B

cell_read_time

BpeMsi B MC YTEHNS 3Ha4YeHUst OgHOMN a4yerku n3 b1

cell_mirror_read_time

BpeMsi B MC YTEHUNA 3HAYEHUS 3epKana ogHomn suenkn ns b

cell_snapshot_read_time

BpeMsi B MC YTEHWNHA 3HaYEeHUs cnenka ogHoun syenkn ns b

cells_cache_hit

KOJIMYECTBO YTEHUIM U3 K3LLA 3HAYEHUN S4eek

opened_forms

KOJNINYECTBO OTKPbITbIX hopM
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17 HacTtpouka ssl-ceptudukara

MpumeyvaHue: NHCTPYKUMA NO HACTPOMKE HOCUT peKoMeHAaTeNbHbIN XapakTep.

B cnyyae ncnonb30Baa NPUNOKEHUA KaK MOAYNA B PAaMKaX APYron cuctembl, imbo
13 MM Heobxo4MMO OTKPbIBaTb APYyroe NpuaoXKeHue (ansamHep otyeTHbIXx dopm, AW m
T.4.), TO 06A3aTeNbHO HYXXHO HaCcTPOUTb AOCTyn No https-npoTtokony. CepTudunKaT 4ONKeEH
ObITb AOBEPEHHbIM, He camonognucHbiM. CepTuduKaTbl, BblAaHHble Yyepe3 locycnyru
NONHOCTbIO NOAX0AAT ANs pabotocnocobHocTw M.

Camu cepTudKaTtbl 06bIYHO BbIAAIOT C pacwmpeHnem .crt unm .pem. COBMeCTHO C
CeEPTUOMKATOM TaKXKe BblAAETCA KAKY C pawmnpeHnem .key. CepTUduMKaT U KAOY MOryT
6bITb NpegocTaBneHbl ogHUM dannom. CeKpeTHbIN KAY cieayeT XpaHuTb B ¢anne ¢
OorpaHWYeHHbIM A0CTYNnom (npasa AOCTyna AO/XKHbI NO3BOAATL [TaBHOMY npoueccy nginx
YuTaTb 3TOT pain).

Hu)ke onucaH npumep KoHdUrypauum nginx B KayecTBe MNpPOKCUM-cepBepa AnA
TepmuHUpoBaHua SSL Tpaduka (HacTpoiKka https).

Mpumeyanune: Ons AW u HyxeH cBoit oTaenbHbIn gomeH. [Ana octanbHbix komrnoHerToB [ moxHo

ncnonb3osaTtb 0.AHO AOMEHHOE NMA.

17.1 HacTtpowuka npunoxenHus Ml

1. Hangute camn nginx.conf n cosgante ero pesepBHyto konmto. OBbIYHO 3TOT (hawns
HaxoguTcs B /etc/nginx/nginx.conf.

2. OTkpounTe 3TOT hans B TEKCTOBOM peaakTope N U3MEHUTE CEKLUIO Server:

server {

listen 80;

listen 443 ssl;

server name your domain.com;

ssl certificate /etc/ssl/certs/your domain.crt;
ssl_certificate_key /etc/ssl/certs/your domain.key;

}

17.2 HacTtpowuka cepBepa AW:

1.MNepenanTte B anpexkToputo, rae pacnonoxeH AW, Hanpumep:
cd /opt/aw/
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2.0cTaHoBuUTE KOHTENHEpPbI AW:
docker-compose down
3.CospganTte pe3epBHYHO KOMUIO KOHMUIypauMOHHbIX (hansos:
cp /opt/aw/docker/nginx/nginx.conf
/opt/aw/docker/nginx/nginx.conf.bak
4.CoxpaHuTe pesepBHyt0 konuio KoHduroB AW (.env, a Tak xe gsa dawna .yml u3
anpektopun AW)
5.CkonupynTte dannbl cepTudmnkaTa n knoda B gupekroputo /opt/aw/docker/nginx/
Hanpumep:
cp /path/to/your domain.crt /opt/aw/docker/nginx/
cp /path/to/your domain.key /opt/aw/docker/nginx/
6. OTkpounTe pann /opt/aw/docker/nginx/nginx.conf B TEKCTOBOM
pegakTope.
7. [JobGasbTe cnefytoLlyro cekuuio B dpamn:
listen 443 ssl;
ssl certificate /etc/ssl/your domain.crt;

ssl certificate key /etc/ssl/your domain.key;
8. OTkpbIBaeM docker-compose.yml , pacnonoXeHHbIn No NyTn /opt/aw/docker-

compose.yml
B TEKCTOBOM pefakTope u gobaBnsiem B CEKUUMN:
- ports:

${AW FRONTEND HTTP PORT:-80}:80
Hobaensem nopt 443 ana HTTPS:

${AW FRONTEND HTTPS PORT:-443}:443
[anbLue:

Mocne cTpoku

restart: always

M3meHuTe cekumo volumes Ans npobpoca ceptudumkara v Knoda B KOHTENHEP:
- volumes:

./docker/nginx/nginx.conf:/etc/nginx/nginx.conf
pobaensiem croga:

./docker/nginx/cert mz63 2.pem:/etc/ssl/your domain.crt
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./docker/nginx/cert mz63 2.key:/etc/ssl/your domain.key
9. COXpaHVITe N3MEHEHUA. nO,ElHI/IMVITe KOHTeVIHepr C nepeco3gaHnem:

docker-compose up -d --force-recreate
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18 ABapuMHble CUTyauum

BosHukatowme npu pabote c MMM HewTaTHble CUTyauuK, NPUYUHBI UX BOSHUKHOBEHMS U

cnocoObl pelleHuns onucaHbl B Tabnuue (Tabnuua 45).

Tabnuua 45 — ABapuitHble cuTyauum

MpuynHbI
Ne HasBaHue owmn6Ku BO3HUKHOBEHU Cnocoel
a ycTpaHeHus
1 | Owwnbka 404 Cepsep He | Yoanute cookie wu3
MOXET web-6pay3sepa
pacno3HaTb
3anpoc,
OTNpaBrEeHHbIN
web-6paysepom
2 | «OutOfMemoryException» HeobpaboTaHHa | lMpwu nosiBNEeHWN
A owmnbka | Takomn oLnbKm
paboTbl HeobxooMMo
NPUIOXEHNS npoBepuUTb
BCTpeYvaeTcs KONMM4ecTBO
npu HepgoctaTtke | cBobogHoM
onepaTUBHOW onepaTvBHOM NaMATK
namaTtu Ha Web- | Ha Web-cepBepe
cepBepe. npunoxexust M.
3 | Owwnbka kKOMNUNSALMM MaKPOCOB POPMBI BosHukaeT npwu | Heobxogumo
OTKPbITUN 06HOBUTL ainbl B
OTYETHON nanke «AddinLib» Ha
dopmbl n | web-cepsepe n3
O3HavaeT anctpubyTtusa
oTCyTCTBME
HY>KHOW Api.
Bubnnotekn
OOJDKHBI
XpaHUTbCA B
Karanore
«AddInLib» Ha
O[JHOM YpPOBHE C
«bin»
4 | Owwunbka nogkntoveHus k BIl. CoobweHne «He HamgeH cann | OTcyTcTBUE Heobxoaumo
HaCcTPOEeK» BO3MOXHOCTU npoBepuTb
npoyectb aun | cogepxmmoe ddanna
«MpunoxeHune.6 | «MpunoxeHue.6apcy»
apc» , paboTocnocoBHOCTb
CYbL
5 | OTobGpaxeHne aatbl B neyaTHOM hOpME Ha aHITIMNCKOM SA3biKe HaTta [NobaBbTe B dhann
oTobpaxaeTcsa B | «svody.config»
Buge «January, | cekuuio:
1»
<globalization>
<Culture>ru-
RU</Culture>
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MpuynHbI

Cnocobbl
Ne HasBaHue ownbku BO3HUKHOBEHU
a yCTpaHeHusA
<UiCulture>ru-
RU</UiCulture>
</globalization>
7 | CoobuweHune «Bpemsi ceccnm nctekno» Cpabotan tTanm- | NoBTOpHO

ayT Ha 3anpoc,
nmoéo
npunoxexHue
nepesanycTtusno
cb. Bo3moxHa
KpUTUYHas
owwmnbka,
KoTopas
npusoauT K
oTKasy
NPUoXeHus

aBTopuayuTtech B 1.

Ecnu B nore npu otkpbiTun Cnncka AB owmnbka

|ERROR|AW|Owwnbka aBTopusaumm B AW|

{"success":false,"error":{"code":404,"message":"He HangeHo:

5"}

System.Net.Http.HttpRequestException: Response status code
does not indicate success: 404 (Not Found).

at
System.Net.Http.HttpResponseMessage.EnsureSuccessStatusC
ode()

at
BARS.Svody.Web.Host.Areas.Security. Aw.OpenldAwAuthClient.
GetTokenAsync()* at

System.Net.Http.HttpResponseMessage.EnsureSuccessStatusC
ode()

at
BARS.Svody.Web.Host.Areas.Security. Aw.OpenldAwAuthClient.
GetTokenAsync()

HexkoppekTHas
HacTpowka
aBTopu3aumu,
MO3TOMY OHa He
npoXoauT.

Heobxoanmo B
KOHdure
npoBepuTb
KOPPEKTHOCTb
3agaHHoro Id

<Providerld>5</Provi
derld>
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JlucT peructpaumm nsameHeHum

OaTta

MU3am. | Bepcua NN Bepcusn BHeceHus AsTop - KpaTtkoe onucaHue nameHeHum
AOKYMEHTa | WA M3MeHeHUn

1 5.0 1 09.07.2021 WkonbHas E.O. [okymeHT co3gaH

2 5.0 1 27.10.2021 KykoBa A.W. [o6aBneHbl n.; 12, 12.1

3 5.1 1 21.04.2021 Xanutos M.T. [ob6aeneHbl n. 13 1 n.14.

4 5.1 2 09.06.2022 Paxumosa H.[. [obGaBneHbi n.: 7 — 12

5 511 1 27.06.2022 MeipuxumHa E.B. O6HoBneH n. 13.1

6 5.2 1 25.11.2022 Mawykosa M.A. [okymeHT aKTyanuampoBaH
B pamkax coBepLueHcTBoBaHus 1

7 5.2.3 1 13.02.2023 Xomuk A.B. WcnpasneHsl opdorpad. "
NYHKTYaUNOHHbIE OLINGKN.
AkTyanuanpoBaHbl: OnpegeneHus,
0603HavYeHuns n cokpatlenu, n. 4.8

8 5.2.4 1 14.03.2023 Banwvesa 3.1. HokymeHT aKTyanusmposaH
B pamkax coeplieHcTBoBaHus 111,
n.12

9 5.2.5 1 17.03.2023 JlebepeBa A.P. O6HoBneHne nHdopmaumm no AW

10 5.3 1 28.04.2023 Xomuk A.B. Ho6aesnexwbl n.:. 155 - 15.9.
O6HoBneHbl n.: 10.1, 14.1.1, 14.1.2.

11 5.3.0 2 15.06.2023 Tapaceswy E.B. AkTyanunsnpoBaHbl: 2.3, 3.2, 4.6, 4.7,
5, 5.5, 5.6, 6.5, 6.6, 7.5, 9.1, 10.1,
12.1, 16.
HobaeneHo: 16.4

12 5.3.0 3 30.06.2023 MeipuxumHa E.B. [okymeHT oTdpopmatupoBaH o
NOCT 2.105-2019

13 5.3.2 1 13.09.2023 Tapaceswy E.B. Ho6aeneH n. 15.5, n. 16.3.
AkTyanusupoBaHbl: n. 2, n. 4.6, n.
55,n.6.5n. 7.5,n. 7.4,n. 10.1, n.
18

14 5.3.3 1 03.10.2023 CaBenbesa E.B. HokymeHT oTdopmaTUPOBaH.
AkTyanuanpoBaHbl  OnpepeneHus,
0603Ha4YeHNs 1 coKpaLleHns

15 5.34 1 16.10.2023 Canaxos C.P. [JobasneHbi n.: 4.12,5.11, 6.11, 7.11
AkTyanusnpoBaHsbl n.: 2.4, 2.6, 4.10,
59,6979

16 5.34 2 17.10.2023 Canaxos C.P. Aktyanusuposansbl n.: 10.11, 15.9

17 5.3.6 1 09.11.2023 Tapaceswy E.B. AktyanusnposaH n. 10.4

18 5.3.9 1 19.01.2024 Canaxos C.P. AkTyanusuposaH n. 10.4

19 5.3.11 1 09.02.2024 Canaxos C.P. AkTyanusnposaH n. 10.4
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