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Pa3BeprbiBaHMe npujioxenus ¢ HyJasa Ha OC Linux

1. YcTraHoBKa M HACTPOMKA cepBepa 0a3 JaHHbIX

Postgresgl - 9.2

Hast Ubuntu

sudo apt-get install python-software-properties

sudo add-apt-repository ppa:pitti/postgresql

sudo apt-get update

sudo apt-get install postgresqgl-9.2 postgresgl-server-dev-9.2

Has CentOS

sudo rpm -i http://yum.postgresql.org/9.2/redhat/rhel-6-x86 64/pgdg-centos92-9.2-
6.noarch.rpm

sudo yum install postgresql92 postgresgl92-server postgresqgl92-1libs postgresqgl92-
contrib

sudo service postgresqgl-9.2 initdb

sudo chkconfig postgresgl-9.2 on

sudo /etc/init.d/postgresql-9.2 start

[[anee H606XOI[I/IMO CO31aTh ITOJIB30BATCIIA 1 0assl JaHHbIX C KOTOPBIMHU OH 6y,I[CT pa60TaTB.

sudo -u postgres psqgl

CREATE USER user PASSWORD 'password';

CREATE DATABASE project db OWNER user;

CREATE DATABASE project db service OWNER user;

ITocne aToro PEKOMEHAYCTCSA CMCHUTD IIapOJIb ITOJIB30BATCIIIO pOSth‘CS

B cnyuae, ecniu npusioxkeHnue 1 0a3a JaHHBIX HAXOAATCS HAa OJTHOM CepBepe, TO MOXKHO MEPEXOIUTh K 2
IIYHKTY JAHHOW HHCTPYKLIHH.

B ciyuae, ecniu mpusioxkeHnue U 0a3za JaHHBIX pa3HECEHBI HA HECKOJIBKO CEPBEPOB, TO HEOOXOAMMO MPOBECTH
JOTIOJIHUTEIBHYIO HACTPOMKY.

e B (ailne postgresql.conf Heo6xoaMMO packoMMeHTHpOBaTh listen _addresses u ykas3aTb
e listen addresses = '*'
e port = 5432
e B (ailne pg_hba.conf
I00aBHUTH a/ipeca ¢ KOTOPBIX OyIIET pa3pelieHo MmoAKIoYaTbes K 6a3e qanHbix. Hampumep tak

L] # TYPE DATABASE USER ADDRESS METHOD
e host all all 192.168.0.0/24 md>5

Pacnonoxenue ¢aiinos no ymomyanuto st Ubuntu
[etc/postgresql/9.2/main/

Pacnionoxxenue daitioB mo ymomaanuro ais CentOS
Ivar/lib/pgsql/9.2/data/

ITocsie BHECEHHBIX H3MEHEHUI 00s13aTeIbHO nepe3anmycTuThb Postgresql



2. HacTpoiika cepBepa NpUJI0KEeHU S

2.0. IToaroroBuTeJdLHBIN 3TAN

[Tpunoxxenus paboTaroT ¢ ucnosib3oBanueM Python Bepcueit 2.6. u 2.7. [lanee OyneT paccMoTpeHa
yCTaHOBKA MPOEKTa 1o Bepcuro Python 2.7

Heo6xoanMo yOeauThesi, 4TO B CUCTEMY YCTAHOBJICHBI CIEYIOIME MTaKkeThl. PeKoMeHyeTcst 3ayCTUTh UX
YCTaHOBKY, B CIy4ae €C/IM UX He OyJeT, OHH YCTaHOBSITCS, a €CIIH €CTh, TO TM00 yCTaHOBUTCS OoJiee HOBas
Bepcus, MO0 HUUEro He U3MEHUTCSI.

Hast Ubuntu

sudo apt-get update

sudo apt-get install python2.7 python2.7-dev libpg-dev libxmlsecl-dev openjdk-6-jre
openjdk-6-jre-1lib libjpeg8 libjpeg8-dev libfreetypeb-dev zliblg-dev python-setuptools
sudo apt-get install default-jdk

sudo easy install pip

[Tocye Toro, Kak ycTaHOBKA 3aBEPIIUTCS HEOOXOAMMO BBITIOJIHHUTH HEOOJBIIYO HACTPOUKY, JUISl TOTO,
9TOOBI BIIOCHIEACTBUM MakeT PIL ycTaHOBWIICS M MPUIIOKEHUST CMOTIA HOPMAJIBHO PaboTaTh ¢
HM300paKCHUAMU

Heo0x01uMo BBITIOJIHUTE C MPaBaMU TOJIL30BATEISI rOOt

# 1n -s /usr/lib/ uname -i ' -linux-gnu/libfreetype.so /usr/lib/
# 1n -s /usr/lib/ uname -i -linux-gnu/libjpeg.so /usr/lib/
# 1In -s /usr/lib/ uname -i’-linux-gnu/libz.so /usr/lib/

Jasa CentOS

sudo yum install postgresgl-devel xmlsecl-openssl xmlsecl-openssl-devel java-1.6.0-
openjdk-devel gcc zlib-devel libjpeg-devel freetype-devel libxslt-devel libpng libpng-
devel libtool-ltdl-devel libmcrypt libmcrypt-devel python-devel wget bzip2-devel

CkaunBaeM W ycraHaBiuBaem python 2.7

wget --no-check-certificate https://www.python.org/ftp/python/2.7.6/Python-2.7.6.tar.xz
tar xf Python-2.7.6.tar.xz

cd Python-2.7.6

./configure --prefix=/usr/local

make && sudo make altinstall

sudo 1ln -s /usr/local/bin/python2.7 /usr/bin/

VYcranaBnuBaeM setuptools u pip

wget https://bitbucket.org/pypa/setuptools/raw/bootstrap/ez setup.py
sudo /usr/local/bin/python2.7 ez setup.py

sudo /usr/local/bin/easy install-2.7 pip

sudo 1ln -s /usr/local/bin/pip /usr/bin/



2.1. HacTpoiika oOKpyKeHUs

[Ipennaraercst UCMOIB30BATh CAEAYIOLIYIO CTPYKTYPY MANoK

/opt
L— bars
L epk

|— var

\ log
| run
venv
backup

tmp
epk

BpemeHHO ycraHaBiMBaeM mpaBa Ha Tarnky /opt/bars ajist TeKyIIero nojib30BaTes.
sudo chown -R $USER:$USER /opt/bars/
Konupyewm nonyyennsie ¢ainpi(aurcpuOyTus, (aiin 3aBUCUMOCTE U KJII04) B anky /opt/bars/epk/tmp

HpI/IJ'IO)KeHI/IH pa60Ta10T C UCIIOJIb30BAaHUEM BUPTYAJIbHOI'O OKPYXXCHUS, IJIsL €ro HaCTpOﬁKH H606XOI[I/IMO B
CUCTCMY YCTAHOBUTDH CICAYIOIIUC ITAKCThI:

sudo pip install virtualenv virtualenvwrapper

[To ymomgaruro B Ubuntu 1 CentOS komaHHas 00oi0uka ycraHoBieHa bash. U aiis ve€ B daitire ~/.bashrc
HEOOXOIMMO YCTAHOBHTH CJICITYIOIIHE TTAPaMETPhI

export WORKON HOME=/opt/bars/epk/venv
source /usr/local/bin/virtualenvwrapper.sh

[Ipu cnenyroniem BXoje B CUCTEMY TH MapaMeTpbl OyyT yCTaHOBIIEHBI aBTOMaTnuuecku. Ha nanHoM sTane
MHCTPYKLIMU UX HEOOXOUMO BBIITOJHUTH BPYUHYIO OJIUH pa3.
Celiyac ctanu JOCTYIMHBI KOMaHAbI AJIs1 pa0OTHI C BUPTYAJIbHBIM OKPYXEHHEM.

Co3naeM BUPTyaIbHOE OKPYKEHUE

mkvirtualenv epk --python=/usr/bin/python2.7 --no-site-packages
workon epk

AKTHBHPOBAaB BUPTYaJIbHOE OKPYKEHHE HEOOXOIUMO BBIITOJHUTH KOMaH/y [0 YCTaHOBKE 3aBUCHMOCTEH
IIPOEKTA.

workon epk
pip install -r /opt/bars/epk/tmp/REQUREMENTS -i http://pypi.bars-open.ru/simple/

ITocne ycTaHOBKM MOXKHO BBITIOJHUTH KOMaH/Y (B BUPTYaJIbHOM OKpY:KeHUM) pip freeze, koTopast BhIBEJET
MIPUMEPHO TaKOM CMHCOK YCTaHOBJIEHHBIN OMOIMOTEK

Django==1.3.1
PIL==1.1.7

SQLAlchemy==0.7.1



South==0.7.6
amgp==1.0.13
anyjson==0.3.3
billiard==2.7.3.34
celery==3.0.24
datalogging==1.2.3
dbfpy==2.2.5
django-celery==3.0.21
django-json-field==0.5.5
django-mptt==0.5.5
kombu==2.5.16
1xml==3.1lbetal
m3==1.0.6.10
m3-audit==1.1
m3-autologin==1.0
m3-contragents==1.1.0.1
m3-dicts==1.0
m3-kladr==1.1.1
m3-mutex==1.0
m3-replica==1.0
m3-ssacc-client==1.0
m3-users==1.1.2
ordereddict==1.1
psycopg2==2.4.1
pyasnl==0.1.7
python-dateutil==2.1
pytz==2012j
requests==2.3.0
rsa==3.1l.1-bars
six==1.2.0
wsgiref==0.1.2
x1rd==0.8.0

x1lwt==0.7.4



2.2. YcTaHOBKA NPUJIOKEHMS.

PacnakoBbIBaeM 1 momeniaeM IpoeKT B Ha3HaYeHHOE MecTo Tak ke B marke conf 10mkeH ObITh
JUIIEH3UOHHBIN KITt0oY (signed.xml), KOTOPBIN BBIACTCS MEHEHKEPAMH.

workon epk
cd /opt/bars/epk/tmp

unzip epk.egg

MV /opt/bars/epk/tmp /opt/bars/epk
cp signed.xml /opt/bars/epk/epk
Cd/opt/bars/epk/epk

B xondurypamnmrontom daiine (/opt/bars/epk/epk/epk.conf) Heo6X0auMO POBEPUTH MPABUIBHOCTD JaHHBIX
IS CBSI3M TIPUJIOXKCHHUS ¢ 0a30i1 TaHHBIX.
B nByx cexnusx [database]

Jlanee HEOOXOAMMO 3aIMyCTUTh KOMAH/IbI, KOTOPBIC CO3/1ayT HEOOXOIUMBIC TAOIHUIIBI B 0a3e JaHHBIX

python manage.pyc collectstatic // yes
python manage.pyc syncdb //no
python manage.pyc migrate

2.3. HacTpoiika supervisor + gunicorn

YcranaBauBaem gunicorn 17.5

workon project
pip install gunicorn==17.5

B nanke /opt/bars/epk/ nHeobxoaumo coznath Qaitn gunicorn.conf.py co cleayromuM coaep:kaHueM
#! coding: utf-8
import os

import multiprocessing

current dir = os.path.abspath(os.path.dirname( file ))
bind = "unix:/opt/bars/epk/var/run/epk.sock"
workers = multiprocessing.cpu count() * 2

user = "www-data"

group = "www-data"

errorlog = "/opt/bars/epk/var/log/gunicorn.log"
loglevel = "info"

pidfile = "/opt/bars/epk/var/run/epk.pid"

timeout = 3000



CozpmaniTe, €CJM HYXHO, IOJIb30BaTeyiga www-data.

sudo useradd www-data -M
YcraHoBKa M HACTPOMKA supervisor

KOMaHI[BI BBIIIOJIHAKOTCA C IIpaBaMU root

pip install supervisor

Jas CentOS

echo_supervisord conf > /etc/supervisord.conf
ln -s /usr/local/bin/supervisor* /usr/bin/

st ubuntu
/usr/local/bin/echo supervisord conf > /etc/supervisord.conf
B /etc/ mosiBUTCS (paitn koHburypauuu supervisord.conf, OTKpbIBaeM U MPaBUM Mapy CTPOK

chmod=0700 ; socket file mode (default 0700)
chown=www-data:www-data ; socket file uid:gid owner

; B camemr HUMB pmobOamBiigseM

[include]
files = /etc/supervisor/conf.d/*.conf

Cozpaaum nanky supervisor u B Heii conf.d, B Hell OynyT xpaHutbes (aiiiasl KOHGUTYpaLUid Ui 3aImycKa
IIPUIIOKEHU I

sudo mkdir -p /etc/supervisor/conf.d

B marmke /etc/supervisor/conf.d/ cozpaaum daiiiuk project.conf(naszsanue npriIOKESHUS)
sudo touch /etc/supervisor/conf.d/epk.conf

OTKPBLIBAEM U IMUIICM B HECTO!

[program:epk]

command=/opt/bars/epk/venv/epk/bin/python manage.pyc run gunicorn -c
/opt/bars/epk/gunicorn.conf.py

directory=/opt/bars/epk/epk
#rionb30BaTENb M TPYNNa OT Ubero MMEHM OyIeT BanyCKaTbCd NPUIIOXESHUES
user=www-data

group=www-data

daemon=False



debug=False

autostart=true

autorestart=true

redirect stderr=True

stdout logfile=/opt/bars/epk/var/log/main.log

[epen 3amyckom Supervisor'a HEOOX0IUMO yOeIUTHCS, YTO JUIs MOJIb30BaTest www-data ecTb
HEOoOXOIMMBIE ITpaBa

sudo chown -R www-data:www-data /opt/bars/epk
sudo supervisord -c /etc/supervisord.conf

[TpoBepuTts, uTo supervisor paboTaeT MOKHO KOMaHI0H

sudo supervisorctl status
#xoTopas BHIOACT NPMMEPHO Takoe CooOueHMre
epk RUNNING pid 14894, uptime 0:04:21

ABTO3amycK SUpPervisor
IIpumep auas Ubuntu

Jliist TOro, YTOOBI SUpErvisor 3amyckaics aBToMaTudecku mpu 3amycke OC HeoOXoauMo 100aBUTh (aiii co
CIICTYIOIIUM COJIep KaHueM B /etc/init.d/supervisord

#! /bin/sh

### BEGIN INIT INFO

# Provides: supervisord

# Required-Start: $remote fs

# Required-Stop: Sremote fs

# Default-Start: 2 345

# Default-Stop: 016

# Short-Description: Example initscript

# Description: This file should be used to construct scripts to be
# placed in /etc/init.d.

### END INIT INFO

# Author: Dan MacKinlay <danielm@phm.gov.au>

# Based on instructions by Bertrand Mathieu

# http://zebert.blogspot.com/2009/05/installing-django-solr-varnish-and.html

# Do NOT "set -e"

# PATH should only include /usr/* if it runs after the mountnfs.sh script
PATH=/sbin:/usr/sbin:/bin:/usr/bin

DESC="Description of the service"

NAME=supervisord

DAEMON=/usr/local/bin/supervisord

DAEMON ARGS=""

PIDFILE=/tmp/$NAME.pid

SCRIPTNAME=/etc/init.d/$SNAME

# Exit if the package is not installed
[ -x "SDAEMON" ] || exit O

# Read configuration variable file if it is present



[ -r /etc/default/SNAME ] && . /etc/default/SNAME

# Load the VERBOSE setting and other rcS variables
/lib/init/vars.sh

# Define LSB log * functions.
# Depend on lsb-base (>= 3.0-6) to ensure that this file is present.
/1lib/lsb/init-functions
#
# Function that starts the daemon/service
#
do_start ()
{
# Return
# 0 if daemon has been started
# 1 if daemon was already running
# 2 i1f daemon could not be started

start-stop-daemon --start --quiet --pidfile $SPIDFILE --exec S$DAEMON --test >
/dev/null \

|| return 1

start-stop-daemon --start --quiet --pidfile S$PIDFILE --exec S$DAEMON -- \
$DAEMON ARGS \
| | return 2

# Add code here, if necessary, that waits for the process to be ready

# to handle requests from services started subsequently which depend

# on this one. As a last resort, sleep for some time.

}

#

# Function that stops the daemon/service
#

do_stop ()

{

Return
0 if daemon has been stopped
1 if daemon was already stopped
2 if daemon could not be stopped
# other if a failure occurred
start-stop-daemon --stop --quiet --retry=TERM/30/KILL/5 --pidfile S$PIDFILE --name
SNAME

#
#
#
#

RETVAL="S$?"

[ "SRETVAL" = 2 ] && return 2

# Wait for children to finish too if this is a daemon that forks

# and if the daemon is only ever run from this initscript.

# If the above conditions are not satisfied then add some other code
# that waits for the process to drop all resources that could be

# needed by services started subsequently. A last resort is to

# sleep for some time.

start-stop-daemon --stop --quiet --oknodo --retry=0/30/KILL/5 --exec $DAEMON
[ "$?" = 2 ] && return 2
# Many daemons don't delete their pidfiles when they exit.
rm -f $PIDFILE
return "SRETVAL"
}

#

# Function that sends a SIGHUP to the daemon/service
#

do _reload() {

#

# If the daemon can reload its configuration without

# restarting (for example, when it is sent a SIGHUP),

# then implement that here.

#

start-stop-daemon --stop --signal 1 --quiet --pidfile S$PIDFILE --name S$SNAME
return O



case "S$1" in

start)
[ "SVERBOSE" != no ] && log daemon msg "Starting $DESC" "SNAME"
do start
case "$?" in
0l1) [ "SVERBOSE" != no ] && log end msg 0 ;;
2) [ "SVERBOSE" != no ] && log end msg 1 ;;
esac
stop)
[ "SVERBOSE" != no ] && log daemon msg "Stopping SDESC" "SNAME"
do stop
case "$?" in
0l1) [ "$VERBOSE" != no ] && log end msg 0 ;;
2) [ "SVERBOSE" != no ] && log end msg 1 ;;
esac

#reload| force-reload)

#
# If do reload() is not implemented then leave this commented out
# and leave 'force-reload' as an alias for 'restart'.

#
#log daemon msg "Reloading S$DESC" "SNAME"
#do_reload
#log end msg $°?
#:;
restart|force-reload)
#

# If the "reload" option is implemented then remove the
# 'force-reload' alias

#
log daemon msg "Restarting $DESC" "SNAME"
do_stop
case "$?" in
011)
do start
case "$?" in
0) log end msg 0 ;;
1) log end msg 1 ;; # Old process is still running
*) log end msg 1 ;; # Failed to start
esac

# Failed to stop
log end msg 1

#echo "Usage: $SCRIPTNAME {start|stop|restart|reload]|force-reload}" >&2
echo "Usage: S$SSCRIPTNAME {start|stop|restart]|force-reload}" >&2
exit 3

esac

1 BBIIIOJIHUTE CIICAYIOINE KOMAaHIbI

sudo chmod +x /etc/init.d/supervisord
sudo update-rc.d supervisord defaults

IIpumep aasa CentOS



#!/bin/sh

S oo S S SR SR R R e e 3E

=+

/etc/rc.d/init.d/supervisord

Supervisor is a client/server system that
allows its users to monitor and control a
number of processes on UNIX-like operating
systems.

chkconfig: - 64 36
description: Supervisor Server
processname: supervisord

Source init functions
/etc/rc.d/init.d/functions

prog="supervisord"

prefix="/usr/"

exec prefix="S${prefix}"

prog bin="${exec prefix}/bin/supervisord"
PIDFILE="/tmp/S$prog.pid"

OPTS="-c /etc/supervisord.conf"

start ()

{

echo -n $"Starting S$prog: "

daemon $prog bin --pidfile $PIDFILE SOPTS

[ -f SPIDFILE ] && success $"Sprog startup" ||
echo

stop ()

echo -n $"Shutting down S$prog: "

failure $"Sprog startup"

[ -f SPIDFILE ] && killproc $prog || success $"$prog shutdown"

echo

case "S$1" in

start)
start

stop)
stop

rs

status)
status $prog

restart)
stop
start

*)
echo "Usage: $0 {start|stopl|restart|status}"

rs

esac

1 BBIIIOJIHUTE CIICAYIOINE KOMAaHIbI

sudo chkconfig --add supervisord



sudo chkconfig supervisord on

2.4. YcranoBka u HacTpouka Nginx

UToOB! yCTAaHOBUTH CAMYIO MOCIIEAHIOI0 BEPCHIO NZINX HEOOXOAUMO MOIKIIOYUTH O(UIIUATbHBII
peno3uTapuil ¥ CTaBUTh YK€ U3 HETO.

YcraHnoBka
Jast Ubuntu

st Debian/Ubuntu, 11 mpoBepKH MOIIMHHOCTY MOANKCH PEIIO3UTOPHUS NZINX, U YTOOBI H30ABUTHCS OT
npenynpexaeHuii 00 orcyrcryronieM PGP-kirode Bo BpeMs yCTaHOBKH ITakeTa nginx, HE00OXO0IMMO
100aBUTh KITFOY, KOTOPBIM OBUIU MOJIMCAHBI TAKETHl M PEIIO3UTOPHIA NZINX, B CBA3KY KIIOYEH MPOrpaMMbI
apt. 3arpysure 3TOT KJII0Y ¢ BeO-caiiTa nginx u J100aBbTe €ro B CBA3KY KIFOYEH MPOrpaMMBI apt, BBIIOIHUB
KOMaHJy:

sudo wget http://nginx.org/keys/nginx signing.key
sudo apt-key add nginx signing.key

Jliis Ubuntu 3amenute codename Ha KOJJOBO€ UMS AUCTPUOYTHBA, U J0OaBbTE B KOHeIl (paiina

/etc/apt/sources.list crnemyromee:
deb http://nginx.org/packages/ubuntu/ codename nginx
deb-src http://nginx.org/packages/ubuntu/ codename nginx

Jlns Ubuntu 3aTeM BBIIOJIHUTE KOMAH/IbI:
apt-get update
apt-get install nginx

Nginx aBTOMAaTUYECKH JOOABUTCS B aBTO3arPy3Ky
s CentOS

Co3naiite Qaiin c uMeHeM /etc/yum.repos.d/nginX.repo ¥ TaKUM COJIEPKUMBIM:

[nginx]

name=nginx repo
baseurl=http://nginx.org/packages/centos/6/$basearch/
gpgcheck=0

enabled=1

W nocnenyronias yctaHOBKa ¢ 10OaBI€HUEM Nginx B aBTO3arpy3Ky.

sudo yum install nginx
sudo chkconfig nginx on

Hacrpoiika

HeoOxonumo co3znath daiin /etc/nginx/proxy params ¢ COACPKUMBIM

proxy redirect off;

proxy set header Host Shttp host;

proxy set header X-Real-IP Sremote addr;

proxy set header X-Forwarded-For S$proxy add x forwarded for;
#proxy set header X-Forwarded-Proto https; # mcnonesyercsa B ciydae c https
client max body size 20m;

client body buffer size 1024k;

proxy buffering off;


http://nginx.org/keys/nginx_signing.key

proxy connect timeout 360;
proxy send timeout 360;
proxy read timeout 360;

proxy buffer size 4k;

proxy buffers 32 32k;

proxy busy buffers size 64k;
proxy temp file write size 1024k;

UYro B manke /etc/nginx/conf.d u /etc/nginx/site-enabled ecTb y:xe mpumMepsl BUPTYaJIbHBIX XOCTOB.

Jy4IIe yIaTUTh WK IEPEHECTH B APYTHE MAIKH.
Cozmaaum (aiin /etc/nginx/conf.d/epk.conf

upstream epk {

server unix:/opt/bars/epk/var/run/epk.sock fail timeout=0;

server {
listen 80;
#server name project.com; #Eciu ecTb OOMEHHOE MMs, TO NPONMUCHBaeTCHA 3IOeCh
access_log /opt/bars/epk/var/log/nginx access.log;

error log /opt/bars/epk/var/log/nginx _error.log;

keepalive timeout 5;

location / {
proxy pass http://epk;
include proxy params;

}

location /static/ {
alias /opt/bars/epk/epk/static/;

expires 3d;

location /media/ {
alias /epk/bars/epk/epk/media/;

expires 3d;

Nx



[lepezanyckaeM nginx

sudo /etc/init.d/nginx restart



