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1. NMepeyeHb TEPMMUHOB U COKpaLLEeHUM

TepMuH,
COKpaLlieHue

OnpepeneHue

S

Internet Information Services — Habop cepBUCOB OT KOMMAHWUK

Microsoft gns paboTbl web-cepBepa 1 gpyrux UHTEPHET-CYX0

YHUKanbHbIM CETEBOM afpec y3rna B KOMMbIOTEPHOM CeTw,

nocTpoeHHom no npotokony TCP/IP

OpenSSL

Kpuntorpaduyeckas 6ubnmoTteka ¢ oTKpbITbIM UCXOAHBIM KOLOM

PostgreSQL

CBobogHasi OOBLEKTHO-pensiumMoHHasi cuctemMa  ynpasrieHUs

©asamMu gaHHbIX

SID

NaeHTudukaTop 6e3onacHoCTm

SQL

Structured Query Language (a3blk CTPYKTYpPUPOBaHHbIX 3arpocoB)
— A3blK MPOrPaMMUPOBaHNS, NPeAHA3HAYEHHbIN NS yrnpaBrneHus
AaHHBIMW B CUCTEMAx YMNpaBleHUs pensunoHHbIMK  Gasamu

JaHHbIX

SSH

CeTeBOoM NPOTOKOM  MNPUKNAQHOMO  YPOBHS,  MO3BONSAOLLMNA
NpoM3BOANTbL yAarneHHoe ynpaBfieHne onepaunoHHON CUCTEMOWN 1
TyHHenupoBaHne TCP-coeamHeHun (Hanpumep, Ans nepegaydn

annos)

SSL

KpunTtorpaduyeckui npoTtokosi, obecneuymsatowmin H6esonacHyro
nepegady AaHHbiX No cetn MHTepHeT. lMpu ero ncnonb3oBaHWm
co3gaeTca  3alUMLLEHHOE COeaUHEHME MexXay KIMEHTOM U

CEepBEPOM.

SWAP

MexaHu3sm BUpTyanbHOM NaMsaTU, NPU KOTOPOM OTAEefNbHble
hbparMeHTbl NaMsaTU NepemMeLLanTCca U3 onepaTMBHON NaMATh BO
BTOPUYHOE XpaHunuue (KECTKMW AUCK WU OPYron BHELUHWUN
HakonuTenb), ocBOBOXAAadA OnepaTUBHYIO MaMATb AN1s 3arpysku

OPYrnx akTUBHbIX (bpaFMeHTOB namaTn

URL

Uniform Resource Locator — cTaHOapTU3MpOBaHHbIN Cnocob

3anucy agpeca pecypca B cetn MHTepHeT

USB-nopTt

lNocnepoBaTenbHbIN nHTepdenc ans NOAKMNIYEeHNSA

nepudepuinHbIX YCTPOUCTB K BbIYUCITUTENBHON TEXHUKE




TepMuH,
COKpalueHue

OnpepeneHue

UTF-8

Unicode Transformation Format, 8-bit — pacnpocTpaHeHHbIN

CraHOapT KoaupoBaHMA  CUMBOIJIOB, nosponsawwun  6onee

KOMMNaKTHO XpaHUTb 1 NnepeaaBaTtb cumBonbl KOHMKoAa, ncnonb3ys
nepemeHHoe konuyectBo b (ot 1 go 4), n obecneunsarowmnm

NoJsIHyt0 obpaTHY0 COBMECTUMOCTb C 7-6uTHon kogmposkon ASCII

Web-6paysep

MpuknagHoe nporpaMmmHoe obecneyeHue Onst NpocMmoTpa web-
CTpaHuL, codepXaHus web-0oKyMeHTOB, KOMMbIOTEPHbLIX ddannoB

N NX KaTalroroBs; yrnpaBleHnA WGb-ﬂleJ'IO)KeHVIﬂMVI

Web-npunoxeHue,

KnneHT-cepBepHOe NpunoxeHne, B KOTOPOM KIIMEHTOM BbICTynaeT

NPUNoXeHne web-bpay3sep, a cepsepom — web-cepBep
XML Paclumpsiemblin A3bIk pasmeTkn

AO «BAPC Ipyn» AkumnoHepHoe obwectso «BAPC Mpyn»
b basa gaHHbIX

oC OnepaunoHHas cuctema

rno lMporpammHoe obecneveHne

MpunoxeHwne.bapc

dann ¢ nogknovYeHnem Kk 6ase gaHHbIX

Cucrtema [MporpamMmmHBbIn NPoOayKT «BAPC.MoHutopuHr-Censckoe
XO3ANCTBO»

Cyb[ Cuctema ynpaBneHus 6aszamm gaHHbIX

Cynepnonb3oBaTtenb Root. CneunanbHbIn akkayHT (1 rpynna nons3osaTernen) B UNIX-
nogobHbIX cucTemMax, Briagenel KoOTOporo MMeeT npaBO Ha
BbINOSTHEHME BCEX Ornepauum

arl OneKTpoHHasa Noanuchb




2. NMoarotoBKa K paboTe

2.1CocTaB u cogepxaHue AUCTPUOYTUBHOIrO HOCUTENA AAHHbIX

ANCcTpnbyTUBHLIN HOCUTENb OaHHbLIX BKIOYaeT B ceba apxuBa web-npunoxeHus,
BHYTPM KOTOPOro NeXuT nanka updater, cogepxawan yTmnuty ans cosgaHusa u obHoBneHns

npunoxenuna — DBUpdater.

2.2Mopsanok 3arpy3ku AaHHbIX U NporpaMmm

«BAPC.MonutopuHr-Cenbckoe xo3ancteo» (aanee — Cucrema) noctaBnsieTcs B BUae
ANCTpubyTmMBa, B COOTBETCTBUM C TUMOM OMepauMoOHHOM CUCTEMbl Ha cepsepe web-
NPUNOXEHUS:

— BAPC.MoHuTOpUHr.Linux.zip — 3T0 apxmB ¢ web-npunoxeHnem nnatgopmbl

«BAPC.MoHuTopuHry», cobpanHbin nog OC Linux x64;
— BAPC.MoHuTtopuHr.Designer.Linux.zip — 3To apxuB ¢ web-npunoxeHnem
AnsanHepa otyemnHbix hopm, cobpaHHbii nog OC Linux x64;

[ns co3gaHus HOBOro web-npunoXeHust ¢ Hyns:

1. onpegenute, YTO cepBepa COOTBETCTBYET TEXHNYECKMM TpeboBaHnaMm Cuctemsl.
MogpobHee B N. 2.5;

2. HacTpouTe web-cepBep ansa 3anycka web-npunoxeHus (yctaHoBute Tpebyemoe
MO — Hanpumep, .NET, Nginx n 1.n.)

3. ckadanTe ANCTpubyTMBbLI Ha cepBep web-npunoxeHus;

4. pacnakynte guctpmbyTme B nanky Ha web-cepsepe;

5. cospante B[] ana pabotbl web-npunoxeHunsa. B auctpmbytueBe nnatgopmbl
HaxoamnTcs KoHconbHoe npunoxeHne BARS.Svody.DbUpdater (B manke updater B KopHe
apxuea);

6. ycTaHOBUTE NUUEH3NI0. YCTAHOBKY NULEH3MM MOXHO BbINOMHUTE C MOMOLLbIO
DBUpdater. NMNogpobHee B n. «4.3 YCTaHOBKA JIMLEH3NN Y.

MpumeyaHue — 6e3 yCTaHOBKM NUUEH3UN OBHOBMEHWE HEBO3MOXHO;

7. obHoBute B[ (npoBeaute murpaumm). OBHOBMNEHWE TaKXe BLINOMHAETCA C
nomoLybto DBUpdater. NoapobHee B n. «4.2 O6HOBREeHMe cTpykTypbl BO»;

8. o06HoBWTE NpuKnagHble 6UBNMOTEKN (MPU UX HANNYUK);

9. 06HOBUTE NPOEKTHbIE (hannbl apids (NpU UX HaANUYKUK);



OduumanbHas AOKyMeHTauus

3. HacTtpouka Cucrtembl Bepcumn 5.2 Ha OC AstraLinux Orel

NMpumeyaHne - [lpoTtectupoBaHo Ha Bepcum Astra Linux CE 2.12.43 (Orel).

https://wiki.astralinux.ru.

MNo:

no onepaumoHHOM

cucreme

no OC Astra Linux:

Takxke npeanonaraeTcqd, 4ToO Ha cepBepe yxXe yCTaHOBMEHO crneayuiee CUCTeMHoe

pyCCKada nokanm3auua;

MpoBepka nokanuaauum:

svody@dev-svody-web:~$ locale
LANG=ru_RU.UTF-8

LANGUAGE=

LC CTYPE="ru RU.UTF-8"
LC_NUMERIC="ru_RU.UTF-8"
LC_TIME="ru_RU.UTF-8"
LC_COLLATE="ru_RU.UTF-8"
LC_MONETARY="ru_RU.UTF-8"
LC_MESSAGES="ru_RU.UTF-8"

LC PAPER="ru RU.UTF-8"
LC_NAME="ru_RU.UTF-8"

LC _ADDRESS="ru RU.UTF-8"
LC_TELEPHONE="ru_RU.UTF-8"
LC_MEASUREMENT="ru_RU.UTF-8"
LC_IDENTIFICATION="ru_RU.UTF-8"
LC_ALL=

SSH-cepBep ¢ aBTOpU3aLMel No NOrMHy/napornio;

OpenSSL sepcun 1.1.0.

3.1 HacTpoiika peno3uTtapues Ha Be6-cepBepe u cepsepe 6a3 AaHHbIX

OtpepakTuposaTtb hann:

vi /etc/apt/sources.list

3aKOMMEHTNPOBATb CTPOKMK, YXKe UMeoLmecs no ymondaHumo B danne. [Ana atoro

HY)>XHO O006aBUTb 3HaK # B Hayano CTPOKW. ITO HeobxoaMmo Ans Toro, 4Tobbl cuctema

UrHopvpoBarna gaHHble 3anvcu. Hanpumep:

#deb https://download.astralinux.ru/astra/stable/orel/repository/ orel main contrib non-free

#deb http://mirror.yandex.ru/astra/stable/orel/repository/ orel main contrib non-free
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Hwke pobaBbTe 3anucu penosntopueB, KoTopble OyayT MCNOMb30BaHbl MNpu
AarnbHenwen ycTaHoBKe:
deb http://deb.debian.org/debian stretch main
deb-src http://deb.debian.org/debian stretch main
deb http://apt.postgresql.org/pub/repos/apt/ orel-pgdg main
[anee coxpaHute nameHeHusi B ganne n sanyctute oGHOBMEHNE:

sudo apt-get update

3.2 YctaHoBKa Postgres Ha cepBepe 6a3 AaHHbIX

BbinonHuTe nogrotoBUTEnbHbIE KOMAHAbI:
wget --quiet -O - https://www.postgresql.org/media/keys/ACCC4CF8.asc | sudo apt-key add —

echo "deb http://apt.postgresql.org/pub/repos/apt/ ‘Isb_release -cs-pgdg main" |sudo tee
letc/apt/sources.list.d/pgdg.list

echo "deb http://apt.postgresql.org/pub/repos/apt/ stretch-pgdg main" | sudo tee
letc/apt/sources.list.d/postgresql.list

sudo apt-get update
sudo apt install -y postgresql-11 postgresgl-contrib-11 --allow-unauthenticated
Ana ontummnsauumn paboTbl cepBepa 6asbl AaHHbIX HEOOXOOMMO OTpedaKkTUpoBaTb
KOHQoUrypaunoHHbI hann:
vi /etc/postgresqgl/11/main/postgresgl.conf
3HavyeHns napameTpoB HeOBXOAMMO OMnpeAenvTb CaMOCTOATENbHO NyTeM aHanusa
BaLUMX XapaKTEPUCTUK cepBepa 1 U3yvyeHnsa ouumnanbHoOn JOKYMEHTaLMN:
https://postgrespro.ru/docs/postgresqgl/11
[nsa ynpoLleHnsa aHanmsa MOXXHO MCMNOb30BaTh FOTOBbIE reHepaTopbl KOHUIypaLWA.
Hanpumep, https://pgtune.leopard.in.ua/#/
Mpumevanne - [lpu pasgeneHun cepsepa B wn cepBepa Beb-npunoxeHus,
HeoBX0aUMO OTKPbITb AOCTYMbl B KOHUIYpaLNOHHOM (hanse:
vi /etc/postgresql/11/main/pg_hba.conf
CornacHo oduumanbHon gokymeHTaummm Postgres:
https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf
OTkpowTe nopT:
sudo ufw allow 5432
Mepesanyctute cnyxoy:
sudo systemctl reload postgresq|
sudo systemctl restart postgresq|l
3.3 YcrtaHoBka Dotnet Ha BeG-cepBepe

BbinonHuTe nogrotoBuTenbHblE KOMaHAbI:
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wget -O - https://packages.microsoft.com/keys/microsoft.asc | gpg --dearmor
microsoft.asc.gpg

sudo mv microsoft.asc.gpg /etc/apt/trusted.gpg.d/
wget https://packages.microsoft.com/config/debian/9/prod.list
sudo mv prod.list /etc/apt/sources.list.d/microsoft-prod.list
sudo chown root:root /etc/apt/trusted.gpg.d/microsoft.asc.gpg
sudo chown root:root /etc/apt/sources.list.d/microsoft-prod.list
YcTtaHoBute SDK:
sudo apt-get install -y dotnet-sdk-6.0 --allow-unauthenticated
YcTtaHoBuTe runtime:
sudo apt-get install -y apt-transport-https --allow-unauthenticated
sudo apt-get install -y dotnet-runtime-6.0 --allow-unauthenticated
lMpoBepbTe ycTaHOBMEHHbIE Bepcun Dotnet MOXXHO C NOMOLLIbIO KOMaHA:
dotnet --list-sdks
dotnet --list-runtimes
Mpumep BbIBOAA yCTAaHOBNEHHOIO Ha MalwuHe Dotnet:
root@svody-astra-orel212:/home/astra# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody-astra-orel212:/home/astra# dotnet --list-runtimes
Microsoft.AspNetCore.App 6.0.7 [/usr/share/dotnet/shared/Microsoft. AspNetCore.App]
Microsoft. NETCore.App 6.0.7 [/usr/share/dotnet/shared/Microsoft. NETCore.App]

>

Takke ons 3KCMItyataunn B yCrioBuUAxX BbICOKOW Harpy3kn pekomeHayetcad nobaBntb

HaCTPOMKM B KOH(pUrypaLMOHHbIN chann sapa. [Ansa aToro otpenaktupynte ann:
vi /etc/sysctl.conf

M pobasbTe B HEro cnegyowmne napameTpsbl:
net.core.somaxconn=20000
net.core.netdev_max_backlog=65535
fs.file-max=1000000
fs.inotify.max_user_instances=1024
fs.inotify.max_user_watches=1048576
fs.inotify.max_queued_events=163840

lMocne yero nepeunTtanTe hann KOHPUrypaumm KoMaHaomn:
sysctl -p

JInbo nepesarpysnte Beb-cepaep.

3.4 YcTtaHoBka Nginx Ha Beb6-cepBepe

YctaHoBuTe:



sudo apt install nginx --allow-unauthenticated

MpoBeguTe HacTpouku http n https cepeepa cornacHo ouumansHON OOKYyMeEHTauum
cnpaBoYHoro ueHTtpa no Nginx:

https://docs.nginx.com/nginx/admin-guide/

MpumeyanHne - [na https cepsepa Tpebyetcs SSL-ceptucdumkaT, BblAaHHLIN
oduymanbHeiM - yOOCTOBEPAOLWMM  LEHTpOM. He nogxoasat camMonognucaHHble U
caMO3aBepeHHble cepTudmkaThbl.

Cospganite kKOHUrypaumoHHbI ann:

vi /etc/nginx/conf.d/svody.conf

Co cnegyowmnm cogepxaHnem:
location /svody {
client_max_body_size 500M;
proxy_pass http://127.0.0.1:5001/svody;
proxy_http_version 1.1,
proxy_set header Upgrade $http_Upgrade;
proxy_set_header Host $host;
proxy_set header X-Real-IP $remote_addr;
proxy_set header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set header X-Forwarded-Proto $realscheme;
proxy_set header Connection keep-alive;
proxy_set header Connection "upgrade";
proxy_send_timeout 600s;
proxy_read_timeout 600s;
proxy_connect_timeout 600s;
proxy_buffer_size 64k;
proxy_buffers 4 64k;
proxy_busy_buffers_size 64k;
proxy_temp_file_write_size 1024k;
proxy_headers_hash_max_size 512,
proxy_headers_hash_bucket_size 128;

}

B 3aBMCUMOCTM OT KONNYECTBA aKTUBHbIX NONb30BaTENEN AOMNOMHUTENBHO HAacTponTe

NGINX:

1.8 danne nginx.conf (/etc/nginx) B cekunio http pgobasbTe napametp,
yBenvyYnsarLmm MakcMmanbHO  OOMyCTUMbIN ob6bem 3aronoBsKoB 3anpocos

large_client_header_buffers 4 16k;



2. B (hanne nginx.conf (/etc/nginx) oTpegakTnpynte napameTp worker_processes auto;

3. B channe nginx.conf (/etc/nginx) pobaBbTe napameTp worker_connections 41
(konu4yecTBO CTaTUYHbIX pecypcoB Npw 3arpyske pabodvero crona «CBoAoOB») * cymMmapHoe
4Yucro norb3oBaTtenen Bcex npunoxeHun «CBoOAOB», AOCTYN K KOTOPbIM OCYLLECTBNAETCH
yepes Nginx;

4.8 danne nginx.conf (/etc/nginx) pobaebTe napameTp worker_rlimit_nofile
worker_connections * 2 corrnacHo pekoMmeHaaumsm n3 gokymeHtauum K Nginx;

5. B parine nginx.conf (/etc/nginx) ) B cekuuto http gob6aBbTe napameTp:

map $http_x_forwarded_proto $realscheme {
default $scheme;
https https;
http http;
}
CoxpaHuTe HacTpOoKKN 1 NepesanycTuTte crnyxoy:
systemctl reload nginx
systemctl restart nginx

3.5 YcTaHoBKa NpunoxeHus Ha Beb6-cepBepe

Cospganite gupeKkTopuio:
mkdir /opt/svody

Ckonunpymnte pannsbl BeB-NpUNOXEHNA U3 apxmBa OUCTPUOYTMBaA B CO3LaHHYIO
ANPEKTOPUIO.

Cospanite gupekTtoputo ansa dannos API:
mkdir /opt/svody/AddInLib

Ckonunpynte dannbl APl n3 apxmBa amctpumbytmsa AddinLib.zip B co3gaHHyro
ANPEKTOPUIO.

Pasgante npaa gns 3anycka:
chmod +x /opt/svody/updater/BARS.Svody.DbUpdater
chmod +x /opt/svody/BARS.Svody.Web.Host

OTKkpouTe NopThI:
sudo ufw allow 80
sudo ufw allow 5001

HacTtpowite nogkntodeHne k B cornacHo nyHkTy «5 OnucaHne KoHpurypaunoHHOro
danna MNpunoxeHune.6apcy;

Cospante B[] cornacHo nyHkTy «4.1 Co3gaHue HOBOW CXeMbl».

Hanpuwmep:
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/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -sysUserName postgres -
sysUserPassword postgres -sysDataBase postgres -connSettingsPath
/opt/svody/TpunoxeHune.6apc

YCTaHOBUTE NIMLEH3UIO COrNacHO NyHKTY «4.3 YCTaHOBKa NMLEH3NNY;

Cospante Bce TabnuyHble MNPOCTpPaHCTBA cornacHo nyHKTy «4.2  O6HoBneHue
CTPYKTYpbl BO».

Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -connSettingsPath
/opt/svody/TpunoxeHune.6apc -simpleProgress true -mode platform -updateArchiveDatabases
false

Cospganite cepBUC NPUNOXKEHWS:
vi /etc/systemd/system/svody.service
[Unit]
Description = Svody app: svody
[Service]
WorkingDirectory = /opt/svody
ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always
RestartSec = 10
Syslogldentifier = svody
Environment = ASPNETCORE_ENVIRONMENT=Production
Environment = ASPNETCORE_URLS=http://0.0.0.0:5001
Environment = ASPNETCORE_BASEPATH=/svody
User = root
[Install]
WantedBy = multi-user.target
3anyctuTe NpunoXxeHue:
systemctl daemon-reload
systemctl start svody

11



4. UHcTpykuma no padote ¢ DbUpdater’'om

C nomouubto DbUpdater MOXXHO BbINOSHATL creayowme yHKUMK:

— cO3[aHune HOBOW CXEMBbI;

— obHoBneHue cTpykTypbl B[,

— YCTaAHOBKa JTMUEeH3nn;

4.1 Co3paHue HOBOM cXeMbl

Mepen

co3gaHnem

CXeMbl, Heobxoanmmo

onpeaennTb

PEXUM  XpaHeHWUs

nepcoHanbHbIX AaHHbIX Nonb3oBaTenemn cuctembl. CyLecTByeT ABa pexuma:

— BMeCTe CO BCeMN JaHHbIMN CUCTEMDbI,

— B OTAEeNbHOM Da3e JaHHbIX.

B 3aBucumoctn ot Bbl6paHHOFO pexumma nepedeHb nepegaBaeMbiX B YTUITUTY

napameTpoB MeHseTCs.

[ns co3gaHMa HOBOWM  CXeMbl

Heobxoaumo 3anyctutb DBUpdater

cornacHo

WMHCTPYKUUKM HMxe. OnucaHne napaMeTpoB 3anycka B npuBeaeHo Hwke (Tabnuua 1):

Tabnuua 1 — MNMapameTpbl 3anycka ansi co3gaHusi CXxeMbl

HasBaHue
OnucaHue napameTpa Mpumep ncnonb3oBaHus
napameTtpa
--createSchema Ob64a3zaTenbHbIi NapameTp. --createSchema
YKa3sblBaeT 4YTO KOHCOMb 3anyLeHa
B peXMMe COo3[4aHus CXeMbl
-sysUserName JlorvH oT super none3oBarens -sysUserName postgres
-sysUserPassword | Naponb oT super nonb3oBaTens -sysUserPassword postgres
-sysDataBase MmaBHas 6asa -sysDataBase postgres
-dbDialect Twun cozgaBaemon CYB[] -dbDialect Npgsql
-dblp IP-agpec cepepa B[, nmbo host | -dblp 127.0.0.0
-dbPort MopTt B -dbPort 5432
-dbName HanmeHoBaHune co3pgasaemon B[l | -dbName TestScheme
-dbScheme HanmeHoBaHue co3gaBaemon -dbScheme TestScheme
CXEeMbl
-dbPassword Maponb nonb3oBartens b -dbPassword 123
-connSettingsPath | MNyTb go canna -connSettingsPath

Mpunoxenwne.6apc.

"nytedolManku\MpunoxeHne.6a
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Ha3BaHue

napameTpa

OnucaHue napameTtpa

Mpumep ncnonb3oBaHUA

B cnyyae ecnu nyTb cogepxuT
npo6enbl 3Ha4YeHne napameTpa

YKa3blBa€TCA B KaBbl4KaxX.

pcC

MapameTp, ykasbiBaoLWmin Ha TO,
YTO NepcoHarnbHble AaHHbIE ByayT

XpaHnTbCA B oTtaensHon b/

-pdUser

Mmsa nonb3oBaTens U HasBaHue
Bl, B koTOpon ByayT XpaHUTbCs

nepcoHalribHble JaHHble

-pdUser test_pd

-pdPassword

I'Iapon b NoJib3oBaTend-sragernbLua

B[] ¢ nepcoHanbHbIMKN AaHHBbIMU

-pdPassword 123

-pdlp

IP-agpec cepBepa B[l (nnn host)
roe 6ynet cosgaHa bll, B koTopon
OyayT XpaHUTbCA NepCcoHarnbHbIe

JaHHble

-pdip 127.0.0.0

-pdPort

MopT B, B KOTOPOK BYAYT

XPaHUTbCA NepCcoHalibHble AaHHbIE

-pdPort 5433

-pdSysUserName

JlornH oT super nonb3oBaTens B
B, B koTOpOMn ByayT XpaHuTbCa

nepcoHalribHbl€ JaHHble

-pdSysUserName postgres

pdSysUserPasswo
rd

Maponb OT super nonb3oBaTens B
B, B koTOpON BYAYT XpaHUTLCA

nepcoHalribHbl€ JaHHble

-pdSysUserPassword postgres

-pdSysDataBase

nmaBHas 6asa Ha cepBepe, rae
pa3BopaynBaeTcsa 6asa
nepcoHanbHbIX OAaHHbIX.
Ob64aszaTeneH npu co3gaHMm CXembl

Ha Postgres

-pdSysDataBase postgres

MpumeyaHun

1. Ana 3anycka

KOHCOIN

Heobxoanmo nepegatb  3Ha4YeHue

napameTpa

connSettingsPath nn6o Habop 3HayeHunn napameTpos -dbDialect -dblp -dbName -dbScheme
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-dbPassword -dbPort
2. [MapameTtp -dbName u -dbScheme gomxkHbl coBnagaTb.
3. Cxema u B[l cospatoTcs Bcerga TONMbKO C Ha3BaHUSIMU B HWKHEM PETNCTPE,

HeCMOoTps Ha hopMaT UX HanNUcaHusi B NnapamMmeTpax 3anpoca.
Mpumep ana OC Linux

— OObIYHBIN pEXMM CO3aaHUA

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -sysUserName postgres -
sysUserPassword postgres -sysDataBase postgres -connSettingsPath
"/nyTb/MpunoxexHne.6apc”

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -sysUserName postgres -
sysUserPassword naponsOTllonb3oBaTtensiPostgres -sysDataBase postgres -dbDialect
Npgsgl -dblp IPCepBepabll] -dbName wumab[l -dbScheme wumsaCxembl —dbPassword
naponbOTCxemsbl -dbPort noptb/

4.2 O6bHoBreHue CTpPYKTypbl B[]

C nomoLublo 06HOBNEHUS CUHXPOHU3NPYETCA CTPYKTypa Tabnuy B B] ¢ Ton, koTopas
Hy>xHa Ans paboTbl B npunoxeHun. MNpu kaxxgom o6HOBREHUN web-npunoXxeHnss He06Xo0ANMO
obHoBNATb CTPYKTYpPY B.

MapameTpbl 3anycka npueeneHbl B Tabnuue Huxe (Tabnuua 2).

Tabnuua 2 — NMapameTpbl 3anycka pexxmma obHoBeHUs

Mpumep
Ha3BaHue napameTpa OnucaHue napameTpa
Mcnosib3oBaHus

-connSettingsPath MyTb Ao danna -connSettingsPath

«MpunoxeHne.bapcy. "nyTtul1punoxeHne.bapc"

Ecnu nyTb cogepxut npobensl,

3Ha4eHVe napameTpa yKka3biBaeTcd

B KaBbl4YKax
-dbDialect Tun obHoBnsemon CYB/. -dbDialect Npgsql

Honyctumble 3HaveHus: Npgsql
-dblp IP-agpec cepsepa bl nnbo host -dblp 127.0.0.1
-dbPort MopT BA -dbPort 5432
-dbName HanmeHoBaHune obHoBnaemon b -dbName DB_NAME
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HasBaHue napameTpa

OnucaHue napameTtpa

Mpumep

Mcnonb30BaHuUs
-dbScheme HaumeHoBaHue obHoBNsAeMom -dbScheme
cXembl SCHEMA_NAME
-dbPassword Maponb nonb3oartens b -dbPassword 123

updateArchiveDatabases

nnn

updateArchiveDatabases

«Pnaxok» 0GHOBMEHNST apXUBHbIX
B, npMBA3aHHbIX K YKa3aHHbIM
napameTpam nogknoveHus. Ecnn
3HayeHue napameTpa He ykasaHo,
no ymMosiyaHuio apxusHbole bl 6yayT

OOHOBINEHbI

updateArchiveDatabases
true
updateArchiveDatabases
(aHnanor -
updateArchiveDatabases

true)

-migrations

MyTb 0O nanku ¢ gucTpmbyTBomM
Be6-npunoxexus .dll dannsl ns
anctpmbyTtmea OyayT NCnonb30BaHbl
anst opMmmpoBaHna MurpaLmin.

B cnyyae ecnu nyTb coaepxuT
npobenbl 3Ha4YeHne napameTpa
yKa3blBaeTCH B KaBbl4Kax

Ob64aszaTtenbHbln napameTp

-migrations "nyTtb\lNanka

npunoxeHnsa"

-zip

[MyTb K Zip-apxmBy C ANCTPMOYTUBOM
obHoBneHus. MicnonbsyeTcs npu

obHoBneHun API

-zip "nyTb\AddInLib.zip"

-simpleProgress wnun --

simpleProgress

dopmart onoseLLeHNst 0 Nporpecce
obHoBneHus. B cnyyae, ecnu
3Ha4yeHne napameTpa false —
KoHconb BygeT onosewaTb O
nporpecce cepvann3oBaHHbIMU
MOLENSIMU, NHaYe B TEKCTOBOM
dopmaTe. [JonycTMmble 3HaYEHUS:
true, false 3HayeHne no ymonyaHuio

— true HeobaszatenbHbI napameTp

-simpleProgress true
nnu -simpleProgress
false --simpleProgress
(aHanor -simpleProgress

true)

-mode

Pexumbl o6HoBNeHNs [lonycTumsble

-mode api unn -mode
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Mpumep
HasBaHue napameTpa OnucaHue napameTtpa
ncnosnb3oBaHus

3HayeHus: api, platform platform

Ob64aszaTtenbHbln napameTp

Pexnmbl o6HOBREHMIN NpuBeaeHbl B Tabnuue Huxke (Tabnuua 3).

Tabnuuya 3 — Pexumbl 0OHOBNEHU

Pexum o6HOBRNEHUs 3HayeHue
platform O6HoBnNeHWe NnaTopMeEHHON YacTn Web-NpunoXxeHus
api O6HoBneHne API web-npnnoxeHusi. YCTaHOBNEHHbIE
API, KoTopbIX HET B OGHOBEHNN, HE 3aTUpaOTCS

Mpumep 3anycka ana OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations "nytsdolMankullpunoxexHns"
dbDialect Npgsql -dblp IPCepsepab/l -dbName umsab[] -dbScheme nmaCxembl dbPassword
naponbOTCxembl -dbPort nopTtb[] -simpleProgress true -mode pexnmO6GHOBNEHNS -
updateArchiveDatabases false

4.3YcTaHOBKA NIMLEH3UN

MapameTpbl 3anycka npueeneHbl B Tabnuue Huxe (Tabnuua 4).

Tabnuua 4 — MNapameTpbl 3anycka

HasBaHue napameTpa OnucaHue napameTpa Mpumep ncnonb3oBaHus
-connSettingsPath MyTb Ao danna -connSettingsPath
«MpunoxeHwne.6apcy. "nytb\lNpunoxenune.6apc"

Ecnu nyTb cogepxut
npobenbl, 3Ha4YeHne
napamMeTpa ykasblBaeTcs B

KaBbl4KaxX.

-dbDialect Tun o6HoBNsiemon CYB[. -dbDialect Npgsdql

,D,OI'IyCTI/IMbIe 3Ha4YeHnA:

Npgsql
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Ha3BaHue napameTpa

OnucaHue napameTtpa

Mpumep ucnonb3oBaHUA

-dblp IP-agpec cepepa B nnbo -dblp 127.0.0.1
host

-dbPort MopT BA -dbPort 5432

-dbName HanmeHoBaHue -dbName DB_NAME
obHoBnsiemon B[

-dbScheme HanmeHoBaHue -dbScheme SCHEME_NAME
oBbHOBNAEMOM CXEMBI

-dbPassword Maponb nonb3oBatens b/l -dbPassword 123

-updateArchiveDatabases
nnm

--updateArchiveDatabases

«Pnaxok» obHOBNEHUS
apxuBHbIx B[, npnBs3aHHbIX
K yKaszaHHbIM napameTpam
nogkroyeHus. Ecnu
3HayeHue napameTpa He
yKa3aHo, No yMOM4YaHuto

apxuBHble B[] 6yayT

-updateArchiveDatabases
true —
updateArchiveDatabases
(aHanor -
updateArchiveDatabases

true)

OBHOBIEHBI

-lic MyTb Kk cbanny -lic "nyTb\key.lic"
NMNLIEH3NOHHOTO KITto4a

--force BbinonHaTb aencrema 6e3 --force

NnoaTBEPXAEHUS
nonb3oBartens.

Hanpumep, ecnu npu
yCTaHOBKEe HOBOIO
NNLIEH3NOHHOIO KIto4a
BblsicHAeTcs, 4To B B[l kntoy

yXXe ecTb.
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HaseaHue napameTpa OnucaHue napameTpa Mpumep ucnonb3oBaHus

Bes atoro napameTtpa
notpebyetcs
NOATBEPXOEHMSA OT
nonb3oBaTens Ha yganeHve
Krntova B UHTEPAKTMBHOM
pexunmve.

C aTm napameTpoMm CTapbIn
kroy 6yaeT yoaneH 6e3
NoATBEPXKAEHNS.
Heobsa3aTenbHbIn napameTp.
Ecnu napameTp He ykasaH,
Mo yMOnYaHuto nporpaMmma
noTpebyeT noaTBepXaeHne

OT noJib3oBaTesiAa

,D,J'IFI YCTaHOBKU JIMLUEH3NN 3anyCTUTb YTUIUTY B pPEeEXMME YCTAaHOBKU JIMUEH3NN C

COOTBETCTBYOLLMMU 3aloJIHEHHbIMU NapamMeTpaMn

MpumeyaHne — B apxuBe MpunoxeHa TecToBasl NULIEH3Us, KoTopasi He TpebyeT

aKTnBauumn, NO3TOMY OTBETHbIN KIMOY HE HYXEH.

Mpumep 3anycka ana OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater -connSettingsPath "nyTb/IMpunoxexne.6apc" -lic
"nyTe\nnuexsus.lic"

/opt/svody/updater/BARS.Svody.DbUpdater -lic "nyte\nuueHsus.lic" -dbDialect Npgsql -dblp
IPCepBepab[]l -dbName wnmab[l -dbScheme umaCxembl -dbPassword naponsOTCxemsbl -
dbPort noptb[ -updateArchiveDatabases true —force
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5. OnucaHue koHdpurypaumoHHoro canna NMpunoxexue.6apc

[ns

noAaKrn4eHnA

NPUINOXXeHnA K

Gasze [pgaHHbIX ucnonb3yeTcsa  dann

MpunoxeHne.6apc, KOTOPLI PacroNioXXeH B KOPHE MPUIOXEHMs, Mpyu NepBOM pas3BopoTe

CUCTEMbBI ero HeobxoaMmo co3aaThb BPY4YHYHO. I'Iapameprl NOAKITHYEHUA YKa3aHbl B Tabnuue

Hwxke (Tabnuua 5).

Tabnuua 5 - NapameTpbl NOAKNOYEHMS

MapameTp OnucaHune

DbDialect Bug CYB[, K KOTOpOW BbINOSHAETCA NOAKMOYEHNE.
HocTynHoe 3Ha4veHune - Npgsql

Nmsallonb3oBaTtens Mms nonb3oBatens b

Maponb Maponb nonb3osatensa b

MopTt MopTt

Cepsep IP-agpec cepepa b[]

=yi| HanmeHoBaHne  0a3bl  AaHHbIX, K  KOTOpOW
BbINONHAETCS NOAKMOYEHNE

Has3saHneCxembil HanmeHoBaHue cxembl B 6a3e gaHHbIX

EnablePooling Mcnonb3oBaTtb nynuHr coegnHennin b
Bo3moxkHble 3Ha4veHus: True, False
B cnyyae ecnun napameTp OTCyTCTBYeT -

NUCNoJib3yeTCcd 3Ha4YeHne no ymorsrdaHuto, T.e. True

UseArchiveDatabases

Bo3moxHble 3HaueHus: True, False

B cnyyae ecnu napameTp oTCyTCTBYET -
Ncnonb3yeTcsl 3Ha4YeHMe No ymon4yaHuto, T.e. True
Mpwn 3Ha4YeHUn True NpunoxeHne UCNonb3yeT Ans

cBoen paboTbl BCe AOCTYMHbIE apxuBHble B[]

CommandTimeout

YkasbiBaeT BpemMsi TanWmayToB 3anpoca Kk bl (B
cekyHaax).

Ecnu napameTp He ykasaH no ymondaHuio 6epetcsa
600c.

HeorpaHu4eH.

Ecnm ykazaH 0 - TaimayT 3anpoca

MpumeyaHue - napameTpbl

«Nmsallonb3oBaTtensa», «HasaHneCxembl» un «bO»
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AOMKHbI COBMaaaTh.
MomMumo cTaHAapTHLIX NapaMeTpoB, MOXHO TakkKe MCMNOMb30BaTh AOMOMHUTENbHbIE
napameTpbl:

<parameter keyword="MinPoolSize" value="1" />

<parameter keyword="MaxPoolSize" value="500" />

<parameter keyword="Timeout" value="120" />

Mpumep

<bapc>

<lMoakntoyeHne>
<DbDialect>Npgsql</DbDialect>
<UNwmallonb3osatena>userName</msallonb3oBaTtens>
<Maponb>123</Maponb>
<MopT>5432</MNopT>
<CepBep>127.0.0.1</CepBep>
<b[>dbName</b[>
<HasBaHneCxembl>userName</HassaHneCxembl>
<EnablePooling>False</EnablePooling>
<parameter keyword="MinPoolSize" value="1" />
<parameter keyword="MaxPoolSize" value="500" />
</MogkntovyeHne>

</bapc>
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6. HacTponka agusanHepa oT4eTHbLIX hopm

AnzanHep oTYeTHLIX (POPM NpeaHasHa4vYeH ANna cCo34aHns U akTyanu3saumm OTYETHbIX
dopm, ncrnonbdyembix B Cucteme.

[nsa Toro, 4ToObLlI An3anHep OTYETHLIX PopM paboTan KOPPEKTHO, NOCMe pa3BopoTa
NpUNoXeHns Ha web-cepBepe HeOOXOOMMO BbINOMHUTL YHUKaNbHbIE HACTPOWKM ANd
CUCTEMBI.

1. B npunoxeHun «BAPC.MoHuTOopuHr» B danne «svody.confign B cekuum
<Svody.Designer> ykaxute URL npunoxexus «[usanHepy;
<Svody.Designer>

<l--
Name - HaMmMeHoBaHWe NOAKMNYEHNS (3HaYeHne oba3aTenbHOe, YHUKanbHOE)
Url - ccbinka Ha NpunoXxeHne gusanHep
SortOrder - nopsiaok obpalleHns nNo ceblfikam, Yem MeHblue SortOrder - TeM paHbLue npu
yCTaHOBKe COeANHEHWs C An3anHepoM ByaeT ncnonb3oBaHa ceblfika
Mpumep:
<Entry Name="primary" Url="https://192.168.0.2/designer" SortOrder="0"/>
<Entry Name="secondary" Url="https://domain.name.ru/designer" SortOrder="1"/>
Mpn TakoM HaCTpOMKe CHayana npou3oMaeT nonbiTka aBTopu3auuum MO  CCbIfke
https://192.168.0.2/designer, B cny4yae Heygauu - Npou3onaeT MomnbiTka aBTopu3aumm no
cebinike https://[domain.name.ru/designer.
KonuyecTtBo CCbINTIOK HE OrpaHuUyeHo.
-—->
<Entry Name="primary" Url="" SortOrder="0"/>
</Svody.Designer>

B napameTtpe URL ykasbiBaeTcs ccbinika Ha [nsanHep oTYETHbIX (hOopM, NO KOTOPOW
OH ByaeT OTKpbIBATLCS Y KOHEYHOro nonb3oBaTens. MoXHO yka3aTb HECKOSbKO CCbINOK, Toraa
nonbiTka nepexoga OyaeT OCYLWEeCTBNATbCA MO BCEM CCbiflkaM MO oyepeau B nopsiake
NPUOPUTETHOCTU, NOKa CUCTEMA HE CMOXET NOAKNIYNTBCA. Hanpumep:

2. CkonupoBaTtb Gann «Mpunoxenune.bapcy n3 NPUIOXeHNs
«BAPC.MoHuUTOpMHr», 4ToObl 062 NPUNOXEHUA NOLKIYANUCL Ha OOHU U Te Xe cepBep U
CXemy.

MpumeyvaHue — JlnueH3nsa gomkKHa CTOATb C AOCTYNOM K [lndanHepy OTYETHLIX (OOPM.

6.1 HacTtpounka gu3sanHepa oT4eTHbIX ¢popm Ha cepBepe Linux

Mopspok passopavmBaHnsa ansanHepa oT4eTHbIX opm Ha Linux:
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— pacnakynte apxmB ¢ pguctpubytnsom (BAPC.MonutopuHr.Designer.Linux.zip)
npunoxenuns «[usanHep» nobon yaobHON yTMnNnTon;

— co3ganTe kaTanor, u3 kotoporo 6yaet paboTtatb npunoxeHue «AnsanHepy;
Mpumep kaTanora:

mkdir /opt/designer

— nepemMecTuTe BCe pacnakoBaHHble hannbl B CO34aHHbIN KaTanor;

— cKkonupymte  cpann «MpunoxeHwne.6apc» M3  Katanora  NpUNoOXeHus
«BAPC.MoHuTOpUHM», NMBO 3anonHuMTe ero TOYHO TaK e, Kak OH 3anofiHEH B
npunoxeHnn «bAPC.MOHUTOPUHI»;

Mpumep — Ecnn nanka npunoxerHnsa « BAPC.MOHUTOPUHI» HaxoguTcsa No agpecy
/opt/svody, a npunoxexue «usanHep» no agpecy /opt/designer, To:
cp /opt/svody/TpunoxeHune.6apc /opt/designer/

cat /opt/designer/lMpunoxeHne.b6apc
— co3paunTe CepBUC:
vi /etc/systemd/system/designer.service

— 3anonHute ann Kak ykasaHo Hwxe, 3ameHuB «MOPT» Ha cBOOOAHbIN, KOTOPLIN

6y/:|,eT B AanbHeNLWeM UCnosib3oBaTbCs Ans NpPUoXXeHnA «D,I/I3al71Hep»Z

[Unit]

Description = Svody designer app: designer

[Service]

User = root

WorkingDirectory = /opt/designer

Environment = ASPNETCORE_ENVIRONMENT=Production
Environment = ASPNETCORE_URLS=http://0.0.0.0:NMOPT
Environment = ASPNETCORE_BASEPATH=/designer

Environment = SSL_CERT_DIR=/etc/ssl/certs/

Environment = LD_LIBRARY_PATH=/opt/cprocsp/cp-openssl-1.1.0/lib/amd64/
ExecStart = /usr/bin/dotnet /opt/designer/Svody.Designer.Web.Host.dll
Syslogldentifier = svody-designer

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target
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— W3MEeHWUTEe He TOJIbKO NOpPT, HO N NapaMeTpPbl, Nepe4vYnCrieHHble HMXe:

User = root — user, oT kKOToporo 6yaeT paboTaTb NPUNOXKEHNUE;
WorkingDirectory = /opt/designer — QnpeKkTopus NpUNoXeHns, Kkyaa noMecTunm
doannbl NPUNOXEHUS;

Environment = ASPNETCORE_URLS=http://0.0.0.0:5002 — nopT, KOTOpbIA
yKa3saH BblLLe;

Environment = ASPNETCORE_BASEPATH=/designer — nyTb 4O NPUIIOXEHUS,
HO y>K€ KOPOTKWUM;

ExecStart = /usr/bin/dotnet /opt/designer/Svody.Designer.Web.Host.dll — nyTb
no dll npunoxeHus;

Syslogldentifier = svody-designer — 1o, kak byaeT ykasblBaTbCs NPUMOXeHNE B

Jiorax.

Mpumep:

[Service]
User = root

Description = Svody designer app: designer

WorkingDirectory = /opt/designer

Environment = ASPNETCORE_ENVIRONMENT=Production
Environment = ASPNETCORE_URLS=http://0.0.0.0:5002
Environment = ASPNETCORE_BASEPATH=/designer
Environment = SSL_CERT_DIR=/etc/ssl/certs/

Environment = LD _LIBRARY_PATH=/opt/cprocsp/cp-openssl-1.1.0/lib/amd64/
Environment=ASPNETCORE_USE_XFORWARDEDFOR=true
ExecStart = /opt/designer/Svody.Designer.Web.Host
Syslogldentifier = svody-designer

Restart = always

RestartSec = 10

WantedBy = multi-user.target

— nocne pegakTupoBaHua dpanna BbINOMHUTE:

systemctl daemon-reload

— cospaunTte dpann KoHdurypauuu ansg npunoxenus «usanHepy;

Mpumep channa KoHUrypaumm gns npunoxeHus «unsamHep» — nginx:
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vi /etc/nginx/conf.d/designer.conf
MpumeyaHme — Ecnu nanka nginx oTnnyaeTcs UM UX HECKOSTbKO, MOXXHO 3aBECTU B

nanke /etc/nginx/default.d/.

— 3anonHuTte dann Kak ykasaHo Hwxe, 3ameHumB «[MOPT» Ha nopT, KoTopbii Obin

YKa3aH Bbllle Nnpu co3gaHnm cepBuca.

location /designer {
client_max_body size 500M,;
proxy_pass http://0.0.0.0:MNOPT/designer;
proxy_http_version 1.1;
proxy_set header Upgrade $http_Upgrade;
proxy_set_header Host $Host;
proxy_set header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set header X-Forwarded-Proto $scheme;
proxy_cache_bypass $http_upgrade;
proxy_send_timeout 600s;

proxy_read_timeout 600s;

— npepocTaBbTe NpaBa Ha BbiNOSIHEHWE dhanny:

chmod +x /opt/designer/Svody.Designer.Web.Host
chmod +x /opt/designer/Svody.Designer.Web.Host.dll

— 3anyctute CepBuC:
systemctl start designer.service

— nepeuynTanTe KOHpUr nginx, 4YTobbl NpUMEHMNNCL 4OOaBNEHHbIE HACTPOWKN:
systemctl reload nginx

— npoBepbTe PpaboTOCNOCOOHOCTb NPUITOXKEHUS:

systemctl status designer.service
B cnyyae npaBunbHOM HACTPOWKM y Nosib3oBaTerien NPpUNoXeHUs, MMeoLWnX npasa

«AgMuHucTpaTtop», ByaeT OOCTyN K NPUoXeHuto «usanHep».
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7. KOHTaKT cneunanucTa Ans KOHCynbTauumn

JlebepeBa Anekcangpa PomaHoBHa

Telegram @alexandralebedeva
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