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OnpepgeneHus, 0603Ha4YeHNSA U COKpaLLeHUs

B HacTosilleM [OOKYMEHTE NPUMEHSIOT credylowmne TEPMUHbI U COKpalleHust C

COOTBETCTBYHOLLMMU onpeaeneHnamm n 0603HavYeHnaAMM:

TepMuH, cokpalieHue

OnpepeneHue

.NET MogynbHaa nnatdopma ans paspaboTkM NporpaMmmMHOro obecneyeHuss ¢
OTKPbITbIM UCXOAHBIM KOOOM

API JdononHutenbHbIi DyHKUMOHAN B paMKax OfpeAeneHHoro npoekTa, KOTOpbIN
paclmpsieT BO3MOXHOCTM nnatdopmbl (Gannsl hopmarta .dll)

AVX2 Advanced Vector Extensions 2 — paclumMpeHuMe CUCTEMbI KOMaHZg npoLeccopa,
paspaboTtaHHoe KoMmnaHuen Intel B fononHeHne k Habopy MHCTpyKuun AVX

Mogaynb, KomMnoHeHT | KoMNoHeHT aHanu3a pfaHHbix nporpammel ansa OBM  BAPC.Web-Ceogpl,

aHanusa gaHHbIxX, AW

npep.HaaHaquHbM Aana aHanu3a gaHHbIX U MHTepaKTMBHOVI BMU3yanumsauunu.

ClickHouse KonoHouyHas aHanutnyeckas CYB[, ¢ OTKPbITbIM MCXOAHbIM KOAOM

CPU Central Processing Unit — LeHTpanbHOe NpoLeccopHoe YCTPONCTBO

HDD Hard (magnetic) Disk Drive — HakonuTenb Ha XXeCTKNX MarHUTHbIX ONUCKAX, XXECTKUIN
ONCK — 3arnoMuHalllee YCTPOWCTBO (YCTPOMCTBO XpaHeHus WHGopMaumn),
OCHOBaHHOE Ha NPUHLUME MarHMTHOW 3anucu

HTTP HyperText Transfer Protocol — npoTtokon nepegayv runeprekcta — NPOTOKOI
NPUKMagHoro ypoBHs nepefayv AaHHbIX

ID YHUKanbHbIN NpM3HaK 00bekTa, NO3BOMSLWMA OTNNYATL €ro OT APYrMx 0OBbEKTOB

P YHUKanbHbIn ceTeBOW agpec y3na B KOMMbIOTEPHOW CETU, MOCTPOEHHOM Mo
npotokony TCP/IP

IP-agpec Internet Protocol Address — yHuKanbHbIN ceTeBOW afpec y3na B KOMMbIOTEPHOMN
ceTn, NOCTPOEHHOoM no npoTokony IP

LAN JlokanbHas BblMUCIIUTENbBHAA CETb

LDAP Lightweight Directory Access Protocol — npoTokon npuknagHoro ypoBHS Ans
goctyna k cnyx6e katanoros X.500. LDAP — npotokon, ncnonesytowmi TCP/IP n
NO3BOMAOLLMIA NPOU3BOANTL ONepaLmm ayTeHTUMKaLumn, MOMCKa U CpaBHEHUS, a
Takke onepaumm goOaBneHUs, USMEHEHUS UNW yaaneHus 3anncemn

oIbC OpenID Connect - paclwupeHne, npegHasHavyeHHoe Anst obecneyeHus
noeHTUMKkauum n ayteHTudukaLmMm nonb3oBaTend MNocpeacTBOM NPOTOKOna
OAuth 2.0

OLAP OnLine Analytical Processing — TexHonornss o6paboTky JaHHbIX, 3aKNo4aoLLasncs
B MOArOTOBKE CYMMapHOW UHGOpMaLmMM Ha OCHOBE BOMbLUMX MAcCMBOB AaHHbIX,
CTPYKTYPMPOBAHHbLIX MO MHOrOMEPHOMY MPUHLUUMNY

OpeniD Cucrtema egumHoro Bxoga (aBropusanmmn) Ha canTbl, nopTansl, 6510rv u opymbl

OpenLDAP OtkpbiTas peanusauna LDAP, paspaboTaHHad OOHOMMEHHBIM MPOEKTOM,
pacnpocTpaHsieTcst nog cobcTBeHHon ceoboaHon nuueHanen OpenLDAP Public
License

OpenSSL Kpuntorpadguyeckas 6ubnmoTeka ¢ OTKPbITbIM MCXOOHBbIM KOAOM




TepMuH, cokpalleHue

OnpepeneHue

POST

MeTog 3anpoca gns nonyyeHus uHdopmauum oT web-cepBepa, UCMOoNb3yeMbIi
HTTP npotokonom cetn WHTepHeT, npu kKOTOpoM web-cepBep npuHumaet
OaHHble, 3aKNIYEeHHbIE B TENO 3anpoca, Ans xpaHeHus. OH 4acTo Mcnonb3yeTcs
Onsa 3arpysku canna unu npeacTtaBreHms 3anonHeHHon web-gopmbl

PostgreSQL

CBobogHas 06beKTHO-pensaunoHHas cuctema ynpasneHns 6asamu gaHHbIX

RAM

Random Access Memory — onepatMBHasi NamMsaTb — 3Hepros3aBuUCMMasi 4YacTb
CUCTEMbI KOMMBIOTEPHOW MaMATW, B KOTOPOM BO BpeMs paboTbl KOMMbioTepa
XPaHUTCS1 BbIMOSTHSEMbIA MaLUWHHBIA KoA (NporpaMmbl), a Takke BXOAHble,
BbIXOAHbIE U MPOMEXYTOUHbIE AaHHble, 06pabaTbiBaeMble NPOLLECCOPOM

Redis

HepensiumoHHasa peangeHTHast CYB[, xpaHswasa gaHHble B BMAE Map «KIou-
3HAYEHUEe».

SAS

Serial Attached SCSI (Small Computer System Interface) — nocnegoBaTenbHbIN
KOMMNbIOTEPHbIN MHTEpdENC, pa3paboTaHHbIA AN MOAKMIOYEHMS  Pa3fIUYHbIX
YCTPONUCTB XpaHEHWsl [OaHHbIX, Hafmpumep, XECTKUX [OUCKOB W JEHTOYHbIX
Hakonutenen

SDK

Software Development Kit — Habop MHCTPYMEHTOB Anda pa3paboTku NPOrpamMmmMHOro
obecneyeHnss B O4HOM yCTaHaB/IMBaEMOM NakeTe

SOAP

Simple Object Access Protocol — npotokon obmeHa CTPYKTYpPUPOBaHHbIMU
coobweHusmun B popmate XML B pacnpeaenéHHON BblYMCIMTENBHOW cpeae

SQL

Structured Query Language (93blK CTPYKTYPUMPOBaHHbLIX 3anpocoB) — A3blK
nporpamMmmMmnpoBaHusl, NPeAHa3HAYEHHbIN ANa ynpaBneHnUs AaHHbIMW B CUCTEMAX
ynpaBneHusi pensaunoHHbIMIU GazamMmn daHHbIX

SSD

Solid State Drive — Hakonutenb WHOPMAaLMK, OCHOBAHHbLIA Ha 4unax
3HEProHe3aBUCHMON NaMSITU, KOTOPbIE COXPAaHSAIT AaHHble MOCME OTKMYEHNS
nuTaHus

SSH

CeTeBOM MNPOTOKOSM  MPUKMAQHOrO  YPOBHSA, MNO3BONSAOLWMUA  NPOU3BOANTL
yAaneHHoe ynpaBfeHne OonepaumMoHHON CUCTEMOW U TyHHenupoBaHue TCP-
coeguHeHun (Hanpumep, Ans nepegayv annos)

SSL

KpunTtorpacdwmyecknn npoTtokon, obecneuynBawowmi 6Ge3onacHyio nepegady
AaHHbIX Mo cetn WHTepHeT. lNMpu ero ucnonb3oBaHWM cO3faeTcs 3allulLeHHOoe
coevHeHne Mexay KIMEHTOM 1 CepBEPOM.

SSO

Single Sign-On — TexHonorus, Npu WUCMNOMb30BaHWM KOTOPOW MoMnb3oBaTerb
nepexoamt w3 OOHOrO pasgena noptana B gpyrom 0e3  MOBTOPHOM
ayTeHTuurkaumu

SWAP

MexaHn3m BUPTyanbHOW NamsaTh, NpU KOTOPOM OTAEMbHble hparMeHTbl NamsTu
nepemMeLLarTcsi U3 onepaTMBHOW NaMsATh BO BTOPUYHOE XPaHWMMULLE (XKECTKUN
OVCK UMW ApYron BHELLHWI HAaKonuTenb), 0cBobOXAas onepaTUBHYO NaMsaTb ONs
3arpy3ku Opyrux akTUBHbIX (oparMeHTOB NaMsaTy

TCP/IP

Habop ceTeBbIX NPOTOKOSOB NEpeAayn AaHHbIX, UCMOSMb3YEMbIX B CETSAX, BKITHOYAs
ceTb WHTepHeT. lMpoTokonbl paboTalT Apyr ¢ Apyrom B cTeke (aHrn. stack,
CTOMKa) — 3TO O3Ha4aeT, YTO MPOTOKOJ, pacnonaralLUACs Ha YPOBHE BblilUE,
paboTaeT «NoBepX» HWKHErO, UCMOMNb3Yys MEXaHU3Mbl MHKaNcynsumM1. Hanpumep,
npotokon TCP paboTtaeT noBepx npoTtokona IP

Ul

User Interface — nHtepdeiic, obecnednBarowmn nepegady nHdopmaumm Mexagy
nonb3oBaTeniemM-4erioBeKOM U MPOrpaMMHO-annapaTHbIMW  KOMMOHEHTaMu
KOMMbIOTEPHOW CUCTEMBI

UNIX

MHorononb3oBaTensbckas onepaunoHHaaA cuctema
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TepMuH, cokpalleHue

OnpepeneHue

URL

Uniform Resource Locator — cTtaHAapTM3MpOBaHHbIN crnocod 3anucu agpeca
pecypca B cetn IHTepHeT

USB-nopTt

[NocnenoBaTtenbHbI UHTEPGENC ANA NOAKAOYEHMS NepudepuinHbiX YCTPONCTB K
BbIYMCIUTENBHOWN TEXHUKE

UTF-8

Unicode Transformation Format, 8-bit — pacnpocTpaHeHHbIn CcTaHgapT
KOAMPOBaHUSA CMMBOJIOB, NO3BOMSAIOLNIA ODONee KOMMAaKTHO XpaHUTb U NepeaaBaTb
cumBonbl KOHMKoga, mcnonb3yst nepemeHHoe konmvectBo b (o1 1 go 4), u
obecneyvnBaloLLNA NOSMHYI0 0OpaTHYI0 COBMECTMMOCTb C 7-OUTHOM KOOWUPOBKON
ASCII

WDSL

A3bik onucaHna Be6-cepBUCOB M JOCTYMNA K HAM, OCHOBaHHbIN Ha A3blke XML

Web-6paysep

MpuknagHoe nporpaMMHoe obecrnedeHve AN MNpocMoTpa  web-cTpaHuu,
codepxaHusi Web-JOKYMEHTOB, KOMMbIOTEPHbIX (OaifoB M WX KaTanoros;
ynpasneHuss web-npunoxeHUsIMu

Web-npunoxeHue,
npunoxexHune

KnueHT-cepBepHOe NpUIoXeHne, B KOTOPOM KIIMEHTOM BbICTynaeT web-6paysep,
a cepsepoM — web-cepsep

XML

PaclumpsieMbin 53bik pasMmeTky

AO «BAPC Ipyn»

AkumnoHepHoe obwectso «BAPC Mpyn»

b Basa gaHHbIX

rAP ["locymapcTBeHHbIV afpecHbIn peecTp

>) vrabawnt

My Mrarepy,

roCT [ocymapcTBeHHbIV cTaHaapT

ECUA, VA EavHas cuctema ngeHtudmkaumm n ayteHTudukaymm
nc MHpopmaumoHHasa cuctema

MB Merabawnt

ocC OnepaumnoHHas cuctema

no MporpammHoe obecneyeHne

MpunoxeHune.6apc

dann ¢ nogkntodeHnem k 6ase gaHHbIX

CepBuc 0T4YETHBIX hOpM

MpunoxeHne, oTBevalollee 3a OTKPbITUE/3aKpbITUE OTYETHbIX opM U
BbINOMHEHWE ornepauuii Hag, HUMN.

Cuctema, Il Ceogpl

Mporpamma gns 3BM BEAPC.Web-Csogapl

cyb[ Cwnctema ynpasrneHus 6a3amv gaHHbIX

Cynepnonb3oBaTternb Root. CneumanbHbin akkayHT (M rpynna nonb3oBatenen) B UNIX-nogoGHbIx
cucTemMax, Brageney KOToporo MMeeT NpaBo Ha BbINOSTHEHUE BCEX onepaumi

ol7le] damunus, ums, oT4eCTBO

ar OneKkTpoHHasa NoaAnuch
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1 BBepeHue

1.1 O6nacTb npuMeHeHus

Mporpamma ans 3BM BAPC.Web-Csoabl (ganee — Cuctema, NN Ceoapl) npeacrasnseT
cobor NporpaMMHbIA KOMMNEKC, NpefHa3HaYeHHbIN AN BbINONHEHUA 3agadn aBToMaTmusauum
NpoLLeCCOoB LieHTpanmM3oBaHHOro cbopa, cBeaeHNsa 1 aHanmaa OTYETHOCTW.

Cuctema obecneuymBaeT BO3MOXHOCTb BefeHMS efuHOM LeHTpanu3oBaHHou B[l B
LleHTpaneHoM Odpurce, OTBETCTBEHHOM 3a COOpP M KOHCONMAALMIO OTYETHOCTMU.

Bca mnHpopmaumsa cobupaeTcs n KoHconMampyeTcs B paspese OTYETHbIX MepuooB.
Cpeactea CuctemMbl NO3BONSAIOT NpeacTaBuUTb aHHble B yAOOHOW Anga nonb3osatend gopme

(PvcyHok 1).

LleHTpanbHbIN

odonc

Odhuc 1 Odwmec N

ABOHeHT 1 ABOHeHT 2 ABOHEeHT N ABOoHeHT K

PucyHok 1 — Mpumep opMrUpoBaHNs LEMOYKN CAaYN OTYETHOCTM

LleHTpanbHbIN opuC — 3TO eMHCTBEHHOE YYpexaeHue, KoTopoe (opMUPYET UTOrOBbIN
OTYeT, eMHbIV N0 BCEN LienoYvke caadvn oTYETHOCTU (TO eCTb No BCEM OT4eTaM, COBpaHHbIM MNo
NOAYMHEHHBIM ydpexaeHusam (oducam n aboHeHTam)).

Odhuc — 310 yupexgeHune, KOTOpOe CBOAUT M KOHCONUAUPYET OTYETbl, COCTABMEHHbIE
aboHeHTamu.

ABOHEHT — 3T0 yypexaeHne, KOTOPOe NOANEXUT caaye OTYETHOCTU, TO eCTb COCTaBnseT

OTHET NO CBOUM OaHHbIM.
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MaccuBHbIM AGOHEHT — 3TO yYpeXxaeHune, 3a KOTOPOE CAAT OTYETHOCTb BbllLeCcTosALME

yuYpexXaeHus.

1.2 KpaTkoe onucaHue BO3MOXHOCTEMN

B pamkax CwucrteMbl peanv3oBaHbl creaylolme ¢yHKUMOHANbHbIE BO3MOXHOCTH,

OTHOCSILLMECS K LLEHTPaNM30BaHHOMY COOpY OTYETHOCTW:

LeHTpanusauunsa nepBUYHbIX U CBOAHbIX OTYETHbIX AaHHbIX B eanHon B[,
onepaTMBHbIN AOCTYN K NEPBUYHBIM U CBOAHBIM JaHHbIM OTYETHOCTU M3 NyHKTa cbopa
OTYETHOCTN;

BedeHNe eauHbIX CNpaBOYHWKOB W  KnaccudukaTopoB, HeobxoauMmblx —AOns
obecneveHuns npouecca caadm OTHETHOCTMU;

KOHTPOMb AaHHbIX, BBEAEHHbIX B OTYETHYIO (POPMY, C NOMOLLLI0 BHYTPUDPOPMEHHDIX,
MEX(OPMEHHbLIX W BHYTPUBKNAAOYHbLIX KOHTPOSbHbIX COOTHOLWEHUN. KOHTponb
rapaHTUpyeT COOTBETCTBME OTYETHOW (popMbl MapamMeTpam, YCTAaHOBMEHHbIM B
NyHKTe cbopa OTYETHOCTH;

HacCTpOMKa Lenovek coaynm OTYETHOCTWU, KOTOpble NMO3BOSIAKT OpraHn3oBaTb COOPKY
pPa3HOPOAHbIX OTYETHBLIX JaHHbIX B pamMKax 0gHOro aksemnnsipa Cuctemsl;

KOHTPOJSIb CBOEBPEMEHHOCTM WU KOPPEKTHOCTM caayMm OTYETHbIX )OpM MO BCEM
YPOBHSIM LLEMOYKN CAa4m OTYETHOCTY;

nMmnopT B doopmate .bxml n akcnoptT doopm oT4eTHOCTU B hopmaTte ¢hansioB .xIsx,
.docx, .pdf, .html, .bxml, .xIsm n gpyrux;

opMMpPOBaHNE aHaNUTUYECKUX BbIOOPOK (aHaNMUTUYECKMX OTYETOB) MO 3afaHHbIM
napameTpam;

KOHTPOJIb KOPPEKTHOCTU 3arMONHEHNA OTYETHBIX (POPM C MOMOLLIbIO 3KCNEPTU3bI;

noanncaHune (bOpM OTYETHOCTU C SJ'IeKTDOHHOIZ noanncblo.

1.3 YpoBeHb NOAroTOBKU Nonb3oBaTens

Monb3oBatenu Cuctembl A0MKHbI 06nagaTb HaBbIKAMM:

paboTbl C pekoMeHOoBaHHbIMM web-bpaysepamun (AHgekc.Bpaysep, Google
Chrome);
paboTbl ¢ Kpuntollpo 5 Bepcum (npm HeobxoanmocTn ncnonb3osaHna J3M1);

oducHbiM N0 anga paboTel ¢ barnamm popmara .docx, .xlsx, .pdf.
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Mepeg Havanom pabotbl ¢ Cuctemonm nonb3oBaTenu, He obnagawuwme Taknmu
HaBblKaMu, LOMKHbI NPONTN COOTBETCTBYIOLLME KYPChI.

AgmunHuctpatop Cuctembl OOIMKEH MMETb OMbIT pas3BopavMBaHMs U HAcTpPoOMKu .net-
NPUNOXeHns Ha onepaumMoHHON cucTeme, koTopas ByaeT ycTaHoBneHa Ha web-cepsepe, onbIT
yCTaHOBKW U HacTponku PostgreSQL, Redis, onbIT paboTbl ¢ Kpunto MNMPO CSP, onbIT paboTa ¢
Docker. Heo6xoaMMoCTb HaBbIKOB 3aBUCUT OT KOH(pUrypaumm pasBopoTa MpUoXeHUs 1 Tuna

OC Ha cepBepe web-npunoxeHus.

1.4 nNepeyeHb 3KCNNyaTaUMOHHOW AOKYMEHTaUMW, C KOTOpoOW Heo6xoaumo

O3HaKOMUTbLCA
Ana pabotel ¢ CuctemMon agMMHUCTPATOPYy HEOBXOOMMO O3HAKOMUTBLCHA C [aHHOM

MHCprKLl,MGVI n Martepumanamm, Ha KOTOpble CCblITaeTCA AOaHHOE PYKOBOACTBO, a TaKXe C

MaHyanamu noctaswmkoB 1O, KOTOpoe ycTaHaBNMBaeTCs Ha cepBepa.
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2 YcnoBusi npuMeHeHus

2.1 Tpe6oBaHus kK 06ecneyYeHnI0 KIIMEeHTCKMX paboumx MecT

KomMnbloTepbl Ha pabounx Mectax AoSmkHbl obecneymBaTb KOMAGOPTHYO paboTy B web-
Opaysepe.

[N KNMMEHTCKMX MaLUMH yCTaHaBNUBAKOTCA CrieaytoLlime TeXHn4eckme TpeboBaHus:

— npoueccop ¢ TakToBou Yactotom oT 2,5 Ty n 4 n 6onee sapa;

— obbem onepatmBHoM NnamaTn ot 8 'G;

— KnaBwmaTtypa;

— MOHMUTOP (rpadmnyecKknin pexxmm gosmkeH obiTb He MeHee 1024 x 768, pekomeHayemoe

paspelueHne 1920x1080);

MaHUNYNATOP TUNA «MbILbY.
HononHutenbHoe obecneyeHne Ans BO3MOXHOCTM nognucaxdms 3N — USB-noprT.
AnnapaTtHoe obecnevyeHne [OMMKHO COOTBETCTBOBATb TUMY WCNONb3yeMoro web-

Opaysepa ansa kKomdgopTHoM paboTbl C ceTbto WHTepHeT. TpeboBaHua K kKaHanam CBA3N

npegcraeneHsl B Tabnuvue (Tabnuua 1).

Tabnuua 1 — KaHanbl cBA3n

TpeGOBaHMe K KOnn4yecTtBy nonb3oBaTtenen,

TpeﬁoBaHMe K KaHany CBA3U
NOAKNKYeHHbIX K KaHany cBA3u

1 nonb3oBaTtenb Kanan css3un: ot 100 MéuTt/c

MpumeyvaHue — lNogpasymeBaeTcs cTaburbHbIN KaHan CBA3N.

lMporpammHble cpeactea, Heobxoaumble Ans obecneyeHusi paboTbl Ha KIWMEHTCKOM
paboyem mecte Cuctemsl:
— 04uH 13 cneayowmx web-6paysepos:
— Google Chrome 122 Bepcus v BbiLle;
— «Anpgekc.bpaysep» Bepcusa 22.7 1 BbILe.

— nporpamMMHbIA NPOAYKT, nogaepxmeatowmin oopmartbl .xIsx, .docx, .pdf.
I'Ipl/lmeanme — Ecnn nonb3oBatenb ncnonb3yet Bepcuro Web-6pay3epa, He noaaepXxuBaemytro

CwucTemoit, To emy He 6yaeT obecnedeHa koppekTHasi pabota B CUCTeME M AOCTYN K MOSTHOMY HAGopy yHKLUA.
lMporpammHble cpeacTBa, HeobxoaMMble A4S NOANMCAHNS OTYETHBLIX (POPM SNIEKTPOHHOM
NOANUCHIO:

— web-6paysep (cm. Bbilwe);
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MpumevaHme — OyHkuma «[lognucatb dopMy» AOEWCTBYET TOMbKO MpU  MCMNOSb30BaHUM
pekomeHaoBaHHOro web-6paysepa. lNogpobHee npouenypa nognucaHus OOoKymeHTa npu nomowm 31 onucaHa B

pyKoBOACTBE MnoJib3oBaTtensd Cuctembl.
— «CryptoPro CSP 5» u Bbllwe — kpuntonpoBangep, BCrnomoratensHas nporpamma,
ncnonb3yemas ansi reHepaLummn aneKTPoHHbIX Noanucen, paboTel ¢ cepTudnkaTamm n
Tak ganee. B yactHocTh, Ans nognMcaHus OTYETHbIX POPM MOXET UCNONb30BaTLCS
Kpuntollpo CSP;
— nnaruH «Kpuntolpo CSP» — MO, obecneunBatoee kpoccbpaysepHyto paboTy ¢ 3l1;

— cepTudomkart knroya 3l1.
MpumeyvaHuns

1 CepTtudomkat 3l He JormkeH copepkaTb 3anpeLleHHble cumBonbl - "=", "#", "$", "&", ">", "<",

2.2 TpeboBaHuA K o6ecrneyeHuro KIMEeHTCKuUX pabouux mecT gnsa paboTbl C

KomMmnoHeHTOM aHanu3a AaHHbIX

221 TpeboBaHUs K TEXHNYECKOMY 0becneyeHuto

AnnapaTHoe obecrneyeHne KomnoHeHTa aHanui3a gaHHblx (ganee — Moaynb) OOMMKHO
COOTBETCTBOBATb TUMYy WCMonb3yemoro web-6paysepa ansa koM@OpTHOM paboTbl C CETbIo
NHTepHerT.

[ANa KNWeHTCKUX MallMH YyCTaHaBMMBalOTCA Cnefylwme MUHUMarbHble TeXHUYeckue
TpeboBaHuS:

— npoueccop C TakToBOM YactoTon ot 2,5 Mu;

— obbem onepatmBHon namsaTn 8 I'b 1 BhIWeE;

— o0bbem xecTtkoro aucka — 100 'b, o6bem cBoOOOAHOrO MecTa Ha AUcKe — He MeHee 5

I'B;

— ceTeBas kapTta 1 'b/c;

— MOHUTOP, NogaepxunsBaroLwmin paspeweHmne He meHee 1920x1080;

— KnaBuaTtypa;

—  MaHUNynATop TMNa «MblLUbY.
2.2.2 Tpe6GoBaHus K nporpaMmMHOMY obecneyYyeHuo

TpeboBaHus kK 06ecnevyeHnto KIMEHTCKNX paboymx MecCT:
— OAVIH 13 cnegylowmnx web-bpaysepos:
— Google Chrome Bepcusa 122 v Bbiwe;

— fHpekc.bpaysep Bepcusa 22.7 v BblLe.
15



— MporpamMMHbIA NPOAYKT, noaaepxmsarowmmn gopmartbl .xIsx, .docx, .pdf.

MpumeyvaHnga

1 Ecnu ncnonb3yeTcsa Bepcust web-6paysepa, He nogaepxmBaemasi KOMMNOHEHTOM aHanu3a AaHHbIX, He
ByneT obecneyveHa koppekTHasa paboTa 1 4OCTYN K NONIHOMY Habopy hyHKUNN.

2 Ons koppeKTHOro oTobpakeHWst OkOH, MacwTab B web-6pay3epe n Ha KOMMblOTEepe Mnonb3oBaTens

nomkeH bbiTe 100%.

2.3 TpeboBaHusa k o6ecneuyeHuto cepeepa B[

MuHumanbHble TpeboBaHua kK obecneyennto cepsepa BL:

— npoueccop ot 8 CPU agep x 2.7 Iy,

— 00bem onepaTtmBHoM NnamaTn 16 I'b u BbIWwe;

— pekomeHagyeMm pasmerwiatb bl Ha SSD-guckax. Ha 1 MniH si4eek B 0QHOM OTYETHOM
dopme, XpaHawmx gaHHble B XML-(hannax B HecxkaTom Buae, Tpebyetcs ~30 Mb, B
ckatom Buge: 5 Mb — 18 Mb. [Ins oTyeTHbIX (POopM, XpaHAWMX AaHHble B B[,
TpeboBaHusa ykasaHbl B Tabnuue (Tabnuua 2). B Tabnuue ykasaH obwimin pasmep
namsTu Ha gucke, 3ape3epBnpoBaHHbIv Bl Postgres nog Tabnuubl 4aHHbIX OTYETHBIX
GopM, MHAEKCHI N BHYTPEHHNE CTPYKTYpPbI.

Tabnuua 2 — TpeboBaHus NamMATn ANsi OTYETHOM (POPMbI C XpaHALWMMUCS SaHHbIMK B B

Tun xpaHawWwmxcs Yucno cTpok pg_total_relation_size nocne vacuum full

DaHHbIX

1 MITH siYeek B 1100 500 337 Mb

OHOW OTYETHOWN

dopme

bool 110 050 12 Mb

date 110 050 14 Mb

dec (4umcnoBble) 440 200 55 Mb

dict 220 100 228 Mb

long 110 050 14 Mb

str 110 050 14 Mb

XapakTepuCTUKM KaHarnoB cBs3n npeactasneHbl Hke (Tabnuvua 3).
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Tabnuua 3 — KaHanbl cBs3n

KonuyecTBO nonb3oBaTtenen, NOAKMOYEHHbIX K XapaKTepVICTVIKa KaHana cBA3n
KaHany cBA3n

[o 300 nonb3oBaTenem Kanan ceasn: 100 M6uT/c

Ot 300 nonb3oBaTenemn Kanan cssasu: 1 [6ut/c

MpumeyaHune — MNMogpasymeBaeTcs CTabUMbHbLIN KaHar CBA3MW.

OnepauunoHHas cuctema, Ha kotopon pabotaet CYB[;:
— PostgreSQL 11 u BbiWwe, Postgres Pro Standard 11 v Bbiwe, Postgres Pro Enterprise

11 v BbiWe.

2.4 TpeboBaHusa k o6ecneyeHunIo cepBepa web-npunoxeHuii

MuHumanbHble TpeboBaHus K obecneyeHuio cepBepa web-npunoxennn Ha 300
OLHOBPEMEHHbIX MNOAKMNIOYEHUA Ha cepBepe C MnporpaMMmHbiM  obecnedeHnem  Linux
npegcraesneHsl B Tabnuvue (Tabnuua 4).

Tabnuua 4 — MuHumansHble TpeboBaHua Kk obecneyeHnto cepsepa web-npunoxeHnn Ha 300

OOHOBPEMEHHbIX NOAKIIOYEHNIA Ha cepBepe C NporpaMMHbIM obecneyeHneM Linux

MapameTp 3HauyeHue MpumeyaHue

RAM (ecnn | 8 'b He3aBncKMMO OT yncna oopm Ha | MoxkHO cHusnTb o 4 B cBobogHoW namATM Ha

NCMOMb3yTCH | BCEX AK3eMnnspax cepsuca K3EeMNNSAP NPUINOXKEHUS, eCnn NPUNOXeHNe cepeuca u
hopmbl, npunoxeHve «CBoabl» pa3BoOpavyMBalOTCA Ha OOHOM
XpaHswmecs B cepsepe

1))

RAM  (ecrnm | 8 T'b He3aBucmMMO oT uncna dopm Ha | MoxHo cHusnTe go 4 B cBobogHoW namATM Ha
NCMONb3YIOTCA | BCEX AK3eMnspax cepsuca 3K3eMNNAp NPUIOXKEHUs,, eCNn NPUIOXeHNe cepauca u
dopmbl, npunoxeHve «CBoabl» pa3BopayMBalOTCA Ha OOHOM
XpaHswmecs B cepsepe

B dopmarTe

xml)

CPU OT8CPUcorex 2.7y Ecnu passopauymBaeTcs Ha 0QHOM CepBepe C CEPBUCOM

OTYETHbIX, yABaMBaTb KONMYECTBO Si4ep He HyxHo. Ha
O[HOM cepBepe MOXHO pa3BopayMBaThb NpU KONNYecTBe
nons3oBaTenen go 300

HDD 50T [ononHutensHo 40 b, ecnu nnaHupyeTcs
ncrnonb3oBaTb AP

LAN 1 Ioutlc

B cny4ae ecnu nonb3oBatenen 6onbwe 300, TO MOXHO YBENNYMTbL MOLLHOCTM cCepBepa

NPUNoOXeHus, MIMbo ncnonb3oBaTb DaNaHCUPOBLLKK.
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CornacHo oduumanbHOM OOKYMEHTaUMM npu  uchnonb3oBaHun Nginx B KayecTBe

GanaHCcMpOoBLLMKa PEKOMEHAYIOTCS CrieaytoLmne XxapakTepucTuKM Ans cepepa 6anaHCMpoBKU:

0o 4000 nogkntoveHnn — 2 CPU, 4 b RAM;

no 7500 nogkntoyeHnn — 4 CPU, 4 b RAM;

no 14000 noakntoyeHun — 8 CPU, 4 'b RAM;
no 27000 nogkntodeHun — 16 CPU, 4 'b RAM;
no 48000 noakntoveHnn — 32 CPU, 8 I'b RAM,;
no 64000 noakntoyeHnn — 44 CPU, 16 'b RAM;

[lononHuTenbHble Tpe6OBaHl/IFI K cepBepy 6aJ'IaHCI/IpOBKI/IZ

anckoBoe npoctpaHctBo: oT 50 b (SAS/SSD), 3aBucut oT 06bEMOB fOroB Ha
cepBepe 1 NepnoaoB UX OUUCTKM;

kaHan cssu: 1 [6ut/c, npoBOAHOE NOAKITHOYEHME.

TpeboBaHus k nporpaMmMHOMY obecnedeHunto cepeepa web-npunoXxeHui:

cepBep web-npunoxenun Ha OC Linux:

Bepcus OC  cornacHo https://github.com/dotnet/core/blob/main/release-

notes/6.0/supported-o0s.md;

— CryptoPro CSP 5 unu Bbiwe (4519 BO3MOXHOCTM MOANUCAHUS OTYETHBLIX hopM
3NEKTPOHHOM MNOANUCHI);

— OpenSSL 1.1.0 ansa paboTbl ¢ cepTudmkaTamu;

— .NET 6;

— Nginx / HAProxy 1.8.17 v BbiLwe;

— LibreOffice.

MpumevaHnga

1B Ccnydae ucCnoJib30BaHUA HAProxy Ha cepBepe 6aﬂaHCMPOBKM AONOJTHUTENTbHbIX HaCTpOeEK

KOHd)VIpraLl,I/IVI npoBOANTbL He HYXHO. [anee B onucaHun npeaocTaBlieHbl HaCTpOVIKM Nginx, T.K. Npun ero

NCMonb30BaHMM HEOOX0AMMO 3a4aBaTb AONONHUTENbHbIE napameTpbl.

cepeepa,

2 B cnyyae HEBO3MOXHOCTMN pa3HECTU BCe HEOOX0AMMble KOMMOHEHThI Ans paboTbl CUCTEMBI Ha pa3Hble

TO HEOOXOAMMO NPUAEPXKNBATHLCSA CrieayroLWMM peKoMeHaaUNsIM:

cepeep Ans paboTbl KOMNOHEHTa aHanM3a AaHHbIX BCerga AormkeH ATU OTAENbHO;

cepBep ANA cepBuca OTMNpaBKM COOOLLEHWUA U cepBep ANA Au3aiHepa OTYETHbIX (POPM MOXHO
00beanHNTD;

€CINKn y Bac BCEro HECKONbKO afdMUHUCTPATOPOB, KOTOpble paboTalT B An3aiiHepe 0TYETHbIX hopMm, a
nonb3oBaTteneln Ha Beb-cepBepe MeHblle, YeM MaKkcUMarnbHOEe KONMUYEeCTBO BO3MOXHbIX, Ha
OCHOBaHUN TEXHUYECKUX XapaKTEPUCTUK, TO UX TOXKE MOXHO OObeANHUTD;

npu o6beaMHEeHUN HEODXOOANMO OTCIEXMBATbL COCTOSIHUE cepBepa U Npu HEOOXOOAUMOCTM pa3HECTU

KOMMOHEHTbI MO pa3HbIM cepBepam.
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2.5 TpeboBaHus k o6ecneyeHuto cepBepa Redis

MuHuMmanbHble TpeboBaHUA K obecneyeHunto cepeepa Redis:
— OC Linux;
— npoueccop: 4 agpa, 2,6 Mu;

— onepatuBHada namaTtb: 4 ['b (3 pacyeta ~150 MbB Ha 1 bopmy. 4 'E obecneunBaet

~30 ogHOBPEMEHHO BbIrpy>KaeMbiX neyaTHbIX opMm);

— cBoboaHoe guckoBoe npocTtpaHcTBo: 10 I'b;

KaHan ceasu: 1 [duT/c, npoBoaHOE NOAKMNIYEHNE.

[na yMeHblleHMst KonmyecTBa cepBepoB Redis MOXHO MNoCTaBUTb Ha cepsep

NPUNOXXeHU4.

[na obecneveHnsa pabotocnocobHocTn cnuctemol Bepcus Redis gomkHa 6bith 7.2.0.

MpumevyaHue — lMo ymonuaHuwo B OaHHOM PYKOBOACTBE OMNUCLIBAETCs ycTaHOBKa cepsBepa Redis

COBMECTHO C web-cepBepom Ha oaHy MaluHy. B crnyyae ecnu Harpyska KpaiiHe BbICOKa, MOXET BO3HUKHYTb

Heo6XxoaMMOCTb BbIHOCUTL cepBep Redis Ha oTAeNbHY0 MaLUuHY.

2.6 TpeboBaHus k o6ecneyeHuto cepsepa hopm

MwuHuMmanbHble TpeGoBaHUs K oGecneyeHnto cepeepa PopM Ha cepBepe C NPorpaMmMHbIM

obecneyeHnem Linux npeactaenexsl B Tabnuue (Tabnuua 5).

Tabnuua 5 — MuHumanbHble TpeboBaHus K obecrnedyeHuio cepBepa (OpM Ha cepsepe C

nporpaMmHbIM obecneyeHnem Linux

XpaHalwinecd B

BL)

onepaumn ¢ OoT4eTHoOM dhopMon K3
pacyeTa npegnonaraemMoro u4ucra
napannenbHbIX onepaunin

MapameTp 3HauyeHue MpumeyaHue
RAM  (ecrm | OT8THB Bydep ~ 300 MB / dpopma.
ncrnonb3ytoTes
OpMbI, ~30 MB / dopma + 6Gydep ans | 16 'b ~ 550 oTtyeTHbIX chopm (6e3 Bydepa)

RAM  (ecnm
NCMNonb3yTCs
dopmbl,
XpaHsiwmecs B
B  ¢opmate
xml)

OT112TB

~60 MB / dopma + Oydep ans
onepaumn C OTYETHOW COOPMOWN U3
pacyeTa npegnonaraemMoro 4ucrna
napannesnbHbIX onepawumn

12 I'b, ucxopsa ns opMynebl:

(4 Tb CBogbl + 12 I'b oT4eTHble ¢opmbl = 16 B —

MUWHVMMarnbHble TpeboBaHus).
Bydep ~ 350 Mb / hopma.

12 I'b ~ 200 dhopm (6e3 Gydepa).
16 I'b ~ 270 cpopm (6e3 Gycepa)

CPU

OT18CPUcorex2.71Ty

o 500 oTyeTHbIX hopM 6e3 y4eTa Harpysku no namsTu.
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MapameTp 3HauyeHue MpnmeyaHue

Ecnn HyxHO 6onblue oT4eTHbIX hopM, pekomeHayeTcs
pa3BepHYTb [OOMOSNHUTENbHBIN 3JK3EMMNSAP cepBuca U
BblOENNTb MY aHaINOrMM4Hble pecypchbl

HDD 100 b
LAN 1 I'éut/c
MpnumeyvaHus

1 bydep ana onepaumin ¢ OTYETHbIMU (bOpMaMy — pasmep LOMNOMHUTENBHOM OMepaTUBHOM MaMATH,
NCMNonb3yemMon MpoLeccoM cepBuca Ans BbINOMHEHUS onepaumMn € AaHHbIMU  POPMbl  (NPeayCMOTPEHHbIX
CTaHAapTHbIM pyHKUMOHanom). Nocne BbINONHEHUS onepauuy AaHHas namMaTb Nepencrnonb3yeTcs NpoLeccoM
cepBuca AN Apyrvx onepauun, Apyrmx ot4eTHbIx oopm. Obwmn o6bem Oydepa onepaTMBHOM NamMATM Ha cepBepe
crnepyeT onpefenaTb UCXOA4A U3 npegnonaraemoro Yyvcna onepauun Hag opmamu, Kotopble 6yAyT BbIMONHATLCS
napannensHo B OANH MOMEHT BpeMeHU. [1ris HOBbIX YCTaHOBOK PEKOMEHAYETCSl MPUHMMAaTb YUCITO NaparnmenbHbIX
onepauun = 0,2*(Makc 0gHOBPEMEHHO OTKPbIThIX OPM (OKHO paboTatoLme nonb3oBaTenm));

2 YkasaHHble TpeboBaHuMsA No onepaTMBHON NaMATU y4nTbIBaOT paboTy TONbKO hyHKuMoHana nnaTgopmbl
npu paboTe C OTYETHBIMU POpMaMU N He YYNUTLIBAKOT 06BbEM OnepaTMBHOM NaMATH, KOTOPbIN MOXET NoTpeboBaThCS

npun 3anycke HEKOTOPbIX MakpOCOoB.

[1ns BO3MOXXHOCTU NOANMUCaHUs OTYETHBIX (POPM 3NEKTPOHHOW NOAMNUCHIO Ha cepBepe

C*)OpM AOMKHbI ObITb YCTaHOBJIEHbI:

— CryptoPro CSP 5 vnu Bbiwwe;

— KopHeBble 1 NnpoMexyTouHble cepTudukatol IM1.

2.7 TpeboBaHus kK o6ecneyeHNI0 cepBepa KOMNOHEHTa aHanu3a AaHHbIX

MuHMManbHble TeXHUYecKkne TpeboBaHUS K cepBepy KOMMOHEHTa aHann3a AaHHbIX:
— npoueccop: 8 agep, 2.7 I'Tu;

— onepatuBHas namsaTb: 16 I'b;

— cBobogHoe anckosoe npoctpaHcTeo: 200 I'b (SAS/SSD);

— KaHan cssasn: 1 ['6ut/c, NpoBOAHOE NOLKITHOYEHNE.
I'Ipl/lmeanme — TexHuyeckne Tpe6OBaHI/IF| K cepBepy KOMMNOHEeHTa aHalnn3a AaHHbIX paCcCHUTbIBAKTCA

nHaonenayarnbHO OT I'IOTp86HOCTl/I KINMneHTa.

MporpammHble TpeboOBaHMSA K cCEpBEPY KOMMOHEHTA aHanM3a AaHHbIX:
— Bepcusa OC, koTopas nogaepxmsaet paboty Docker 20.10.1;

— Docker, Bepcus 20.10.1 v Bblwwe;
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— npoueccop ¢ nogaepxkon AVX2.
MpumevaHne — [Ons nonydeHus uHGopmauum o TpeboBaHusax ans paboTtbl Docker MoxHO

BOCMONb30BaTbCA AOKYMEHTaumnen, pacnonoxeHHomn no agpecy https://docs.docker.com/engine/install/.
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3

NMoarortoBkKka k pabote

3.1 CocraB 1 cogepxaHue QUCTPUGYTUBHOro HOCUTENS AaHHbIX

AVcTpnbYTUBHBIN HOCUTENb AaHHbIX BKIOYaEeT B cebsi apxmBa wWeb-npunoXxeHus, BHYTpU

KOTOpOro nexuT nanka updater, cogepxawas yTUNUTY ANS co3gaHuss M OBGHOBMNEHUs

npunoxenuna — DBUpdater.

3.2 TMopsanok 3arpy3ku AaHHbIX U NporpaMm

Mporpamma gns OBM BAPC.Web-CBogbl noctaesnsietcsa B Buae AuctpubyTtuBa, B

COOTBETCTBUM C TUMOM OMNepaLMOHHON CUCTEMbI Ha cepBepe web-npunoxeHus:

Bars.Svody.Linux-5.3.0.zip — 310 apxmB ¢ web-npunoxeHnem «Ceoabl», COBpaHHbIN
nog OC Linux x64;

Bars.Svody.Linux.Forms.Service -5.3.0.zip — 39TO apxvB C NPUIIOXEHWEM cepBuca
dopm, cobpanHbii nog OC Linux x64, npegHasHadeH ans obpaboTkM 3anpocoB
nonb3oBartenen npm paboTe ¢ OTYETHLIMU hopmMamu;
Bars.Svody.Linux.Updater.5.3.0.zip — 310 apxuB ¢ ytunuton DbUpdater, cobpaHHbI
nog OC Linux x64, npegHasHayeH ans obHoBnenus [N CBogbl, YCTaHOBKM
NMLEH3uN;

Bars.Svody.Windows.Updater.5.3.0.zip — 9ato apxuB c¢ ytunuton DbUpdater,
cobpaHHbin nog OC Windows x64, npegHasHadeH ans obHoenenus MMM Csogpbl,
YCTaHOBKW NTULIEH3WMU;

AddInLib.zip — 310 apxuB ¢ HaboOpPOM MPOEKTHbIX BNBMOTEK (MOXET OTCYTCTBOBATL
Ha Bawem npoekre);

apiJs.zip — 9T0 apxuB C NPOEKTHbIMK pannamn Ons nepeonpeneneHna/gopaboTkn

KMMEHTCKOWM YacTu NpUnoXeHus (MOXeT OTCyTCTBOBaTb Ha Bawem npoekre).

[lns co3gaHus HOBOro Web-npunoXeHust ¢ Hyns:

onpenenuTte, YTo cepBepa COOTBETCTBYET TexHudecknum tpebosaHuam MM Ceofbl.
MoopobHee B n. 2.4;

HaCTpoOnTe CeTEBYIO CBA3AHHOCTb MeXAy BCEMU cepBepamu;

HacTponTe web-cepBep ansa 3anycka web-npunoxenuna (yctaHosute Tpebyemoe MO
— Hanpumep, .NET, Nginx v 1.n.);

ycTaHoBuTe Redis, no ymonyaHuio npegnonaraeTcs OTAeNbHbI cepBep. [lpu

Heo6XoaAMMOCTM OPYrUX KOHUrypauuin, TpebyeTcs 4ONONHUTENbHAs KOHCYNbTaUms;
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A) ckadanTe noaxogdawmin auctpmbytme (B 3aBucumoctn ot OC) Ha cepsep web-
NPUNOXEHUS;

e) pacnakynTte guctpmbyTmB B nanky Ha web-cepsepe;

X) HacTpouTe cepBep hopm And 3anycka cepauca opm (yctaHoBuTe Tpedbyemoe N0 —
Hanpumep, .NET, Nginx n 1.n.);

3) ckavanTe noaxoaawmni anctpubyTtume (B 3aBucumocTn ot OC) Ha cepBep hopwm;

n) pacnakymte auctpubyTuB B Nanky Ha cepeepe hopm;

K) cosganTte B[ ana paboTbl npunoxeHunsa. B anctpmbytuee nnatdopmbl HaxoouTcs
KoHconbHoe npunoxeHne BARS.Svody.DbUpdater (B nanke updater B kopHe
apxvea);

n) yCTaHOBUTE JULEH3NIO. YCTAHOBKY JMLEH3MM MOXHO BbIMOMHUTL C MOMOLLbIO

DBUpdater. lNMogpobHee B n. 8.3;
I'IpmmeanVle — bes YCTaHOBKW JTMLIEH3UN 0OHOBIEHNE HEBO3MOXHO.

M) o6HoBuTe B[ (npoBeanTe murpaumm). OGHOBNEHNE TaKKe BbINOMHAETCS C MOMOLLbIO
DBUpdater. NogpobHee B n. 8.2;
H) oBHOBMUTE NpuknNagHsie GUBNNOTEKN (NPU X HANMYUN);
) 0BHOBUTE NpoekTHbIe dannbl apids (Mpy Ux HanNU4Un);
Nn) HacCTPOWTE COOTBETCTBYIOLUME KOHUIYPALNOHHbLIE ddalnbl;
) Npy HeOBXOANUMOCTM MOAKITHOYEHNA KOMMOHEHTA aHanM3a gaHHbIX:
— HacTpouTb cepep n SSO-npunoxexue (n. 13);
— HacTpouTb 1 pa3BepHyTb cepBep Ans KomnoHeHTa aHanusa gaHHbix (M. 15);
— HacTpouTb KOHGUrypaunoHHble dannbl Ansi COBMECTHOM paboTbl cBA3kM CBOAbI-

SSO-KoMNOHeHT aHanu3a gaHHbIX (. 15.4).

3.3 Pa3meTKka guckoB

Mpun pasmeTke ANCKka peKoMeHaYyeTCH NCMONb30BaTb CXEMbl pa3MeTKN, NPU KOTOPbIX BCE
dannbl B 0AHOM pasgene. HasBaHue nNogoOHbLIX MYHKTOB MEHIO pa3MeTKu Aucka MOoryT
He3HauYnTEeNbHO OTNMYaTLCH Mexay cobon npu yctaHoBke pasnnyHbix OC.

Hanpumep, ans OC Astra Linux:

— B pasgene «PasmeTka OUCKOB» BblbepuTe NyHKT «ABTO — MCMOMb30BaTbh BECb OUCK»

(PvcyHok 2);
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[11] PasMeTKa AWCKOE |

MPOrpaMMa yCTaHOBKW MOXKET NPOBECTW Bac YEPES NPOLUECC PASMETKM Acka (npeanarad pasHbie
CTEHABPTHHE CXEMH) Ha pazaens, AvB0 3TO MOXHO CAenaTb BPYYHyW. ECAn BufpaTe MCMOAL30BEHWE
MHCTPYMEHTE YNPEBNEHWS PEsMETKOW, ¥ Bac BCE PaBHO OyAeT BO3SMOXHOCTL NOSKE NOCMOTPETH W
NoAMNPEBATE PESYALTAET.

Ecan EHSPaTb MCNOABE30BAHNE WHCTPYMEHTa YNPaBAEHWA PaaHETKUﬁ ECErD AWCKa, TO dafee Eac
NONPOCAT YK&a38Tbk HYXHbW AWCK.

HeToa pasMeTkW:
ABTO - WCNOAb aTb BECb
ABTO - MCNO/MbS0BATE BECH AWCK W HECTPOWTb LVM
ABTO - WCMNOAL30BATE BECH AWCK C SaWWTHbM NPeofpazoBaHWeM Ha LYM
EpyuHyR

<BEpHY TbCA> <CnpaBka>

<Tab> nepexoa Mexay NEMEHTaMW ; Ce> BuAeneHWe; <Enter> aKkTUBauWa KHOMNOK

PucyHok 2 — PaameTka guckoB

MpnumeyvaHue — Ecnu Ha cepBepe o6beM onepaTMBHON NamMATK OyaeT NpeBbIlWaTh pasmep gucka, Kyaa
ycTaHaBnmBaetca OC, TO mMeToq pasMeTkum «ABTO — UCMONb30BaTh BECb AWCK» BblAACT OWMOKY U HE BbINOMHUT
aBTOMATUYECKYIO pa3MeTKy AMcKa, T.K. He CMOXeT co3aaTth Ha aucke SWAP-pa3gen, paBHbIi 00beMy onepaTUBHON

namsT cepeepa. MNoTpebyeTcs BbIOpaTb METOA PasmMeTkn «BpyuHytoy.

— BblbepuTe nogrotosneHHbIn anck ansa ycraHoskn OC (PucyHok 3);

1 [!!] PasmeTka AMCKOE |

3aMETUM, YTO BCE AaHHHE Ha BhOpPaHHOM AWCKe ByayT CTEPTH, HO HE PaHeE YeM Bbl NOATBEPAATE,
yTo ABACTEMTEABHO XOTWTE CABAATE MIMEHEHWS.

BHEEPUTE AWCK ANA Pa3METKM:

- 21.5 GB ATA OEMU HARDDISK

<BEPHY TbCA> <Cnpaska>

<Tab> n SNEMEHTAMK 5 ce> BhiAEneHue; <Enter> ABaLWA KHOMNOK

PucyHok 3 — Beibop gucka
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— Bblbepute cxeMy pasmeTku gucka «Bce dannbl B ogHOM pa3gene (pekomeHayeTcs

HoBWM4Ykam)» (PUCyHOK 4).

| [!] PasMeTrka anckos |

BufipaHo ans pasMETKM:

BUPTYanbHuA anck 1 (vda) - Virtio Block Device: 68.7 GB
AUCK MOXET OHTh PA3MENEH ND 0AHOM W3 CASAYHWAX CXEM. ECAW BH HE 3HAETe, 4TO BeOPaTs —- BHOUPAATE NEPBYH CHEMY.
CHEME PASMETKN:

BCce ¢auan B 0aHOM
OTAENEHHA Pasaen ana /home

<BEpHY TECH> <Cnpaeka>

<Tab» NEPEXDA MEXAY 2NEMEHTEMAS biAEAEHKE; <ENtEr: aKTMBAUMA KHOMNDK

PucyHok 4 — Bbibop cxembl pasMeTku
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4  Hactpounka Cucrtembl Bepcum 5.3.x Ha OC AstraLinux Orel

MpumevaHune - TlpoTtecTnpoBaHo Ha Bepcum Astra Linux CE 2.12.43 (Orel). OdwuuymanbHas

AokymeHTaumsa no OC Astra Linux: https://wiki.astralinux.ru.

Takke npeanonaraeTcd, 4TO Ha cepBepe yxXe yCTaHOBIEHO crneayuiee CUCTeEMHOEe Mno:
— pPYCCKas lnoKkanmsauund;

MpoBepka Nnokanusawum:

svody@dev-svody-web:~$ locale
LANG=ru RU.UTF-8

LANGUAGE=

LC CTYPE="ru RU.UTF-8"
LC_NUMERIC="ru RU.UTF-8"
LC_TIME="ru RU.UTF-8"

LC COLLATE="ru RU.UTF-8"
LC_MONETARY="ru RU.UTF-8"
LC_MESSAGES="ru RU.UTF-8"
LC_PAPER="ru RU.UTF-8"
LC_NAME="ru RU.UTF-8"
LC_ADDRESS="ru RU.UTF-8"

LC TELEPHONE="ru RU.UTF-8"
LC_MEASUREMENT="IU_RU.UTF—8"
LC IDENTIFICATION="ru RU.UTF-8"
LC ALL=

[1ns ycTaHOBKM PYCCKOW FIoKanu3aumm Ucnonb3ynTe KomaHay:

localectl set-locale LANG=ru RU.UTF-8
,Elanee nepe3axognm B CUCTEMY U NpoBeEpAEM 4Yepel3 KOMaHay locale

— SSH-cepBep ¢ aBTOpU3aLMeli No NorMHy/naponio;

— OpenSSL sepcumn 1.1.0.

4.1 HacTpoiika peno3utopueB Ha BeG-cepBepe U cepBepe 6a3 AaHHbIX

OTpepakTupymnTte cann vi /etc/apt/sources.list.

3aKOMMEHTUPYNUTE CTPOKU, YXKE UMELMecss Nno ymonyaHuio B anne. Ona aTtoro
pobaBbTe 3HaK # B Ha4ano CTpoku. ATo Heobxoammo Anst Toro, YTobbl cuctema UrHopmposana
AaHHble 3anucn. Hanpumep:

#deb https://download.astralinux.ru/astra/stable/orel/repository/

orel main contrib non-free
#deb http://mirror.yandex.ru/astra/stable/orel/repository/ orel
main contrib non-free

Hwxe nobaBbTe 3anncu peno3nTopues, KOTopble ByayT MCNONb30BaHbI NPU AanbHENLIEN

yCTaHOBKE:
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deb http://deb.debian.org/debian stretch main

deb-src http://deb.debian.org/debian stretch main

deb http://apt.postgresql.org/pub/repos/apt/ orel-pgdg main
[anee coxpaHute nameHeHus B ganne n 3anyctnte oGHOBMEHNE:

sudo apt-get update

4.2 YcraHoBKa Postgres Ha cepBepe 6a3 gaHHbIX

BbinonHuTe noarotoBUTENbLHLIE KOMaHAbI:

wget --quiet -0 -
https://www.postgresqgl.org/media/keys/ACCC4CF8.asc | sudo apt-key add -

echo "deb http://apt.postgresqgl.org/pub/repos/apt/ “lsb release -
cs ' -pgdg main" |sudo tee /etc/apt/sources.list.d/pgdg.list

echo "deb http://apt.postgresgl.org/pub/repos/apt/ stretch-pgdg
main" | sudo tee /etc/apt/sources.list.d/postgresgl.list

sudo apt-get update

sudo apt install -y postgresgl-11 postgresqgl-contrib-11 --allow-
unauthenticated

Ana ontummnsauumn paboTbl cepepa 6a3sbl AaHHbIX OTpeaaKTUPYynTe KOHMUrypaLmMoHHbIN
Gann:

vi /etc/postgresqgl/1l1/main/postgresgl.conf

3HayeHuss napameTpoB HeobXxoaMMO OnpedeniTb CaMOCTOSTENBbHO MyTEM aHanm3a
BallMX  XapaKTepucTuk  cepsepa n N3y4eHuns ouumanbHONn  OOKYMEHTaumm
https://postgrespro.ru/docs/postgresql/11.

[ns ynpolweHnss aHann3a MOXHO UCMOSb30BaTb FOTOBbLIE FreHepaTopbl KOHUIypaLumn.
Hanpumep, https://pgtune.leopard.in.ua/#/

MpumevaHue - lpu pasgeneHun cepsepa B[ n cepsBepa Beb-NpUNOXEHUs HEOOBXOAUMO OTKPbITb
OOCTYnNbl B KOHUrypaLMoHHOM dainne:

vi /etc/postgresqgl/l11l/main/pg hba.conf
CornacHo odumumanbHOM AoKyMeHTaumm Postgres
https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf
OTkponTe nopT:

sudo ufw allow 5432

Mepesanyctute cnyxoy:

sudo systemctl reload postgresqgl
sudo systemctl restart postgresqgl
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4.3 YcraHoBka Redis Ha BeG-cepBepe

YcTtaHoBuTe cepBep Redis:

sudo apt-get -y install redis-server

Otpepaktupynte ann /etc/redis/redis.conf, 4YTOBblI OTKPbITH K HEMY AOCTYN C
ApYrMx cepBepoB :

#bind 127.0.0.1 -::1

bind * —-::%

OTkpowiTe nopT:

sudo ufw allow 6379

3anycTtute cryxoy:

sudo systemctl enable redis-server
sudo systemctl start redis-server

4.4 YcraHoBka Dotnet Ha BeG-cepBepe

BbinonHuTe noarotoBUTENbLHbLIE KOMaHAbI:

wget -O - https://packages.microsoft.com/keys/microsoft.asc | gpg
—--dearmor > microsoft.asc.gpg

sudo mv microsoft.asc.gpg /etc/apt/trusted.gpg.d/

wget https://packages.microsoft.com/config/debian/9/prod.list

sudo mv prod.list /etc/apt/sources.list.d/microsoft-prod.list

sudo chown root:root /etc/apt/trusted.gpg.d/microsoft.asc.gpg

sudo chown root:root /etc/apt/sources.list.d/microsoft-prod.list

YctaHoBute SDK:

sudo apt-get -y install dotnet-sdk-6.0 --allow-unauthenticated

YcTtaHoBuTe runtime:

sudo apt-get -y install apt-transport-https --allow-
unauthenticated

sudo apt-get -y install dotnet-runtime-6.0 --allow-
unauthenticated

rlpOBepI/ITb YCTaHOBJIEHHbIE BEPCUU Dothet MOXHO C NMOMOLLBK KOMaHA:
dotnet --list-sdks
dotnet --list-runtimes

Mpumep BbiBOAA YCTAHOBNEHHOrO Ha MawuHe Dotnet:

root@svody-astra-orel212:/home/astra# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody-astra-orel212:/home/astra# dotnet --list-runtimes
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Microsoft.AspNetCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.AspNetCore.App]

Microsoft .NETCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.NETCore.App]

Takke gns aKkcnnyataumm B YCNOBUSIX BbICOKOW Harpy3km pekomeHayetcs gobaBuTb
HacTPOMKM B KOHUrypaumoHHbIN bann sggpa. [Ana  3Ttoro  oTpefaktupymnte  damn
vi /etc/sysctl.conf u nobaBbTe B HeEro crneayroume napameTpbl:

net.core.somaxconn=20000
net.core.netdev_max backlog=65535
fs.file-max=1000000
fs.inotify.max user instances=1024
fs.inotify.max user watches=1048576
fs.inotify.max queued events=163840

lMocne yero nepeunTtanTe hann KoOHUrypaumm KoMaHaomn:

sysctl -p

JInbo nepesarpysnte Beb-cepaep.

4.5 YcraHoBka Nginx Ha BeG-cepBepe

YctaHosuTe Nginx:

sudo apt install nginx --allow-unauthenticated

MpoBeanTte HacTponku hitp n https cepsepa cornacHo oduumanbHOW OOKYMEHTauuu

cnpaBoyHoro ueHTpa no Nginx: https://docs.nginx.com/nginx/admin-guide/.
Mpumevyanne — [Ona https cepsepa Tpebyetrca SSL-cepTudmkart, BblAaHHLIN OPULNAMNBHBIM

YAOCTOBEPSIOLLMM LieHTpoM. He noaxodsT camonoanucaHHble U camo3aBepeHHble cepTudumkaThbl.

Cospanite koHdurypaumoHHbeii cann vi /etc/nginx/conf.d/svody.conf co cnegyowmm
coaepXxaHuem:

location /svody {

client max body size 500M;

proxy pass http://127.0.0.1:5001/svody;
proxy http version 1.1;

proxy set header Upgrade Shttp Upgrade;
proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto Srealscheme;
proxy set header Connection keep-alive;
proxy set header Connection "upgrade";
proxy send timeout 600s;

proxy read timeout 600s;

proxy connect timeout 600s;

proxy buffer size 64k;
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proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;
proxy headers hash max size 512;
proxy headers hash bucket size 128;

}

[ns yBenuyeHus BpeMeHW TaymayTta npu paboTe cucteMbl HEOOXOOUMO YBENWYUTL

3Ha4YeHnd cnegyrwmnx napameTposB:

Nginx:

proxy send timeout 600s;
proxy read timeout 600s;

B 3aBncnMmMocTn OT KonmnyecTBa akTUBHLIX MOSfib3oBaTeENen A0MNOSTHUTENBHO HaCTpOVITe

a)

6)

n)

e)

B dparne nginx.conf (/etc/nginx) B cekuuto http fobasbTe NnapameTp, yBennymsatowmm
MaKCMMarnbHO A0NyCTUMbIN o6bem 3arosIoBKOB 3anpocos
large_client_header_buffers 4 16k;

npwv NOAKIYEHMN Ha cxeMe aBTopu3aumm Yyepes Keycloak obssatensHo gobasbTe
cnegywowme gupektusbl: large_client_header_buffers 4 16k n proxy_set _header
Connection "upgrade";

B channe nginx.conf (/etc/nginx) oTpegakTupynte napameTp worker _processes auto;
B dhanne nginx.conf (/etc/nginx) gobasbTe napameTp worker_connections 41
(KONIMYECTBO CTaTUYHBIX PECYPCOB Npu 3arpyske paboyero crona nNpuNoXeHus
«CBofbl») * cymMMapHOe 4ucrno nonb3oBaTenen sBcex Beb-npunoxeHun «Ceoably,
AOCTYIN K KOTOPbIM ocyLecTBnseTcs Yepes Nginx;

B dpavne nginx.conf (/etc/nginx) pobasbTe napameTp worker_rlimit_nofile
worker_connections * 2 cornacHo pekoMeHgaumsm u3 gokymeHTtaumm K Nginx;

B (panne nginx.conf (/etc/nginx) B cekumio http gobasbTe napameTp:

map $http x forwarded proto S$realscheme {
default S$scheme;

https https;

http http;

}

CoxpaHuTe HacTpOWKKN 1 Nepe3anycTuTe cnyxoy:

systemctl reload nginx
systemctl restart nginx

4.6 YcraHOBKa NnpunoxeHus Ha Be6-cepBepe

CospganTte gMpeKTopuIo:
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mkdir /opt/svody

Ckonupynte annbl Beb-npunoxeHns w3 apxmBa AOUCTpUOYTMBA B CO34aHHYHO
ANPEKTOPMUIO.

Cospgante gupekTtoputo ansa dannos API:

mkdir /opt/svody/AddInLib

Ckonupynte cpannel APl n3 apxmBa aguctpubytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.
PaspanTte npaBa ons sanycka:

chmod +x /opt/svody/updater/BARS.Svody.DbUpdater
chmod +x /opt/svody/BARS.Svody.Web.Host

OTKkponTe nopThl:

sudo ufw allow 80
sudo ufw allow 5001
sudo ufw allow 6379

HacTtponTe nogkntoveHune k Bl cornacHo n. 10.2.
Cospante B cornacHo n. 8.1.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath /opt/svody/llpuioxeHue .Bapc

YcTaHoBUTE NULEH3UIO cornacHo n. 8.3.
Cospgante Bce TabnmyHble NPOCTpaHCTBa CorfiacHo n. 8.2.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxenue.bapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

CospganTe cepBUC NPUNOXKEHUS:

vi /etc/systemd/system/svody.service

[Unit]

Description = Svody app: svody

[Service]

WorkingDirectory = /opt/svody

ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always

RestartSec = 10

SyslogIdentifier = svody

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5001
Environment ASPNETCORE BASEPATH=/svody
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Environment = TMPDIR=/var/tmp
User = root

[Install]

WantedBy = multi-user.target

Otpepaktupynte dann HacTtpoek Redis, 3anonHMB COOTBETCTBYHOLME NapamMeTpbl
CBOUMMU:

vi /opt/svody/ redis.config

<configuration>

<redis>
<host>ip-ampec cepreepa redis</host>
<port>6379</port>
<user>default</user>
<password>"redispw"</password>

</redis>

</configuration>

MpumeyaHune — BHyTpM naponsi HegonycTumel criegytowme cumeonsl ", &, ', <, >, #,$.

MogpobHee o HacTpoike danna onucaHo B n. 10.4.
Otpepaktupynte dann HacTpoek cepBepa ¢OpM, 3arofiHMB COOTBETCTBYIOLLNE
napamMmeTpbl CBOUMMU:

vi /opt/svody/forms.service.json

{

"FormEnginesConfig" : {
"Engines": [
{
"Url": "http://ip-azmpec cepsepa dopm:5003",

"FormsAvailable": true,
"AnalyticsAvailable": true

}
"HealthCheckIntervalInSeconds": 60

}
}
Ecnn Tpebyetca HacTpouTb HECKONbKO CepBUCOB GhopM, TO dhamn forms.service.json

OyaeT BbirnaaeTb cneayowmmM obpasom:

vi /opt/svody/forms.service.json

{

"FormEnginesConfig" : {
"Engines": |
{
"Url": "http://ip-anmpec cepsepa dopml:5003",

"FormsAvailable": true,
"AnalyticsAvailable": true

"Url": "http://ip-ampec cepsepa ¢opm2:5003",
"FormsAvailable": true,
"AnalyticsAvailable": false
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}

1,
"HealthCheckIntervalInSeconds": 60

}

MogpobHee o HacTpoike channa onucaHo B n. 10.5.
3anyctute NpunoXxeHue:

systemctl daemon-reload
systemctl start svody
systemctl enable svody

4.7 YctraHOBKa NpunoxeHus Ha cepeepe hopM

MpnmevyaHne — B gaHHOM MHCTPYKLMM ONMUCaHa HacTpolKa cepBepa PopM Ha OTAenbHOW OT Beb-
cepBepa mMalumHe. OgHaKo, ecnn KONMYeCTBO NOMb3oBaTenen n Harpyska HebGornbLune, MOXXHO COBMECTUTL CEpPBEP

dopm 1 Beb-cepBep Ha OAHOM MalLUHe.
Cospganite gupeKkTopuio:

mkdir /opt/forms

Ckonunpynte dannbl cepBuca ¢GOpM U3 apxvBa OUCTpUOyTMBA B CO34aHHYH
ANPEKTOPUIO.

Cospanite gupekTtoputo ansa dannos API:

mkdir /opt/forms/AddInLib

Ckonunpynte dannbl APl un3 apxusa pauctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.
PaspanTte npaBa ans 3anycka:

chmod +x /opt/forms/Svody.Forms.Host

CospganTe cepBUC NPUNOXKEHUS:

vi /etc/systemd/system/forms.service

[Unit]

Description = Svody forms service: svody
[Service]

User = root

WorkingDirectory = /opt/forms

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5003

Environment = ASPNETCORE BASEPATH=/forms
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amd64/
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ExecStart = /opt/forms/Svody.Forms.Host
SyslogIdentifier = svody-forms

Restart = always
RestartSec = 10
[Install]

WantedBy = multi-user.target

Ckonnpynte co3gaHHbIM M HACTPOEHHbIM B npedblaylwem

NnyHKTe  dpann

MpunoxeHue . 6apc U3 Katanora /opt/svody Ha Beb-cepBepe. [NomecTute AaHHbIN hann B

KOpeHb katanora /opt/forms.

Otpepaktupynte ann Hactpoek KomnoHeHTa aHanusa

COOTBETCTBYOLWME NapamMmeTpbl CBOUMUA:

vi /opt/forms/Config/aw.json
{
"aw": {

"db": "default",
"host": "ip-ampec cepsepa aw",
"port": 9017,
"user": "default",
"password": "enter4z",
"baseUrl": "URL-cepBepa AW",
"adminLogin": "tech admin",
"adminPassword": "123456"

}

MogpobHee o HacTpolike darna onucaHo B n. 10.10.
OTtpepaktupynte ann HacTpoek NOOKIYEHUS K
COOTBETCTBYHOLLNE NapaMeTpbl CBOMMU:

vi /opt/forms/Config/ postgres.json

{

"postgres": {
"dbName" : "svody",
"schemeName":"svody forms service",
"host":"ip-ampec cepeepa BIO",
"port":5432,
"login":"svody",
"password":"123",

"minPoolSize": 2,
"maxPoolSize": 50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288
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MoapobHee o HacTpovike channa onucarHo B n. 10.7.
Otpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYHOLME MNapamMeTpbl
CBOVMMU:

vi /opt/forms/Config/ redis.json

"redis" : {
"host": "ip-ampec cepsepa redis",
"port": 6379,
"user": "default",
"password": "redispw"

MoopobHee o HacTpovike hanna onucaHo B n. 10.6.
MpumevaHune — KoHdurypaumnoHHble dannbl «metrics.json» n «formsBackups.json», Haxoaswmecs B
nogkatanore Config, He TpebylT peaakTMpoBaHus Npu cTaHgapTHowW yctaHoBke. OgHako nMoapobHOCTM 06 umX

HacTpovike Npy HeoBXoaUMOCTM MOXHO HanTu B . 10.8 n 10.9.
3anyctuTe NpunoXxeHue:

systemctl daemon-reload
systemctl start forms

4.8 O6HOBNEHWe NPUNoXeHUs Ha Be6-cepBepe

Mpoueaoypa OGHOBNEHUS web-NpUnoXeHUs aHanorvyHa npouenype pasBepTbiBaHUSA

web-npunoxeHus.

Mepen obHOBNEHNEM WED-NPUMNOXKEHUSA CO30aNTE PE3EPBHYIO KOMUIO:

— nanok «AddInLiby, «wwwroot\apiJsy, dhannos HOBOCTEM
«wwwroot\actualNews.html», a nocne ob6HOBNEHUsi ckonMpymTe MX B Kartanor c
O0BGHOBNEHHbIM Web-KNMeHTOM;

— Bcex (pavnoB koHdurypaumm («web.config», «svody.config», «redis.config»,
«forms.service.json»), a nocne obHOBNEHUA BHECUTE UHAMBUAYAlbHbIE HACTPONKM
NPUMNOXeHNA COorflacHo 3TUM dpannam B HOBble (hansibl KOHUrypauumu,

— panna koHdurypauum «lpunoxeHne.6apcy.

BbINonHMTE OCTAHOBKY Nyna npunoXeHu:

systemctl stop svody

Ona o6HoBneHns  web-npunoxeHuss MNOBTOPHO  pacnakymTe HOBbIA  apxvB

«BARS.Svody.Linux-5.x.x.zip» B katanor npunoxeHus. lNpu atom dannel («web.config»,
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«svody.config», «redis.config», «forms.service.json» 3ameHuTe, a 3aTeM OTpedaKkTUpymuTe,
CcOornacHo HacTpowkam Bawero npunoxernus. ®amn «lpunoxeHne.6apc» octaesnsem 6e3
N3MEHEHWNN, TaK KakK OH COLEPXUT HAaCTPOMKM noaknoyeHus K b.
Ana obHoBneHuna APl cosgante nanky «AddinLiby» B katanore npunoxeHus. Hanpumep:
mkdir /opt/svody/AddInLib

lMocne yero pacnakynte B Hee dhannbl APl n3 ogHoMMeHHoro apxmea.
BbinonHuTe murpaumm cornacHo n. 8.2 JaHHON UHCTPYKLUUMN.
Mpumep komaHgb!:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxeHne.bapc -simpleProgress true -mode
platform -updateArchiveDatabases false

BbInonHuTe 3anyck nyna npunoXeHun:

systemctl start svody

4.9 O6HoBNeHWe NPUNOXeHUsa Ha cepeepe (hopm

Mpoueaoypa OGHOBNEHUA MNPUNOXeEHUsT Ha cepBepe OPM aHanorMyHa npouenype

pa3BepTbiBAHUS.

Mepen obHOBNEHNEM CepBUCa (hOpM Co3[anTe Pe3EPBHYHO KOMUIO:

— nanok «AddInLib», danna «[lMpunoxeHne.6apc». Nocne obHOBNEHUS cKonupymTte
dann «MpunoxeHne.6apc» B katanor ¢ 0OHOBNEHHbBIM MPUITOXEHNEM;

— BCex ghannoB koHdUrypaumm, Haxogsuwmxcsa B nanke «Config», a nocne obHoBneHns
BHECUTE UHOMBMAYAIbHbIE HACTPOMKM NPUITOXEHNSA COrNAacHO 3TUM dhannam B HOBblE
drannbl KOHUrypaumm.

BbINONHMTE OCTAHOBKY Nyna npunoXeHui:

systemctl stop forms

[Ana o6HoBneHna cepsBuca OPM MOBTOPHO  pacnakymTe HOBbIA  apXuB
«Bars.Svody.Linux.Forms.Service-5.x.x.zip» B KaTanor npunoxeHus. [lpn 3Tom dhannsbl,
Haxopdwmecs B nanke «Config», 3ameHuTe, a 3aTeM OTpeAaKTUpynuTe, COrfacHO HacTporkam
Bawero npunoxenus. ®ann «lpunoxeHne.6apc» octaBbTe 6e3 M3MEHEHWUA, TaK Kak OH
COOEepPXUT HAaCTPOMKKU nogknoveHns K B/.

[na obHoBneHuna APl cosgante nanky «AddinLib» B katanore npunoxeHus. Hanpumep:

mkdir /opt/forms/AddInLib

Mocne yero pacnakyunte B Hee cannbl APl 3 ogHOMMEHHOro apxumBa.

BbinonHuTe 3anyck nyna npunoXeHumin:
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systemctl start forms

4.10 YcraHoBka KpunTtollPO Ha Be6-cepBepe

Mepengute Ha cant MO «KpuntolMPOx»: https://cryptopro.ru/products/csp/downloads ,

Bbl6epute anctpndytuns Kpuntollpo CSP 5.0 gns UNIX.

OTkpoeTcsa cnucok naketos (PucyHok 5).

Ona Linux:

» Kpuntollpo CSP 5.0 ana Linux (x86, rpm)

KoxTponewas cymma
FoOCT: SCDF41EC3B9FE1@3569154DF9F277A713D@5AA4CEE294D967BF5964110846AB3
MD5: 1d8c3551aa%93ceafcdcb@3a8973d4493

» Kpuntollpo CSP 5.0 anA Linux (x86, deb)

=

KonTponeHaa cymma
roCT: DE27B18ES7D5588C711C35C4185DE4842A4C3FFDCESBECEFLCE598A9950D7359D
MD5: 9a3fbb7a88cd@2458c7aadb8cbf3481T

» Kpuntollpo CSP 5.0 ana Linux (x64, rpm)

KonTponenasa cymma

rocCT: 78@9F2DASC1F7SF29DB38FB9B54BFAFF299167EEEBCFE41CBAT1AGODBE44EALS
MD5: b87bbe581d2431c71b8ec79f4bf7303b

» Kpuntollpo CSP 5.0 ana Linux (x64, deb)

KoHTponebHaa cymma
FOCT: 7764BDE6AS37BAL7FC25E15AAS6FFBA4E2AE3CBBE7C7645E9F72FALFEASFABEE
MD5: 78b5b3deab947d85e8861d3ed6cd491b

» Kpuntollpo CSP 5.0 ansa Linux (armhf, rpm)
KouTponeHasa cymma
rOCT: 3E37F06386EA45158084F6C6FGEE1121E2E20AGDASA47BABIACAFA4D126A1D70
MD5: 39a32ac6036d06344fabad435:03a62e

» Kpuntollpo CSP 5.0 ana Linux (armhf, deb)

KoWTponebHaa cymma
FOCT: DASE46273E404CB468B29DBE113D9854FCEAAGDIBC334AB262599163BABDB262
MD5: 789ebBe346T7Tb538887chec2058764b

» Kpuntollpo CSP 5.0 ana Linux (armB4, rpm)
KonTponeHaa cymma
TOCT: 7276642971489607F67ECEBOEE192237CFG5F4BD24FEAETOECO66BC45AASDCEE
MDS: 2e7718934b5e102a735063ca08dc1cha

» Kpuntollpo CSP 5.0 ana Linux (arm64, deb)
KonTponeHaa cymma
rOCT: B2F7D46B2E59B4CT7DA307EA2BASDE8DCOBFBF745E3F85E760A8632030E5FCF2
MD5: cd6éf@a5ela@377abc9ce@e@d1bbi7fa

PucyHok 5 — Cnucok nakeTos

Bbibepute naket Kpuntollpo CSP 5.0 ansa Linux (x64, deb) u 3arpysuTte ero.

Takke Heobxogmmbl naketbl OpenSSL n PKCS11 — 6e3 Hux He 6ypeTr pabortatb
noannco.

PacnakyiTe apxvB BO BpEMEHHYI0 ANPEKTOPUIO U NEPENANTE B HEE:

tar -zxf linux-amdé64 deb.tgz -C /var/tmp/
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cd /var/tmp/linux-amd64 deb

YcTtaHoBuUTE B Fpa(*)l/I‘-IeCKOM pexume, 3anyctnB N3 ANPEKTOPUN pacCnakoBKN apXuBa:
sudo chmod a+x ./install gui.sh

sudo ./install gui.sh

B okHe HacTpoek kHomnkon «[Mpobeny ycTaHOBUTE BCE «QIAXKKM».

HyxHble nakeTbl OpenSSL n PKCS11 6yayT ycTaHOBMEHDI.

MpumevaHunsa
1 Kpuntollpo gomkHa ObITe YCTaHOBIEHA Kak Ha BeO-cepBepe, Tak U Ha cepBepe opm.

2 KopHeBble 1 MpoMexXyTouHble cepTudmkaTbl A 4omKHbI ObITh YCTAHOBMNEHLI Ha cepBepe hopM.

4.11 YcraHoBka openssl-gost-engine

B coctaB guctpmbyTtmeoB Astra Linux BxoguT nakeT 6uGNMoTeKk ANs BbIMNOSHEHUA

3awmTHoro npeobpasoBaHus no anroputmam FOCT.

libgost-astra

[aHHbIn  nakeT obecneynBaeT BKAYEHWE B COCTaB METOAOB  3alLUMTHOrO

npeobpasoBaHus, Nogaep>KMBaembix NakeTaMmm openssl n openvpn, cnegyowmx anropuTMoB:

— TOCT P 34.10-2001 n TOCT P 34.10-2012 — anropuTmbl UndpoBoKr nognucu. Takke
noaaep>xmBaeTcs OOMeH Knto4amMum, OCHOBAHHbIV Ha OTKPbITbIX KNtovax (4eTanu cM. B
RFC 4357). AnropuTmbl NCNOMb3YHOT:

— 3akpbITble Kntoum 256 out gna FOCT 2001 n 256/512 6ut ansa FOCT 2012;
— oTKpbITble Ktoun 512 6ut ana FTOCT 2001 1 512/1024 6ut ana TOCT 2012.

— TOCT P 34.11-94 Anroputm xewwumpoBaHus. Xaw 256 6uT;

— TOCT P 34.11-2012 Anroputm xewwmpoBaHus. Xaw 256 n 512 our;

— [OCT 28147-89 — CummeTpuyHOe 3almMTHOe npeobpasoBaHue C Krtoyom 256 ouT.
PeanusoBaHbl pexumbl CBC, CFB wn CNT, noggepxuBaetca anroputm «key
meshing» (RFC 4357);

— [OCT 28147-89 B pexume BblpaboTkm UMMUTOBCTaBKU. basupyeTtcs Ha anroputme
CUMMETPUYHOIO 3almnTHOro npeobpasoBaHust. UMeeT cMMMETPUYHBIN Kntod 256 6ut
N paspsagHOCTb BCTaBkm OT 8 0o 64 (no ymonyanuio 32) 6ur;

— TOCT P 34.13-2015 — CummeTpuyHOe 3awmTtHoe npeobpasoBaHune «KysHeunk»
(«Grasshopper»).

[ns ycTaHOBKM NakeTa MOXXHO UCMOMb30BaTh rpadpnyeckuint MeHeopKkep nakeTos synaptic

WNW BbINOMHUTL YCTAHOBKY M3 KOMaHAHOW CTPOKWU KOMaHAon
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apt -y install libgost-astra

rlpOBepI/ITb CMNMNUCOK AOOCTYNHbIX alTfOPUTMOB MOXHO KOMaHOOMW:

openssl engine gost-astra -c

Mpn ycTaHOBNEHHOM W BKMAOYEeHHOM ABwxke libgost-astra oTBeT komaHabl GyaeT
BbIrMA4eTb NPUMEPHO Tak:

# openssl engine gost-astra -c
(gost-astra) Astra implementation of GOST engine
[gost89, gost89-cnt, gost89-cnt-12, gost89-cbc, grasshopper-ecb,
grasshopper-cbc, grasshopper-cfb, grasshopper-ofb, grasshopper-ctr,
md gost94, gost-mac, md gostlZ 256, md gostl2 512, gost-mac-12,
gost2001, gost-mac, gost2012 256, gost2012 512, gost-mac-12]

4.12 YcraHoBka LibreOffice

[nsa Toro, 4ToObl 6GbIS1Ia BO3MOXHOCTbL BhIrpyXaTb nedaTtHble doopmbl B hopmaTtax ods n

odt HeobxoaMmo yCcTaHOBUTbL Ha cepBepe nocneHioro sBepcuto LibreOffice

MpumeyaHne — dopmat BbIrpy3kn 3agaetcd B [JusaniHepe OTYETHLIX popm B pasgene «lleyaTHble
dopmbl» B none «dopmat BbIrPy3kU» HANPOTUB COOTBETCTBYHOLLEW nevyaTHON hopmbl. [nsa BeIrpy3ku B hopmaTte

ods n odt Heo6x0AMMO COOTBETCTBEHHO B 3TOM None BbiIbpaTh 3HaYeHne «ods» nnu «odty.

Ans Astra 2.12:
YcTaHoBKa 13 NakeToB:
Wget https://download.documentfoundation.org/libreoffice/stable/7.6.0/deb/x86_64/Libr
eOffice_7.6.0_Linux_x86-64 deb.tar.gz
tar zxvf LibreOffice_7.6.0_Linux_x86-64_deb.tar.gz
cd LibreOffice_7.6.0.3_Linux_x86-64_deb/
cd DEBS/
sudo dpkg -i *.deb
libreoffice7.6 --version
Co3gaemM CUMBOMbHYHO CCbISIKY:
In -s /usr/local/bin/libreoffice7.6 /usr/local/bin/libreoffice
libreoffice --version

lNpomecmupoesaHo Ha eepcuu LibreOffice 7.6.0.3
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https://download.documentfoundation.org/libreoffice/stable/7.6.0/deb/x86_64/LibreOffice_7.6.0_Linux_x86-64_deb.tar.gz
https://download.documentfoundation.org/libreoffice/stable/7.6.0/deb/x86_64/LibreOffice_7.6.0_Linux_x86-64_deb.tar.gz

5 Hactpouka Cucrtembl Bepcum 5.3.x Ha OC AstraLinux CmoneHck

MpnumevaHue — OduuymanbHast JOKYMEHTaUMs Ha onepaumoHHyto cuctemy Astra Linux Special Edition:

https://wiki.astralinux.ru/pages/viewpage.action?pageld=153486777.
Takxke npeanonaraeTcd, 4TO Ha cepBepe yxXe yCTaHOBIEHO crneayuiee CUCTeEMHOEe MNno:

— pycckas nokanusauus;
MpoBepka Nnokanusawum:

svody@dev-svody-web:~$ locale
LANG=ru RU.UTF-8

LANGUAGE=

LC CTYPE="ru RU.UTF-8"
LC_NUMERIC="ru RU.UTF-8"
LC_TIME="ru RU.UTF-8"

LC COLLATE="ru RU.UTF-8"
LC_MONETARY="ru RU.UTF-8"
LC_MESSAGES="ru RU.UTF-8"
LC_PAPER="ru RU.UTF-8"
LC_NAME="ru RU.UTF-8"
LC_ADDRESS="ru RU.UTF-8"

LC TELEPHONE="ru RU.UTF-8"
LC_MEASUREMENT="IH_RU.UTF—8"
LC IDENTIFICATION="ru RU.UTF-8"
LC ALL=

[ns yCTaHOBKK PYyCCKOMW nokannsaunm Ncnosib3ynte KomaHay:
localectl set-locale LANG=ru RU.UTF-8

[anee nepesaxoguMm B CUCTEMY U NPOBEPSIEM Yepes3 KoMaHay locale
— SSH-cepBep ¢ aBTOpMU3aumen No NornHy/naponto;

— OpenSSL sepcumn 1.1.0.

5.1 YcraHoBka PostgreSQL Ha cepBepe 6a3 AaHHbIX

YcTtaHoBKy 3awmueHHon Bepcum PostgreSQL 11 Ha cneuyuwanbHon OC Astra Linux
Heo6xo4MMO NPOBOAMTL COMNAacHO OULMaNbHON JOKYMEHTaLMK, JOCTYMHOW MO CCbINKE HUXE:

https://wiki.astralinux.ru/pages/viewpage.action?pageld=147162402

Mocne npoBefeHUs paboT MO NYHKTY «yCTaHOBKA MAKeTOB» BbIMNOMHUTE KOMaHAbI:

usermod -a -G shadow postgres

setfacl -d -m u:postgres:r /etc/parsec/macdb
setfacl -R -m u:postgres:r /etc/parsec/macdb
setfacl -m u:postgres:rx /etc/parsec/macdb
setfacl -d -m u:postgres:r /etc/parsec/capdb
setfacl -R -m u:postgres:r /etc/parsec/capdb
setfacl -m u:postgres:rx /etc/parsec/capdb
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Ana ontummnsauumn paboTbl cepepa 6a3sbl AaHHbIX OTPeAKTUPYNTE KOHUIypaLMOHHbIN
doann:

vi /etc/postgresgl/ll/main/postgresqgl.conf

3HayeHna napameTpoB HeEOOXOAMMO OnpeaennTb CaMOCTOSATENbHO MyTeM aHanmsa
BaLUMX XapaKTePUCTUK cepBepa 1 U3yvyeHus ouumnanbHON JOKYMEHTaUmm:

https://postgrespro.ru/docs/postgresql/11

[nsa ynpolwleHns aHannsa MOXHO MCMONb30BaTb FOTOBbIE rEHepaTopbl KOHUrypaumi.
Hanpumep, https://pgtune.leopard.in.ua/#/.

MpumeyaHune — Tpu pasgeneHun cepsepa B[ u cepsepa Beb-npunoxeHuss HeobGXoAMMO OTKPbITb
AOCTYMbl B KOHUrypaLnoHHOM dhanrne:

vi /etc/postgresql/ll/main/pg hba.conf

CornacHo oduumansHoi AokymeHTaumm Postgres:

https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf
OTkponTe nopT:
sudo ufw allow 5432

Mepesanyctute cnyxoy:

sudo systemctl reload postgresqgl
sudo systemctl restart postgresqgl

5.2 YcraHoBka Redis Ha Be6-cepBepe

YcTtaHoBuTe cepaep Redis:

sudo apt-get -y install redis-server

Otpepaktupynte pann /etc/redis/redis.conf, 4YTOBbI OTKPLITH K HEMY AOCTYN C
ApYyrux cepBeposB :

#bind 127.0.0.1 -::1

bind * -::%

OTkponTe nopT:

sudo ufw allow 6379

3anyctute cnyxoy:

sudo systemctl enable redis-server
sudo systemctl start redis-server
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5.3 YcraHoBka Dotnet Ha Be6-cepBepe

BbinonHuTe nogrotoBuTeNbHblE KOMaHAbI:

wget -O - https://packages.microsoft.com/keys/microsoft.asc | gpg
-—-dearmor > microsoft.asc.gpg

sudo mv microsoft.asc.gpg /etc/apt/trusted.gpg.d/

wget https://packages.microsoft.com/config/debian/9/prod.list

sudo mv prod.list /etc/apt/sources.list.d/microsoft-prod.list

sudo chown root:root /etc/apt/trusted.gpg.d/microsoft.asc.gpg

sudo chown root:root /etc/apt/sources.list.d/microsoft-prod.list

YctaHoBka SDK:

sudo apt-get install -y dotnet-sdk-6.0 --allow-unauthenticated

YcTaHoBKa runtime:

sudo apt-get install -y apt-transport-https --allow-
unauthenticated

sudo apt-get install -y dotnet-runtime-6.0 --allow-
unauthenticated

npOBepI/ITb yCTaHOBJ1EHHbIE BEPCUN Dotnet MOXHO C NOMOLLbIO KOMaHA;:

dotnet --list-sdks
dotnet --list-runtimes

Mpumep BbIBOAA YyCTAaHOBNEHHOIO Ha MalwmHe Dotnet:

root@svody-astra:/home/astra# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody-astra:/home/astra# dotnet --list-runtimes

Microsoft.AspNetCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.AspNetCore.App]

Microsoft .NETCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.NETCore.App]

Takke gns aKkcnnyataumm B YCNOBUSAX BbICOKOW Harpyskum pekomeHgyetca [obaBuTb
HaCTPOMKM B KOH(pUrypaLmMoHHbIN thann sapa. [na aToro otpegakrmpyute ann:

vi /etc/sysctl.conf

[o6aBbTe B HETO CrieayoLme napaMeTpbi:

net.core.somaxconn=20000
net.core.netdev _max backlog=65535
fs.file-max=1000000
fs.inotify.max user instances=1024
fs.inotify.max user watches=1048576
fs.inotify.max queued events=163840

[anee nepeuntante ann KOHpUrypaumm KomaHgom:
sysctl -p\
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JInbo nepesarpysnte Beb-cepaep.

5.4 YcraHoBka Nginx Ha Be6-cepBepe

YctaHoBute Nginx:

sudo apt install nginx --allow-unauthenticated

MpoBegute HacTpounku http n https cepsepa cornacHo oduumansHON OOKYMeHTauum

cnpaBoYyHoro ueHTtpa no Nginx:

https://docs.nginx.com/nginx/admin-guide/

Mpumevyanne — [Ona https cepsepa Tpebyetrca SSL-ceptudpmkart, BblAaHHBIN OMULMANBHBIM

YAOCTOBEPSIOLWMM LieHTpoM. He noaxodsT caMmonoanucaHHble U camo3aBepeHHble cepTudmkaThbl.

Nginx:

Cospganite koHUrypaumoHHbI hann:

vi /etc/nginx/conf.d/svody.conf

CO cnegywwmnmMm cogep>kaHnem:

location /svody {

client max body size 500M;

proxy pass http://127.0.0.1:5001/svody;
proxy http version 1.1;

proxy set header Upgrade Shttp Upgrade;
proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto Srealscheme;
proxy set header Connection keep-alive;
proxy set header Connection "upgrade";
proxy send timeout 600s;

proxy read timeout 600s;

proxy connect timeout 600s;

proxy buffer size 64k;

proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;

proxy headers hash max size 512;

proxy headers hash bucket size 128;

}

B 3aBMCUMMOCTM OT KONMMYECTBa aKTMBHbIX MOSb3oBaTeNen 4ONOSTHUTENBHO HaCTpOVITe

a) B panne nginx.conf (/etc/nginx) B cekunto http nobaBbTe NnapameTp, yBenMUYnBaoLLmnMI
MakcUMarnbHO A0NYyCTUMbIN 06bem 3arofoBKOB 3anpocos

large_client_header_buffers 4 16k;
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6) npu noakno4eHUn Ha cxeme aBTopudaummn vepes Keycloak obssaTtensHo fgobasbTe
cnegywowme gupektusbl: large_client_header_buffers 4 16k n proxy_set _header
Connection "upgrade”;

B) B hanne nginx.conf (/etc/nginx) oTpegakTnpynte napameTp worker_processes auto;

r) B danne nginx.conf (/etc/nginx) gobaeBbTe napameTp worker _connections 41
(KonNnYecTBO CTaTUYHbLIX pPeCcypcoB npu 3arpyske pabodero crona «CBogoB») *
CyMMapHOe 4Yncrno nonb3oBaTenen Bcex npunoxeHnn «CBoAOB», AOCTYN K KOTOPbIM
ocyliectendaeTca yepes Nginx;

A) B damne nginx.conf (/etc/nginx) po6asbTe napameTp worker_rlimit_nofile
worker_connections * 2 cornacHo pekoMeHgaumsm u3 gokymeHTaumm K Nginx;

e) B dramnne nginx.conf (/etc/nginx) B cekuuto http gobasbTe napameTp:

map $http x forwarded proto Srealscheme {
default S$scheme;

https https;

http http;

}

CoxpaHunTe HacTpPOMKM 1 NepesanycTuTe cryxoy

systemctl reload nginx
systemctl restart nginx

5.5 YcraHoBka npunoxeHus Ha Be6-cepBepe

Cospgante gupeKTopuIo:

mkdir /opt/svody

Ckonunpyinte annbl BeOG-NpUNoXeHns wn3 apxuBa AUCTpuMOyTMBA B CO34aHHYHO
ANPEKTOPUIO.

Cospgante gupektoputo ans dannos API:

mkdir /opt/svody/AddInLib

Ckonupynte cpavnel APl un3 apxmBa aguctpubytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.

PaspanTte npaBa onsa sanycka:

chmod +x /opt/svody/updater/BARS.Svody.DbUpdater

chmod +x /opt/svody/BARS.Svody.Web.Host

OTKpowTe NopThI:

sudo ufw allow 80
sudo ufw allow 5001
sudo ufw allow 6379
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HacTtponTe nogknoveHune k b1 cornacHo n. 10.2.
Cospante B[ cornacHo n. 8.1.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath /opt/svody/llpunoxeHne .bapc

YcTaHoBUTE NULEH3NIO cornacHo n. 8.3.
CospanTte Bce TabnuyHble NpoCcTpaHCTBa cornacHo n. 8.2.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxenue.bapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

CospganTe cepBUC NPUNOXKEHUS:

vi /etc/systemd/system/svody.service

[Unit]

Description = Svody app: svody

[Service]

WorkingDirectory = /opt/svody

ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always

RestartSec = 10

SyslogIdentifier = svody

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5001
Environment = ASPNETCORE_BASEPATH:/svody
Environment = TMPDIR=/var/tmp

User = root

[Install]

WantedBy = multi-user.target

Otpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYHOLME NapamMeTpbl
CBOVIMU:

vi /opt/svody/ redis.config

<configuration>

<redis>
<host> ip-anmpec ceprepa redis</host>
<port>6379</port>
<user>default</user>
<password>"redispw"</password>

</redis>

</configuration>

MpumeyaHue — BHyTpy napons HegonycTumbl cnegyowme cumeonsl ', &, ', <, >, #,9$.

MoapobHee o HacTporike danna onucaHo B n. 10.4.
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Otpepaktupynte dann Hactpoek cepBepa ¢oOpM, 3arofiHMB COOTBETCTBYOLINE

napamMeTpbl CBOMMU.

vi /opt/svody/forms.service.json
{
"FormEnginesConfig" : {
"Engines": [
{
"Url": "http://ip-ampec cepsepa dopm:5003",
"FormsAvailable": true,
"AnalyticsAvailable": true
}
"HealthCheckIntervalInSeconds": 60
}

}
Ecnn TpebyeTca HacTpouTb HECKONbKO CepBUCOB GpopM, TO dramn forms.service.json

6yaeT BbIrMAAeTb cneayowmm obpasom:

vi /opt/svody/forms.service.json

{

"FormEnginesConfig" : {
"Engines": [
{
"Url": "http://ip-ampec cepsepa dopml:5003",
"FormsAvailable": true,
"AnalyticsAvailable": true

"Url": "http://ip-ampec cepsepa dopm2:5003",
"FormsAvailable": true,
"AnalyticsAvailable": false

}

I
"HealthCheckIntervalInSeconds": 60

}

}
MoaopobHee o HacTpouke danna onmcaHo B n. 10.5.

3anycTuTte nNpunoxeHue:

systemctl daemon-reload
systemctl start svody
systemctl enable svody

5.6 YcraHoBKa npunoxeHus Ha cepsepe hopm

MpumevyaHne — B gaHHOW MHCTPYKUMM OMMcaHa HacTpolka cepBepa )OpM Ha OTAENbHOW OT BeO-

cepBepa MawmHe. OgHaKo, ecny KonMYecTBO Nonb3oBaTenei U Harpy3ka Hebonblune, MOXHO COBMECTUTb CepBep
dopm 1 Beb-cepBep Ha OOHOM MaLLWHE.
CospganTte gMpeKTopuIo:
mkdir /opt/forms
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Ckonunpynte dannbl cepsuca ¢GOpM M3 apxuBa OUCTpUByTMBA B CO34aHHYH
ANPEKTOPUIO.

Cospante gupekTtoputo ansa dannos API:

mkdir /opt/forms/AddInLib

Ckonunpynte dannel APl un3 apxuBa auctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.
PaspanTe npaBa aons 3anycka:

chmod +x /opt/forms/Svody.Forms.Host

Cospanite cepBUC NPUNOXKEHWS:

vi /etc/systemd/system/forms.service

[Unit]

Description = Svody forms service: svody
[Service]

User = root

WorkingDirectory = /opt/forms

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5003

Environment = ASPNETCORE_BASEPATHz/forms
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amd64/

ExecStart = /opt/forms/Svody.Forms.Host

SyslogIdentifier = svody-forms

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target

Ckonunpynte co3gaHHbIA M HACTPOEHHbIM B MNpeablaywem  nyHkTe  doaunn
MpunoxeHue . 6apc U3 Katanora /opt/svody Ha Beb-cepBepe. lNomecTute aaHHbIN hann B
KopeHb KaTanora /opt/forms.

Otpepaktupynte ann Hactpoek KomnoHeHTa aHanmu3a [daHHbIX, 3anosiHMB

COOTBETCTBYIKOLWME NapamMmeTpbl CBOUMU:

vi /opt/forms/Config/aw.json

{

"aw": {
"db": "default",
"host": "ip-anpec cepsepa aw",
"port": 9017,
"user": "default",
"password": "enter4z",
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"baseUrl": "URL-cepeepa AW",
"adminLogin": "tech admin",
"adminPassword": "123456"

}

MogpobHee o HacTporike darna onucaHo B n. 10.10.
OTtpepaktupynte (pann HacTpoek nogkrnodeHus K cepBepy B[, 3anonHue
COOTBETCTBYHOLLME NapamMeTpbl CBOUMMU:

vi /opt/forms/Config/ postgres.json

{

"postgres": {
"dbName" : "svody",
"schemeName":"svody forms service",
"host":"ip-ampec cepsepa BIO",
"port":5432,
"login":"svody",
"password":"123",

"minPoolSize": 2,
"maxPoolSize": 50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288

}

MoaopobHee o HacTpouke darna onmcaHo B N. 10.7.
Otpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYHOLME MNapamMeTpbl
CBOVMMU:

vi /opt/forms/Config/ redis.json

{

"redis" : {
"host": "ip-ampec cepsepa redis",
"port": 6379,
"user": "default",
"password": "redispw"

}

MogpobHee o HacTpowke channa onucaHo B n. 10.6.
MpumevaHue — KoHdurypauunoHHble dannbl «metrics.json» n «formsBackups.json», Haxoaswmecs B
nogkatanore Config, He TpebyloT peaakTMpoBaHUs Npu cTaHgapTHon yctaHoBke. OgHako nogpobHocTn 06 ux

HacTpoWKe Npu HeobXoaAMMOCTU MOXHO HanTh B n1.10.8 n 10.9.
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3anyctute NpunoXxeHue:

systemctl daemon-reload
systemctl start forms

5.7 O6HoBneHune NpunoxeHusa Ha Be6-cepBepe

Mpouenypa obHOBREHUA web-NpunoXeHWs aHanornyHa npoueaype pasBepTbiBaHUSA

web-npunoxeHus.

Mepen obHOBNEHMEM WED-NPUNOXEHNA CO30anTe pe3epBHYO KONUIO:

— nanok «AddInLiby, «wwwroot\apiJsy, drannos HOBOCTEM
«wwwroot\actualNews.html», a nocne OGHOBNEHUS CKONUPYUTE KX B KaTamnor C
OBOHOBMNEHHbIM Web-knueHTom;

— Bcex (pannoB koHdurypaumm («web.config», «svody.config», «redis.config»,
«forms.service.json»), a nocrne obHOBMNEHNA BHECUTE UHAMBUAOYANbHbIE HACTPONKM
NPUITOXEHNSA COrNacHoO 3TUM bannam B HOBble dhanrbl KOHUrypauuu;

— (panna koHdurypauum «lMpunoxeHne.6apcy.

BbINosHMTE OCTaHOBKY nyna NpUioXeHUn:

systemctl stop svody

[Ona obHoBneHuss  web-nNpunoxeHnss  nNOBTOPHO  pacnakymTe  HOBbIA  apxuB
«BARS.Svody.Linux-5.x.x.zip» B Katanor npunoxeHus. [Npun atom dannbl «web.config»,
«svody.config», «redis.config», «forms.service.json» 3amMeHuTe, a 3aTeM OTpedaKkTupymTe
cornacHo HacTponkam Bawero npunoxerus. ®ann «lpunoxenne.6apc» octaBbTe 6e3
N3MEHEHWIN, TaK KaK OH COAEPXUT HAaCTPOMKN NogKntoYeHus K Bl.

[na obHoBneHnsa APl cosganite nanky «AddIinLib» B katanore npunoxenus. Hanpumep:

mkdir /opt/svody/AddInLib

Mocne yero pacnakyute B Hee ¢hannbl APl n3 ogHoMMeHHoro apxmsa.
BbinonHuMTe Murpaumm cornacHo n. 8.2 4aHHOW UHCTPYKLUMMK.
Mpumep komaHgb!:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/Illpunoxenue.dbapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

BbinonHuTe 3anyck nyna npuiioXeHun:

systemctl start svody
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5.8 OGHoBReHue npunoxeHnsa Ha cepBepe hopMm

Mpouenypa OOHOBMEHUA NPUNOXEHUS Ha cepBepe OPM aHanorMyHa npouenype

pa3BepTbIBaHUSA.

Mepen obHOBNEHNEM CepBUCa hOpM CO3LanTe PE3EPBHYHO KOMUIO:

— nanok «AddInLib», cdanna «[lMpunoxeHne.6apcy». Nocne obHOBNEHUS ckonupynte
dann «lpunoxeHune.6apc» B Katanor ¢ 06HOBNEHHbLIM MPUNOXEHNEM;

— BCex (pannos KoHUrypaumm, Haxogsawmxcs B nanke «Config», a nocne obHoBReHUA
BHECUTE UHOMBUAYalTbHbIE HACTPOMKM NPUITOXXEHNSA COrNacHo 3TUM dpannam B HOBblE
drannbl KOHUrypaumm.

BbInonHUTEe oCcTaHOBKY nyna npuioXeHun:

systemctl stop forms

Ana obHoBneHuss cepBuca GoOpM  MNOBTOPHO  pacnakymte  HOBbIA  apxuB
«Bars.Svody.Linux.Forms.Service-5.x.x.zip» B kaTanor npunoxeHus. [lpn 3Tom dannsbl,
Haxogsawmecsa B nanke «Config», 3ameHnTe, a 3aTeM OTpedaKkTUpPyWTe COrfacHoO HacTpomkam
Bawero npunoxerus. ®ann «lMpunoxeHune.6apc» octaBbTe 0e3 WM3MEHEHWA, TaK Kak OH
COOEPXKUT HACTPONKKM noakntoveHns Kk b/.

[na obHoeneHuna APl cosganTte nanky «AddinLib» B katanore npunoxeHus. Hanpumep:

mkdir /opt/forms/AddInLib

Mocne yero pacnakynte B Hee dannbl APl n3 ogHOMMEHHOro apxmea.
BbinonHuTe 3anyck nyna npuiioXeHun:

systemctl start forms

5.9 YcraHoska KpunTtollPO Ha Be6-cepBepe

Mepenante Ha cant MO «KpuntolMPOx»: https://cryptopro.ru/products/csp/downloads ,

Bbl6epute anctpnbytus Kpuntollpo CSP 5.0 gnsa UNIX.

OTkpoeTcsa cnucok naketoB (PucyHok 6).
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https://cryptopro.ru/products/csp/downloads

Onsa Linux:

» Kpuntollpo CSP 5.0 anA Linux (x86, rp

KoHTponsHaa cymma
FOCT: S8CDF41EC3B9FE183569154DFOF277A713DB5AA4CEE294D9B7BF5964110346AE3
MD5: 1d8c3551aa93ceafcdcb@3ado73d4493

=

» Kpuntollpo CSP 5.0 anAa Linux (x36, de

%86, deb)

KoHTponsHaa cymma
roCT: DE27B18E97D5580C711C35C4185DE4842A4C3FFDCEYBECBF1CE59BA995DD739D
MD5: 9a3fbb7a88cd@2458c7aad6B8cbf3481T

» Kpuntollpo CSP 5.0 aona Linux (x64, rpm)

KonTponsHan cymma
rocT: 7e@9F2DASCIF75F29DB38F89B54BFAFF299167EEEBCFB41CBAS1A69DEE44EALS
MD5: b87bbe581d2431c71bBec79f4bf7303b

» Kpuntollpo CSP 5.0 ana Linux (x64, deb)

KoHTponbHaa cymma
rocT: 7764BDEGAS37BA17FCISEISAASBFFB44E2AEZCEBE7CTE45E9F72FAIFEGESF4R6E
MD5: 78bSb3deab947d85e8061d3ed6cd491b

» Kpuntollpo CSP 5.0 ana Linux (armhf,_rpm)
KoHTponbHaa cymma
roCT: 3E37F96386EA45158984F6C6FEEELL21E2E20ASDASA47B4EB0ACAFE4D126A1DT7E
MD5: 39a32ac6036d@6844fapat435e03ab62e

» Kpuntollpo CSP 5.0 aona Linux (armhf,_deb)

KonTponsHan cymma
rOCT: DASE46273E404C3468B29DBB113D9054FCEAAGDIBC334AB262599163BABDE262
MD5: 789eb@e346f7fb530807c6ec2850764b

» Kpuntollpo CSP 5.0 ana Linux (armé&4, rpm)
KonTponeHas cymma
rOCT: 7276642971489687F67ECEBREE1D2237CFE65F4ED24AFE4AETB6CI66BC45AASDCEE
MD5: 2e7718934b5el@2a735063ca%8dclcba

» Kpuntollpo CSP 5.0 ana Linux (arm64, deb)
KoHTponbHaa cymma
roCT: B2F7D46B2E59B4C77DAIG7EAZB45D680CREFBF745E3FB5E760AB632030E5FCF2
MD5: cd6fBaSela®377abcicededdo1bsE7Ta

PucyHok 6 — Cnucok nakeTos

Bbibepute nakeT Kpuntollpo CSP 5.0 gns Linux (x64, deb) n 3arpyauTte ero.

Takke Heobxogmmbl nakeTbl OpenSSL n PKCS11 — 6e3 Hux He 6ypet pabortatb
noannco.

PacnakyinTte apxvB BO BPEMEHHYIO ANPEKTOPUIO U NEpenauTe B HEE:

tar -zxf linux-amdé64 deb.tgz -C /var/tmp/

cd /var/tmp/linux-amd64 deb

YcTaHoBuWTE B rpadhyeckoM pexume, 3anyCcTnB U3 QUPEKTOPUN pacnakoBK/ apxmBa:

sudo chmod a+x ./install gui.sh

sudo ./install gui.sh

B okHe HacTpoek kHomnkon «[pobeny yctaHOBUTE BCE «IaXKKM».

HyxHble nakeTbl OpenSSL n PKCS11 6yayT ycTaHOBNEHbI.
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MpumevaHunsa
1 Kpuntollpo gomkHa ObITe YCTaHOBIEHA kak Ha BeD-cepBepe, Tak u Ha cepBepe opm.

2 KopHeBble 1 MpoMexyTouHble cepTudmkaTbl A 4OMKHbI ObITb YCTAHOBMNEHLI Ha cepBepe hopM.

5.10 YcraHoBka openssl-gost-engine

B cocrtaB auctpmbytmeoB Astra Linux BxoguT nakeT OGuGAMOTEK ANS BbIMNOSHEHUSA
3awmTHOro npeobpasoBaHus no anroputmam FOCT

libgost-astra

HaHHbln  nakeT obecneyvMBaeT BKMNIOYEeHME B COCTaB METOAOB  3aLLMTHOrO
npeobpasoBaHus, Nogaep>KMBaembix NakeTamm openssl n openvpn, cnegyoLwmx anropuTMoB:
— TOCT P 34.10-2001 n TOCT P 34.10-2012 — anropuTmbl undpoBour nognucu. Takxke
noaaepxmeaeTcs 0O6MeH KrnoyamMu, OCHOBAHHbIV Ha OTKPbITLIX KMNtovax (getanu cM. B
RFC 4357). AnroputMbl UCNOSb3YIOT:
— 3aKpbITble Kno4um 256 6ut gna FOCT 2001, n 256/512 6ut gnsa FOCT 2012;
— oTKpbITble KNntoun 512 6ut gna FOCT 2001 1 512/1024 6wt gna IOCT 2012.
— TOCT P 34.11-94 Anroputm xewumpoBaHus. Xaw 256 6uT;
— TOCT P 34.11-2012 Anroputm xewwmpoBaHus. Xaw 256 n 512 our;
— TOCT 28147-89 — CummeTpuyHOoe 3awmTHOE npeobpasoBaHmne ¢ Knovom 256 6uT.
PeanunsosaHbl pexumbl CBC, CFB un CNT, noggepxuBaetcsa anroputm «key
meshing» (RFC 4357);
— TOCT 28147-89 B pexvme BblpaboTkn MMUTOBCTaBKU. BasnpyeTtcs Ha anroputme
CMMMETPUYHOIO 3almnTHOro npeobpasoBaHus. IMeeT CUMMETPUYHBIN KoY 256 6uT
N pas3psiAHOCTb BCTaBku OT 8 A0 64 (no ymonyaHuio 32) 6ur;
— TOCT P 34.13-2015 — CummeTpuyHOoe 3awuTHoe npeobpasoBaHne «Ky3Heunk»
(«Grasshopper»).
[1na ycTaHOBKM nakeTa MOXHO UCMONb30BaTh rpadpuyeckun MeHeoxkep naketos synaptic
UIN BbINOJTHUTb YCTAHOBKY M3 KOMaHLHOW CTPOKU KOMaHAoW:

apt -y install libgost-astra

npOBepI/ITb CMNMNUCOK AOOCTYNMHbIX alTfOPUTMOB MOXHO KOoMaHOoMm:

openssl engine gost-astra -c

Mpn ycTtaHOBRNEHHOM W BKKOYEHHOM ABMXKe libgost-astra oTBeT komaHabl Oyper
BbIrMAA4eTb NPUMEPHO Tak:

# openssl engine gost-astra -c
(gost—-astra) Astra implementation of GOST engine

52



[gost89, gost89-cnt, gost89-cnt-12, gost89-cbc, grasshopper-ecb,
grasshopper-cbc, grasshopper-cfb, grasshopper-ofb, grasshopper-ctr,
md gost94, gost-mac, md gostlZ 256, md gostl2 512, gost-mac-12,
gost2001, gost-mac, gost2012 256, gost2012 512, gost-mac-12]

5.11 YcTtaHoBka LibreOffice

[ns Toro, 4Tobbl GblNa BO3MOXHOCTb BbIrpyXaTb nevaTHble hopMbl B popmMaTax ods u

odt HeobxoamMmo yCcTaHOBUTL Ha cepBepe nocneHioto Bepcuto LibreOffice.

MpumeyaHne — dopmat BbIrpy3kn 3agaetcd B [JusanHepe OTYETHLIX popm B pasgene «lleyaTHble
dopMbl» B none «dPopmaT BbIrPy3KM» HANPOTUB COOTBETCTBYIOLLEN NevyaTHOW dopmbl. [na BbIrpy3kn B hopmate

ods 1 odt Heo6xooMMO COOTBETCTBEHHO B 3TOM Mose BbiOpaTh 3Ha4YeHne «ods» nnm «odty.

Ans Astra 1.7:
YcTaHoBKa 13 NakeToB:
Wget https://download.documentfoundation.org/libreoffice/stable/7.6.0/deb/x86_64/Libr
eOffice_7.6.0_Linux_x86-64_ deb.tar.gz
tar zxvf LibreOffice_7.6.0_Linux_x86-64_deb.tar.gz
cd LibreOffice_7.6.0.3_Linux_x86-64_deb/
cd DEBS/
sudo dpkg -i *.deb
libreoffice7.6 --version
Co3gaem CUMBOSbHYHO CCbISIKY:
In -s /usr/local/bin/libreoffice7.6 /usr/local/bin/libreoffice
libreoffice --version

lpomecmupoesaHo Ha eepcuu LibreOffice 7.6.0.3
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6 HacTtpouka Cucrtembl Bepcum 5.3.x Ha RED OS

MpeanonaraeTcs, YTO Ha CEpPBEPE YXKe YCTaHOBMEHO crneaytowee cucteMmHoe MO:
— pycckasi nokanusauus;
MpoBepka nokanusauuu:

svody@dev-svody-web:~$ locale
LANG=ru RU.UTF-8

LANGUAGE=

LC CTYPE="ru RU.UTF-8"

LC NUMERIC="ru RU.UTF-8"

LC TIME="ru RU.UTF-8"

LC COLLATE="ru RU.UTF-8"

LC MONETARY="ru RU.UTF-8"

LC MESSAGES="ru RU.UTF-8"

LC PAPER="ru RU.UTF-8"

LC NAME="ru RU.UTF-8"

LC ADDRESS="ru RU.UTF-8"

LC TELEPHONE="ru RU.UTF-8"

LC MEASUREMENT="ru RU.UTF-8"

LC IDENTIFICATION="ru RU.UTF-8"
LC ALL=

[ns1 yCTaHOBKKM PYyCCKOMW nokanunsaumm Ucnosib3ynte KomaHay:

localectl set-locale LANG=ru RU.UTF-8

[Nanee nepesaxogum B CMCTEMY U NPOBeEPSieM Yepes KomaHay locale

— SSH-cepBep ¢ aBTOpU3aLMEN MO NOMMHY/Naponio;

— OpenSSL sBepcun 1.1.0.

Ecnn B npouecce yctaHoBku OC 6bin1 BKIIKOYEH KOMMOHEHT selinix, Heobxoammo ero
OTKIMIOYNTD.

MpoBepuTb cTaTyc selinux MOXXHO KOMaHZOW:

Sestatus

OTknounTb selinux MOXHO, OTpeaakTMpoBaB KOHMUIypaumoHHbIN doann:

vi /etc/selinux/config

BbicTaBuB napameTp:
SELINUX=disabled

Mocne aToro HeobxoaMmo nepesarpy3mtb MallnHy ana npuMmeHeHusa N3MEHEHUI.
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6.1 YcraHoBka PostgreSQL Ha cepBepe 6a3 AaHHbLIX

YcTtaHoBKa n HacTpovika PostgreSQL 11:

[lencTBuMS BLINOSTHAKTCA C NpaBaMy Nonb3oBaTens root.
YcTaHOBKa OCyLLeCTBSAeTCS KOMaHOoMN:

dnf install postgresglll-server

dnf install ©postgresglll-contrib

HacTtponka PostgreSQL.:

postgresgl-1ll-setup initdb

Ana ontummnsauumn paboTbl cepepa 6asbl AaHHbIX OTPeSaKTUPYNnTe KOHMUrypaLMOHHbIN
Gaunn:

vi /etc/postgresqgl/1l1l/main/postgresgl.conf

3HayeHuss napameTpoB HeobXxoaAMMO oOnpedenuTb CaMOCTOSTENbHO MyTEM aHanm3a
BaLLMX XapaKTEPUCTUK cepBepa U ndydeHns opuumanbHON JOKYMEHTaLMM:

https://postgrespro.ru/docs/postgresql/11

[ns ynpolweHnss aHannsa MOXHO UCMOSb30BaTb FOTOBbIE FreHepaTopbl KOHUIypaLun.
Hanpumep, https://pgtune.leopard.in.ua/#/.

MpumevaHue — lpu pasgeneHum cepsepa B[ u cepsepa BeG-NpunoxeHus HeOH6XOOUMO OTKPbITb

OOCTYnNbl B KOHPUrypaumMoHHoMm danne:

vi /etc/postgresql/l11l/main/pg hba.conf

CornacHo oduumanbHon JoKyMmeHTauum Postgres:

https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf
3anyck cepBepa PostgreSQL:

systemctl enable postgresqgl-11.service
systemctl start postgresqgl-11l.service
systemctl status postgresqgl-11l.service

6.2 YcrtaHoBka Redis Ha Be6-cepBepe

YcTtaHoBuTe cepsep Redis:

sudo dnf install redis

Otpepaktupynrte ann /etc/redis/redis.conf, 4YTOObI OTKPbITH K HEMY AOCTYN C
APYrnx cepBepoB :

#bind 127.0.0.1 -::1
bind * —::*
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3anyctuTte cnyxoy:

sudo systemctl enable redis-server
sudo systemctl start redis-server

6.3 YcrtaHoBka Dotnet Ha Be6-cepBepe

YcTtaHoBuTe Dotnet:
sudo dnf install dotnet-sdk-6.0

npOBepVITb yCTaHOBJ1€EHHbIE BEPCUUN Dotnet MOXHO C NOMOLLbIO KOMaHA,:

dotnet --list-sdks
dotnet --list-runtimes

Mpumep BbIBOAA, YCTAHOBNEHHOMO Ha MawwnHe Dotnet:

root@svody:/home/astra# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody:/home/astra# dotnet --list-runtimes
Microsoft.AspNetCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.AspNetCore.App]
Microsoft.NETCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.NETCore.App]

Takke OnsS akcnnyaTauuMym B YCIOBWUSIX BbICOKOW Harpysku pekoMeHayeTtcs fobaBuTb

HaCTPOMKM B KOH(PUrypaLMOHHbIN thann sapa. [na aToro oTpegakrmpynute ann:

vi /etc/sysctl.conf

M pobasbTe B HEro cnegyowmne napameTpsbl:

net.core.somaxconn=20000
net.core.netdev _max backlog=65535
fs.file-max=1000000
fs.inotify.max user instances=1024
fs.inotify.max user watches=1048576
fs.inotify.max queued events=163840

lMocne yero nepeuuntanTe dpamn KOHPUrypaunum KOMaHaou:

sysctl -p

JInbo nepesarpysnte Beb-cepaep.

6.4 YcrtaHoBKka Nginx Ha Be6-cepBepe

YctaHoBute Nginx:

dnf install nginx
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lMpoBeanTte HacTponku http u https cepsepa cornacHo oduumanbHOW OOKYMEHTauuu

cripaBo4HOro ueHTpa no Nginx:

https://docs.nginx.com/nginx/admin-guide/

MpumevaHne — [Onsa hitps cepBepa Tpebyetrca SSL-cepTMdukaTt, BblAaHHbIA OodULMANBHLIM

yaooCToBEPALWNM LEHTPOM. He nogxogat camonognucaHHble n camMmo3aBEepPEHHbIe CepTVICbVIKaTbI.

Nginx:

CospganTte KOHUrypaumoHHbI hann:

vi /etc/nginx/conf.d/svody.conf

CO CrneayoLLUM CoaepKaHNeM:

location /svody {

client max body size 500M;

proxy pass http://127.0.0.1:5001/svody;
proxy http version 1.1;

proxy set header Upgrade Shttp Upgrade;
proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$realscheme;
proxy set header Connection keep-alive;
proxy set header Connection "upgrade";
proxy send timeout 600s;

proxy read timeout 600s;

proxy connect timeout 600s;

proxy buffer size 64k;

proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;

proxy headers hash max size 512;

proxy headers hash bucket size 128;

}

B 3aBMCUMMOCTM OT KONMYECTBA akTUBHbIX MONb3oBaTenen AOMONHUTENbHO HaCTpOIZTe

a) B ganne nginx.conf (/etc/nginx) B cekuuio http gobasbTe napameTp, yBennymBsatoLLnii
MaKCHMMaribHO [OnyCTUMbIN o6bem 3arofioBKOB 3anpocos
large_client_header_buffers 4 16k;

6) npv noaknyYeHUn Ha cxeme aBTopusaumm Yyepes Keycloak obssatensHo gobaBbTe
cnepywowmne aumpektusbl: large_client_header buffers 4 16k n proxy_set header
Connection "upgrade”;

B) B (panne nginx.conf (/etc/nginx) oTpeaakTnpynte napameTp worker_processes auto;

r) B danne nginx.conf (/etc/nginx) pobaBbTe napameTp worker_connections 41

*

(kOnIMYEeCTBO CTaTU4YHBLIX PEcypcoB Npu 3arpyske paboyero ctona «CBOOOBY»)
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CyMMapHOe 4Y1CIo nonb3oBarternen Bcex npunoxerHun « CBOAOB», AOCTYN K KOTOPbIM
ocywectBndaeTcs Yyepes Nginx;

a) B anne nginx.conf (/etc/nginx) po6aeBbte napameTp worker_rlimit_nofile
worker_connections * 2 cornacHo pekoMeHgaumsm u3 gokymeHTtaumm K Nginx;

e) B danne nginx.conf (/etc/nginx) B cekuuto http gobasbTe napameTp:

map $http x forwarded proto S$realscheme {
default S$scheme;

https https;

http http;

}

CoxpaHuTe HaCTPOWKKN 1 NepesanycTuTe Cnyxoy:

systemctl reload nginx
systemctl restart nginx

6.5 YcTaHoBKa npunoxeHus Ha Be6-cepBepe

Cospganite gupeKkTopuio:

mkdir /opt/svody

Ckonunpynte pannbl Beb-NpunoxeHns wm3 apxueBa AUCTpMOyTMBaA B CO3[4AHHYH
ANPEKTOPUIO.

Cospganite gupektoputo ansa dannos API:

mkdir /opt/svody/AddInLib

Ckonunpynte dannbl APl un3 apxusa pauctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.

PaspanTte npaBa ans 3anycka:

chmod +x /opt/svody/updater/BARS.Svody.DbUpdater

chmod +x /opt/svody/BARS.Svody.Web.Host

HacTtponTe nogkntoveHune k B[] cornacHo n. 10.2.

Cospawnte B[l cornacHo n. 8.1.

Hanpuwmep:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath /opt/svody/llpuioxeHue.dapc

YcTaHoBUTE nyLeH3unio cornacHo n. 8.3.
CospanTte BCce TabnuyHble NpoCTpaHCTBa CornacHo n. 8.2.

Hanpumep:
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/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpuinoxeHnue.bapc -simpleProgress true -mode
platform -updateArchiveDatabases false

Cospganite cepBUC NPUNOXKEHWS:

vi /etc/systemd/system/svody.service

[Unit]

Description = Svody app: svody

[Service]

WorkingDirectory = /opt/svody

ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always

RestartSec = 10

SyslogIdentifier = svody

Environment ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5001
Environment ASPNETCORE_BASEPATH=/svody
Environment = TMPDIR=/var/tmp

User = root

[Install]

WantedBy = multi-user.target

Otpepaktupynte dann HacTtpoek Redis, 3anonHMB COOTBETCTBYHOLME NapamMeTpbl
CBOVMMU:

vi /opt/svody/ redis.config

<configuration>

<redis>
<host> ip-ampec cepsepa redis</host>
<port>6379</port>
<user>default</user>
<password>"redispw"</password>

</redis>

</configuration>

MpumeyvyaHue — BHyTpu naponsi HeQoMyCcTMMbI criegylowme cumeonel ", &, ', <, >, #,$.

MoopobHee o HacTpovike hanna onmucaHo B n. 10.4.
Otpepaktupynte ann HacTpoek cepBepa ¢oOpM, 3arofiHMB COOTBETCTBYOLINE

napamMeTpbl CBOMMMU:

vi /opt/svody/forms.service.json
{
"FormEnginesConfig" : {
"Engines": [
{
"Url": "http://ip-ampec cepsepa dopm:5003",
"FormsAvailable": true,
"AnalyticsAvailable": true
}
"HealthCheckIntervalInSeconds": 60
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}

}
Ecnu Tpebyetca HacTpouTb HECKOMbKO cepBucoB opm, To danmn forms.service.json

OypneT BbIrMA4eTb cneayowmnm obpasom:

vi /opt/svody/forms.service.json

{

"FormEnginesConfig" : {
"Engines": |
{
"Url": "http://ip-ampec cepsepa dopml:5003",
"FormsAvailable": true,
"AnalyticsAvailable": true

"Url": "http://ip-azmpec cepsepa dopm2:5003",
"FormsAvailable": true,
"AnalyticsAvailable": false

}

I
"HealthCheckIntervalInSeconds": 60

}

}
MoaopobHee o HacTpouke danna onmcaHo B n. 10.5.

3anyctuTe NpuUnoXxeHue:

systemctl daemon-reload
systemctl start svody
systemctl enable svody

6.6 YcTaHOBKa npunoxeHus Ha cepBepe opm

MpumevyaHune — B gaHHOW MHCTPYKUMM OMMcCaHa HacTpolka cepBepa )OpM Ha OTAENbHOM OT Be6-

cepBepa malumHe. OgHaKo, ecnm KONMYeCcTBO Nonb3oBaTenen n Harpyska HebonbLine, MOXXHO COBMECTUTb CEPBEP
dopmM 1 Beb-cepBep Ha 04HOM MalLWHe.
Cospgante gupeKkTopuio:

mkdir /opt/forms

Ckonupyinte pavnbl cepsuca ¢opM wu3 apxuBa [UCTpubyTMBa B CO3LaHHYHO
ANPEKTOPUIO.
Cospgante gupektoputo ans cdannos API:
mkdir /opt/forms/AddInLib

Ckonupynte cpavnel APl un3 apxmBa aguctpubytmea AddinLib.zip B co3gaHHyto

AVNPEKTOPUIO.
PaspanTte npaBa ons 3anycka:

chmod +x /opt/forms/Svody.Forms.Host
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Cospganite cepBUC NPUNOXKEHUS:

vi /etc/systemd/system/forms.service

[Unit]

Description = Svody forms service: svody
[Service]

User = root

WorkingDirectory = /opt/forms

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5003

Environment = ASPNETCORE_BASEPATH=/forms
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amd64/

ExecStart = /opt/forms/Svody.Forms.Host

SyslogIdentifier = svody-forms

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target

CkonunpynTe co3gaHHbIA M HACTPOEHHbIM B nNpeablaywem  nyHkTe  doaunn

MpunoxeHue . 6apc U3 Katanora /opt/svody Ha Beb-cepBepe. NomecTute aaHHbIN hanin B

KopeHb KaTtanora /opt/forms.
Otpepaktupynte ann HacTtpoek KomnoHeHTa aHanu3a [OaHHbIX,
COOTBETCTBYHOLLME NapamMeTpbl CBOUMMU:

vi /opt/forms/Config/aw.json
{
"aw": {

"db": "default",
"host": "ip-anpec cepsepa aw",
"port": 9017,
"user": "default",
"password": "enter4dz",
"baseUrl": "URL-cepBepa AW",
"adminLogin": "tech admin",
"adminPassword": "123456"

}

MoaopobHee o HacTpolike hanna onucaHo B n. 10.10.
OTpepaktupynte ann HacTpoek nogkndeHns Kk cepsepy B[,
COOTBETCTBYHOLLME NapamMeTpbl CBOUMMU:

vi /opt/forms/Config/ postgres.json

{
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"postgres": {
"dbName" : "svody",

"schemeName":"svody forms service",
"host":"ip-ampec cepeepa BIO",
"port":5432,

"login":"svody",
"password":"123",
"minPoolSize": 2,
"maxPoolSize": 50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288

}

MogpobHee o HacTpowike channa onucaHo B n. 10.7.
Otpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYHOLUME MNapamMeTpbl

CBOUMM:

vi /opt/forms/Config/ redis.json

{

"redis" : {
"host": "ip-anpec cepsepa redis",
"port": 6379,
"user": "default",
"password": "redispw"

}
}
MogpobHee o HacTpolike danna onucaHo B n. 10.6.

MpumeyvaHue — KoHdurypauuoHHble dannel «metrics.json» n «formsBackups.json», Haxogsawmecs B
nogkatanore Config, He TpebylOT pedakTUpoBaHMSA NpW CTaHOapTHoOW ycTaHoBke. OgHako nogpobHocTn 06 wmx

HacTpovike Npy HeoOXoaNMOCTM MOXHO HanTu B . 10.8 n 10.9.
3anycTnte NpunoxeHue:

systemctl daemon-reload
systemctl start forms

6.7 OG6GHOBRNEeHWe NpUNoXxeHus Ha Be6-cepBepe

Mpouenypa oOHOBNEHMs web-npunoXeHuss aHanornyHa npoueaype pas3BepTbiBaHUSA
web-npunoxeHus.

Mepen o6HOBNEHMEM WED-NPUNOXEHNa co3ganTe pe3epBHYO KOMUIO:
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— nanok «AddInLiby, «wwwroot\apiJs», dannos HOBOCTEN
«wwwroot\actualNews.html», a nocne OGHOBNEHUS CKONUPYWTE KX B KaTanor C
OOHOBMNEHHbIM Web-KNMeHToM;

— BCex (pannoB koHdurypaumm («web.config», «svody.config», «redis.config»,
«forms.service.jsony), a nocrne obHOBMEHNA BHECUTE MHAMBUAYANbHbIE HACTPONKM
NPUMNOXEHNA COrflacHoO 3TUM dpannam B HoBble (bansibl KOHpUrypaumm;

— (panna koHdurypauum «lpunoxeHune.6apcy.

BbInonHUTE ocTaHOBKY nysna npuiioXeHun:

systemctl stop svody

Ana  obHoBneHuss  web-nNpunoxeHna nNOBTOPHO  pacnakymTe  HOBbIA  apxuB
«BARS.Svody.Linux-5.x.x.zip» B Katanor npunoxeHuda. [Npu atom anmnbl «web.configy,
«svody.config», «redis.config», «forms.service.json» 3ameHuTe, a 3aTeM OTpedaKkTUpymTe
cornacHo HacTpovkam Bawero npunoxenus. ®dann «[lMpunoxeHne.bapc» octaBbTe 6e3
N3MEHEHWNN, TaK Kak OH COL4EPXXUT HAaCTPONKN nogkrtodeHus K B.

[na obHoBneHunsa APl cosgante nanky «AddinLiby» B katanore npunoxenus. Hanpumep:

mkdir /opt/svody/AddInLib

Pacnakynte B Hee dhannbl APl n3 ogHOMMEHHOro apxuea.
BbinonHuTe Murpaumm cornacHo n. 8.2 4aHHON UHCTPYKLUMMK.
Mpumep komaHAabI:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxenue.dbapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

BbinonHute 3anyck nyna I'Ipl/lJ'IO)KGHI/II7IZ

systemctl start svody

6.8 OGHoBneHue NpunoxeHus Ha cepeepe Popm

Mpouenypa OOHOBNEHUS NPUNOXEHUS Ha cepBepe OPM aHanorMyHa npoueaype

pa3BepTbiBAHUS.

Mepen obHOBNEHNEM cepBuCa POpM CO3aNTe PE3EPBHYHO KOMUIO:

— nanok «AddInLib», cdanna «[lMpunoxeHne.6apcy». Nocne obHOBNEHNA ckonupynTe
dann «lMpunoxeHne.6apc» B katanor ¢ OOHOBMNEHHBIM NPUMOXEHNEM;

— BCex ghannoB KoHdUrypaumm, Haxoaswmxcsa B nanke «Config», a nocne obHoBneHns
BHECUTE UHOMBUOYaNbHbIE HACTPOMKUN MPUNOXEHWSI COTNAacHO 3TUM dhaisiaM B HOBbIE
drannbl KOHUrypaumm.
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BbIinonHUTE oCcTaHOBKY nyna npuioXeHun:

systemctl stop forms

Ona obHoBneHuss cepBuca GOPM  MOBTOPHO  pacnakymTe  HOBbIA  apxvB
«Bars.Svody.Linux.Forms.Service-5.x.x.zip» B KaTanor npunoxeHus. [lpn 3Tom dannsbl,
Haxopdwmecs B nanke «Config», 3ameHuUTe, a 3aTeM OTpedaKTUpYyMUTe COrfacHO HacTpoMKam
Bawero npunoxenus. ®ann «lpunoxeHne.6apc» octaBbTe 6e3 M3MEHEHUN, TakK Kak OH
COOEePXUT HAaCTPOMKKN nogknoveHns Kk B/.

Ana obHoBneHuna APl cosgante nanky «AddinLiby» B katanore npunoxeHus. Hanpumep:

mkdir /opt/forms/AddInLib

Pacnakynte B Hee dhannbl APl n3 ogHOMMeHHOro apxuea.
BbinonHuTe 3anyck nyna npunoXeHun:

systemctl start forms

6.9 YcrtaHoBka KpuntollPO Ha Be6-cepBepe

CkavanTte apxus (rpm-nakeT) ¢ canta Kpuntollpo no ccbinke:
https://cryptopro.ru/products/csp/downloads

Pacnakynte apxmB B nanky (B npumepe /home/test/).

cd /home/test
tar -xvf linux-amdé4.tgz

Mepengute B nanky ¢ Kpuntollpo:
cd /home/test/linux-amd64

YcTaHoBUTE npasa Ha 3anyck:

chmod +x install gui.sh

BbinonHuTe cneaytoLlyto komanay (4Tobbl 4anee BbINOMHATL KOMaH4bl OT NOofb3oBaTens
root):

sSu root

YctaHosute Kpuntollpo, BbINOMHUB KOMaHAy:

./install gui.sh

B OTKpbIBLLEMCA OKHE YCTaHOBKU KpmnToﬂpo HaXMuUTe Ha KHOIMKY «Next» ans

npoaoInKeHnda yCTaHOBKW.

B cnepywouiemM OKHe Bbl6epI/ITe nakeTbl OAnA YCTaHOBKWU, YKa3aHHble Ha CKPUHLUOTE

(PucyHoK 7). «®naxkm» ycTaHaBnmBatoTCs KHoNkon «lpobeny.
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CryptoPro CSP Setup

1
Select the way you want features to be installed.

Click on the 1ist items below to change the way features will be
installed.

KC1 Cryptographic Service Provider
KC2 Cryptographic Service Provider
GUI for smart card and token support modules|

rdr Smart Card and Token support modules

ssl OpenSSL library

cprocsp-stunnel stunnel, SSL/TLS tunnel with GOST support
1sb-cprocsp-pkesll  PKCS #11 library

<Next> <Exit>

- |
PucyHok 7 — Beibop naketoB ans ycraHoBkn Kpuntol1PO

HaxmuTe kHonky «Next» Ans npoaormKeHUs yCTaHOBKMW.
[anee HaxxmuTe KHOMKY «Install» ana yctaHoBKM nakeTos.
3aTem ycTaHOBUTE OOMNOMHUTENbHbIE NakeTbl U ApanBepsl.
YcTaHoBKa gpariBepoB nda TokeHoB Rutoken S:

- pna PEO OC 7.1 vnn 7.2:

yum install -y ifd-rutokens

— gna PELQ OC 7.3 n ctapue:
dnf install -y ifd-rutokens

YcTaHoBKa gpanBepoB ans TokeHos Jacarta:
Mepengute B nanky:

cd /home/test/linux-amd64
— gna PEO OC 7.1 unn 7.2 BbINONHUTE KOMaHA4Y YCTaHOBKM:

yum localinstall cprocsp-rdr-jacarta*.rpm

— ana PEL OC 7.3 v cTapwe nepengute B Nanky:

dnf install cprocsp-rdr-jacarta*.rpm

MpumevaHusa
1 KpunTollpo gomkHa 6biTb YCTaHOBNEHA kak Ha BeG-cepBepe, Tak 1 Ha cepBepe hopm.

2 KopHeBble 1 MpoMeXyToYHble cepTudmkaTbl O JOMKHbI ObITb YCTaHOBMEHBI HA cepBepe opM.

6.10 YcraHoBka openssl-gost-engine

B coctaB guctpubytmBa BXxOAWUT nakeT OuMbnNuoTek, noagepXuBatwolmMx MeToAabl

3awmTHoro npeobpasoBaHus no anroputmam OCT, openssl-gost-engine.
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[MakeT openssl-gost-engine BkroyaeT B ceba peanusauuio cregyowmx anropMTtmos

rOCT:

— TOCT P 34.10-2001 n TOCT P 34.10-2012 — anropuTMbl 3NeKTPOHHON LcpoBOM
nognucn$

— TOCT P 34.11-94 — anropnT™m XawWwWunpoBaHus. 256-6UTHOE 3Ha4YeHNE XaLLa;

— TOCT P 34.11-2012 — anropuTm XawunpoBaHus. 256- 1 512-61THble 3Ha4YeHMs X3La;

— [OCT 28147-89 — cummeTpnyHoe WwndpoBaHne ¢ 256-6UTHbIM KIto4oM. [OCTyMHbI
pexumbl CBC, CFB wn CNT. [Ona ycnoxHeHua cTaTUCTUYECKOro aHanusa
nopaepxusaetcsa «key meshing» (nogpobHee cm. RFC 4357);

— [OCT 28147-89 B pexume BbipaboTkn nmmtosctaskm (MAC). OcHoBaH Ha anroputme
X3LWMPOBAHMS C UCNOMNb30BaHWEM anropuTMOB CUMMETPUYHOro wndposaHms. OH
nmeet 256-6UTHBIN CUMMETPUYHbBIN KoY 1 paspagHoCcTb oT 8 4o 64 (no ymonyaHuto
32) 6uT;

— [OCT P 34.13-2015 — cummeTpuryHoe wmndgposaHme «KysHeuunk» («Grasshopper»).

[ns ycTtaHOBKKM nakeTa openssl-gost-engine BbINOMHUTE KOMaHAY:

sudo dnf install openssl-gost-engine

Mocne yctaHoBku openssl nogaepxky anroputmos FTOCT MOXHO BKITOUUTL CreayoLwen
KOMaHOoMn:

openssl-switch-config <gost | default>

Mpn ykasaHum aprymeHTa gost nogmepxka anroputmoB [OCT Bknoyaetcs, npu
ykasaHun aprymeHTa default Bo3BpalLatoTCst HACTPOWKN NO YMOSTHaHUIO.

Mocne npoBedeHusi HacTpomkn nposepbTe, BUAUT N OpenSSL anroputmbl [OCT,
KOMaHOoMW:

openssl ciphers | tr ":" "\n" | grep GOST
GOST2012-GOST8912-GOST8912 GOST2001-GOST89-GOST8Y

6.11 YcraHoBka LibreOffice

[nsa Toro, 4To6bI Oblfla BO3MOXHOCTb BbIrpyXaTh neyaTHble hopMbl B hopmaTtax ods u

odt HeobxoamMmo yCcTaHOBUTbL Ha cepBepe nocneHioro Bepcuto LibreOffice

MpumeuvaHue — dopmaT BbIrpy3ku 3agaetca B [usariHepe OTYETHbIX PopMm B pasgene «lleyaTHble
dopmbi» B none «dopmaTt BbIrPy3KM» HANPOTMB COOTBETCTBYHOLLEN NevyaTHoM dopMbl. [ns Beirpy3ku B doopmaTe

ods 1 odt Heo6xo0oUMO COOTBETCTBEHHO B 3TOM MoJie BbiOpaTh 3Ha4YeHne «ods» unm «odty.
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Ansi RedOs:
YcTaHOBKa 13 CTaHAAPTHbLIX PENO3UTapPUEB:

- yum install libreoffice-core
- yum install libreoffice-writer
- yum install libreoffice-calc

libreoffice --version
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7 Hactpowuka Cuctembl Bepcum 5.3.x Ha AnbT 8 CI1

MpumeyaHne — Ha aaHHoin OC He nogaepXkuMBaeTcs YacTb pyHKUMOHaNa Web-npunoxeHns, a UMEHHO:

nepesanyck u obHoBneHne Yepes Beb-nHTEpdENC.

Takke npegnonaraeTcsi, YTO HA CepBepe YxKe YCTaHOBIEeHo crieaytolee cuctemuoe MO:
— pycckas nokanusauus;
MpoBepka Nnokanusawum:

svody@dev-svody-web:~$ locale
LANG=ru RU.UTF-8

LANGUAGE=

LC CTYPE="ru RU.UTF-8"
LC_NUMERIC="ru RU.UTF-8"
LC_TIME="ru RU.UTF-8"

LC COLLATE="ru RU.UTF-8"
LC_MONETARY="ru RU.UTF-8"
LC_MESSAGES="ru RU.UTF-8"
LC_PAPER="ru RU.UTF-8"
LC_NAME="ru RU.UTF-8"
LC_ADDRESS="ru RU.UTF-8"

LC TELEPHONE="ru RU.UTF-8"
LC_MEASUREMENT="IH_RU.UTF—8"
LC IDENTIFICATION="ru RU.UTF-8"
LC ALL=

[1ns ycTaHOBKM PYCCKOW FIoKanu3aumm Ucnonb3ynTe KomaHay:

localectl set-locale LANG=ru RU.UTF-8

[Nanee nepesaxogumM B cMCTEMY 1 NpoBepsieM Yepes kKomaHay locale

— SSH-cepBep ¢ aBTOpU3aLMeli No NorMHy/naponio;

— OpenSSL sepcumn 1.1.0.

7.1 YcraHoBka Postgres Ha cepBepe 6a3 gaHHbIX

BbinonHuTe noarotoBUTENbHbLIE KOMaHAbI:

wget --quiet -0 -
https://www.postgresqgl.org/media/keys/ACCC4CF8.asc | sudo apt-key add -

echo "deb http://apt.postgresqgl.org/pub/repos/apt/ "lsb release -
cs -pgdg main" |sudo tee /etc/apt/sources.list.d/pgdg.list

echo "deb http://apt.postgresqgl.org/pub/repos/apt/ stretch-pgdg
main" | sudo tee /etc/apt/sources.list.d/postgresgl.list

sudo apt-get update

sudo apt install -y postgresgl-11 postgresqgl-contrib-11
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Ana onTummnsauumn paboTbl cepepa 6a3sbl AaHHbIX OTPEAKTUPYNTE KOHUIypaLMOHHbIN
Gaunn:

vi /etc/postgresgl/ll/main/postgresqgl.conf

3HaveHuss napameTpoB HeobxoAMMO oOnpeaenvTb CaMOCTOATENbHO MyTeM aHanusa
BaLLMX XapaKTEPUCTUK cepBepa U ndydeHns opuumanbHON JOKYMEHTaLMM:

https://postgrespro.ru/docs/postgresql/11

[nsa ynpolwieHns aHannsa MOXHO MCMONb30BaTb FOTOBbIE rEHepaTopbl KOHUrypaumi.

Hanpumep, https://pgtune.leopard.in.ua/#/.
MpumeuvaHue — lpu pasgeneHun cepBepa B[ n cepBepa BeOG-NPUNOXEHUS HEOOXOOUMO OTKPbITb

[OCTynbl B KOHGUrypaunoHHoMm canne:

vi /etc/postgresgl/l11l/main/pg hba.conf

CornacHo oduumansHoi AokymeHTaummn Postgres:

https://postgrespro.ru/docs/postgresql/11/auth-pg-hba-conf

Mepesanyctute cnyxoy:

sudo systemctl reload postgresqgl
sudo systemctl restart postgresqgl

7.2 YcrtaHoBKa Redis Ha BeG-cepBepe

YcTtaHoBuTe cepaep Redis:

sudo apt-get -y install redis

OTpepaktupymnte ann /etc/redis/redis.conf, 4TOObI OTKPbITb K HEMY OOCTYN C
ApYrux cepBepoB :

#bind 127.0.0.1 -::1

bind * —-::*

3anyctute cnyxoy:

sudo systemctl enable redis-server
sudo systemctl start redis-server

7.3 YctaHoBka Dotnet Ha Be6-cepBepe

Ckavante apxmB ¢ naketamn SDK x64 no cCbIfike HUXeE:
https://dotnet.microsoft.com/download/dotnet/6.0.
Mpu yctaHoBke naketa SDK ans .NET He HyXHO ycTaHaBnuBaTb COOTBETCTBYIOLLYIO

cpeay BbINONHeHUs, T.K. OHa OyaeT yctaHoBrneHa BMecTe ¢ SDK.
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3atem ncnonb3ynte komaHgy export, 4tobel 3agatb ansa nepemeHHon DOTNET_ROOT
pacrnonoxeHue cka4aHHOro apxmsa:

DOTNET FILE=rMA CKadaHHOT'O Qamia.tar.gz

export DOTNET ROOT=S$ (pwd)/.dotnet

Kpome Toro, nocrne ckadnBaHna asonyHoro dgavna .NET MOXHO BbINOMHUTE crnegytoLine
KOMaHabl U3 KaTanora, B KOTOPOM COXpaHeH hann, Ans u3sneyeHus cpeabl BbinonHeHus. Mocne
atoro komangbl .NET CLI Takke cTtaHyT OOCTYnHbl B TepMuHane, n 6yayT 3adaHbl HYXHble
nepemMeHHble cpeabl:

mkdir -p "$DOTNET ROOT" && tar zxf "S$DOTNET FILE" -C
"S$SDOTNET ROOT"

export PATH=$PATH:S$DOTNET ROOT:$DOTNET ROOT/tools

Takon nogxopn NO3BONSIET yCTaHABNMBATb pa3Hble BEPCUM B OTAESbHbIE PACMONOXEHUS
1 BbIBUpaTb, Kakne n3 HUX cnegyeT UCNONb30BaTh AN KaXKA0ro NPUNOXeHUs.

Ecnn 6bin ucnonb3oBaH npeabioyliMn  CKPUNT  YCTaAHOBKW, Habop nepeMeHHbIX
NPUMEHSIETCA TONbKO K TEKYLLEMY ceaHcy TepmuHana. [JobaBbTe Mx B npochmnb 0601104KN.

O6onouyka Bash:

~/.bash profile, ~/.bashrc

3apganTe cnefyolwme ABe nepeMeHHble cpebl B npodure 060noyku:

— DOTNET_ROOT;

Ota nepemeHHas yctaHaenusaetcs B nanky .NET, Hanpumep $HOME/.dotnet:
export DOTNET ROOT=$HOME/.dotnet

— PATH.
OTa nepemeHHas pgomkHa cogepxatb nanky DOTNET_ROOT w nanky dotnet/tools
nonb3oBaTens:

export PATH=$PATH:S$HOME/.dotnet:$HOME/.dotnet/tools

npOBepI/ITb yCTaHOBJ1EHHbIE BEPCUN Dotnet MOXHO C NOMOLLbIO KOMaHA,:

dotnet --list-sdks
dotnet --list-runtimes

Mpumep BbiBOAA, YCTAHOBNEHHOrO Ha MawwnHe Dotnet:

root@svody:/home/svody# dotnet --list-sdks
6.0.302 [/usr/share/dotnet/sdk]
root@svody:/home/svody# dotnet --list-runtimes
Microsoft.AspNetCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.AspNetCore.App]
Microsoft.NETCore.App 6.0.7
[/usr/share/dotnet/shared/Microsoft.NETCore.App]
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Takke ANs aKkcnnyataumMmM B YCIOBUSIX BbICOKOW Harpysku pekomeHayeTtcsi Aob6aBuTb

HaCTPOWKM B KOHUIrypaunoHHbIn doann agpa. [nsa atoro otpegaktupymte ans:

vi

/etc/sysctl.conf

W noGaBbTe B HEro criegyrollme napameTpbi:

net.core.somaxconn=20000
net.core.netdev _max backlog=65535

fs.
fs.
fs.
fs.

file-max=1000000
inotify.max user instances=1024
inotify.max user watches=1048576
inotify.max queued events=163840

lMocne yero nepeunTtanTe hann KoOHUrypaumm KoMaHaomn:

sysctl -p

JInbo nepesarpysunte Beb-cepsep.

7.4 YcrtaHoBka Nginx Ha Be6-cepBepe

YcraHosuTe Nginx:

sudo apt install nginx

MpoBecTtn HacTpomkm http n https cepsepa cornacHo oduumanbHOM OOKYMeHTauum

cnpaBoYHOro ueHTpa no Nginx

https://docs.nginx.com/nginx/admin-guide/

MpumevyaHue - [Ona https cepBepa Tpebyetca SSL-cepTudumkaTt, BblAAHHBIN OdULMATBHBLIM

YAOCTOBEpPSIOLLMM LeHTpoM. He noaxoasT camonognucaHHble 1 caMo3aBepeHHble cepTudmnkaThl.

Cospganite KOHUrypaumoHHbIn ann:

vi

/etc/nginx/conf.d/svody.conf

Co cneayowmm cogepXxaHnem:

location /svody {

client max body size 500M;

proxy pass http://127.0.0.1:5001/svody;
proxy http version 1.1;

proxy set header Upgrade S$http Upgrade;
proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$realscheme;
proxy set header Connection keep-alive;
proxy set header Connection "upgrade";
proxy send timeout 600s;

proxy read timeout 600s;

proxy connect timeout 600s;
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proxy buffer size 64k;

proxy buffers 4 64k;

proxy busy buffers size 64k;

proxy temp file write size 1024k;
proxy headers hash max size 512;
proxy headers hash bucket size 128;

}

B 3aBMCUMOCTM OT KOMMYECTBA akTUBHbIX MONb3oBaTenen LOMOMHUTENbHO HaCTpOIZTe

Nginx:

B dpanne nginx.conf (/etc/nginx) B cekumto http gobaBbTe NnapameTp, yBENMUYMBaoLLNA
MakcumarnbHO A0NYyCTUMbIN obbem 3aronoBKoB 3anpocos
large_client_header_buffers 4 16k;2

npwv NOAKIYEHMM Ha cxeMe aBTopusaumnmn Yyepes Keycloak obsizatensHo gobasbte
cnegywowme gupektusbl: large_client_header_buffers 4 16k wn proxy_set header
Connection "upgrade";

B (panne nginx.conf (/etc/nginx) oTpegakTupynte napameTp worker_processes auto;
B dhanne nginx.conf (/etc/nginx) pob6aBbTe napameTp worker connections 41
(KONIMYEeCTBO CTaTU4YHBLIX PEcypcoB npu 3arpys3ke paboyero crtona «CeogoB») *
CyMMapHOe 4Y1cro nonb3oBaTenen Bcex npunoxeHnin «CBoaoB», AOCTYN K KOTOPbIM
ocyliectendaeTca yepes Nginx;

B dpavne nginx.conf (/etc/nginx) pobasbTe napameTp worker_rlimit_nofile
worker_connections * 2 cornacHo pekoMeHgaumsm u3 gokymeHTtaumm K Nginx;

B (panne nginx.conf (/etc/nginx) B cekumto http gobasbTe napameTp:

map $http x forwarded proto Srealscheme {
default S$scheme;

https https;

http http;

}

CoxpaHuTe HaCTPOWKKN 1 NepesanycTuTe Cnyxoy:

systemctl reload nginx
systemctl restart nginx

7.5 YcTtaHoBKa NpunoxeHusi Ha Be6-cepBepe

Cospante gupeKTopuio:

mkdir /opt/svody

Ckonunpynte cannbl Beb-NpunoxeHns wn3 apxuBa AUCTpuMOyTMBA B CO34aHHYHO

[IMPEKTOPMUIO.
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Cospante gupektoputo ans cdannos API:
mkdir /opt/svody/AddInLib

Ckonunpynte dannel APl un3 apxuBa auctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.
PaspanTe npaBa aons 3anycka:

chmod +x /opt/svody/updater/BARS.Svody.DbUpdater
chmod +x /opt/svody/BARS.Svody.Web.Host

HacTtponTe nogkntoveHune k B[] cornacHo n. 10.2.
Cospante B[ cornacHo n. 8.1.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath /opt/svody/IlIpuioxeHue .bapc

YcTtaHoBUTE NULIEH3UIO cornacHo n. 8.3.
Cospganite Bce TabnnyHble NPOCTPaHCTBA cornacHo n. 8.2.
Hanpumep:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/llpunoxeHne.bapc —-simpleProgress true -mode
platform -updateArchiveDatabases false

Cospaite cepBUC NPUNOXEHWS:

vi /etc/systemd/system/svody.service

[Unit]

Description = Svody app: svody

[Service]

WorkingDirectory = /opt/svody

ExecStart = /opt/svody/BARS.Svody.Web.Host
Restart = always

RestartSec = 10

SyslogIdentifier = svody

Environment = ASPNETCORE_ENVIRONMENT=PrOduCtion
Environment = ASPNETCORE URLS=http://0.0.0.0:5001

Environment = ASPNETCORE_BASEPATH=/svody
Environment = TMPDIR=/var/tmp

User = root

[Install]

WantedBy = multi-user.target

Otpepaktupynte cann HacTpoek Redis, 3anonHMB COOTBETCTBYHOLIME NapamMeTpbl
CBOVIMU:

vi /opt/svody/ redis.config
<configuration>
<redis>
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<host>ip-ampec cepsepa redis</host>
<port>6379</port>
<user>default</user>
<password>"redispw"</password>
</redis>
</configuration>

MpumeyvaHue — BHyTpy napons HegonycTumbl cnegytowme cumeonbl ', &, ', <, >, #,$.

MogpobHee o HacTpolike darna onucaHo B n. 10.4.
Otpepaktupynte ann Hactpoek cepsepa ¢OpM, 3arofiHMB COOTBETCTBYOLINE

napamMeTpbl CBOUMMU.

vi /opt/svody/forms.service.json

{

"FormEnginesConfig" : {
"Engines": [
{
"Url": "http://ip-ampec cepsepa dopm:5003",

"FormsAvailable": true,
"AnalyticsAvailable": true
}
"HealthCheckIntervalInSeconds": 60
}

}
Ecnn TpebyeTca HacTpouTb HECKONbKO CepBUCOB GhopM, TO dramn forms.service.json

OyneT BbIrMA4eTb cneayowmm obpasom:

vi /opt/svody/forms.service.json
{
"FormEnginesConfig" : {
"Engines": [
{

"Url": "http://ip-ampec_cepsepa dopml:5003",
"FormsAvailable": true,
"AnalyticsAvailable": true

"Url": "http://ip-ampec cepsepa dopm2:5003",
"FormsAvailable": true,
"AnalyticsAvailable": false

}

1
"HealthCheckIntervalInSeconds": 60

}

MoopobHee o HacTpouke darna onmcaHo B n. 10.5.
3anyctute NpunoXxeHue:

systemctl daemon-reload
systemctl start svody
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systemctl enable svodyy

7.6 YcTaHOBKa npunoxeHus Ha cepBepe hopm

MpnumeyvyaHne — B gaHHOWM MHCTPYKUMM onMcaHa HacTpoyika cepBepa pOpM Ha oTaeribHOW OT BeO-
cepBepa mawunHe. OgHako, ecnm KONMYecTBO Monb3oBaTenen Mano u Harpyska Hebonblias, MOXHO COBMECTUTb

cepsep dopm 1 BeG-cepBep Ha OAHOWN MaLUUHE.
Cospgante gupeKkTopuio:

mkdir /opt/forms

Ckonunpynte dannbl cepBuca ¢GOpM M3 apxvBa [OUCTPUOYyTMBA B CO34aHHYIO
ANPEKTOPUIO.

Cospgante gupektoputo ans cdannos API:

mkdir /opt/forms/AddInLib

Ckonunpynte dannel APl un3 apxuBa auctpmbytmea AddinLib.zip B co3gaHHyto
ANPEKTOPUIO.
Pasgante npaa gns 3anycka:

chmod +x /opt/forms/Svody.Forms.Host

Cosparite cepBUC NPUNOXKEHUS:

vi /etc/systemd/system/forms.service

[Unit]

Description = Svody forms service: svody

[Service]

User = root

WorkingDirectory = /opt/forms

Environment = ASPNETCORE ENVIRONMENT=Production

Environment = ASPNETCORE URLS=http://0.0.0.0:5003

Environment = ASPNETCORE_BASEPATHz/forms

Environment SSL_CERT DIR=/etc/ssl/certs/

Environment LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amdo64/

ExecStart = /opt/forms/Svody.Forms.Host

SyslogIdentifier = svody-forms

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target

CkonupynTe CcO34aHHbIN W HACTPOEHHbIN B npegblaylwiem nyHkTe  dpann
IIpunoxeHue . 6apc U3 Katanora /opt/svody Ha Beb-cepsepe. [NomecTute gaHHbIN dann B

KOpeHb Katanora /opt/forms.
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Otpepaktupynte (panmn Hactpoek KomnoHeHTa aHanu3a [aHHblX, 3anosiHuB

COoOTBEeTCTBYOLWME NapamMmeTpbl CBOUMU:

vi /opt/forms/Config/aw.json
{
"aw":

"db": "default",
"host": "ip-anpec cepsepa aw",
"port": 9017,
"user": "default",
"password": "enterdz",
"baseUrl": "URL-cepeepa AW",
"adminLogin": "tech admin",
"adminPassword": "123456"

}

MoaopobHee o HacTpolike hanna onucaHo B n. 10.10.
Otpepaktupynte (pann HacTpoek nogknwyeHus K cepeepy b, 3anonHue
COOTBETCTBYHOLLUNE NapaMeTpbl CBOMMU:

vi /opt/forms/Config/ postgres.json

{

"postgres": {
"dbName" : "svody",
"schemeName":"svody forms service",
"host":"ip-ampec cepeepa BIO",
"port":5432,
"login":"svody",
"password":"123",

"minPoolSize": 2,
"maxPoolSize": 50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288

}

MogpobHee o HacTpovike channa onucaHo B n. 10.7.
OTtpepaktupynte dann Hactpoek Redis, 3anonHMB COOTBETCTBYKOLIME NapameTpbl
CBOUMMU:
vi /opt/forms/Config/ redis.json
{
"redis" : {
"host": "ip-anpec cepsepa redis",

"port": 6379,
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"user": "default",
"password": "redispw"

MoapobHee o HacTporike danna onucaHo B n. 10.6.
MpumeuvaHue — KoHdurypauuoHHele dannsl «metrics.json» n «formsBackups.json», Haxogsdwmecs B
nogkatanore Config, He TpebyloT peaakTMpoBaHus Npu cTtaHgapTHow yctaHoBke. OgHako nNoapobHOCTM 06 umx

HaCTpoWKe Npu He0BXO0AMMOCTM MOXHO HanTh B n. 10.8 n 10.9.
YcTtaHoBuTe WpndThl 4115 POPMUPOBaHUS NeYaTHbIX OPM:

sudo apt-get install -y fonts-ttf-ms
sudo apt-get install -y fonts-ttf-dejavu

[MpoBepuTb, YTO WPUAT YCTaHOBUIICS:

fc-1list | grep tahoma
3anyctuTe NpuUnoXxeHue:

systemctl daemon-reload
systemctl start forms

7.7 OG6GHOBRNeHWe NpUNoXxeHus Ha Beb-cepBepe

Mpoueaoypa OGHOBNEHUS web-NpUnoXeHUs aHanorMyHa npouenype pasBepTbiBaHUSA

web-npunoxeHus.

Mepen obHOBNEHNEM WED-NPUNOXEHUSA CO30aNTE PE3EPBHYIO KOMUIO:

—  manok «AddInLiby, «wwwroot\apiJsy, drannos HOBOCTEN
«wwwroot\actualNews.html», a nocne 0OGHOBNEHUS CKONUPYWTE KX B KaTamnor C
obHoBNeHHbIM Web-knueHToMm;

— Bcex (pannoB koHdurypaumm («web.config», «svody.config», «redis.config»,
«forms.service.jsony), a nocne obHOBMNEHNA BHECUTE UHOVBUAYASbHbIE HACTPOMKU
NPUITOXEHNA COrMacHoO 3TuM hannam B HOBble dpaunrbl KOHUrypauuu;

— panna koHdurypauum «lpunoxeHne.6apc.

BbInonHMTEe 0CTaHOBKY nyna npuioXeHun:

systemctl stop svody

Ona o6GHoBneHnss  web-npunoxeHuss MNOBTOPHO  pacnakymTe HOBbIA  apXuB
«BARS.Svody.Linux-5.x.x.zip» B katanor npunoxenuda. lMpu atom dannbl «web.config»,
«svody.config», «redis.config», «forms.service.json» 3ameHuTe, a 3aTemM OTpedakTUpymTe
COrnacHo HacTporikam Bawero npunoxeHus. ®ann «lMpunoxeHune.6apc» octaBbTe 06e3

N3MEHEHNN, TaK KaK OH COLAEPXUT HACTPOMKN noaknodeHns Kk bl.
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[na obHoBneHuna APl cosgante nanky «AddinLiby» B katanore npunoxenuns. Hanpumep:
mkdir /opt/svody/AddInLib

lMocne yero pacnakyute B Hee dhannbl APl n3 ogHoMMeHHoro apxmea.
BbinonHuTe murpaumm cornacHo n. 8.2 JaHHON UHCTPYKLUUN.
Mpumep komaHgb!:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations /opt/svody/ -
connSettingsPath /opt/svody/lipunoxeHne.bapc -simpleProgress true -mode
platform -updateArchiveDatabases false

BbinonHuTe 3anyck nyna npunoxeHnmn”

systemctl start svody

7.8 OGHOBReHue NpuNoXxeHusa Ha cepeepe Popm

Mpouenypa OOHOBEHUA NPUNOXEHUS Ha cepBepe OPM aHanorMyHa npouenype

pa3BepTbiBaHUS.

Mepen o6HOBNEHMEM Web-NPUNOXEHNA CO30anTe Pe3epBHYO KOMUIO:

— nanok «AddInLib», cdanna «[lMpunoxeHne.6apcy». Nocne obHOBNEHUSA ckonupynTe
dann «lMpunoxeHne.bapcy» B katanor ¢ O6GHOBNEHHbIM MPUNIOXKEHWEM;

— BCex ghannoB kKoHdUrypaumm, Haxogsuwmxcsa B nanke « Config», a nocne o6HoBneHns
BHECUTE UHAMBUOYaNbHbIE HACTPOWKU MPUMOXEHWS COMNAacHO 3TMM dhansiaM B HOBble
drannbl KOHUrypaumm.

BbINOnHMTE OCTaHOBKY Nyna npunoXeHui:

systemctl stop forms

Ona ob6HoBneHuss cepBuca GOpM  MOBTOPHO  pachnakymTe  HOBbIA  apxuB
«Bars.Svody.Linux.Forms.Service-5.x.x.zip» B KaTanor npunoxeHus. [lpu 3Ttom annsl,
Haxopdwmecs B nanke «Configy, 3ameHnTe, a 3aTeM OTPeSaKTUPYMUTE COrfacHO HacTpoMKam
Bawero npunoxenus. ®ann «lpunoxeHue.6apc» octaBbTe 6e3 M3MEHEHWUA, TaK Kak OH
COOEepPXUT HAaCTPOMKKU nogknoveHns K B[.

Ana obHoeneHuna API cosgante nanky «AddinLib» B katanore npunoxeHusi. Hanpumep:

mkdir /opt/forms/AddInLib

Mocne yero pacnakynte B Hee dannbl APl n3 ogHOMMEHHOro apxmBa.
BbinonHuTe 3anyck nyna npuiioXeHun:

systemctl start forms
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7.9 YcrtaHoBka KpunTtolPO Ha Be6-cepBepe

Mepenaute Ha cant MO «KpuntolMPOx»: https://cryptopro.ru/products/csp/downloads ,

Bbibepute anctpmnbytus Kpuntollpo CSP 5.0 gna UNIX.

OTtkpoeTcsa cnucok naketos (PucyHok 8).

Onsa Linux:

» Kpuntollpo CSP 5.0 ana Linux (x86, rpm)

KoHTponeHas cymma
rocT: 8CDF41EC3BSFE1@3569154DFOF277A713DA5AA4CE6E294D3E7BF59B4110846A83
MD5: 1d8c3551aa93ceafcdcb®3a8973d4493

)

» Kpuntolpo CSP 5.0 ana Linux (x86, de

=

KoHTponeHas cymma
roCT: DE27B1BES7D5588C711C35C4105DE4842A4C3FFDCEYBECBF1CE6598A9950D739D
MD5: 9a3fbb7a88cd@2458c7aad68chbf348fT

» Kpuntollpo CSP 5.0 ana Linux (x64, rp

KoHTponeHaa cymma
rocT: 7e@@5F2DASCIF75F29DB38F89B54BFAFF299167EEEBCFBA41C8AT1AESDEE44EALS
MD5: b87bbe581d2431c71b8ec79fabf73@3b

» Kpuntollpo CSP 5.0 ana Linux (x64, deb)

KoHTponeHaa cymma
roCT: 7764BDEGAS37BALYFC25ELSAASEFFB44E2AESCBB67(7645E9F72FALFEOEF406E
MD5: 78b5Sb3deab947d35e8061d3ed6cd491b

» Kpuntolpo CSP 5.0 ana Linux (armhf, rpm)
KoHTponeHaa cymma
roCT: 3E37F963B6EA45158984F6CEFEEELIL21E2E20ASDAS447B4E9AC4AFB4D126A1DT7E
MD5: 39a32ac6@36dP6844TaBat435e03a62e

» Kpuntolpo CSP 5.0 ana Linux (armhf, deb)

KoHTponeHasa cymma
FOCT: DASE46273E484C8468B290B611309854FCEAAGDIBC334AB262599163BABDE262
MD5: 789eb@e346f7fb530807c6ec2050764b

» Kpuntollpo CSP 5.0 ana Linux (arm64,_rpm)
KoHTponeHaa cymma
roCT: 7276642971489607F67ECBBOEEL92237CF65F4BD24FE4E7B6C966BCA5AASDCEE
MD5: 2e7718934b5el@2a735863ca®8dclcha

» Kpuntolpo CSP 5.0 ana Linux (arm64, deb)
KoHTponeHaa cymma
rOCT: B2F7D46B2ES9B4C77DAIOTEA2BASDESDCOAFBF745E3FE5SE760AB632030E5FCF2
MD5: cd6T@a5ela®377abc9cefe@dl1bed7fa

PucyHok 8 — Cnncok nakeToB

Bbibepute naket Kpuntollpo CSP 5.0 ansa Linux (x64, deb) u 3arpysute ero.

Takke Heobxoaumbl naketbl OpenSSL n PKCS11 — 6e3 Hux He 6GygeT pabotaTb
noanuco.

Pacnakynte apxvB BO BpEMEHHYIO AUPEKTOPUIO U NepenauTe B HeeE:

tar -zxf linux-amdé64 deb.tgz -C /var/tmp/

cd /var/tmp/linux-amd64 deb

YcTtaHoBuTe B rpaddnyeckoM pexmnmMe, 3anycTuB U3 ANPEKTOPUM pacriakoBKM apXmBa:
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sudo chmod a+x ./install gui.sh
sudo ./install gui.sh

B okHe HacTpoek kHonkon «[Mpobeny» yctaHoBUTE BCE «NaXKKM».

HyxHble nakeTbl OpenSSL n PKCS11 6yayT ycTaHOBMEHbI.

MpumevaHusa

1 Kpuntollpo gomxHa 6bITb YyCTaHOBNEHA Kak Ha BeG-cepBepe, Tak 1 Ha cepBepe hopM.

2 KopHeBble 1 MpoMeXyTouHble cepTudmkaTbl I 4oMmKHbI ObITh YCTAHOBIEHBI HA cepBepe hopM.

7.10 YcraHoBka openssl-gost-engine

B

coctaB AuctpmbyTmMBa BXOOMT NakeT OMGNMOTEK, noaaepXmBaroWmnX MeToabl

3awmTHoro npeobpasoBaHus no anroputmam OCT, openssl-gost-engine.

[MakeT openssl-gost-engine BkroYaeT B cebs peanusauuio crnefyowmx anroputMoB

OCT:

FOCT P 34.10-2001 n TOCT P 34.10-2012 — anropuTMbl 3N1EKTPOHHOW LN(POBON
noanucy;

FOCT P 34.11-94 — anropmTM X3LLUMPOBaHuA. 256-0MTHOE 3HaYEeHNe X3Lla;

FOCT P 34.11-2012 — anropuTt™m xawwmpoBaHus. 256- n 512-6utHble 3Ha4YEHNSA X3LLIa;
FOCT 28147-89 — cummeTpryHoe WwndpoBaHue ¢ 256-6UTHBbIM KIto4oM. [JOCTYnHbI
pexumbl CBC, CFB u CNT. [Ons yCnoXHeHus CTaTUCTMYECKOro aHanmsa
nogaepxueaetcs «key meshing» (nogpobHee cm. RFC 4357);

FOCT 28147-89 B pexxume BbipadboTkm nmmtoctaskm (MAC). OcHoBaH Ha anroputme
X3LWMPOBaAHMSA C UCMNONb30BaHMEM anropuTMOB CUMMETPUYHOrO WwndpoBaHnda. OH
nmeet 256-6UTHBIN CUMMETPUYHbIN KoY 1 paspagHocTb oT 8 4o 64 (no ymonyaHuto
32) 6uT;

FOCT P 34.13-2015 — cummeTpuyHoe wndpposaHune «KysHeunk» («Grasshoppery).

na YCTaHOBKU NakKeTa openssl-gost-engine BbIMOJIHUTE KOMaHAY:

sudo apt-get -y install openssl-gost-engine

Mocne yctaHoBku openssl nogaepxky anroputmoB FOCT MOXHO BKIOUYUTL CneayoLwen

KOMaHOoMW:

sudo control openssl-gost enabled

Mocne npoBegeHusi HacTponkn nposepbTe, BUAUT N OpenSSL anroputmbl FOCT,

KOMaHOoMN:
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openssl ciphers | tr ":" "\n" | grep GOST
GOST2012-G0OST8912-GOST8912 GOST2001-GOST89-GOST89

7.11 YctaHoBka LibreOffice

[ns Toro, 4Tobbl GblNa BO3MOXHOCTb BbIrpyaTb nevaTHble hopMbl B popmMaTax ods u

odt HeobxoaMmo yCcTaHOBUTbL Ha cepBepe nocneHioro sBepcuto LibreOffice

MpumeyaHne — dopmat BbIrpy3kn 3agaetcd B [JusaniHepe OTYETHLIX popm B pasgene «lleyaTHble
dopMbl» B none «dPopmaT BbIrPy3KM» HaANPOTUB COOTBETCTBYIOLLEN NevaTHOW dopmbl. [na BbIrpy3kn B hopmate

ods 1 odt Heo6xo0oMMO COOTBETCTBEHHO B 3TOM MNose BblOpaTh 3Ha4YeHne «ods» nnm «odty.

Ans Anbm 8 CIT.

YcTaHoBKa 13 CTaHOaPTHbLIX peno3vTapues:
apt-get install LibreOffice-still
libreoffice --version

lMpomecmuposaHo Ha eepcuu LibreOffice 6.4.7.2 40(Build:2)
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8

UHcTpyKumsa no paboTte ¢ DbUpdater-om

C nomouubto DbUpdater MOXXHO BbINOSHATL creayowme yHKUMK:

CO3aHNe HOBOW CXEMbI;
OBOHOBMNEHNE CTPYKTYPbI paHee Co34aHHbIX CXEM Ha HOBbIE BepcUn NNnaTdopMbl;
yCTaHOBKa JIMLIEH3UN;

koHBepTauusa B[] ¢ Oracle Ha PostgreSQL.

8.1 Co3paHue HOBOM CXeMblI

I'Iepe,u, co3gaHneM cxembl HeoBXoaMmo onpeaesintb pexmmMm XpaHeHusa nepcoHasibHbIX

AaHHbIX Nonb3oBaTenen cuctemol. CyLlecTBYeT ABa pexuma:

B

BMeCTe CO BCEMU AaHHBIMU CUCTEMBI;
B OTAeNnbHOM 6a3e AaHHbIX.

3aBUCUMOCTUN OT Bbl6paHHOFO pexumma nepedyeHb nepegaBaemMblXx B YTUITUTY

napamMeTpoB MEeHAETCA.

Ons cosgaHna HoBou cxeMmbl 3anyctute DBUpdater cormacHO MHCTpyKUuM Huxe.

OnuncaHune napameTpoB 3anycka npueegeHo Hmxke (Tabnuua 6).

Tabnuua 6 — MNapameTpbl 3anycka Ansi Co3gaHusi CXxeMbl

HassaHue napameTpa OnucaHue napameTpa Mpumep ncnonb3oBaHus
--createSchema ObsasaTtenbHbIi NnapameTp. Yka3biBaeT, 4To | --createSchema

KOHCOMNb 3anylieHa B pexume Cco3aaHus

CXeMbl
-sysUserName JloruH ot super nonb3oBaTens -sysUserName postgres
-sysUserPassword Maponb oT super nonb3oBaTens -sysUserPassword postgres
-sysDataBase maBHas 6a3sa -sysDataBase postgres
-dbDialect Tun cosgaBaemon CYB[ -dbDialect Npgsq|l
-dblp IP-agpec cepBepa b[], nm6o host -dblp 127.0.0.0
-dbPort Mopt B, -dbPort 5432
-dbName HanmeHoBaHue co3gasaemon B[] -dbName TestScheme
-dbScheme HanmeHoBaHue co3gaBaemMon cXxembl -dbScheme TestScheme
-dbPassword Maponb nonb3oBartens B[] -dbPassword 123
-connSettingsPath MyTb go ganna MpunoxeHue.6apc. -connSettingsPath

"nytedolMankm\NpunoxeHune.d6apc"
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HassaHue napameTpa OnucaHue napameTpa Mpumep ncnonb3osaHus

Ecnu nytb cogepxuTt npobenbl, 3HavyeHune
napameTpa yKka3blBaeTCH B KaBbl4KaXx.

--pd MapameTp, ykasbiBawOWMA Ha TO, 4TO | --pd
nepcoHarnbHble faHHble ByoyT XpaHUTbCS B
otaensHon b

-pdUser Mmsi nonb3oBaTens u HaseaHue B[, B | -pdUser test_pd
KOTOpoW ByayT XpaHWTbCS NEepPCOHarnbHble
OaHHble

-pdPassword Maponb nonb3oBaTtensa-snagensua bO c | -pdPassword 123

nepcoHasrbHbIMU AAHHBIMU

-pdip IP-agpec cepsepa B[] (nnu host) roe 6yget | -pdip 127.0.0.0
cosgaHa B[], B koTopon BygoyT XpaHuWTbCH
nepcoHarnbHble AaHHble

-pdPort Mopt BA, B KOTOPOW OYAyT xpaHuTbcs | -pdPort 5433
nepcoHanbHble AaHHble

-pdSysUserName JlormH ot super nonb3oBatens B B[, B | -pdSysUserName postgres
KoTopon OyayT XpaHWTbCH MepcoHarnbHble
AaHHble

-pdSysUserPassword Maponb oT super nonb3oBaTtens B B[, B | -pdSysUserPassword postgres
KOTOpoW ByayT XpaHWTbCA NepPCoHarbHble
JaHHble

-pdSysDataBase maBHas 6asa Ha  cepBepe, rae | -pdSysDataBase postgres
pasBopadnBaeTcss 6asa nepcoHarnbHbIX
OaHHbIX. Obs3aTeneH Npu co3gaHun CXemsl
Ha Postgres

MpumevaHus

1 Onga 3anycka KoHconu Heobxoaumo nepedaTtb 3HadyeHue napameTpa -connSettingsPath nn6o Habop
3Ha4yeHun napameTpoB -dbDialect -dblp -dbName -dbScheme -dbPassword —dbPort.

2 MNapameTp -dbName n -dbScheme gomnxHbl coBnagaTthb.

3 Cxema u B[l co3patotcs Bcerga TonbKo € Ha3BaHWAMMU B HWXKHEM PeErucTpe, HECMOTpsi Ha oopmaT ux

HanncaHm4a B napamMeTpax 3arnpoca.

Mpumep ana OC Windows

— O0OblYHbIN pexunmv co3gaHua:

BARS.Svody.DbUpdater.exe —--createSchema -sysUserName postgres -
sysUserPassword naponsOtrllonezoBaTtenaPostgres -sysDataBase postgres -
connSettingsPath "nyTe\IllpuioxeHuve.bapc"

BARS.Svody.DbUpdater.exe —--createSchema -sysUserName postgres -
sysUserPassword naponsOtrllonezoBaTenaPostgres -sysDataBase postgres -
dbDialect Npgsgl -dbIp IPCepBepaBll —-dbName wmmaBII -dbScheme mmaCxeMmer -
dbPassword naponpOrCxemul —-dbPort nopTEI

—  PEXUM OTAENIbHOIO XpaHeHnA NepCcoHalibHbIX AaHHbIX:

BARS.Svody.DbUpdater.exe —--createSchema -sysUserName postgres -
sysUserPassword postgres -connSettingsPath "nyTs\Ilpunoxenue.bapc" --pd
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-pdUser nomnbzoBaTenbll]] —pdPassword naponbOrCxewmull]l] -pdIp IPCeprepaBHOllI
-pdPort noptBIII -pdSysUserName postgres -pdSysUserPassword
napoJsOtTllone3oBaTensaPostgreslll -pdSysDataBase postgres

BARS.Svody.DbUpdater.exe —--createSchema -sysUserName postgres -
sysUserPassword naponbOrllons3oBaTenaPostgres -dbDialect Npgsgl -dblIp
IPCepBepaBll —-dbName wmmabll —-dbScheme mmaCxemel —dbPassword napoibOTCxeMel
—-dbPort noptBl] --pd -pdUser nomnbzoBaTenbll]] —pdPassword nojabzoBaTesbll]] -
pdlp IPCepmBepaBHlll -pdPort noptTBHAIIl -pdSysUserName postgres -
pdSysUserPassword naposbOrllonbz3oBarengPostgreslll —-pdSysDataBase
postgres

Mpumep ana OC Linux

— 0ObIYHbIN PEXUM CO30AHUS:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -sysDataBase postgres -
connSettingsPath "/nyTe/llpuioxeHue.bapc"

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword naposbOtllosb30oBarensgPostgres -
sysDataBase postgres -dbDialect Npgsgl -dbIp IPCepBepaBll -dbName wmmabl]
—-dbScheme mMaCxemer —dbPassword naponeOrCxemel —dbPort noptB]]

—  PEXUM OTAEJIbHOIO XpaHeHnA NepcoHalibHbIX AaHHbIX:

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword postgres -connSettingsPath
"nyTe \llpuioxeHue .Bapc”" --pd -pdUser nomnbzoBaTenbll]] —-pdPassword
naposaeOrCxemullll —-pdIp IPCeprepaBlllll -pdPort nopTBAII -pdSysUserName
postgres -pdSysUserPassword naponsOtrllosnbzoBaTrensPostgreslll -
pdSysDataBase postgres

/opt/svody/updater/BARS.Svody.DbUpdater --createSchema -
sysUserName postgres -sysUserPassword naposbOrllosib30BaTensgPostgres -
dbDialect Npgsgl -dbIp IPCeprepaB]ll -dbName wmmaBIl -dbScheme mmaCxemer -
dbPassword naponapOrCxemel —dbPort nopTEI --pd -pdUser nosnb3oBaTenslll] -
pdPassword nonaep3oBaresivllll -pdlp IPCepsepaBllll -pdPort nopTBIIN -
pdSysUserName postgres -pdSysUserPassword
napoJeOTllonbs30BaTensaPostgresllll -pdSysDataBase postgres

8.2 O6HoBneHue cTpykTypbl B

C nomoubto 0GHOBNEHNSA CMHXPOHM3MPYETCHA CTpykTypa Tabnuy B B ¢ Ton, koTopas
Hy>XHa Ansa paboTbl B npunoxeHuu. MNpu kaxxgom obHoBneHun web-npunoxeHnss HeobxogmMmo
o6HoBNATL CTPYKTYpYy BM.

MapameTpbl 3anycka npuBeaeHbl B Tabnuue Hmke (Tabnuua 7).
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Tabnuua 7 — NMapameTpbl 3anycka pexxmma o6HOBEHUS

HasBaHue napametpa

OnucaHue napameTpa

Mpumep ncnonb3oBaHus

-connSettingsPath

MyTb oo danna «lMpunoxeHne.6apcy.

Ecnm nytb copepxuT npobenbl, 3HayeHue
napameTpa ykasblBaeTcsl B KaBbl4yKax

-connSettingsPath
"nytellpunoxenne.6apc”

-dbDialect Tun obHoensemon CYBO. [Honyctumble | -dbDialect Npgsql

3HaveHus: Npgsql
-dblp IP-agpec cepBepa b[] nubo host -dblp 127.0.0.1
-dbPort MopT B, -dbPort 5432
-dbName HanmeHoBaHue obHoBnsiemor b -dbName DB_NAME
-dbScheme HanmeHoBaHne 06HOBNSAIEMON CXEMBI -dbScheme SCHEMA_NAME
-dbPassword Mapone nonb3oBatens B -dbPassword 123

-updateArchiveDatabases unun

--updateArchiveDatabases

«dnaxok» 0OHOBNEeHUst apxmBHbIX B[,
NpMBsi3aHHbIX K YKa3aHHbIM MapameTpam
noakntoveHus. Ecnm saHaveHne napameTpa He
yKasaHo, Mo yMon4aHuto apxmBHble B[ 6yayT
0OHOBMEHbI

-updateArchiveDatabases true
--updateArchiveDatabases

(ananor -
updateArchiveDatabases true)

-migrations

My go nankm ¢ Auctpubytmeom Beb-
npunoxexusa .dil dannbl 13 anctpubyTtnea
OyoyT wmcnonb3oBaHbl Ans oOpMUPOBaHKSA
Murpaumi.

B cnyyae ecnv nyTb coaepXuT npobGernbl,
3HayeHMe napamMeTpa YykasbiBaeTcs B
kaBblukax. Obsi3aTenbHbIN NapameTp

-migrations
npunoxeHus"

"nytb\lNanka

-zip

Myt K zip-apxuBy C AMCTPUBYTUBOM
oBHOBMEHNS. Ucnonb3yeTcs npu
obHoBneHun API

-zip "nyte\AddInLib.zip"

-simpleProgress
simpleProgress

nnn -

dopmaTt  onoBelleHns O  nporpecce
obHoBneHnsi. B cnydae, ecnu 3HayeHue
napametpa false — «koHconmb Oygert

onoBeLLaTb O Mporpecce cepnanm3oBaHHbIMM
MogensMu, uHaye B TEKCTOBOM dhopmare.
Honyctumble 3HaveHus: true, false 3HayeHune
no ymonyaHuwo - true HeobGsa3aTrenbHbIN

-simpleProgress true wnn -
simpleProgress false --
simpleProgress  (aHanor -

simpleProgress true)

napameTp
-mode Pexumbl OOHOBNEHUS. Donyctumble | -mode api unu -mode platform
3HadeHusa: api, platform O6s3aTenbHbIN
napametp
--pd MapameTp ykasblBaWwMiA Ha TO, 4TO | --pd
nepcoHarnbHble JaHHble ByayT XpaHWUTbCs B
otaenbHon B
-pdUser Wms nonb3oBatens w HassaHve B[, B | -pdUser test_pd
KOTOpon OyadyT XpaHUTbCA MepCOHarbHble
OaHHble
-pdPassword Maponb nonb3oBatens B/ -pdPassword 123
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HasBaHue napameTpa OnucaHue napameTpa Mpumep ncnonb3oBaHuA
-pdip IP-agpec cepsepa B[], nm6o host -pdip 127.0.0.1
-pdPort Mopt B, -pdPort 5432
-pdSysUserName JlorvH o1 super nonb3oBatena B B[ B | -pdSysUserName postgres
KOTOpon OyayT XpaHUTbCA NepcoHanbHble
OaHHble
-pdSysUserPassword Maponb oT super nonb3oBatens B B[ B | -pdSysUserPassword postgres
KOTOpon OyaoyT XpaHWTbCA MEepPCOHanbHbIE
OaHHble
-pdSysDataBase [maBHas ba3sa Ha cepBepe roe | -pdSysDataBase postgres
pasBopauymBaetcd 6asza  nepcoHarbHbIX
AaHHbIX. Obsi3aTeneH npu co3gaHUU CXembl
Ha Postgres

Pexnmbl o6HOBRNEHMIN NpuBeaeHbl B Tabnuue Huxke (Tabnuua 8).

Tabnuuya 8 — Pexnmbl 0OHOBNEHU

Pexum o6HOBREeHus 3HauveHune
platform O6HoBneHne nnaTopMeHHON YacTn web-npunoxeHns
api O6HoeneHne APl web-npunoxeHus. YcTtaHoBneHHble API, koTopbix
HeT B OOGHOBMNEHMN, HE 3aTUpaloTCs

Mpumepbl 3anycka OOHOBNEHMst nNNatopmbl C OObIYHBIM  PEXUMOM XPaAHEHMUS
nepCcoHarbHbIX AaHHbIX:
— [Mpwumep 3anycka gna OC Windows:

BARS.Svody.DbUpdater.exe -migrations "nyrvHollankullpmioxeHma" -
dbDialect Npgsgl -dbIp IPCepBepaBll —-dbName wmmsaBIl -dbScheme mmsaCxeMmer -
dbPassword naponbsOrCxemel —-dbPort nopTBll -simpleProgress true -mode
pexumOBbHOBNIeHUs —-updateArchiveDatabases false

— Tpumep 3anycka gnsa OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations
"nyredollankullpunoxenusa" -dbDialect Npgsgl -dbIp IPCepmepaB]ll —dbName
mMsaBIl —dbScheme mmaCxemel —dbPassword naposneOrCxemel —dbPort nopTBI -
simpleProgress true -mode pexuMmMOOHOBIeHMS -updateArchiveDatabases false

B APl mMoxHO peanu3oBaTb murpaumm cTpyktypbl B[. [Ons 3anycka oGHOBNEHWS
Heobxoaum zip-apxus ¢ parnamu API ¢ pacwmpeHuamm .migrations.dll:

— npumep 3anycka ana OC Windows:

BARS.Svody.DbUpdater.exe -zip
"C:\svodyapp\web\svody\AddInLib.zip" -dbDialect Npgsgl -dbIp
IPCepBepaBll —-dbName wmmab]] —-dbScheme mumaCxemwbl —dbPassword naposbOTCxeMs
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—-dbPort noptBl -simpleProgress true -mode api -updateArchiveDatabases
false

— npumep 3anycka ana OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater -zip
"/opt/tmp/AddInLib.zip" -dbDialect Npgsgl -dbIp IPCeprepaBll —-dbName
mMaBll —dbScheme mmaCxemel -dbPassword naponbOrCxemer —dbPort noptBI -
simpleProgress true -mode api -updateArchiveDatabases false

Mpn obHoBneHnn cxembl ¢ N[, K OCHOBHLIM NapameTpam 3anycka, yKkasaHHbIM BblLLE,
Heobxoaumo gobasuTb NnapameTpbl U3 pasgena "MNapameTpsl MN4" TyT - MapameTpbl 3anycka,
a TaKkKe JOIKHbI ObITb YKa3aHbl napameTpbl -sysUserName n —sysUserPassword.

O6HoBREHWe B pexume OTAENbHOIO XpaHeHUsA NepCoOHanbHbIX AaHHbIX:

/opt/svody/updater/BARS.Svody.DbUpdater -migrations "/opt/svody"
-dbDialect Npgsgl -dbIp IPCepmBepaBll —-dbName wmmaBl —-dbScheme mmsaCxeMel —
dbPassword naponsOrCxeMel —dbPort mopTBI -simpleProgress true -mode
platform -updateArchiveDatabases false -sysUserName
VmsaCucremHorollonb3oeaTensa —-sysUserPassword IlapossCucreMHOTOIIONIBE30BATEIIA
-—-pd -pdUser MmaCxemel pd -pdPassword naponasOrCxemel pd —pdIp
IPCeprepaBll pd -pdPort nopTBI pd -pdSysUserName
NmaCrucremHorollons3oBarena pd -pdSysUserPassword
[NaponsCucremuorollons3oearensa pd —pdSysDataBase Mual'maBsHoeBIHaCepsepe pd

8.3 YcraHoBKa nuueH3un

MapameTpbl 3anycka npueeneHbl B Tabnuue Huxke (Tabnuua 9).

Tabnuua 9 — NMapameTpsbl 3anycka

HasBaHue napameTpa OnucaHue napameTpa Mpumep ucnonb3oBaHuA
-connSettingsPath Myt o danna | -connSettingsPath
«lMpunoxeHune.bapcy. "nytb\MNpunoxexune.bapc”

Ecnn nytb cogepxuT npobensi,
3HayeHWe NapameTpa ykasblBaeTcsl

B KaBbl4KaXx.

-dbDialect Tun obHoBnsiemMon CYB[. | -dbDialect Npgsq|l
Honyctumele 3HayveHns: Npgsql

-dblp IP-agpec cepBepa B[] nm6o host -dblp 127.0.0.1

-dbPort Mopt B -dbPort 5432

-dbName HanmeHoBaHne obHoBnsiemon bl -dbName DB_NAME

-dbScheme HanmeHoBaHue obHoensgemon | -dbScheme SCHEME_NAME
CXeMbl

-dbPassword Maponb nons3osatens b -dbPassword 123
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HassaHue napameTpa OnucaHue napameTpa Mpumep ncnonb3oBaHus

-updateArchiveDatabases nnn «dnaxok» 0OHOBMNEHMs apxmBHbIX | -updateArchiveDatabases true -
) B, npwuBA3aHHbIX K YykadaHHbIM | updateArchiveDatabases
--updateArchiveDatabases napametpam nogknioyeHus. Ecnu

3HauYeHWe napameTpa He yKasaHo, (aHanor -updateArchiveDatabases

no ymon4aHuio apxumeHbie B 6yayT | rue)
OGHOBIEHBI

-lic MyTe K doanny nuueHanoHHoro | -lic "nyTtb\key.lic"
kntoya NN Ceoapl

--force BbinonHATb nencTeus 6e3 | --force
noaTBEPXKAEHMS NONb3oBaTeNS.

Hanpumep, ecnu npu ycTaHOBKe
HOBOIO  NULIEH3NOHHOIO  KItoya
BbIACHSAieTCA, 4TOo B B[] kno4 yxe
€CTb.

Bes atoro napameTpa notpebyeTtcs
noaTBepXaeHVs1 OT nofib3oBaTens
Ha yaaneHue Knoya B
WHTEPaKTUBHOM PeEXuNME.

C aTum napaMeTpoM cTapblil Koy
OyaeT yaaneH 6e3 nogTBepXaeHus.

Heobsi3aTenbHbIN napameTp.

Ecnn napameTp He ykasaH, no
yMOMyaHuio nporpamma notpebyet
noareepXxXaeHme OoT nosb3oBaTtend

MocnepoBaTenbHOCTb AENCTBUN ANS YCTAHOBKN JIULEH3NN.

a) 3anyctute yTUAUTYy B pPEXMME YCTaHOBKM JULEH3UM C COOTBETCTBYHOLLUMMMU
3anofIHEHHbIMM NapameTpamu

Mpumepbl YCTaHOBKU NULIEH3UN:

- npumep 3anycka ana OC Windows:

BARS.Svody.DbUpdater.exe —-connSettingsPath "myroe\lpunoxexue .bapc"
-lic "nyre\JauueHs3usa.lic"

BARS.Svody.DbUpdater.exe -lic "nyrb\muuensus.lic" -dbDialect
Npgsgl —-dbIp IPCepreepaB]ll —-dbName wmmabll -dbScheme mmaCxemer —dbPassword
napoyrOrCxemel —dbPort mopTBI -updateArchiveDatabases false --force

— npumep 3anycka ana OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater -connSettingsPath
"nyTes /llpunoxeHue . 6apc”" -lic "nyTe\auueHs3usg.lic"
/opt/svody/updater/BARS.Svody.DbUpdater -lic "nyTb\JiuueH3usg.lic"
—-dbDialect Npgsqgl -dbIp IPCepBepaBI -dbName uMmaBll -dbScheme mmaCxemel -
dbPassword naponbOrCxemel —dbPort mopTBI -updateArchiveDatabases true --
force
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6) ckonuMpymTe K4, KOTOpPbIA BblAaH CUCTEMOW, W OTOQauWTEe €ero KypupyloLwemy
COTPYAHUKY KoMnaHuu. COTpyaHMK B OTBET NpeoCTaBUT BaM OTBETHbIN KITHOY;
B) BCTaBbTe OTBETHbLIN KIMOY B KOHCOJSTb.
MprMepbl ycnewHon yCTaHOBKM NULEH3MM NPUBEAEHbI Ha pUCYHKax Huxe (PucyHok 9,
PucyHok 10).

NHAETCA YCTAHOBKE NMLy HHOTO Knio4a OCHOBHOH

BaNHAALMI

C€Tb YCTEHOB/MEHHHIH KAKY, HO HE @KTWBWPOBaHHHA Knwd. YaanuTe? [BeeguTe 'Y' 4nAa nogrBepxgeHwAa, 'N' - gna oTkasa]

» BHNONHAETCA BKTHBALMA. . .

& @KTHBALWKW NHLEHSHOHHOrO KAWYa. CKOMMPYHTE TEKCT Sanpoca akTHBAaLUMK YKaSaHHHi HMKE ANA OTNPaBKM BaleMy MeHeIKepy

¥CTEHOBKA SanyueHa c napaMeTpoM --force. CywecTBymuwMd B B Koy GyoeT yOaned.
BeNoNHAETCA YCTAaHOBKA NWUEHSMOHHOrD Knwda OCHOBHOM

¢aln Knw4a yCnewHo Npowen Banugauum

{CTAHOBKE KNWYa B CX

BanuoauMa AaTel ASHCTBWA KMOYa NO BPeMeHW cepBepa bBA. ..

(nY OERCTEMTENEH, MNPOSOAMAEM YCTAHOBKY . . .
(N4 YCMNEWHD YCTAHOBAEH, BHNONHASTCA AKTHUBAUMA. . .
AKTMBEAUMA KMNHYa BLINOJHEHE YCMNEWHD

Hpﬂqecc YCTIHOBKHW NHUEHSHWOHHONO KN4Ya SaBeplleH

PucyHok 10 — NMpumep ycnewHom yCTaHOBKM NIULIEH3UN

8.4 KounepTtauus Oracle Ha Postgres

[nsa cuctem, KoTopble CyLEeCcTBYHOT AAaBHO M M3HavanbHO pabotann Ha CYB[ Oracle,
paspaboTtaH pyHKunoHan koHsepTaumn B[ Ha CYB[ Postgres.

BbinonHUTEe HacTponku:

a) pasBepHUTE HOBYHO Cxemy Ha Postgres;

6) yctaHoBUTE OBHOBNEHME TOM BEPCUMU, KOTOpas YCTaHOBMNEHa Ha Tekywen B:

MpumeyvaHnga

1 Bepcun ncxogHonm b Ha Oracle gormkHa ObITb MAEHTUMYHA BEPCUM HOBOM CXeMbl Ha Postgres.

89



2 HecmoTps Ha TO, YTO BEPCUMM CUCTEM OOMHAKOBbLIE, BO3MOXHO, YTO B mcxogHon B[l Gymet Gonblue
Tabnuy, Yem B HoBoW B[]. Bo3MOXHble MPUYUNHBI:

— ponroe vcrnonb3oBaHme Cuctemsl: B B[] octanuck ctapble, HeakTyanbHble Tabnuubl;

— NpOeKTHble peanusaumnm TpeboBann co3gaHnsa HoBbix Tabnuu B B/,

B) YCTaHOBWUTE NMULIEH3NOHHbIW KITHO.

B npouecce koHBepTaumm Cuctema nponyckaeT U He NepPeHOCUT AaHHbIe MO CrieayoLmnm
Tabnuuam:

- RUPD%;

— MLOGS$_%;

- %$REF;

— SYS_EXPORT_SCHEMA%;

— OLAP%;

— QRTZ_%;

— SCHEMA%;

- BARS_MUTEX;

— ADDRESS;

— CLASSIFICATIONELEM;

— ENTEXATTRDESC,;

— ENTEXATTRDESC$ARC;

— EXECUTION_TRIGGER;

— EXECUTION_TRIGGERS$ARC,;

— GRUPPAPRAVDOSTUPA;

- HRANIMAYAOLAPVYBORKA,;

- JOB;

— JOB$ARC;

— NOTIFICATIONRULE;

— NOTIFICATIONRULES$ARC;

— NOTIFRULEGROUP;

— NOTIFRULEGROUPS$ARC;

— NOTIFRULEUSER,;

— NOTIFRULEUSERS$ARC;

— NTFRULEGROUPROLE;

— NTFRULEGROUPROLES$ARC;

— NTFRULENTFRULEGROUP;
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— NTFRULENTFRULEGROUPS$ARC;
— OFFLINEKEYS;
— OFFLINEKEYS$ARC;
— OGRANICHENIEDOSTUPA,;
- POLZOV_UVYAZKA,;
- STORED_META_FIELD;

- SUMMARYCHECKMARK;

- SUMMARYCHECKMARKS$ARC,;

— TEMP_OLAP_TABLE;
— UNIVERSALNYISPRAVOCH;
— USER_REGISTRATION_PA;
— USER_REGISTRATION_PAS$ARC;
— ZAPISKLADRA;
—  ZAPISKLADRAS$ARC;
—  ZAPISSPRAVOCHNIKA;

— a Takke no Tabnuuawm,

BARS_MUTEX.

3anpoc anga nosnyyeHust Bcex Tabnuu, KoTopbix HET B HoBoW B[:

Kog KOTOpbIX HayumHaetca Ha OLAP,

select a.table name from all tables a where a.owner =

'HazraHmueCxeMsr'

and a.table name not like ('OLAP%')

and a.table name not like ('DIC %'")

and a.table name not like (Schema%')

and a.table name not like ('BARS MUTEXS%')

and a.table name not in ('ADDRESS',
'CLASSIFICATIONELEM',
'ENTEXATTRDESC',

'ENTEXATTRDESCSARC',

'EXECUTION TRIGGER',
'"EXECUTION TRIGGERSARC',
'GRUPPAPRAVDOSTUPA',
'HRANIMAYAOLAPVYBORKA',

'JOB',

' JOBSARC',
"NOTIFICATIONRULE',
'"NOTIFICATIONRULESARC',

'NOTIFRULEGROUP',
'"NOTIFRULEGROUPSARC',

'"NOTIFRULEUSER',
'"NOTIFRULEUSERSARC',
'"NTFRULEGROUPROLE ',
'NTFRULEGROUPROLESARC',

91

SCHEMA n



'NTFRULENTFRULEGROUP',
'NTFRULENTFRULEGROUPSARC',
'OFFLINEKEYS',
'OFFLINEKEYSSARC',
'OGRANICHENIEDOSTUPA',
'POLZOV_UVYAZKA',
'STORED META FIELD',

' SUMMARYCHECKMARK',

' SUMMARYCHECKMARKSARC',
'TEMP OLAP TABLE',
'UNIVERSALNYISPRAVOCH',
'USER REGISTRATION PA',
'USER _REGISTRATION PASARC',
'ZAPISKLADRA',
'ZAPISKLADRASARC',
'ZAPISSPRAVOCHNIKA' ,
[lepeuens TabmuullzllpensinymerollyHKTa
);

Mocne BbLINOMHEHUS 3anpoca OTOOpasnTCA CMMCOK Tabnuu, KOTopble Heobxoanmo
co3faTb BPY4YHYH Ha HOBOW cxeme Postgres.

r) cosganTe Tabnuubl, Nomy4YeHHbIe Bbille, B HOBOW cxeMe Postgres:

— MOny4uTe CKpUMTbI ANns co3aaHus Tabnuuy Ha cxeme Oracle;

— 3anguTe Ha CXeMy nosnb3oBaTtesid, BbINOJTHUTE CKPUNT:

SELECT DBMS METADATA.GET DDL ('TABLE',u.table name)
FROM USER ALL TABLES u
WHERE u.table name IN ('TABJIMOALl', 'TABJIMIOAZ2') ;
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prompt Importing table USER ALL TABLES...

set feedback off

set define off

Jinsert into USER_ALL_TRBLES (DBMS METADATA.GET_DDL('TRELE',)
Jvalues ('

TABLESFACE "USERS ¥

Jinsert into USER_ALL TABLES (DBMS METADATA.GET DDL('TRELE',)
Jvalues ('

PucyHok 11 — [Mpumep nonyy4eHHOro ckpunTta

HeobxoamMMbl TONbKO create-ckpunTbl ¢ NEpeYHEM MOnen.
— nepenuwmTe NonyveHHble ckpunTbl nog Postgres:
Hanpumep, 13 ckpunra:

CREATE TABLE "HaspaumeCxeme"."BARS USERS"
( "LOGIN" VARCHAR2 (200),
"PASSWORD" VARCHAR?2 (200),
"NOTE" VARCHAR2 (200),
"LOCKED" NUMBER(1,0) DEFAULT 0 NOT NULL ENABLE,
"PROFILE ID" RAW(16),
"AUTHORISEINAD" NUMBER(1,0) DEFAULT 0 NOT NULL ENABLE,
"DISABLE" NUMBER (1,0) DEFAULT 0 NOT NULL ENABLE,
"CHANGEPASSWORD" NUMBER(1,0) DEFAULT 0 NOT NULL ENABLE,
"ID" RAW(16),
"NAME" VARCHAR2 (600),
"REPLICA" VARCHAR? (80),
"DATECREATE" DATE NOT NULL ENABLE,
"DATEEDIT" DATE NOT NULL ENABLE,
"USERCREATE" VARCHAR2 (80),
"USEREDIT" VARCHAR2 (80),
"IPADDREDIT" VARCHAR2 (80),
"OBJECTVERSION" NUMBER(8,0) NOT NULL ENABLE,
"PASSWORD CHANGE DATE" DATE,

"EMAIL" VARCHARZ2 (2000),
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"LOCKTYPE" NUMBER (3, 0),
CONSTRAINT "PK BARS USERS" PRIMARY KEY ("ID") DEFERRABLE
INITIALLY DEFERRED
USING INDEX PCTFREE 10 INITRANS 2 MAXTRANS 255 COMPUTE
STATISTICS
STORAGE (INITIAL 65536 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS
2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER POOL DEFAULT FLASH CACHE DEFAULT CELL FLASH CACHE
DEFAULT)
TABLESPACE "USERS" ENABLE,
CONSTRAINT "FK BARS USERS $$B128" FOREIGN KEY ("PROFILE ID")
REFERENCES "HaszsaumeCxeme"."BARS PROFILE" ("ID") DEFERRABLE
INITIALLY DEFERRED ENABLE
) SEGMENT CREATION IMMEDIATE
PCTFREE 10 PCTUSED 40 INITRANS 1 MAXTRANS 255
NOCOMPRESS LOGGING
STORAGE (INITIAL 196608 NEXT 1048576 MINEXTENTS 1 MAXEXTENTS
2147483645
PCTINCREASE 0 FREELISTS 1 FREELIST GROUPS 1
BUFFER POOL DEFAULT FLASH CACHE DEFAULT CELL FLASH CACHE
DEFAULT)
TABLESPACE "USERS" ');

Monyyaetca ckpunt anga Oracle:

CREATE TABLE "HaszsBanmeCxewme"."BARS USERS"
( "LOGIN" VARCHAR2 (200),
"PASSWORD" VARCHARZ2 (200),
"NOTE" VARCHARZ2 (200),
"LOCKED" NUMBER(1,0) DEFAULT O NOT NULL ENABLE,
"PROFILE ID" RAW(16),
"AUTHORISEINAD" NUMBER(1,0) DEFAULT O NOT NULL ENABLE,
"DISABLE" NUMBER (1,0) DEFAULT 0 NOT NULL ENABLE,
"CHANGEPASSWORD" NUMBER(1,0) DEFAULT O NOT NULL ENABLE,
"ID" RAW(16),
"NAME" VARCHARZ2 (600),
"REPLICA" VARCHAR2 (80),
"DATECREATE" DATE NOT NULL ENABLE,
"DATEEDIT" DATE NOT NULL ENABLE,
"USERCREATE" VARCHAR2 (80),
"USEREDIT" VARCHARZ2 (80),
"IPADDREDIT" VARCHARZ2 (80),
"OBJECTVERSION" NUMBER (8, 0) NOT NULL ENABLE,
"PASSWORD CHANGE DATE" DATE,
"EMAIL" VARCHAR2 (2000),
"LOCKTYPE" NUMBER(3,0),
) ;

KoHBepTupynTe ero B Bug ansa Postgres:

CREATE TABLE BARS USERS
( LOGIN VARCHAR (200),
PASSWORD VARCHAR (200),
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NOTE VARCHAR (200),
LOCKED numeric(1,0),
PROFILE ID uuid,
AUTHORISEINAD numeric(1,0),
DISABLE numeric(1,0) ,
CHANGEPASSWORD numeric(l,0),
ID uuid,
NAME VARCHAR (600),
REPLICA VARCHAR (80),
DATECREATE DATE NOT NULL ,
DATEEDIT DATE NOT NULL ,
USERCREATE VARCHAR (80),
USEREDIT VARCHAR(80),
IPADDREDIT VARCHAR(80),
OBJECTVERSION numeric (8,0) NOT NULL ,
PASSWORD_CHANGE_DATE DATE,
EMAIL VARCHAR (2000),
LOCKTYPE numeric(3,0)

);

3ameHuTe Tnbl NO NpaBunam:

— varchar2 => varchar;

— number => numeric;

— raw(16) => uuid.
Takum obpasom cosganTte Kaxayo HegocTaLyo Tabnuuy.
A) 3anycTtuTe CKpMNT KOHBEPTaLMM:

— npumep ana OC Windows:

BARS.Svody.DbUpdater.exe --convert -fromDbDialect Oracle -
fromDbIp IPCeprepaBlllicTouHuk -fromDbName wmmaBIOMicrouHnuk —-fromDbScheme
mMmsaCxewmel/lcTounuk —-fromDbPassword naponabCxewmelllcTounmuk —-fromDbPort
noptBIlicTounmuk —-toDbDialect Npgsgl -toDbIp IPCeprepaBIllpMeMHUK -
toDbName umaBlllpueMHuk -toDbScheme wmmsaCxewmellpmeMHuk -toDbPassword
napoJnbCxemelllpremumnk —-toDbPort noprBIllprneMHMK

— npumep anga OC Linux:

/opt/svody/updater/BARS.Svody.DbUpdater --convert -fromDbDialect
Oracle -fromDblp IPCeprepaBllicTouHmuk -fromDbName wmMaBIVMCTOUHUK -
fromDbScheme mMmaCxemellcTounmuk —-fromDbPassword naponbCxeMel/lCTOUHUK —
fromDbPort moprBIOMcTounmk -toDbDialect Npgsgl -toDbIp
IPCepBepablllpmemunk —toDbName mmaBlllpmemHuk —-toDbScheme
mMmsaCxewmelllpueMHuk —-toDbPassword naponbCxewullpremurk —toDbPort
nopThBIlIpMeMHNK

e) npu HeobxoanMocTn HaCTpOIZTe BO BPY4HYIO CO34aHHbIX Tabnuuax OorpaHn4eHn4.
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9 Pab6ota co cxemou bl

9.1 CospaHue pe3sepBHbIX kKonui cxem B[l ana PostgreSQL

ABTOMaTUYeCKoe co3faHue pesepBHbIX Konun cxem Bl ocywecTBnseTcs ¢ NoMoLbio
yTunntel «pg_dump». BocctaHoBneHue B PostgreSQL ocylecTBNAeTca ¢ NOMOLLbIO YTUNNTBI
«pg_restore» U3 barna apxmea, CO34aHHOro KOMaHaom «pg_dumpy.

[N BbINONHEHUS pe3epBHOro KOMMPOBaHUS:

— co3fanTe KaTtanor, B KOTOpoM ByayT XpaHUTbCs dhansibl apXMBOB CXEMbI;

— co3panTe ucnonHaembln pann ¢ pacumpennem .cmd unu .bat, koTopbin cooepXxuT

Ha3BaHWe KOHUIrypaLUMoHHbIX hannos, Noasnexalimx pesepBnpoBaHunto;
— co3panTe KOHMUrypauMoHHbIN (hann C paclumpeHvem .bat, B KOTOpoM ykaxute
KOHoUrypaumio pesepsupyemMoro dainna, Hanpumep:

For /f "tokens=1,2,3,4,5 delims=/. " %%a in ('date/T') do set
nowdate=%%a-%$%b-%%cC

SET PGBIN=C:\Program Files\PostgreSQL\11\bin

SET PGDATABASE=mmMsaBas3bJllaHHEIX

SET PGHOST=IPAnpecCeprepabasullaHHEIX

SET PGPORT=IlopTCepBepabasullaHHBEIX

SET PGUSER=}mMallonb3oBaTenaCrnosHeMullpaeamMm

SET PGPASSWORD=IlapossOTIloNbE30BaTEINA

cd /d C:\Program Files\PostgreSQL\11l\bin

pg dump.exe --host localhost --port 5432 --username "postgres"
-role "postgres" --no-password --format custom --blobs --verbose --file
"C:\AUTODUMPS\Manual\%nowdate%-MMmaBasulaHHuX . backup" "UmsaBaszwlaHHBEX"

forfiles /P E:\AUTODUMPS\Postgres\TEST\ /M *.backup /D -3 -S /C
"cmd /C del @file /g"

— Anda nepnoanyeckoro Bbi3OBa YTUITUTbI co3ganTe HOBOE 3adaHue C MNOMOLLbH

nnaHNpoBLLUNKa 3adau.

9.2 Pa6oTa c NNaHUPOBLUNKOM 3aaau

9.2.1 Pa6oTa ¢ nnaHunpoBlwukom 3aga4 Ha OC Linux

[na aBTOMaTM3aumMm CUCTEMHbIX 3agad, unu 6onee u3BeCTHbIM Kak jobs nog Linux,
MOXXHO Mucnonb3oBaTb YTUNUTY nog HadaHumem Cron. C nomouwpto Cron MOXHO 3anyckaTtb
CKpPUNTbI aBTOMATUYECKN B TEYEHNe OnpeaeneHHoro nepmoga BpeMeHn, co3gaBatb UK apyrnx
BaXHbIX 0annoB, MOHUTOPUHT CAY>XO, 3anyLLleHHbIX Ha BalleM CepBEPE N MHOroe Apyroe.

Ecnu y Bac He yctaHoBneH Cron, yCTaHOBUTE €ro C MOMOLLbIO KOMaHA!:

96



apt-get update
apt-get install cron

YT00bI NpOBEPUTL, paboTaeT N cepBUC Cron, UCMOMb3yATe CReayoLLYy0 KOMaHAy:

sudo systemctl status cron

UTtobbl HacTpouTb cron Ha paboyem mecte, uamenute dann /etc/crontab. ObpaTtute
BHMUMaHMeE, YTO OH MOXET ObITb MBMEHEH TONLKO cynepnofib3oBaTenieM. [1ns npoBepKM TeKyLLEN
KOHoMrypaummn, UCnonb3ynTe criegyroLLyo KomaHay:

sudo cat /etc/crontab

— crontab -u %username% — onpegensieT nonb3oBaTens, 4YbM 3agayn OyayT
npocmaTpuBaTbCs/peaakTMpoBaThCs, OTCYyTCTBME JaHHOro napameTpa
yCTaHaBnMBaeT TEKYLLEro nonb3oBaTens;

— crontab -l — nokasbiBaeT CNUCOK TEKYLLNX 3agavy;

— crontab -e — 3anyckaeT pegakTop NnaHUpoBLUMKA 3aday;

— crontab -r — ynansaet Bce Tekywme 3agaudn.

dann crontab yxe cogepXuT NOSACHEHUS O TOM, Kak onpenenuTb CBOM COBCTBEHHbIE

pabouune dannbl. CUHTaKCUC BbIrNsanT cnegyowmm obpasom:

minute hour day month day of week username command

3Besgoyvka (*) B crontab MoxeT ObITb MCNonb3oBaHa ANA onpegeneHus Bcex
AONYCTUMbIX 3HAYEHUIA.

Hanpumep, 0 4 * * * — 3anyckaTb KOMaHAy Kaxabii AeHb B 4:00.

lMocne BHECEHWSI UBMEHEHMIN Nepe3anyCcTUTe CNy>X0y Cron C MOMOLLbI0 KOMaHAb! HUXE:

sudo systemctl restart cron

KOMaHD,a Anda CHATUA ©akana 6a3sbl OaHHbIX BbIrMAOUT Tak:

pg dump -h ampec cepsepa -p nopT -U nonbs3oBaress -d Oaza —-Fc -v -
f /myrelodarina/UMmadania . backup

3anonHute CooTBeTCTBYHOLWME NMYHKTbl BAlUMMWN 3HA4YEHUAMMN.

[ns BocctaHoBNEeHUst 3 6akana:

pPg_restore -h ampec cepsepa -p nopT -U nojb3oBaTesyis —-d Gasa —-Fc -
v /nyrelodarna/UMmadania.backup

CoxpaHute komaHay B (hann ckpunra.

Mpumep:

— co3ganTe HOBbIM (pann ckpunta € HasBaHWem backup.sh u coxpaHute no nytu

/home/scripts/;
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— oTpepakTupymnTe ero, nobaBmB Tyaa BbINOSIHEHNE KOMaHAbl 6akana:
#!/bin/bash
pg dump -h ampec cepsepa -p nopT -U nosb3oBaresrs -d Gaszsa —-Fc -v -
f /nyrelodainna/Vmadariia . backup
— COXpaHuTe U3MEHEHUs B dpanne;
— pobaebTe B Crontab BbINONHEHME 3TOro CKpMnTa B 4 HOUM KaXabIn AeHb, OyaeT uMeTb
BMA:

crontab -e

— OTKpoeTcsa peaaktop. B HEM gobaBbTe CTPOUKY:

0 4 * * * root /home/scripts/backup.sh

Takke B pegaktope byaeT KpaTkasi cnpaska no cuHTakcucy (PucyHok 12).

PucyHok 12 — KpaTkas cnpaBka no CMHTaKcucy

Ecnu Bcé noGaBneHo BepHO, Co34acTca HOBOe 3adaHune. B npoTuBHOM criyyae BbiiaeT
oLIMBKa C NpeanioKeHnemM N3MEeHUTbL UM OTMEHUTb AencTBue. Hanpumep, Takas:

new crontab file is missing newline before EOF, can't install.
Do you want to retry the same edit? (y/n)

[ns nonyyYeHus AONONHUTENBHOM MHAOPMALIMK MOXETe NPOBEPUTb CTPaHMLLY man:

man cron

a TaKxe:

man crontab
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9.3 CHaTue naMnoB ANA cXxeM ¢ AaHHbIMU OTYeTHOW chopmbl 6onblie 512 MB

[Mpn cHATMM gamna MOXeT BO3HWKHYTb owwnbka «Invalid memory alloc request size».
[aHHas owmnbka BO3HMKaET TOMbKO npu Hanuuum dannos B B pasmepom Gonbwe 512 MB.
Utobbl obontn paHHyto owwnbky, Obina cos3gaHa ytunuta ans  cHATua  gamnoB. [lpwu

HeobX0aMMOCTM 3anpallnBanTe ee y MeHegKepa KOMNaHUu.
MpumeyvaHue — Mcnonb3ynte yTUnuTy TOMbKO B Criydae HEOBXOAMMOCTH.

YTunurta no3sonseT nepemMectuTb annbl, y KOTOPbIX pa3mep npeBbilaeT JoNyCTUMYIO
ana PostgreSQL Hopmy, u3 Tabnuuy [N CBogbl B cuctemHyto Tabnuuy PostgreSQL
pg_largeobject. Nocne paboTbl yTunuTbl B pexume -mode export HeobXOAMMO CHATb Aamn,
pas3BepHyTb Aamn NO MECTY HasHa4YeHus, 3anycTuTb YTUNUTY B pexnme -mode import (ytunuta
nepemecTuT gannbl n3 Tabnuubl pg_largeobject B pogHbie Tabnuubl).

Y yTunnTbl €CTb ABa pexuma:

— -mode export. B gaHHOM cny4ae yTtunuTta cosgacT aHanorm 6onbliunx dannos B

pg_largeobject n nepeseaeT a4enkn 6onbwmnx garnos B null;

— -mode import. B gaHHOM crniyyae yTtunuta nepemMecTtuT npobnemHbie dannbl u3s

pg_largeobject 06paTHO B OUNLLIEHHBIE AYENKM.

3anyck yTunuTbl OCyLLEeCTBISeTCH Yepe3 KOMaHAHY CTPOKY C 3afjaHMeM apryMeHTOB.

Tabnvua 10 — ApryMeHTbl Ans yTURuTbl AN CHATUS gamna

AprymeHT OnucaHue Mpumep 3HayveHUN

-mode export Pexunm paboTbi: -mode export

- export ona nepemelleHns annoB M3 poaHbix | -mode import
Tabnuy B cuctemHyo Tabnuuy PostgreSQL
pg_largeobject nepen cHaTMemM gamna

- import gna nepemelweHns  annos U3
pg_largeobject B pogHyto Tabnuvuy nocne
CHATWA/HaKaTKn gamna

-h IP-agpec cepsepa B[] -h 127.0.0.1
-p Mopt -p 5432

-un Jlorvn onsa goctyna k B[ postgres -un postgres
-pw Maponb ana goctyna k b postgres -pw postgres
-db HaseaHwue B[], B koTopon pacnonoxeHa cxema ans | -db dbfordump

CHATUA OaMna

-SC HasBaHune cxembl AN CHATUSA Aamna -sc scfordumpdb
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[Mpumep 3anycka Yepes KOMaHAHYK CTPOKY [0 CHATUA AamMna Anda nepeHoca hannos n3
Tabnuy B pg_largeobject:
— pansa OC Windows:

ExpImpLargeFilesWhileDump.exe -mode export -h 127.0.0.1 -p 5432 -
un postgres -pw postgres -db dbfordump -sc scfordumpdb

— pansa OC Linux:

ExpImplLargeFilesWhileDump -mode export -h 127.0.0.1 -p 5432 -un
postgres -pw postgres -db dbfordump -sc scfordumpdb

Mpumep 3anycka 4epe3 KOMaHAHY CTPOKY MOCne packaTkM gamna Ans nepeHoca
dannoB n3 pg_largeobject B ucxogHble Tabnuubi:

— ansa OC Windows:

ExpImpLargeFilesWhileDump.exe -mode import -h 127.0.0.1 -p 5432 -
un postgres -pw postgres —-db dbrestoredump -sc scfordumpdb

— ana OC Linux:

ExpImpLargeFilesWhileDump -mode import -h 127.0.0.1 -p 5432 -un
postgres -pw postgres —-db dbrestoredump -sc scfordumpdb

Mpumep nonHoro npouecca CHATUA gamna:

— 3anycKk yTunuTtbl B pexume -mode export;

— CHATWe gamna cTaHgapTHbIM CNOcoboMm;

— pasBepTbiBaHVE gamna cTaH4apTHbIM Cnocobom;

— 3anyck ytunutbl B pexmnme -mode import Ha cepBepe B[] pa3sepHyToro gamna (ons
nepemMeLleHns pannos B O4YNLLIEHHbIE AYENKN);

— 3anyck ytunutbl B pexmme -mode import Ha cepBepe B[ cHaToro gamna (gns

BO3BpaTa (pansioB B OYNLLIEHHbBIE AYENKN).
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10 OnucaHue KoHUrypaumoHHbIX ¢pannoB 1 hannoB normpoBaHusA

MM Ceoabl

10.1 OnucaHue KoHdurypaumoHHoro dauna svody.config

OCHOBHbIM KOHpUrypaumoHHbiM channom Cuctemsl sensietca svody.config. B npumepe
npeacTasBfieH TEKCT HACTPOEK MO YMONYaHUIO C KOMMEHTaPUAMUN-MOSACHEHUSIMMU.
Mpumep:

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<Bars.RIA>
<Elements>
<l-=
B ciiyuae nepeonpenesyieHMs CTapTOBOM Ha MNPOEKTe MyTh
6ymer AddInLib/Views/Templates/{IndexTemplateName}/Index.cshtml
default - mabioH N[O YyMOJYaHMIO

-—>

<IndexTemplateName>default</IndexTemplateName>

<!--HamMeHOBAHMS CKPBIBAEMEIX POIUTEJILCKMX IIYHKTOB MEHI
pabouero cToJla duepes zalsaTyio—-—>

<HiddenParentMenultems></HiddenParentMenultems>

<!--HamMeHOBAHMS CKPHIBAEMEIX IYHKTOB MeHK pafouero cToJja
yepes 3angaTyio-->

<HiddenMenulItems>Ilouck oTueTHHx dGopMm</HiddenMenultems>

<!-- 3aroJIOBOK CTpaHMlE Opayzepa —->

<ProjectTitle>Cromei</ProjectTitle>

<!-- Jlokanmuszaluus 10 YMOJIUaHun -—-—>

<DefaultLocale>ru</DefaultLocale>

<!-- Url no xoTopoMmy OyIeT BEHIIOJIHEH [epexol IpM KJIMKE Ha
JoroTun —->

<LogoClickRedirectUrl>https://bars.group/technology/svody/</LogoClickRe
directUrl>

<!-- JHTepBajs sBamnycka 3aladM aBTOMATUUECKOT'O cOpoca NapoJieu
B CEeKyHIax—-—>

<ForceChangePasswordJobInterval>86400</ForceChangePasswordJobInterval>
<AjaxTimeout>1200000</AjaxTimeout>
<!-- HacTpo¥Mka MCINOJIb30BaHUA X3M-QYHKIIMVM, OINPEeIeJIEHHEIX B
TOCT P 34.11-2012 -->
<UseGostHash>false</UseGostHash>
</Elements>
</Bars.RIA>

<Bars.Authorization>
<Entries Name="Svody" Enabled="true" ButtonName="Bo¥lTu B
cucremy" SortOrder="1" AuthorizationType="Default"
LoginToAnalytics="false"/>
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<Entries Name="Keycloak" Enabled="false" ButtonName="BonTu
yepe3 Keycloak" SortOrder="2" AuthorizationType="OpenId">
<OpenIdConnectProviderConfig>
<ReverseProxyUrl><!-- URL, Ha KOTOpHM OyIOeT INepeHalpaBJIeH
[IOJIb30BATEJIE IIOCJIE YCIIEUHOM aBTopM3auum Ha cTopoHe Openld. Heobxommmo
yKaseBaTh BHewHUM URL NPpMIIOXKEHMA, IO KOTOPOMY MNPMXOIAT I[OJIb30BAaTEJIb
(3T0 MoOxeT OpBITh URL HOpokCH-CepBeEpa, Ha KOTOPOM yCTaHOBJIEH https-

cepruomkar) --></ReverseProxyUrl>

<Issuer><!-- sHaueHue issuer --></Issuer>

<AuthorizationEndpoint><!-- =3HaueHMe
authorization endpoint--></AuthorizationEndpoint>

<TokenEndpoint><!-- snHauenmume token endpoint--
></TokenEndpoint>

<UserInfoEndpoint><!-- 3HauyeHume userinfo endpoint--
></UserInfoEndpoint>

<SignOutEndpoint><!-- snHauyenme end session endpoint--
></SignOutEndpoint>

<ClientId><!-- sHaueHme MmeHTUbMKaTOpPa CUCTEMH (BKJIaOKa
HacTponkmu) --></ClientId>

<ClientSecret><!-- 3HaueHue "CeKpeTHHM KJIOU" CUCTEME
(BrJlamka IoJHoMoumsa) —--></ClientSecret>

<Authority><!-- kopHeBo¥ URL Keycloak -->/</Authority>

<RealmsName><!-- Umsa pmomeHa SSO mnpoBammepa, B KOTOPOM OBLI
coszmaH kJmMeHT--></RealmsName>

<ProviderId>0</ProviderId><!-- U SSO npomanmepa

(BARS.AM, KeyCloak), HacTpoeHHOTO a AW Ha MHNOIKJIIOUEHME K TOMY Xe& KIMEHTY
-——>

<ProviderPublicKey><!-- [IyOamuHell kJjou noMeHa Keycloak --
></ProviderPublicKey>

</OpenIdConnectProviderConfig>
</Entries>
<Entries Name="SvodyKerberos" Enabled="false"
ButtonName="BonTu B cucreMy uepe3s nomMeH" SortOrder="3"
AuthorizationType="Kerberos">
<KerberosAuthenticationConfig>

<Login><!-- JlorMH TOJIbL30OBATEJII C IpaBaMM IOOCTyIa Ha
yTeHMe K KaTaJioT'y I[IOoJib30BaTejiel moMeHa uepes LDAP --></Login>

<Password><!-- IlapoJib [IOJIL30BaATENg C NpakaMM IOOCTyIla Ha
yTeHMe K KaTaJior'y [OJIb30BaTejiel moMeHa uepes LDAP --></Password>

<CCacheDirectoryPath><!--llanka, B koTOpyl OyIyT
COXpaHATbCa kerberos-0OwmieTe, NOJIydeHHEE IPM aBTopMzaluum depes kerberos
B LDAP--></CCacheDirectoryPath>

<Realm><!--lMMa momMeHa--></Realm>

<DomainControllerName><!--DNS-uMmsa cepBepa, KOTOPHIM
ABJISETCS KOHTPOJIJIEpOM IoMmeHa--></DomainControllerName>

<UsersOu><!--¥Yzesn mepera kxarTanora OpenlLDAP, 1ol KOTOPHM
noOapBJjieHBl BCe NOJIb30BaATeNM. [Ipy aBTOpMBaLMM BBIIOJIHAETCS IOMCK IOAaHHHIX O
MOJIb30BATEJIE IOI STUM y3JIOM (IO yMOJIUAHMIO yKas3aTb users) --></UsersOu>

<GroupsFilterAttribute><!-- ATpubyT I'pPylNIb, 10 KOTOPOMY
OymeM mMckaThb B LDAP Tpynnel INOJIb30BATEJIEM IOMEeHa, B KOTOPHE
AIMVMHUCTPATOP BKJIOUMII I[IOJIB30OBATEJNS (IO YMOJIYAHMI yKazaTh memberUid) --
></GroupsFilterAttribute>
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<KeyTabPath><!-- IIyTe mo keytab-danna, B KOTOpPBM
BRITPYXEHEl KJIOUM IOMEHHEIX cepBucoB HTTP, ldap /etc/krbb5.keytab--
></KeyTabPath>
</KerberosAuthenticationConfig>
</Entries>
</Bars.Authorization>

<Bars.TwoFactorAuthentication>

<!-- HacrTpolka ynpaBJIEeHVMEM MaKCMMaJILHOTO BPEMEeHM, B TeueHUU
KOTOPOT'O, MOXHO 3alpOCUTb OIHOPA30BBIM IAPOJIb MTOBTOPHO.——>

<!-- BpeMs yCTaHaBJIMBAETCS B CEKyHIAaxX. MMHMMAJILHOE 3HaueHUeEe
60 (lmmuyTa). MakcumasbHoe 3HadveHume 900 (15MmuyT) .——>

<!-- Ecim 3HauyeHre yKaz3aHO He BEPHO, TO MNPMMEHSEeTCs 3HaueHUue
[0 yMOJIUaHMio paBHoe 120 —-->

<PasswordLifeTime>120</PasswordLifeTime>
</Bars.TwoFactorAuthentication>

<Bars.MessengerService>

<Elements>
<!-- Anpec cepBepa, I'Ie Pa3BEPHYT CEPBUC OTIPaABKM COOOMEeHUN
(6es 3Haka "/" B KOHUe ampeca, Hamnpumep "http://192.168.12.12") -->
<URL></URL>
<!-- Tlepmon BHI3OBa CepBMCA IJII OTIPABKM COOOmeHMuM (B
CexyHmax) -—-->
<Period>10</Period>
</Elements>

</Bars.MessengerService>

<!-- Hacrpovku ReminderWorker -->

<Bars.RemindNotificator>
<enabled>false</enabled>
<ReminderWorkerJobInterval>43200</ReminderWorkerJobInterval>

<ReminderCalculatorChangesAnalyzerJobInterval>3600</ReminderCalculatorC
hangesAnalyzerJobInterval>
</Bars.RemindNotificator>

<!-- HacrTpolkmu MeHeIXepa (QOHOBEIX [IPOLECCOB —->
<Bars.ProcessManager Culture="ru-RU"

ThreadCount="5"></Bars.ProcessManager>

<Bars.ControlConfigurationPanel>

<!-- JlorTuH -->
<Login>root</Login>
<!-- Iapomsp —-->

<Password>JebteGLoc+rrPkr5VpYYow==</Password>
</Bars.ControlConfigurationPanel>

<ext.direct>
<Name>Svody.RemotingAPI</Name>
<Assembly>BARS.Svody.Web.Host, Bars.Svody.Web.Host,
ApiWrappers</Assembly>
<DateFormat>IS0O</DateFormat>
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<Debug>true</Debug>
<MaxRetries>0</MaxRetries>
</ext.direct>

<sessionState>
<Mode>InProc</Mode>
<TimeoutInMinutes>5</TimeoutInMinutes>
</sessionState>

<Bars.NewsService NotificationDurationInMinutes="2880"/>
<Bars.SoapServices>
<!-- Tlpumep noBaBJIEHHOTO CepBUCAa
<Entries Name="SampleService"
Type="Api.LegacyWcf.SampleService, Api.LegacyWcf"
Endpoint="/SampleService.asmx"/>

Name - HaszpaHme cepBuca
Type - IlolHOe HasBaHME TUIlA IO KOTOpOMYy IeHepupyeTrcda WDSL-
ONMCAHME CepBUCa M KOTOPOMy OyIOyT IIepelaHbl 3alpOCH
Endpoint - KoHeuHas TouKa MapupyTa CepBMUCa
-=>
</Bars.SoapServices>

<!-- HacTpolku 0es30MNaCHOCTM, ONpPeIesdrlMe HapaMeTpH 3allMThl OT
CSRF-aTakm Ha NpMIIOXEeHUE

AllowedDomainsForShowInFrame - ykKas3plBaeTcsa 3HaueHMe http-
3ar0JIOBKA, KOTOPEIM IMO3BOJIAET HOOABJATH B MCKJIIOUEHMS IOMEHB, Ha KOTOPBIX
BO3MOXHO OTKpeITMe UI nmartdopmer B IFRAME.

HanpuMmep http://your.site https://my.site.
3HadueHre IO yMOJIUaHMI — IIyCcTasd CTpOoKa

SameSiteCookiePolicy - ykaz3HBaeTCs MNOJIUTHUKA, IPUMMeHsSeMmas K
CeCCHMOHHOM cookie, BHIaBaeMOV CEPBEPOM KaXIOMy I10JIb30BaATEJIO, KOTOPHIM
CMOT YCIIENHO aBTOPU30BATHLCS B CUCTEME.

llonpoBOHee © 3HaueHusax — https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/Set-Cookie/SameSite,
https://docs.microsoft.com/ru-
ru/dotnet/api/microsoft.aspnetcore.http.samesitemode?view=aspnetcore-
3.1
SHadveHMe Mo yMoJsidaHmo - Lax. [ja KpoccaBTOpM3alLuUu
HeoOXOoOMMO yKasaTb sHaueHme Unspecified
-——>
<CsrfSecurity>
<AllowedDomainsForShowInFrame></AllowedDomainsForShowInFrame>
<SameSiteCookiePolicy>Lax</SameSiteCookiePolicy>
</CsrfSecurity>

<!-- Hacrpolka rjaobanmM3aluy PEeKBECTOB IPUIIOXEHUS ——>
<globalization>
<Culture>ru-RU</Culture>
<UiCulture>ru-RU</UiCulture>
</globalization>
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<!-- Hacrpomuka Kpunrollpo-->
<Bars.Signature>
<!-- IlpummMep nytum no Kpunrollpo nns cepBepa Ha Linux
/opt/cprocsp/bin/amd64 -->
<CryptoProPath></CryptoProPath>
</Bars.Signature>

<Bars.Themes DefaultThemeName = "svody">
<Themes Name="svody" DisplayName="CreTjasa"
PreviewImageCls="svody-theme-preview"/>
<Themes Name="svody-dark" DisplayName="T&MHasa"
PreviewImageCls="svody-dark-theme-preview"/>
</Bars.Themes>

<Svody.Designer>

<l--
Name - HaMMeHOBAaHME TMOIOKJIUYEeHMS (3HadueHMe obOsda3aTesibHOoe,
YHUKAJIbHOE)
Url - ccpulka Ha OPUIIOXEHME IM3aMHep
SortOrder - nopsanok oOpalleHMs II0 CCBUIKaM, 4YeM MeHble
SortOrder - TeM paHblle NPU YyCTAHOBKE COEIMHEHMA C IM3arHepoM OyneT

MCIIOJIB30OBaHa CChBLIJIKA

[ToumMmep:

<Entry Name="primary" Url="https://192.168.0.2/designer"
SortOrder="0"/>

<Entry Name="secondary"
Url="https://domain.name.ru/designer" SortOrder="1"/>

[Ipy TaxoM HaACTPOMKE CHadajla NPpOM30MIEeT [NONIBTKa aBTopM3alumumn
no cceuike https://192.168.0.2/designer, B cilyyae HeyIauu — I[IPOU3OMOET
[IOMEITKA aBTOPM3alMM IO CChJIKe https://domain.name.ru/designer.

KoJIMueCcTBO CCHUIOK HE OTPAHUUYEHO.

-—>
<Entry Name="primary" Url="" SortOrder="0"/>
</Svody.Designer>

<Svody.Aw>

<Db><!-- BJII Clickhouse AW --></Db>

<Host><!-- IP BJ] Clickhouse AW --></Host>

<Port>9017</Port><!-- TCP IlopT Clickhouse AW -->

<User><!-- TlonepsoparTesbs Bl Clickhouse AW --></User>

<Password><!-- IlapoJjip nosbzoBaTesiga Bl Clickhouse AW --
></Password>

<BaseUrl><!-- URLl npunoxenmsa AW. YkaswBaeTcd 06esz "/" B KOHIE
--></BaseUrl>

<AdminLogin><!--=JloruH ammmHa AW--></AdminLogin>
<AdminPassword><!--Ilapojsib amMmHa AW--></AdminPassword>
</Svody.Aw>

<Svody.Analytics>
<!-- OrobpaxaThb KHOINKY AHaJIUTUKA —-—>
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<Visible>true</Visible><!-- OrobpaxaThb KHOMNKY AHAJIMTUKA ——>

<!-- true - OTKpPHITH B HOBOM BKJIaIKe IpuUJIOXeHMa, false -
OTKPEITL B HOBOM OkHe Opayzepa-->

<InFrame>true</InFrame><!-- true - OTKPHTL B HOBOM BKJIAIKE
cBonmoe, false - OTKPHITE B HOBOM OKHe Opays3epa—-—>

<!-- UR1l npunoxeHua AW. YkasmBaeTcd 6e3 "/" B koHIe —-->

<Url></Url>

</Svody.RAnalytics>

<Svody.DataProtection>

<!-- Cpok XM3HM KJIOUa, yKas3bBaeTCd B IOHIX ——>
<KeyLifeTime>90</KeyLifeTime>
</Svody.DataProtection>

</configuration>

dann «svody.config» cogepxut

napameTpbl pasfMyHbIX HAaCTPOEK MPUIOXKEHUS U MO

YMOIMYaHUIO COAEPXKNUT CrieayoLLme CeKLUNn:

— Bars.RIA — obuwue HacTponkn npunoxeHus. CoaepXxut napameTpbl, ONUCaHHbIE B

Tabnuue Hnxe (Tabnuua 11);

Tabnuua 11 — NMapameTpsbl cekumn Bars.RIA

HasBaHue napameTtpa

OnucaHue napameTpa

IndexTemplateName

HasBaHve nankv MHAEKCHOW CTpaHuubl rpyrnnbl TeM O0OpMIEHUs
oTHocuTenbHo nytn Views/Templates. [OocTynHbii wabnoH -—
«default»

HiddenParentMenultems

HanmeHoBaHuA cKkpbiBaeMbIX poaUTENbCKUX U OOYEPHUX MYHKTOB
MeHlo pabodero ctona («Mpodunb», «YupexgeHuer», «Mou
XpaHumble OGnokupoBku», «Mown oHOBLIE npouecchbl», «LleHTp
coobweHunny, a Takke «OT4yeTHble opMbI», «AHaANUTUYECKME
BblOOpKUY,  «AOMUHUCTPUpoBaHue»,  «lomowp», «HoBocCTM
npoekTay). BBoantb Heobxoaumo yepes 3anaTyto

HiddenMenultems

HaumeHoBaHMSA CKpbiBaeMbiX MNYHKTOB MeH paboyero crona.
BBoanTb HEOGXOOMMO Yepes 3anATyto

ProjectTitle

1.3aronoBok cTpaHuubl web-6paysepa, Ha KOTOpPOW OTKpblBaeTCs
npunoxexwue MM Ceogpl

2.HanmeHoBaHMe cucTteMbl B TeMax coobLleHui ,O0TnpaBnAeMbIX
noJsib3oBaTeNnAM U SKCnepTam

DefaultLocale

Jlokanusaums no ymMmon4yaHuro

LogoClickRedirectUrl

URL, no kotopomy 6ygeT BbIMOMHEH Mepexod Mpu HaxaTum Ha
noroTun

ForceChangePasswordJoblnterval

WHTepBan 3anycka 3agayM aBTomaTtudeckoro cbpoca naponei B
ceKyHaax

AjaxTimeout KonnyectBo mwunnucekyHn, KoTopoe [JaeTcs Ha  BbIMOSHEHME
3anpoca oT KnueHTa K cepaepy. 1o ymonuyaHuio 1200000
UseGostHash HacTtpolika ncnonb3oBaHusi Xaww-yHKUMA, onpegerneHHbix B FTOCT

P 34.11-2012
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MpumeyvaHue - lpu BkoyeHHOM napameTpe UseGostHash TpebyeTcsa OONONHUTENBHO HACTPOUTH
cepTMdMLMPOBaHHbIA NakeT openssl-gost-engine, koTopbi BktodaeT B cebsa peanusaumo anroputmo FOCT.
Moppepxka anroputmoB NOCT gormkHa MpoM3BOAUTBCA BCEMU BbIMUCIUTENbHBIMWM MallMHaMu, He TOMbKO Ha
cepBepe npunoxeHns CBoAoOB, HO U cepBep C cepBucom copm u [unsarHepom. YcTaHoBka n HacTponka FTOCT
OpenSSL onncaHa Ha camtax: https://redos.red-soft.ru/base/manual/safe-redos/gost-in-openssl/,
https://www.altlinux.org/TOCT_B_OpenSSL.

— Bars.Authorization — cekuusi, oTBevaroLasa 3a HacTporkM asTopmusauumn. Coaepxut
napamMeTpbl, ONMcaHHble B Tabnuue Huwke (Tabnuua 12);

Tabnuua 12 — MNapameTpbl cekumm Bars.Authorization

Ha3BaHue napameTtpa OnucaHue napameTpa
Name HaumeHoBaHuWe 6noka ons asTopusauum
Enabled MpuHMMaeT gBa 3HaveHust: true u false. Npu 3HadYeHUm true Ha akpaHe

aBToOpM3aLmm oTobpasnTca HoBasi KHomMka, npu 3HaveHun false Gnok
He y4ynTbiBaeTCH

ButtonName TeKCT BHYTPU KHOMKK

SortOrder MopsiioK COPTMPOBKM KHOTMOK, MPMHWMAET YMCIIOBbIE 3HAYEHUS, TaK
MPpU HaMM4YMM HECKOMbKMX CrocoBoB aBTOPMU3aLMM MOXHO MOMEHSThL
nopsaOoK KHOMOK

AuthorizationType MpuHumaet Default gna astopusauum no ymonudauuio, OIDC gnsa
aBTopusaumm vyepes SSO n Kerberos gna aBtopmsauumn 4yepes JOMEH
LDAP

LoginToAnalytics MpuHnmaet pgBa 3HadeHuda: true u false. [pu 3HayeHum true

nosiBNsieTcA  BO3MOXHOCTb  4epe3  CTpaHOapTHbIA  BapuwaHT
aBTOpU3aLmu ocyLlecTBNATL BXod B AW

ReverseProxyUrl Heobxoaumo ykasaTtb CCbIfKy Ha NPUNoOXeHne

Issuer 3HauyeHue issuer n3 Hactpoek endpoint SSO (13 nyHkTa o) B . 14.1.1
ans BarsAM u u3 nyHkta B) B n. 14.1.2 anga Keycloak)

AuthorizationEndpoint 3HaveHne authorization_endpoint n3 HacTtpoek endpoint SSO (43
nyHkta o) B n.14.1.1 gna BarsAM n u3 nyHkta B) B n. 14.1.2 ans
Keycloak)

TokenEndpoint 3HaueHune token_endpoint 3 HacTpoek endpoint SSO (13 nyHKTa 0) B

n. 14.1.1 gnsa BarsAM u u3 nyHkta B) B n. 14.1.2 aons Keycloak)

UserinfoEndpoint 3HauveHune userinfo_endpoint n3 Hactpoek endpoint SSO (13 nyHkTa 0)
B n. 14.1.1 ans BarsAM un u3 nyHkta B) B n. 14.1.2 ansa Keycloak)

SignOutEndpoint 3HaueHne end_session_endpoint 3 HacTpoek endpoint (U3 NyHKTa 0)
B n. 14.1.1 ana BarsAM v n3 nyHkTa B) B n. 14.1.2 ansa Keycloak)

Clientld 3HayeHne yHuKanbHOro ngeHtTudmrkaTtopa cucTembl (M3 MyHKTa O) B
n. 14.1.1 gna BarsAM v 3 nyHkTa B) B n. 14.1.2 ana Keycloak)

ClientSecret 3HayeHmne cekpeTHOro Knwya cuctemsl (M3 NyHkTa H) B n. 14.1.1 ansa
BarsAM v n3 nyHkTa m) B n. 14.1.2 ans Keycloak)

Authority Ccebinka Ha SSO
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HasBaHue napameTtpa

OnucaHue napameTpa

RealmsName

MMsi gomeHa 13 HacTpoek JoMeHa, Hanpumep, master (Tonbko Ang
Keycloak u3 nyHkta r) B n. 14.1.2, HeobxoaumMo Ansi BO3MOXHOCTU
MaccoBOro 3akcrnopta nonb3oBatenen u3 «CeogoB» B Keycloak,
MOXHO OCTaBWTb NMYCTbIM MpU HEO6X0OUMOCTH)

Providerld

Heobxogumo gns pa6OTbI aHannTn4eckmnx BbI60pOK, B Cliy4ae, eciun
aHannTnyeckmne BbI60pKVI HEe MCNOJb3YHTCA, Heob6xoaumMo yoanutb
U 3aKn4nTb B KOMMeHTapVIIZ

ProviderPublicKey

My6nuyHbIN KNod goMmeHa (M3 nyHkTa o) n. 14.1.1 ana BarsAM u u3
nyHkTa H) B n. 14.1.2 anga Keycloak)

Login JlormH nonb3oBaTend c npaBamMy [OCTyMa Ha YTEHUE K KaTanory
nons3osarenen gomeHa yepes LDAP

Password Maponb nonb3oBaTens c npaBamMy JOCTyMa Ha YTeHWE K KaTtanory
nonb3oBartenen gomeHa Yyepes LDAP

CCacheDirectoryPath Manka, B koTOpYlO ByayT coOXpaHAaTbCS kerberos-6uneTbl, NONy4YeHHble
npu asTopusauunm Yyepes kerberos 8 LDAP

Realm Vmsa gomeHa

DomainControllerName

DNS-umMs cepBepa, KOTopblil ABMSIeTCA KOHTPONIEpOM AOMeHa

UsersOu

Y3en gepesa katanora OpenLDAP, nog koTopbiM gobaBneHbl Bce
nonb3oBatenu. MNpu aBTOpPM3aALMM BLINOMHSAETCS MOUCK AaHHbLIX O
nonb3oBaTtersie Nog 3TMM Y351oM (MO YMOMYaHUIo ykasaTb USers)

GroupsFilterAttribute

ATpubyT rpynnbl, no kotopomy 6ygem wuckaTte B LDAP rpynnbi
nonb3oBaTenen [AOMeHa, B KOTOPble aAMWHUCTPATOp BKIOYUIN
nons3osBartens (No ymonyaHuio ykasaTb memberUid)

KeyTabPath

Myt oo keytab-cpaiina, B KOTOPbIA BbIPYXEHbI KMOUYM JOMEHHbIX
cepsucos HTTP, Idap /etc/krb5.keytab

— Bars.TwoFactorAuthentication — HacTponka ynpaBreHMemM MakCuMarnbHOro BpeMeH!,
B TeYyeHMe KOTOPOro MOXHO 3arnpoCuTb OOHOPAa30BbIN Maposib NMOBTOPHO. Bpems
yCTaHaBnMBaeTCa B CekyHaax. MwuHumanbHoe 3HayeHne 60 (1 wmuHyTa).
MakcumanbHoe 3HadeHne 900 (15 muHyT). Ecnn 3HavyeHne ykasaHO HEBEPHO, TO B
atpnbyte PasswordLifeTime npumeHseTca 3Ha4eHne no ymonyanuio, pasHoe 120;

— Bars.MessengerService — cekuMs oOTBe4vaeT 3a HaACTPOWMKM cepBuca OTNpaBKu
coobwweHnn. CogepXxuT napaMmeTpbl, ONUCcaHHbIe B Tabnuue Huxe (Tabnuua 13);

Tabnuua 13 — NapameTpbl cekumn Bars.MessengerService

HaseaHue napameTpa OnucaHue napameTpa

Period Mepuop BbI3OBa CepBUCA AN OTNPABKU COOOLLEHMI (B CEKyHAaX)

URL Agpec cepBepa, rae pa3BepHyT CEPBUC OTNpaBKM coobLLeHMI (0e3
cumBona «/» B KOHLe agpeca, Hanpumep, «http://192.168.12.12»)
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— Bars.RemindNotificator — oTBe4yaeT 3a HacTpowku ysegomrneHun. Coaepxut
napamMeTpbl, ONMcaHHble B Tabnuue Huwxke (Tabnuua 14);

Tabnuua 14 — MNMapameTpsbl cekummn Bars.RemindNotificator

HasBaHue napametpa OnucaHue napameTpa

enabled «Dnaxok» BKMIOYEHUSA/OTKITIOYEHNSI CEpBMCa pacyeTa CPOKOB caaum
OTYETHOCTM U PaCChINKN YBEAOMIEHUN

ReminderWorkerJobinterval MHTepBan 3anycka 3agayn pacyeTta U pacchiiiku yBe4OMIEHUN

ReminderCalculatorChangedAnalyzerJobint | WHTepBan 3anycka 3agayn o6HOBNEHME Kalla KarnbKynaTopoB CTPOK
erval pacyeTa

— DictionaryCache — HaCTpOWKM K3LLMPOBAHNSA CNPaBOYHNKOB. BO3MOXHbIE 3HAYEHNS:
— Memory (3Ha4yeHne No yMOnyaHuio) — K3LLMPOBaHNE B OonepaTUBHOM NaMsTH;
— Sqlite — kawmpoBaHme Ha gucke B B[] sqlite.

— Bars.ProcessManager — HacTponkun meHegkepa oHOBLIX npoueccos (Tabnuua 15);

Tabnuua 15 — NapameTpbl cekumm Bars.ProcessManager

HazBaHue napametpa OnucaHue napameTtpa
Culture Jlokanusauus (a3bIk)
ThreadCount KonuyecTtBo 0A4HOBPEMEHHO BbIMNOMHAEMbIX (POHOBBIX MPOLECCOB
— Bars.ControlConfigurationPanel — HacTponkum Bxoga B naHenb KOHurypaumm

npunoxenuns. CooepXxmt NnapamMmeTpbl, OnMcaHHble B Tabnvue Hwke (Tabnuua 16);

Tabnuua 16 — NMapameTpbl cekumm Bars.ControlConfigurationPanel

HasBaHue napameTtpa OnucaHue napameTpa
Login NorvH nonb3oBaTens AOns Bxoda B MaHenb KoOHdurypauum
NPUNOXKeHUs
Password Xalu napons nonb3oBaTens Ans BXoAa B naHenb KOHgUrypaumm
NpuUnoxeHus. XaLl BbIYMCIIAETCA MO CrneunansHOMy anroputMy

— ext.direct — HacTtporka pabotbl Ext.Direct. B atpubyte Assembly ykasbiBaroTCA
HanMeHoBaHNA COOPOK AS151 KOHTPOSINEPOB, N3 KOTOPbLIX HEO6XOANMMO chopMMPOBaTL
obepTkM Ha javascript. HanmeHoBaHWs BBOAATCA Yepes 3andaTyio;

— sessionState — cekumss ona HacTpoukm ceccun. B napametpe TimeoutlnMinutes
yKa3blBaeTCHA BPEMS XU3HU ceccumn (B COCTOSIHAM HEAKTUBHOCTU) Ha Beb-cepBepe B

MuHyTax (Tabnuua 17);
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Tabnuua 17 — NapameTpbl cekumn sessionState

HasBaHue napametpa OnucaHue napameTpa
Mode MapameTp HacTponkm coctodHusa ceaHca Mode nossonseTt
ykasaTb, KakoW MOCTaBLUMK COCTOSIHUSI CeaHca [OOJDKeH
ncnonb3oBaTbCA ANA XpaHeHUA AOaHHbIX COCTOAHUA CceaHca
Mexay 3anpocamu.
("Off|InProc|StateServer|SQLServer|Custom") [NogpobHee o
3Ha4YeHUdax:
https://professorweb.ru/my/ASP_NET/base/level5/5_4.php
Type TekyLee KONMYeCTBO MUHYT, KOTOPOE AOSPKHO NPONTH, Npexae
4YeM TeKyLuii ceaHc GyaeT 3aBepLUeH NpW YCIOBUM OTCYTCTBUS
3aMpoCcoB OT KNMeHTa. JTO 3HAYEeHUE MOXET W3MEHSTbCS
nporpaMmMmHoO, 4TO pAaeT BO3MOXHOCTb nNpu H606X0,EI,I/IMOCTI/I
npoaneBaTtb CPOK XXU3HU KONNekunn ceaHca ana bornee Ba)HbIX
onepauun
— Bars.NewsService — HacTponka onoselleHnrn 06 obHoBneHnn pasgena «HoBocTu
npoekta». B napametpe cekuum NotificationDurationinMinutes 3agaetca Bpewms
AEeNCTBUSA OMOBELLEHUS B MUHYTaX , N0 yMONYyaHuo pasHoe 2880;
— Bars.SoapServices — peructpauyua SOAP-cepsucos 13 npuknagHboix APl B kadyecTtse
endpoint-oB nnatgopmbl. Cekuna cooepXuT napameTpbl, onucaHHble B Tabnuue
Hwke (Tabnuua 18);
Tabnuua 18 — NMapameTpbl cekumn Bars.SoapServices
HassaHue napametpa OnucaHue napameTpa
Name HaumeHoBaHuWe cepsuca
Type MonHoe HasBaHWe Tuna, MO KoTopomy reHepupyetca WDSL-
onucaHve cepauca U koTopoMy 6yayT nepenaHsl 3anpochl
Endpoint KoHeuyHas Touka mapLupyTa cepsuca
— CsrfSecurity — cooepXxuvTt napameTpbl, onucaHHble B Tabnuue Hwke (Tabnuua 19);
Tabnuua 19 — NMapameTpsbl cekumm CsriSecurity
HasBaHue napameTtpa OnucaHue napameTpa
AllowedDomainsForShowlnFrame YkasblBaeTcs 3HaveHue http-saronoBka, KoTopbiM MO3BONAET
006aBnsATb B WCKIIOYMEHUS [OOMEHbl, Ha KOTOPbIX BO3MOXHO
oTkpbiTne Ul nnatdopmel B IFRAME.
Hanpumep, http://your.site https://my.site.
3HayeHve No yMOrYaHuIo — nycTas cTpoka
SameSiteCookiePolicy YKkasblBaeTca nonutuka, npuMeHsemas K CeCCUMOHHoW cookie,
BblJaBAeMOW CEPBEPOM KaXkAOMy MOMb30oBaTEMN, KOTOPbLIA CMOr
ycneLiHo aBTopu3oBaThes B Cucteme.
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HassaHue napameTpa OnucaHue napameTpa

US/docs/Web/HTTP/Headers/Set-Cookie/SameSite,
https://docs.microsoft.com/ru-

core-3.1.

HeobxoanMo ykasaTb 3HayeHue «Unspecified»

globalization — cekuna ans HacTpovku rnobanusaunm pPeKBECTOB MPUIIOXKEHUS
(Tabnuua 20);

Tabnuua 20 — NMapameTpsbl cekummn globalization

HasBaHue napameTtpa OnucaHue napameTpa

Culture

ru-RU y o6ounx atpmbytos

UiCulture

Bars.Signature — cekuua gns Hactponkum nytm go Kpuntollpo. B atpubyte
CryptoProPath ykasbiBaetca nytb o Kpuntollpo Ha cepBepe npunoxeHuda. Ecnn
AaHHasa HacTponka nycTas, To byayT MCNONb30BaTbCA 3HAaYEeHUs Mo yMondaHuto. MNMyTb
ans Linux: /opt/cprocsp/bin/amd64;

Bars.Themes — cekuna ons HACTPOMKM JOCTYMNHbIX NOfb30BaTeNaM TeM 0hopmMreHns
npunoxenna. B atpmbyte DefaultThemeName ykasbiBaeTca ucnosb3yemas no
ymon4daHuto Tema. OHa ucnonb3yeTcs B CReayoLmnx cnydyasx:

— €ecCJl1 noJsib3oBaTeslb He Bbl6|/|paJ'I TEMY U3 CMNMUCKa,

ecln Bbl6paHHa$I TeéMa nepecrtana ObITb BanNnuaHowm,

ecnv BblbpaHHasa Tema He BanuaHas;
— ecnn  OTKMYeHa HacTtporka «OTcnexumBaTb WM COXPaHATb  HACTPOWMKMK
nonb3oBartenemn».

Svody.Designer — cekumsi 4nsi HaCTPOMKM NapamMeTpoB MOAKIHYEHUS K An3anHepy
oTYyeTHbIX popM. B napameTtpe URL ykasbiBaeTcsi ccbifika Ha npunoxeHue Beb6-
ansaHepa, no Kotopou OyaeT oOcCywecTBrneH nepexo4 Mpu  HaxaTum Ha
COOTBETCTBYIOLLYIO KHOMKY B «[n3aniHep» B rMaBHOM MeH0 Cuctemsl;

Svody.Aw — cekuus Onsi HacTpovku napameTtpoB nogkniodeHns AW. Cogepxut

napameTpbl, OnucaHHble B Tabnuue Hwxe (Tabnuua 21);
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Tabnuua 21 — NapameTpbl cekuymm Svody.Aw

Ha3BaHue napametpa OnucaHue napameTpa
Db Bl Clickhouse AW
Host IP B[] Clickhouse AW
Port TCP lMopt Clickhouse AW
User Monb3oatenb Bl Clickhouse AW
Password Mapone nons3oBatens B Clickhouse AW
BaseUrl URL npunoxenuns AW. YkasbiBaetcs 6e3 cumBona «/» B KOHLE
AdminLogin Jlormn agmuHa AW
AdminPassword Maponb agmuHa AW

— Svody.Analytics — cekuus ana HacTpOWKM Kpocc-aBTopudaumm ¢ AW. Coaepxut

napamMeTpbl, ONMcaHHble B Tabnuue Hmke (Tabnuua 22);

HasBaHue napameTtpa

OnucaHue napameTpa

Visible OTobpaxxeHne/cKpbITME KHOMKU «AHaNUMTUKa» - MO  YMOSYaHUIO
KHOMKa CKpbITa, YCTaHOBIEHO 3HaveHue «false»

InFrame OTKpbITWE CTpaHuUbl BO BKNagke BHYTPWU cucTeMbl («true») unu B
oTaenbHoW Bknagke web-6paysepa («false»)

Url URL agpec, no kotopomy 6yaet npoucxoauTb nepexon Mo KHomnke

«AHanuTnka»

Svody.DataProtection - CpOK XWU3HM KfoYa Onsi aBTopu3aumm 3anpocoB Mexay

NPUNOXEHNEM U CeEpPBMCOM hOPM, YKa3blBAeTCs B AHSX.

ans npuMmeHeHnsa N3MEHEHUI nepes3anyctute npunoxeHume.

10.2 Onwucanue koHdUrypaumoHHoro cpaina MpunoxeHune.6apc

[na nogknoyeHus NnpunoxeHna Kk 6ase AaHHbIX ncnonbdyetcsa dann MNMpunoxeHune.bapc,

KOTOprIZ pacnofioXXeH B KOpPpHe MpPUIioXXeHus. I'Iapameprl NOAKMKOYEHNA YKa3aHbl B Tabnuue

Hwke (Tabnuua 23).

Tabnuua 23 — NapameTpbl NOAKMYEHUSA

MapameTp

OnucaHue

DbDialect Bug CYB[, k KOTOpOW BbINOMHAETCSA NOAKMIOYEHUE.
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MapameTp OnucaHue

HocTynHoe 3HauyeHne — Npgsql

Mmsallonb3oBaTtens Mma nonb3osartensa B

Maponb Maponb nonb3osatensa b

Mopt MopT

CepBep IP-agpec cepsepa B[]

B HavmeHoBaHne 6asbl [aHHbIX, K KOTOPOW  BbINOMHAETCA
NOAKIHOYEHNEe

HasBaHneCxembl HaunmeHoBaHne cxembl B 6a3e AaHHbIX

EnablePooling Mcnonb3oBaTb NynuHr coegmHexdnin b

Bo3amoxHble 3Ha4yeHus: True, False

B cny4yae ecnv napameTp OTCYTCTBYET, UCMOMNb3yeTCA 3Ha4YeHne no
ymMonyaHuio, T.e. True

UseArchiveDatabases Bo3amoxkHble 3Ha4veHusi: True, False

B cny4dyae ecrnu napamMeTp OTCYTCTBYET, NCMNOJIb3yeTCA 3Ha4YeHne no
YMOJ1HaHUto, T.e. True

Mpun 3HayeHun True npunoxeHue ncnonb3yeT Ans cBoen paboThbl
BCe JOCTYNHble apxvBHble B[]

CommandTimeout YkasbiBaeT BpeMsi TanmayToB 3anpoca k bl (B cekyHgax).

Ecnu napameTp He ykasaH, no ymondaHuio 6epetcsa 600c. Ecnu
ykasaH 0 - TanmayT 3anpoca HeorpaHuyeH.

MpnumeyvaHue — MNapameTpbl «msallone3oBatens», «HazsaHneCxembl» n «B» AomKHBI coBnagaThb.

Momnmo CTaHOapPTHbLIX NMapamMmeTpoB, MOXHO TakKXe WNCnosyib3oBaTb AOMNOJIHUTEJIbHbIE
napamMeTpbl:

<parameter keyword="MinPoolSize" value="1" />
<parameter keyword="MaxPoolSize" value="500" />
<parameter keyword="Timeout" wvalue="120" />

Mpumep:

<Bapc>
<[logkiwoueHne>

<DbDialect>Npgsqgl</DbDialect>
<Jmallosb3oBaTeng>userName</Vmvsallosb30BaTens>
<[laponb>123</Iapoib>
<[lopT>5432</MopT>
<CepBep>127.0.0.1</Ceprep>
<BI>dbName</BI>
<HaszspBaumeCxemu>userName</HazpaumeCxeMu>
<EnablePooling>False</EnablePooling>
<parameter keyword="MinPoolSize" value="1" />
<parameter keyword="MaxPoolSize" wvalue="500" />
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</ToOKJIUYeHme >
</Bapc>

10.3 OnucaHue KoHcpurypaumoHHoro damna userActivityMonitor.config

Cunctema nNo3BonseT BKNOYUTL OrMpoBaHMe 3anpocoB Ha web-cepsep U sql-cKkpunTos,
KoTopble obOpawatTca K 6ase AaHHbIX. HacTponka norvpoBaHusi npoucxoauT B dhanne
userActivityMonitor.config. Jlorm 3anuceiBatotcs B panmn userActionsMonitor.log, KoTopblin
HaxoguTCs No NyTu:

\websvody\src\BARS.Svody.Web.Host\bin\NetCoreDebug\netcoreapp3.1\.logs.

Mpumep koHUrypaunoHHOro dpansna no ymosnyaHuio:

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<configSections>
<section name="Bars.UserActivityMonitor"
type="BARS.Svody.UserActivityMonitor.Contract.ConfigSection,
BARS.Svody.UserActivityMonitor.Contract" />
</configSections>
<Bars.UserActivityMonitor Enabled="false"
UseDefaultConnection="false">
<ConnectionConfig DbType="Npgsql" Server="" Port="5432"
DbName="" Schema="" Password="" />
<BuffersConfig Web="100" Sgl="1000" />
<ExcludedSgls name="0" Value="INSERT INTO
USER ACTION WEB CONTROLLER" />
<ExcludedSgls name="1" Value="INSERT INTO
USER ACTION SQL" />
<ExcludedControllers name="0" ControllerName = "Login"
ActionName="*" />
</Bars.UserActivityMonitor>
</configuration>

Cekumns <Bars.UserActivityMonitor/> cogepxut criegytowime atpmubytel (Tabnuua 24):

Tabnuua 24 — ATpubyTbl cekummn <Bars.UserActivityMonitor/>

ATpuoyT OnucaHwue

Enabled 3HayeHus:
false — MOHMUTOPUWHI AENCTBUI NONb30BaTENS BbIKIMIOYEH,

true — BKNOYeEH

UseDefaultConnection 3HayeHus:

true — ucnonb3oBaTb Ans noruposaHuns B} noaknoYeHne K KOTOPOW ykasaHo
B NpunoxeHue.bapc,

false — ucnonbsoBaTtb gpyryto
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MpnumevaHue — MapameTpbl NOOKNIOYEHUS yKasbiBaloTCsa B cekumm ConnectionConfig.

Cekuusa <ConnectionConfig/> — cekums ons HaCTpoOeK NapamMeTpoB NOAKNYeHUs K B,

B KOTOpyto ByaeT BeCTUCb nornpoBaHme. ATpubyThl onucaHbl B Tabnuue (Tabnuua 25):

Tabnuua 25 — ATpubyTbl cekumm <ConnectionConfig/>

ATpuoyT OnucaHue
ATpubyt OnwucaHune
DbType Tun CYB[. JocTtynHoe 3Ha4veHne — PostgreSQL
Server XocT cepBepa B[] (qomeH unu IP-agpec)
Port Mopt B
DbName HaumeHoBaHne B[]
Schema HaumeHoBaHue cxembl B B[] (30mKHO 6bITb paBHO UMEHM Nonb3oBaTens)
Password Maponb nonb3oBatena b

Cekuus <BuffersConfig/> — cekums ans HacTpoek KonmyecTBa NormpyembiX 3anpocoB.

anIJ'IO)KeHVIe HaKarnnBaeT yKa3aHHOE KOJIM4eCTBO OENCTBUW ANd 3anncu 1 3aTem BbINOSTHAET

mMaccoByto BcTaBky B B[]. ATpnbyTbl onucaHbl B Tabnuue (Tabnuua 26):

Tabnuua 26 — AtpubyTbl cekummn <BuffersConfig/>

ATtpuoyr OnucaHue
Web KonunyectBo web-3anpocoB k web-cepBepy, KoTopble HeobxoAMMO HakonNuTb AONd
3anucu B b[
Sql Konu4yecTBo sql-3anpocoB k B[, koTopble HE0O6X0AMMO HaKoNUTb Ans 3anucu B B[

Cekuma <ExcludedSqls/> — cekuusi ons UCKNKYEHUA NOrMpoBaHna HekoTopbix SQL-

3anpocoB (N0 YyMOMNYaHMIO UCKIKOYEHb! 3anpocbl CaMoro fiormpoBaHust). ATpubyTbl onucaHbl B

Tabnuue (Tabnuua 27):

Tabnuua 27 — ATpnbyTbl cekuumn <ExcludedSqls/>

ATpuoyT OnucaHwue
name HaumeHoBaHWe UCKMNOYEHWS, OOMKHO ObITb YHMKanNbHbIM Ha Bce cekumn ExcludedSqls
Value MopcTtpoka SQL-3anpoca. Bce 3anpockl, cogepxalime ykasaHHOe 3HadeHue, OyayT

WUCKITHOYEeHbl U3 JTormpoBaHuA.

Takke MOXeT cogepaTb 3HadeHne "*" — 3To 03Ha4aeT, YTO HeOOXOAMMO WCKIIYUTL
Bce SQL-3anpockl U3 normpoBaHus
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Cekuma <ExcludedControllers/> — cekumsa ans UCKMOYEHUSI NOrMPOBaHMUSA HEKOTOPbIX

web-3anpocoB (Mo ymMon4yaHuUIo UCKIYEHbl BCe 3anpocbl Ha KoHTponnep Login, T.e. 3anpoc

aBTopu3aumm n norayta). ATpmbyTtbl onucaHbl B Tabnuue (Tabnuua 28):

Tabnuua 28 — AtpmnbyTbl cekuumn <ExcludedControllers/>

ATpubyTt OnucaHue

ExcludedControllers

name HavmeHOBaHME WCKNIOYEHMS, [OOIDKHO  ObiTb YHUKallbHbIM

ControllerName
NIOrMpoBaHus.

nin

Tak xxe moxeTt cogepxaTtb 3Ha4YeHune
KOHTpONepbl U3 normpoBaHuA.

HanmeHoBaHune KOHTpoOmnnepa, O3KWeHbl KOTOPOro AOJDKHbI ObiTb WCKITOYEHDI

, YTO O3HA4aEeT, YTO HEOOXOAMMO UCKIKYNTL BCE

ActionName
J'IOFI/IpOBaHI/Iﬂ.

BC€E 3KLUEHbl KOHTpOJ1epa 13 fiormpoBaHuA.

HanmeHoBaHMe aKweHa KOHTpOInepa, KOTOprVI OOIMKEeH OblTb  WCKIOYEH K13

Tak xe MOXeT coaepXaTb 3Ha4YeHue "*" — 3To 03Ha4aeT, YTO HeOOXOAMMO MCKITHUNTD

,D,J'IFI npuMeHeHunA N3MEHEHWUI nepes3anycTtnute rnpunoxeHune.

10.4 OnucaHue koHdurypaumoHHoro cpaina redis.config

Tabnuua 29 — OnucaHne KoHurypaumoHHoro ¢awnna redis.config

ATpubyT OnucaHue 3Ha4yeHusA
host IP-agpec cepBepa, Ha KOTopoM pa3BepHyT Redis
port MopT
user Wmsa nonb3oBatens Redis
password Maponb nonb3oBatens Redis
connectRetry KonuyecTtBa nonbITOK NOAKNIOYEHNS
connectTimeout Bpemsa oxugaHus noaknoveHns

Mpumep koHdUrypaumoHHoro ¢anna redis.config:

<configuration>

<redis>
<host>172.21.21.31</host>
<port>6379</port>
<user>default</user>
<password>redispw</password>
<connectRetry>3</connectRetry>
<connectTimeout>5000</connectTimeocut>
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</redis>

</configuration>

10.5 OnucaHue koHurypaumoHHoro paina forms.service.json

Tabnuua 30 — OnucaHne KoHgUrypaumoHHoro ¢avna forms.service.json

ATpunoyr

OnucaHue 3Ha4YeHUs

FormEnginesConfig

HasBaHue cekuun, No KOTOpoMmy Beb-npunoxeHve 3abupaeT napameTpbl
MOAKITHOYEHUST K MPUITOXKEHMIO cepBuca

Engines Cnncok npunoxeHun cepeBuca, KoTopble OyayT MCMonb3oBaHbl BeO6-
npunoxeHvem Ans paboTel nonb3oBaTener ¢ opmamu
Url Url cepBuca ans o6paboTku oT4eTHbIX hopM

FormsAuvailable

true/false, ykasblBaeT Ha BO3MOXHOCTb MCNOMb30BaHUS cepBuca Ans pabort c
dhopmamm

AnalyticsAvailable

true/false, ykasbiBaeT Ha BO3MOXHOCTb MCMOMb30BaHUA cepBuca gnst pabor ¢
BblOOpKamMu

HealthChecklIntervallnSeconds

MHTepBaJ’I B CeKyHOax. Onpe/:l,enﬂeT nepnoan4yHOCTb MNMPOBEPKU OOCTYMNMHOCTU
BCeX CepBuUCOB, YKa3aHHbIX B url n konuyecTtea OTKPbITbIX (*)OpM Ha KaXxgom u3
HUX

Mpumep koHdUrypaumoHHoro danna forms.service.json:

{

"FormEnginesConfig" : {

"Engines":
{
"Url":

"FormsAvailable":
"AnalyticsAvailable":

"Url":

"FormsAvailable":
"AnalyticsAvailable™:

"Url":

"FormsAvailable":
"AnalyticsAvailable":

}
I

"HealthCheckIntervalInSeconds":

[

"http://localhost:5050",
true,
true

"http://localhost:5051",
true,
false

"http://localhost:5052",
false,
true

60
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10.6 Onucanue kKoHdurypaumoHHoro cpanna redis.json

Tabnuua 31 — OnuncaHne KoHdUrypaumoHHoro danna redis.json

ATpubyTt OnucaHue 3Ha4YeHusA
host IP-agpec cepBepa, Ha KoTopom pa3sepHyT Redis
port MopTt
user Wmsi nonb3oBartens
password Maponb nonb3oBatens

MpumeyaHue — B napone HegonycTuMel cumBonsl ', &, ', <, >, #,9$.

Mpumep koHdUrypaumoHHoro danna redis.json:
{

"redis" : {
"host": "172.21.21.31",
"port": 6379,
"user": "default",
"password": "redispw"

10.7 OnucaHue koHUrypaumoHHoro cpaitna postgres.json

Tabnuua 32 — OnucaHne KoHurypaumMoHHoro anna postgres.json

ATpuoyT OnucaHue 3Ha4yeHuUsA
dbName Nma B[
schemeName HasBaHue cxembl
formMetaSchemeName Nmsa cxembl postgres, B KoTopow cepBuc opm HanWgeT Tabnuubl MeTadaHHbIX,

HeobxoaMMbIx Ans dopMMpoBaHns NpeacTaBneHnin gaHHbIx OP

showcaseDbUser Mms nonb3oaTens postgres, ons kotoporo 6yayT HasHaveHbl NpaBa Ha select 13
npegcTaBneHni gaHHbix O

host IP-agpec cepsepa B[]

port MopT

login JlornH gns asTopusauum B B

password Maponb

minPoolSize MuHManbHbIN pa3mep nyna NoAKMYeHU
maxPoolSize MakcmmanbHbIn pa3mep nyna NoAKMYEeHNIA
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ATpubyT

OnucaHue 3Ha4YeHus

connectionOpenTimeout

Bpemsa (B cekyHAax) oxuaaHusi Npu MOMbITKE YCTAHOBUTb MOAKIOYEHME, MO
MCTEYEeHNM KOTOPOro MOoMbITKa NOAKMIOYEHNs 3aBepluaeTcs U co3aaeTcs olnbka

executeCommandTimeout

BpeMFI (B ceKpr,ax) OoXunagaHuna BbINOJIHEHUA KOMaHAbl, NO UCTEYEeHUUN KOTOpPOro
NnonbiTKa BbINOJIHEHNA KOMaHAbl 3aBepLlaeTcd N co3gaeTca owunbka

connectionldleSeconds

Bpewms (B cekyHAax) oxxuaaHus NpoCcTos NOAKMIOYEHUS

connectionPruningSeconds

Bpems (B cekyHOax) oxuaaHus nepen nonbITKOM yaoanutb 6GesgencTeylolime
coedVHeHMs, CPOK AEeNCTBUSA KOTOPbIX NCTEK

readBufferSize

Pa3mep BHyTpeHHero 6ydepa, koTopbii npgsql CNonb3yeT Npu YTeHUn

writeBufferSize

Pa3mep BHyTpeHHero 6ydepa, koTopbii npgsql nCcnonb3yeT nNpu 3anucu

Mpumep koHdUrypaumoHHoro darnna postgres.json:

{

"postgres":
"dbName" :

{

"teSt",

"schemeName":"test forms",
"formMetaSchemeName": "test forms",
"host":"172.21.21.20",

"port":5432,

"showcaseDbUser": "user",
"login":"test",

"password":"123",

"minPoolSize": 2,
"maxPoolSize":50,
"connectionOpenTimeout": 60,
"executeCommandTimeout": 60,
"connectionIdleSeconds": 300,
"connectionPruningSeconds": 50,

"readBufferSize": 524288,
"writeBufferSize": 524288

10.8 Onucanue kKoHdUrypaumoHHoro carna metrics.json

Tabnuua 33 — OnucaHne KoHurypaumoHHoro ¢anna metrics.json

ATpubyT OnucaHue 3Ha4YeHuA
enabled dnar BKITHOYEHUSA/BBIKITIOYEHNST cepBUCa MOHUTOpuHra (true - BkmoyeH, false -
BbIKIMOYEH), MO3BOSIAET BKITOYUTL/OTKMIOYNTL COOp MeTpuk BO Bpemsi paboThl
NPUNOXeHns
port Homep nokanbHOro nopta Ha cepBepe, rae pa3BepHYTO NPUIOXKEHUE, HA KOTOPOM

OyneT AoCTyrnHa KOHeYHas Todka ¢ AaHHbIMKU MeTpuK B bopmate prometeus no url
Buaa http://localhost:{port}/metrics
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Mpumep koHUrypaumoHHoro canna metrics.json:
{

"metrics": {
"enabled":
"port": O

false,

10.9 Onucanue koHdurypaumoHHoro cpainna formsBackups.json

Tabnuua 34 — OnucaHne koHurypaumoHHoro ¢anna formsBackups.json

ATpubyT OnucaHue 3Ha4YeHusA
maxFormBackupsCount MakcumarnbHoe KonNnM4ecTBO pe3epBHbIX KONuin dopMbl
maxFormAutoSaveCount MakcumanbHoe KONM4YecTBO aBTOCOXPaHEHNI hOpMbI

Mpumep koHUrypaumoHHoro canna formsBackups.json:
{

"formBackups": {
"maxFormBackupsCount": 3,
"maxFormAutoSaveCount": 3

10.10 OnucaHme koHUrypaumoHHoro caitnia aw.json

Tabnuua 35 — OnucaHme koHUrypaumMoHHoro canna aw.json

ATpubyT OnucaHue 3Ha4YeHusA
db Haseanwne B[ clickhouse AW
host IP-agpec cepsepa clickhouse AW
port MopT clickhouse
user Wms nonb3osaTtens clickhouse
password Maponb nonb3oartens clickhouse
baseUrl url-ccbinka Ha AW
adminLogin Jlornn agmuHuctpaTopa AW
adminPassword Maponb agmuHucTpaTopa AW

Mpumep koHdUrypaumoHHoro channa aw.json:
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"aw":
"db": "default",
"host": "172.21.21.33",
"port": "9017",
"user": "default",
"password": "enterdz",
"baseUrl": "https://aw.regname.ru",
"adminLogin": "admin",
"adminPassword": "123456"

10.11 Onucanme koHduUrypaumoHHoro cpaina auditPgDb.json

MNpegHasHayeH Ons ykasaHus nogknioyeHus Kk B Ans xpaHeHusa 3anucen XypHana
6es3onacHocTn. 3anonHseTtca ans CBOAOB 1 cepBuca OTYETHBIX POPM.
PekomeHayeTca ncnonb3oBaTtb OTAENbHYHO 6a3y AaHHbIX.

Mpumep koHUrypaumoHHoro ¢anna auditPgDb.json:

"connection": {
"deame" : " ",
"schemeName":"",
"host" : "",
"port":5432,
"loginﬂ:""’
"password":""

}

OnucaHune koHdurypaunoHHoro ¢pavna auditPgDb.json:

ATpubyT OnucaHue 3Ha4YeHusA
dbName HaseaHune b[1
schemeName HanmeHoBaHne cxembl
host IP-agpec cepsepa B[]
port MopTt B,
login JlorvH nonb3oBartens
password Maponb nonb3oBaTtens

10.120nucanue koHdurypaumoHHoro cpaina integration.config.json

I‘Ipep,HasHal-leH OnA yKa3aHUA CCbINTKM Ha CepBUC MHTErpauunn.
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Mpumep koHdUrypaumoHHoro danna integration.config.json:
{

"integration": {
"Url": "{integration service url}"

[ocTyn OormkeH OCyLecTBNATLCA MO MOPTY KOTOPbIA yKasaH B NepeMeHHOW cpenbl
GRPC_PORT 3agaHHOMW B cepBuce WHTerpauuu. To ecTb, ecnu B CepBuUCE WHTerpauyuu
GRPC_PORT=7002, Toraa ypn 6yaet cdopmarta http://127.0.0.1:7002 (IP moxeT oTnuyatbCs)

Moapo6bHOCTU MOXHO NOCMOTPETL B MHCTPYKLMW MO HACTPOWKE cepBuca MHTerpauuu.

[na koppekTHon paboTbl yKaszaHHbIN url JormkeH ObITb 4OCTYN C cepBepa NPUITOXKEHUS

Ceopos.

ATpubyT OnucaHue 3Ha4YeHUA

Url Url cepBuca nHterpauuu

10.13 OnucaHue chainos nornpoBaHus

dannbl coxpaHaTCca B Nanky .logs, kKoTopas HaXOAUTCA B KOPHEBOW Nanke npuioXxeHus,

cepsuca oopm nnu ansanHepa oTYETHbIX POPM.

Mpy BO3HUKHOBEHUM NOTPEBHOCTU aHanu3a JOroB WNNU BO3HWKHOBEHWWM OLLIMOOK B

cucteme HeobxoaMMO y4ecTb:

— NPV BO3HMKHOBEHMM OLLIMOOK Npu paboTe ¢ OTYETHOM POPMOMN, Norn Heo6xoammo B
nepBytlo oyepeab CMOTPETb B cepBuce PopM;

— Npy BO3HWKHOBEHMM OLIMOBOK BO BpeMsa COOpKM aHanmMTUYECKUX BbIOBOPOK, noru
HeobxoaMMO B nMepByld o4yepedb CMOTPeTb B cepBuce opm, Jarnee noru
NPUNOXEHUS;

— B JIOObIX ApYrnX Cry4asix B NPUNOXEHWMN.

Mpumeyann - BCErga CTOUT BbIFPYXKaTb JIOMM U U3 NPUNOXKEHUSA, N N3 cepBmuca popm B

criydae paboTbl C AaHHbIMU OTYETHBIX POPM.

B kaTanorax ¢oopmarta «rrrr-MM-44a» COXpaHsTCa havnbl (Ha Kaxayto gaTy co3gaeTtca
OTAENbHbIN KaTanor):
— debug.log - cogepXxut uWHMOpMaLMIO NPO K3W CMNpPaBOYHMKOB, CO34aHue

3K3eMnspoB (POHOBLIX MPOLECCOB;
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errors.log — B hanine ukcupytoTcs Bce ownbKn npu paboTe C CUCTEMON, KpoMe
oLwKnBOK POHOBLIX MPOLIECCOB;

info.log — cogepxuT nHdopmaumio o cTapTe u 3aBepLleHUn paboTbl NPUIOXKEHMUS, O
GnOKMPOBKE HEaKTUBHbLIX MNoNib3oBaTtenen, 06 yaaneHun pesynbTatoB (POHOBbIX
npoLieccoB, O 3anycke N 3aBepLUEHMM HEKOTOPbIX (POHOBLIX NMPOLLECCOB, a Takke 06
owmnbKax KOMNUNALMN MakpocoB popm;

trace.log — cogepXxuT MHopmauuio 0 Havane v 3aBepLUEeHUN ceccun norb3oBaTtenem
B cucTteme; norn npu oBHOBMEHUM Yepe3 root, Mpu 3anycke NPUIIOXeEHUs, Mpu
nepeHoce AaHHbIX B apXvB, MPU XPaHEHUM BIIOXEHUW Ha OUCKe, NPWU CKayMBaHWUM
apxuBa 'AP, npu paboTe ¢ aHanUTU4eCckuMn BbibopKamm;

userActionsMonitor.log — norn gencteui nonb3osatend. [Ans popmMmpoBaHns 3TOro
drarna TpebyeTcsa KOHPUrYpaUMOHHBLIN dhann, onncaHHbIn B n. 10.3;
printFormModule.log — nHdopmauus o dopMmMpoBaHNUN neyaTHbIX PopM, B T.4. 06
owmnbkax;

formDatalmportModule.log — nHdopmauusa 06 MNopTe OTYETHBIX POPM;
formDataExportModule.log — nHopmaunsa o6 akcnopTe oTHETHBIX POPM;
deadlineDateReminderModuleLogger.log — uHdopmauua o6 owwmnbkax B paboTte
mMoaynsa «HanoMuHaHusa o cpokax caayvmy;

checkModule.log — nHopmaumna o gopmMmnpoBaHnn yBA30K B OTYETHLIX hopmax, B
T.4. 00 owmbKax;

summaryHandlerModule.log — uHdopmaums o6 owmnbkax npu cbope CBOAHbIX B
OTYETHbIX hopMax;

formStatusModel.log — nHdopmauua 06 owmbkax NpM CMEHE COCTOSHUIN OTYETHbIX
opwm;

signatureModule.log — nHopmaumsa o6 owmbkax npyu NOANUCAHUN OTHETHBIX POPM;
AW.log - B chbanine dgukcupyroTcs Bce owmbkn npu asTopu3auum B KOMMNOHeHTe
aHanusa gaHHblX, Npu opMUPOBaHNN aHANUTUYECKUX BbIOOPOK;

authorization.log — nHgopmaums 06 owmbkax aBTopmsaumm onepaToposB B CUCTEME;
inactiveOperatorsBlocking.log — wuHdopmaums o6 onepatopax, KoTopble Obinn
3a6nokmpoBaHbl BCNeACTBUE NX HEAKTUBHOCTM;

blockingUserWithirrelevantDate.log — nHgopmauusa o6 onepatopax, kotopble 6binu
3a6nokMpoBaHbl MO OKOHYaHMM CPOKa AEUCTBUS YHETHOW 3anncu Unm KoTopble Gbinn

pa3bnoknpoBaHbl MPU HACTYNSIEHUN CpOKa AENCTBUS YY4ETHOW 3anucu. 3gecb Takke
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cogepxutcs nHcdopmauus o6 onepaTopax, y KOTOpbIX OblnM yaaneHbl BpeMeHHbIe

ponun Bcrieacresne OKOH4YaHNA CPOKa AencTBus 3Ton ponu,

OtpmenbHo B nanke Quartz xpaHAaTca norn (oHOBLIX NpoueccoB. Ha kaxaywo paty
dopmupyeTcsa oTAenbHbIM hann, HaMMeHOBaHWE KOTOPOro umeeT popmat «Irrr-MM-4a».

Ana dopmupoBaHusa noros ucnonssyetca ann NLog.config, KOTOPbIA NEXUT B KOPHE
NPUITOXEHNS.

NLog.config cogepxuT cneaytowme cekuum variable, targets u rules.

Cekuusa <variable> onpegensieT nepemMeHHy KOHpuUrypaumm c 3agaHHbIM UMEHEM.
3HayeHne 3TOW MepemMeHHOM - 3TO WabrioH, KOTOpbIN onpeaenseT, Kak OOMMKHbI BbIrsageTb
3anucu B XXypHane.

Mpumep onpenenexns nepemenHon "layout" B NLog.config .

<variable name="layout"
value="${longdate} |${level :uppercase=true} |${logger} |S${message}
S{exception:format=tostring, stacktrace:separator=*}" />

B 3HaueHune nepemeHHon layout onpeaenseT cnegyowmnn WwWabnoH 3anuncu:

ATpnoyT OnucaHue 3Ha4YeHuUA
${longdate} [aTta n Bpemsa 3anucu
${level:uppercase=true} YpoBeHb NIOrMpoBaHns B BEPXHEM pPeErncTpe
${logger} Wwms norepa
${message} CoobeHne 06 owmnbke
${exception:format=tostring} | VcknioueHne
${stacktrace:separator=} CTek BbI30OBOB C pasgenurenem

Cekumns <targets> aBnaetca KOHTenMHepoM Ans anemeHToB <target>. OH onpepenser
pasnu4yHble MecTa, B KOTOpble MOXeT BbITb 3anncaHa nHopmaums o fnore.

Mpumep cekuun <targets> B NLog.config.

Cekuus <targets>

<targets>

<target name="trace-logfile" xsi:type="File"

fileName="${basedir}/.logs/${shortdate}/trace.log" encoding="utf-8"
layout="${layout}" />
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<target name="main-module" xsi:type="File"
fileName="${basedir}/.logs/S${shortdate}/mainData.log" encoding="utf-8"
layout="${layout}" />
</targets>
HaHHaga cekuus <targets> cooepXuT HECKONbKO Lenen <target>. Hanpumep nocnegHsas
cekuma <target> onpepgendet uenb Ans XypHanupoBaHWsa nof HasBaHwem "main-module”, vy
kotopon Tun cpavna onpegensetca kak "File". B atpmbyte fileName ykasaH nyTb Ao

pacrnonoxeHusi parina nora. ATOT NyTb COCTOUT U3 CreayoLwmnx aTpubyToB.:

ATpuoyr OnucaHue 3Ha4veHuA
${basedir}/ TekyLlas gupekTopus
logs/ Manka .logs
${shortdate}/ [Manka c HameHoOBaHWEM TekyLLen KOPOTKON AaThbl
mainData.log Wwms darina nora

KoamnpoBka canna ycraHosneHa B "utf-8". B atpmbyt layout nepepaHa nepemeHHas
"layout", koTopada 6bina onpefeneHa Boilwe B cekunmn <variable> 1 onpegensieT goopmar 3anvcen

B XKypHarne.

Cekumsa <rules> sBnaeTcs KOHTEMHEP ANA NpaBui NOrMpPoBaHUS.
Mpumep cekuum <rules> B NLog.config
<rules>

<logger name="WebUpdater" writeTo="web-updater" final="true"

>
<filters defaultAction="Log">
<when condition="level != LogLevel.Trace" action="Ignore"
/>
</filters>
</logger>
<logger name="MainLogger" writeTo="main-module" final="true">
<filters defaultAction="Log">
<when condition="level < LogLevel.Error" action="Ignore"
/>

</filters>
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</logger>

<logger name="*" level="Trace" writeTo="trace-logfile" />
<logger name="*" level="Debug" writeTo="debug-logfile" />
<logger name="*" level="Info" writeTo="info-logfile" />
<logger name="*" level="Warn" writeTo="warn-logfile" />
<logger name="*" level="Error" writeTo="error-logfile" />
<logger name="*" level="Fatal" writeTo="fatal-logfile" />
</rules>
[aHHaa cekuma <rules> coOepXUT HECKONbKO cekumen <logger>. Hanpumep, ecTtb
cekums, KoTtopas onpegensaet norrep ¢ umeHem "MainLogger". 3tot norrep 6ygeTt nucatb
coobuleHus B target ¢ nmeHem "main-module”, KoTopbIn onpeaeneH Bobilwe B cekuumn <targets>.
3HadeHune "final" paBHoe "true", o3Ha4aeT, 4To cCoOobLLEHNS, 3annCaHHble B 3TOT florrep, He ByayT
nepeHanpasnaTbCsa Ha gpyrue target'sl. [1ns gaHHoro norrepa 3agaH (ounbTp € yCNoBMEM U ecnu
3TO YCNoBME WUCTUHHO, TO pe3ynbTaToM paboTbl unbTpa OyaeT 3HadYeHue, ykasaHHOe B
aTpubyTte action, B 4aHHOM cny4ae Bce 3anucu MainLogger ypoBHsi HUXe, yeM Error He ByayT

3arnuncaHbl.

B camom koHue cekuumn <rules> onpegeneHbl norrepbl, KOTOpblEe 3anucbiBalOT

nikn

coobuleHns B dannbl B 3aBUCUMOCTU OT YypoBHA. CumBon O3HayaeT MNPOU3BOSIbHYHO
nocrnegoBaTenbHOCTb CMMBOMOB. Hanpumep, noru yposHs "Info" 6yayT 3anucbiBaTbes B target ¢
nmeHem "info-logfile", koTopbi onpeageneH Bbiwe B cekumn <targets> mn nuwet norn B dann

info.log
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11 HacTtpo#ka cepBuca nepecbIisiku coooLeHnmn

B Cucreme peanunsoBaH CepBUC MEPECHINKM COOOLEHMA (NONb30BaTENbCKNUX W
creHepupoBaHHbIX CUCTEMON) Ha 3ANEKTPOHHYK MOYTY, YKasaHHYK B KapTodkax onepaTopos.
CepBuc pasBopadmBaeTcs Kak camocTodTenbHoe web-npunoxeHune. McxogHbIM KOA cepBuca
aBnseTca YacTtbo Cuctemsil.

CepBUC COAEPXKUT HECKONBbKO KOHGUrypauuoHHbIX dannoB, KoTopble Heobxoammo
nonpasuTb MOCNe ero passopadnBaHus:

— connection.config. KoHcurypaumoHHbin dann npegHasHaydyeH pAns  ykasaHus
nogkntoyeHns k B npunoxenus «CeogoB». CepBuc Hanpsamyio M3 B[l nonydaet
coobLeHnsa ans oTnpaBku Ha NOYTY NOMb3oBaTENEN.

Mpumep ¢ pacumpoBKOn 3HAYEHUS CEKLNNA:

<?xml version="1.0" encoding="utf-8"?>

<configuration>
<!-- dbDialect - Tun CVYB]I, 3HaueHue: Npgsqgl-->
<!-- userName - ummMsa nojabz3oBaTeyiga BI-->
<!-- password - napoJib nojb30BaTENsS BI-->
<!-- host - ip-azmpec cepmepa BI-->
<!-- port - nopt cepeepa BI-->
<!-- dbName - HaumMeHOBaHMe BI-->
<Connection>

<DbDialect>Npgsqgl</DbDialect>
<UserName>mMaCxemu</UserName>
<Password>naponbOTCxeme</Password>
<Host>IPCeprepaBl</Host>
<Port>noptTBI</Port>
<DbName>umaB]I</DbName>
</Connection>
</configuration>

— messengerService.config. KOHUrypaumoHHsln hann npegHasHayvyeH ans ykasaHus
HaCTPOEK K cepBepy NOYTOBOW pacchinikn. Cuctema nogaepxmaeT paboTy ¢ AByMS

TMnamMmu - ews n smtp.

Mpumep:
<?xml version="1.0" encoding="utf-8"?>
<configuration>
<!-- Cnoco6 paboTe C cooOBbumeHUSAMM. BO3MOXHEE BHAUEHUSI: ews,
smtp -->

<MailServiceType>TunCepsuca</MailServiceType>

<Ews>
<MailFrom>out@svody.local</MailFrom>
<User>7880</User>
<Password>N0725369</Password>
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<Url>https://emailserver.ru/EWS/Exchange.asmx</Url>
<Timeout>10000</Timeout>
<ExchangeVersion>Exchange2010</ExchangeVersion>
<SendHtml>false</SendHtml>
</Ews>

<Smtp>
<MailFrom>out@svody.local</MailFrom>
<Host>localhost</Host>
<Port>25</Port>
<Timeout>10000</Timeout>
<SslEnabled>false</SslEnabled>
<LoginFrom>out@svody.local</LoginFrom>
<PasswordFrom>123</PasswordFrom>
<DelSendedMessage>true</DelSendedMessage>
<WithAttachments>true</WithAttachments>

<SendHtml>false</SendHtml>

</Smtp>

</configuration>

B Tabnuue Hwxe npeacTaBneHbl 4ONONHUTENbHbBIE MapamMeTpbl MO OTNPaBKe COOOLLEHMI
(Tabnuua 36).

Tabnuua 36 — NapameTpbl OTNPaBKN COOOLLIEHNI

MapameTp OnucaHue Bo3MoXxHble 3HaYeHUA
DelSendedMessage HeobxogumocTe yganaTe coobuweHus u3 | trueffalse
CUCTeMbl Noclie OTNpaBKU NX HA 3ANEKTPOHHYO
noyty
WithAttachments HeobxogumocTb OTnpaBkM BROXeHU Ha | true/false

3MNEKTPOHHYIO NMOYTY

OrpaHu4yeHus: K oTnpaBke AOCTYMNHbI dhannbl
dopmaToB .doc, .docx, .pdf, .zip He Gonblue 3
MB

SendHtml HeobxoaumocTb oTnpaBku cooblieHns ¢ Tem | true/false
xe dopmaTupoBaHMeM, YTO ObiNo 3agaHo B
cucteme

Ona npocmoTpa Bepcun MessengerService nepenante Ha CTpaHULy cepBuca, yKasas

endpoint — «/version», Bo3BpallatoLmi Homep Bepcum cbopkm (PucyHok 13).
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@ Messenger service host version X =+

& C & | / /version

PucyHok 13 — BbiBoa Ha cTpaHuue MessengerService Homepa cbopku
11.1 HacTtpoiika cepBuca nepechIinku coobleHnin Ha Linux-cepsepe

I'Iop;mox pa3BopadnBaHnA 3K3emMnnAapa WGb-I‘IpI/IJ'IO)KeHI/IFI cepBuca Ha Linux-cepBepe:
MpumeyvaHue — Hxke onvcbiBaeTCA NnepBoHaYanbHas HacTpomnKa Tonbko 4YTo yctaHosreHHon OC Linux.
[ns paboTbl cepsuca nog Linux moxeT ncnons3oBaTbes nobon web-cepsep, B KOTOPOM eCTb pexnm ReverseProxy.

[nsa ynobcTBa BCe KOMaHAbI BbIMOMHAKTCA OT Nonb3oBaTtensi root.

— yctaHosute .NET 6.0 Ha Linux, nepenga no cceinke https://docs.microsoft.com/ru-
ru/dotnet/core/install/linux. Bbibepute Heobxoanmbin AONCTPUOYTUB B  CMMUCKe,
cootBeTcTBytoWwmMi Bawen OC. BbinonHute AENCTBMA NO YyCTAaHOBKE, YKa3aHHbIE B
OTKPbIBLUENCSA UHCTPYKLMMK;

— cosfganTe nanky nog NnpuoXxeHue:

mkdir /var/www/messengerservice

— CKOMUPYMTE NpUNOXeHWe B nanky /var/www/messengerservice;
— pobaBbTe nonb3oBaTens: useradd messengerservice;

— pobaBbTe nonb3oBaTento Npaea Ha nanky:

chown -R messengerservice.
/var/www/messengerservice;
— co3gaunTe cepBuUC:

cat > /etc/systemd/system/messengerService.service <<EOF
#/etc/systemd/system/messengerService.service

[Unit]

Description = Bars messengerService
[Service]

WorkingDirectory = /var/www/messengerservice

ExecStart = /usr/bin/dotnet
/var/www/messengerservice/BARS.MessengerService.Host.dll

Restart = always

RestartSec = 10

SyslogIdentifier = bars messengerService

User = messengerservice
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Environment = ASPNETCORE ENVIRONMENT=Production

ASPNETCORE_URLS=http://127.0.0.1:5000
ASPNETCORE BASEPATH=/messengerservice

[Install]
WantedBy = multi-user.target
EOF

— MW3MeHWUTe napaMeTpbl MNOAKMIYeHNs K ©0ase B KOHMUrypaumoHHOM
Ivar/lwww/messengerservice/connection.config;

— W3MEHUTE HaCTPOWMKM OTNpaBkM COOOLLUEHUA B  KOHMUrypaumoHHOM
Ivar/lwww/messengerservice/messengerService.config;

— 3anyctuTte cepBucC 1 JobaBbTe ero B aBTO3arpysKy:
systemctl daemon-reload

systemctl start messengerService
systemctl enable messengerService
I'IpoaepMTb CTaTyC MOXHO KOM3H,D,OI7I

systemctl status messengerService

ganne

danne

[Mpw npaBunbHbLIX HACTPOMKAX BbIBOL KOMaHAbl netstat -tuwpln | grep dotnet

OyoeT BbIMMAAeTh, Kak Ha pUcyHKe Huxe (PucyHok 14):

[root@forwork messengerservice]# netstat -tuwpln | grep dotnet

tcp

e @ 127.0.0.1:5000 0.0.8.0:% LISTEN
PucyHok 14 — BbiBog kOMaHAbI

— B KadectBe ReverseProxy ncrnonbsynte Nginx;

— B kaTanore /etc/nginx/default.d/ cosgante koHGUrypaumoHHbIM dann ans cepsuca

messengerService.conf co cneayloLwmnM CoaepXaHneMm:

location /messengerservice {
proxy pass http://127.0.0.1:5000/messengerservice;
proxy http version 1.1;
proxy set header Upgrade S$Shttp Upgrade;
proxy set header Host S$Host;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;
proxy cache bypass Shttp upgrade;
}
— nepesarpyaute koHdurypauuio Nginx, 4To6bl NPUMEHUTb N3MEHEHWS:

nginx -s reload;
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12 HacTtponka ausanHepa OTYeTHbIX hopm

AnzanHep OTYeTHbIX (POpM MNpedHasHayeH Ons CO34aHuUs U akTyanusaunm OTYETHbIX
dopm, ncrnonbdyembix B Cucteme.
UToO6bl An3anHep oT4EeTHbLIX hopm paboTan KOPPEKTHO, NOCre pa3BopoTa NPUMOXKEHNS
Ha web-cepBepe BbINOMHUTE YHUKANbHbIE HACTPOMKKN Ans Cuctemsl.
a) B npunoxeHun «Ceoabl» B hanne «svody.config» B cekumm <Svody.Designer>
ykaxkute URL npunoxenuna «[usanHepy;

<Svody.Designer>

<!--

Name - HaMMeHOBaHME INIOIOKJIOUEHMsS (3HadeHMe oOsa3aTesIbHOE,
YHUKAJIbHOE)

Url - cceulka Ha NPUJIIOXEeHMEe IM3alHep

SortOrder - nopsanok ofpalleHMsa IO CCHJIKaM, uYeM MeHbIIe
SortOrder - TeM paHblle NPM YyCTAaHOBKE COEIMHEHMHI C IM3alHEepoM OyneT
MCIOJIb30BaHa CCHEUIKA

[TouMmep:

<Entry Name="primary" Url="https://192.168.0.2/designer"
SortOrder="0"/>
<Entry Name="secondary"
Url="https://domain.name.ru/designer" SortOrder="1"/>
[Ipy TaxoM HACTPOMKE CHadajla NPpOoM30MIEeT [NONIBTKAa aBTopM3aluumn
no cceuike https://192.168.0.2/designer, B ciyuyae HeyIauM - IIPOM3OMOST
MOMBITKA aBTOPM3aLMUM [0 CChUIKe https://domain.name.ru/designer.
KoMuecTBO CCBUIOK HE OTPaHUUEHO.
-—>
<Entry Name="primary" Url="" SortOrder="0"/>
</Svody.Designer>
B napametpe URL ykasbiBaeTcs ccbifika Ha [JuzanHep oTyeTHbIX oopM, MO KOTOPOW OH
OyoeT OTKpbIBaTbCA Yy KOHEYHOro nonb3oBaTtens. MoXHO yka3aTb HECKOSbKO CCbIIOK, Toraa
nonbiTka nepexoga OydeT OCYLWECTBMATLCS MO BCEM CCbifikaM MO o4vepeaun B nopsiake
NPUOPUTETHOCTU, NOKa CUCTEMA HE CMOXKET NOOKITHYNTLCA.
6) ckonuvpynte dann «lpunoxeHue.bapc» 13 npunoxexHns «Ceoabl», 4TObbI 0b6a
NMPUNOXeHUA NoAKMKYanucb Ha OOHU U Te Xe CepBep U CXeMy.

MpumevaHue — NuueHana Ha MM Ceoapbl AOMKHA CTOATL C AOCTYNOM K [In3aniHepy oT4eTHbIX hopMm.

12.1 HacTtpoiika gusainHepa oTYeTHbIX hopm Ha cepsepe Linux

Mopsagok pasBopaunBaHna ausanHepa oT4eTHbIX popM Ha Linux:
— pacnakynite apxvB C OUCTpUOYTMBOM npunoxeHusa «dusanHep» nobon ygobHou

YTUNUTOM;
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lNprmep onst apxuea, COXpaHEHHOro B Katanore home:

tar -xvf designer.tar.gz

— co3pganTe kaTanor, u3 kotoporo 6yaet pabotaTtb NpunoxeHune «usanHep;
Mpumep kaTanora:

mkdir /opt/designer

— nepemecTuTe BCe pacnakoBaHHble dhannbl B CO34aHHbIN KaTanor;
— ckonupymnte dann «lMpunoxeHune.6apc» n3 katanora npunoxeHus «Ceofgbi», NMOO

3anoJIHUTe ero TO4YHO TakK Xe, KakK OH 3arnoJIHEH B NPUITOXKEeHUN «CBoabl»;

lNpumep — Ecnu nanka npunoxeHus «Ceodbi» Haxodumcs no adpecy /opt/svody, a npunoxeHue

«[Qu3satiHep» no adpecy /opt/designer, mo:

cp /opt/svody/MpunoxeHue.6apc /opt/designer/

cat /opt/designer/lIpunoxeHue.b6apc

— co3paunTe cepBUC:

vi /etc/systemd/system/designer.service

— 3anonHuTe dann Kak ykasaHo Hwxe, 3ameHuB «[MOPT» Ha cBOGOOHLIN, KOTOPbIA

OyaeT B AanbHenweM UCNonb3oBaTbCs AN NPUNOXEHUS «[u3anHep»:

[Unit]

Description = Svody designer app: designer
[Service]

User = root

WorkingDirectory = /opt/designer

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:IIOPT

Environment = ASPNETCORE BASEPATH=/designer
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-

1.1.0/1ib/amd64/

ExecStart = /usr/bin/dotnet

/opt/designer/Svody.Designer.Web.Host.dll

SyslogIdentifier = svody-designer
Restart = always
RestartSec = 10
[Install]
WantedBy = multi-user.target
— WU3MEHUTE He TONbKO NMopT, HO N NapaMeTpbl, NepevnCcrieHHbIe HUXE:
— User = root — user, oT koTOpOro 6yaet paboTaTb NPUNOXEHNE;
— WorkingDirectory = /opt/designer — gupekTopusi NpuUnoXeHus, kyaa noMecTunm

dhannbl NPUNOXEHWUS;
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— Environment = ASPNETCORE_URLS=http://0.0.0.0:5002 — nopT, KOTOpbIA
yKa3saH BblLLE;

— Environment = ASPNETCORE_BASEPATH=/designer — nyTb 0 NPUNOXeHUs, HO
yXXe KOPOTKUN;

— ExecStart = /usr/bin/dotnet /opt/designer/Svody.Designer.Web.Host.dIl — nyTs go
dil npunoxeHus;

— Syslogldentifier = svody-designer — 10, kak OyaeT yka3blBaTbCsl NMPUIOXKEHNE B
norax.

Mpumep:

[Unit]

Description = Svody designer app: designer
[Service]

User = root

WorkingDirectory = /opt/designer

Environment = ASPNETCORE ENVIRONMENT=Production
Environment = ASPNETCORE URLS=http://0.0.0.0:5002

Environment = ASPNETCORE BASEPATH=/designer
Environment = TMPDIR=/var/tmp
Environment = SSL CERT DIR=/etc/ssl/certs/

Environment = LD LIBRARY PATH=/opt/cprocsp/cp-openssl-
1.1.0/1ib/amde64/

Environment=ASPNETCORE_USE_XFORWARDEDFOR=true

ExecStart = /opt/designer/Svody.Designer.Web.Host

SyslogIdentifier = svody-designer

Restart = always

RestartSec = 10

[Install]

WantedBy = multi-user.target

— nocne pefaktMpoBaHus cansa BbINOSHUTE:

systemctl daemon-reload

— co3gaunTte (hann KoHdUurypauumn onsa npunoxeHns «usanHepy;
Mpumep canna KoHpUrypaumm ons npunoxeHus «unsanHep» — nginx:

vi /etc/nginx/conf.d/designer.conf

an/IMel-IaHMe — Ecnun nanka nginx oTnn4yaeTcda, WM UX HECKOJIbKO, MOXHO 3aBeCTU B MNarnke

letc/nginx/default.d/.
— 3anonHuTe dhann Kak ykasaHo Huxe, 3ameHus «[MMOPT» Ha nopT, KoTopbl 6bin yka3aH
BbiLLE NMpX CO34aHUN cepBuUca:

location /designer {
client max body size 500M;
Proxy pass http://0.0.0.0:I0PT/designer;
proxy http version 1.1;
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proxy set header Upgrade Shttp Upgrade;

proxy set header Host S$Host;
proxy set header X-Forwarded-For
$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;
proxy cache bypass Shttp upgrade;
proxy send timeout 600s;
proxy read timeout 600s;

— npepocTaBbTe NpaBa Ha BbINOSIHEHWE dpanny:
chmod +x /opt/designer/Svody.Designer.Web.Host
chmod +x /opt/designer/Svody.Designer.Web.Host.dl1l

an/IMe‘-IaHI/Ie — lMomumo BbIgaun npaB nosrb3oBaTeno root Ha nanky u d)aﬁﬂbl YKa3aHHbIX Bbllle,

TpebyeTcsl ele Bblgaya nNpaB COOTBETCTBYKOLLEMY MOMb30BATEN, OT KOTOPOro 3amnyckaeTcs MNpUroXeHue
[wn3anHepa.

— 3anyctute CepBuC:

systemctl start designer.service

— nepeunTanTe KOHpUr nginx, YTobbl NpMEHMNNCL 0OaBNEHHbIE HACTPOMKMW:

systemctl reload nginx

— npoBepbTe paboToOCNOCOBHOCTL NPUMOXKEHUS:

systemctl status designer.service

B cny4ae npaBunbHOM HAacCTpPOKWKKU Yy nosib3oBaTenen npunoxeHus «Ceoably, MMELWmxX

npasa «AgMUHUCTPATOP», ByaeT AOCTYN K NPUMOXeHU0 «[AnsanHep».
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13 HacTtpounka Keycloak

[Ans passopadmBaHus n pycudukaumm Keycloak npegBaputenbHO ycTaHoBUTE java
(Bepcuto java-8-openjdk-amd64) u postgres. B postgres cospante 6asy Keycloak noa
nonb3osartenem «postgres».

3arpysute Keycloak 17.0.1 ¢ odwuuymanbHoro camta nmbo BOCMNONb3YyNTECH
3anpoLUeHHbIM ANCTPUBYTUBOM.

Pacnakynte B /opt/keycloak wn BblganTe npaBa Ha sh-ckpunTbl AupekTopun
/opt/keycloak/bin.

Cospante AVPEKTOPUIO Aans mMoayns Apavisepa postgres:
/opt/keycloak/modules/system/layers/keycloak/org/postgresgl/main/.

3arpysaute B gupektoputo postgresql-BawaBepcus.jar (nepegaetca  BMecTe C
AnNcTpnbyTMBOoM) M co3ganTe TaM KOHurypaumoHHbii dann module.xml co cnegylowwmm
coaepXxaHnemMm:

<?xml version="1.0" 2>
<module xmlns="urn:jboss:module:1.3" name="org.postgresqgl">
<resources>
<resource-root path="postgresqgl-pamaBepcus.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>
</module>

Cospanite ann cepsuca /etc/systemd/system/keycloak.service co cnegyowmm
COLEPXKAHUEM:

[Unit]
Description=Jdboss Application Server
After=network.target

[Service]

Type=idle

User=root

Group=root

ExecStart=/opt/keycloak/bin/standalone.sh -b 0.0.0.0
TimeoutStartSec=600

TimeoutStopSec=600

[Install]
WantedBy=multi-user.target
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[anee wn3ameHuTe KOHUrypaumoHHbli amn camoro Keycloak no nytm
/opt/keycloak/standalone/configuration/standalone.xml, a uWMeHHO cregywwue  cekuuu
datasources:

<datasources>
<datasource jndi-
name="java:jboss/datasources/ExampleDS" pool-name="ExampleDS"
enabled="true" use-java-context="true" statistics-
enabled="${wildfly.datasources.statistics—-enabled:${wildfly.statistics-
enabled: false}}">
<connection-
url>jdbc:h2:mem:test;DB CLOSE DELAY=-
1;DB_CLOSE_ON_EXIT=FALSE</connection—url>
<driver>h2</driver>
<security>
<user-name>sa</user-name>
<password>sa</password>
</security>
</datasource>
<datasource Jjndi-
name="7Jjava: jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true">
<connection-
url>jdbc:postgresqgl://localhost:5432/keycloak</connection-url>
<driver>postgresqgl</driver>
<pool>
<max-pool-size>20</max-pool-size>
</pool>
<security>
<user-name>postgres</user-
name>

<password>naponsOrTPostgres</password>
</security>
</datasource>
<drivers>
<driver name="postgresqgl"
module="org.postgresqgl">
<xa-datasource-
class>org.postgresqgl.xa.PGXADataSource</xa-datasource-class>
<driver name="h2" module="com.h2database.h2">
<xa-datasource-
class>org.h2.jdbcx.JdbcDataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>

HacTtponku nHtepdenca ona BHeLHero gocryna:

<interfaces>
<interface name="management">
<inet-address value="0.0.0.0"/>
</interface>
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<interface name="public">
<inet-address value="0.0.0.0"/>
</interface>

</interfaces>

,D,O6aBbTe noJsib3oBaTtesiad CKPpUNnToMm:

/opt/keycloak/bin/add-user-keycloak.sh -u mMma -p mnapoJib

3anycTtuTte cepBuc:

systemctl start keycloak
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14 HacTtpowka aBTopusauum B Cucrteme

Cuctema nogaepXmBaeT HECKOSTbKO BUAOB aBTOpU3aLni:

— CTaHAapTHasi aBTopm3aums rno nape forvH / napone;

— aBTopusauus no npotokony OpeniD;

— asTtopusauus no npotokony LDAP ana OC Astra Linux Special Edition (CmoneHck).

Cnocob aBTOpu3auMm HacTpamBaeTcs B KOHdurypaumoHHom dhanne svody.config B
cekumn  <Bars.Authorization>. CywiectByeT BO3MOXHOCTb KOMOWHMpOBaTb  CrNoOco6bI

aBTopunsauunin.

MpumeyvaHuns

1 [Ina paboTbl KOMMNOHEHTa aHann3a AaHHbIX JOfKHa MCNoNb30BaTbCs NMOO aBTOPMU3aLMsA MO NPOTOKOMNY
OpenlD, nnbo aBTopusaumsa no npotokony LDAP.

2 CoBmecTHOe ncnonb3oBaHune asTopu3auum no npotokony OpenlD n asTopu3aunm no npotokony LDAP

HEBO3MOXXHO.
14.1 HacTtpoiika Cuctembl gnsa pa6otbl ¢ OpeniD Connect

B Cucreme npegycMmoTpeHa BO3MOXHOCTL aBTopuaaumm no npotokony OpenlD Connect
(danee OpenlD), To ecTb BxoAa 4Yepes napy SIormMH/naposnb CTOPOHHEN cuctemsl (aanee — SSO).
BbinonHuTe HacTponky kak camon SSO, Tak u npunoxeHus «Csogbl» B svody.config. MNMocne
yCNeLHON HACTPOMKKM Ha rMaBHOW CTpaHuLUe aBTopu3aunmn npunoxeHus «Ceoapl» otobpasntcs
KHOrMKa, NO3BOMNSOLWAs BbINOMHUTL BXOA C MApPON NOrMH/naponb Apyron cuctembl. PeanusoBaHa
PYHKLUMOHANBHOCTb MOAKMYEHUS HECKONbKMX CNOCOOOB aBTOpM3aUMn, a TakKe COBMELLEHME

aBTOpM3auUMM No ymon4daHuio n astopusaumm no OpenlD.
14.1.1 Hacrtpownka BarsUP.AM gns pa6otbl ¢ Cucremon no OpeniD

Mopsagok HaCTPOWKMK:

a) passepHute U Hactpoute BarsUP.AM (B COOTBETCTBUM C UHCTPYKUMEN,
npenocTaBneHHoON BMeCTe ¢ AUCTpnbyTBammn Nnpoaykra);

6) HacTponTe ceTeBYIO CBA3HOCTb Mexay npunoxeHnem BarsUP.AM n Cuctemon;

B) aBTOpu3ynWTecb noa agmuHuctpatopom B BarsUP.AM u nepengute B pasgen

«Cuctembi» ana pernctpauun Cuctemsl (PucyHok 15);
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Hero (PucyHok 16);

Ynpasnexue
npodunem s
Mpeodwune
MpocroTp
npocuna e
Mpoduns ,
AQMUHACTPaTOD
B

AMUHUCTpATUBHAA

KOHCOMb

AQMUHUCTPATOP

, Monesosatens

AQMUHUCTPETOP

AQMUHUCTPETOP
. Odhdonann
noctyn,
MpocroTp

NNANMKAHWIE B

Mpodomne,
MpocmoTp
npocuna B
Mpodmne,
ALMAHUCTPATOP B

MonHeli gocTyn

MonHeI goctyn

Pycckwid v Bbixon

A

MonHeli gocTyn

MonHel gocTyn

PucyHok 16 — BarsUP.AM. Pasgen «Cuctembl». MNMyHKT « AOMUHUCTPATUBHAA KOHCOJTb»

A) B aAMWHUCTPATUBHOW KOHCOMNM BblOepuTe NyHKT « CUCTEMbI» B BbiNaaaloweM Crinucke

cnesa (PucyHok 17);
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BarsUP Access Manager

HACTPOMKW JOMEHA

& Domen

YTEHTUhHKALMK
HACTPOMKW CUCTEM
i Cuctemsl
= UJEE.HC--!#AETE‘:\

NONL30BATENA WU FPYNNLI

& Monb3oeatenu

& Mynno

PucyHok 17 — BarsUP.AM. AoMynH1UCTpaTBHasA KOHCOMb

e) B pasgene «Cucrtembl» HaxmuTte kHonky « Co3gaTb» (PucyHok 18);

] @
G’ 123 > »
UneTuduratop A wva Onucanme Axrvoen & Basossiii URL
ba hitp://192 /realms/master/account
Ba
fa
Ba
Aa https:
la hitps:
fa hitps:
Ba http: /1192
fa
Na hitps:/
123 > »
[ osn |

PucyHok 18 — BarsUP.AM. Pazgen «Cuctembi»

X) B OTKpbiBLEMCH OkHe «Co3gaHme MHOPMaLIMOHHON CUCTEMbI» YKaXKUTE:
—  YHUKasrbHbIM nogeHTnduKkaTop;
— nmsa (MOXeT coBnagaTtb C MOEHTUUKATOPOM);
— onucaHue (Heobsa3aTenbHo);
— MpoTOKos «openid-connecty;
— kopHeBon URL Cucremsl.

3) HaxmuTe kHonky «Cosgatb» (PucyHok 19);
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CoapaHune MHGOPMALIMOHHOA CUCTEMBI x

Waerntudsarop * test_arch
|
Wma * test_arch
Onucanme test_arch
MpoTokon * openid-connect w

LWaGnon cucTemst Her w

Kopwesoi URL * https:/svody3.bars.group
E a |

PucyHok 19 — BarsUP.AM. OkHo «Co3gaHne MHPOpMaLUMOHHON CUCTEMbI»

I/I) nocrie co3gaHunda MHd)OpMaLlMOHHOVI CUCTEMbI €€ HeobxoanmMo HaCTpOUTb. ﬂ,J'IFI 3TOro

HaXXMnTe KHomMky «MameHntb» (PrucyHok 20);

Basosbiit URL Jtest_arch
TouKa Bxoa REST https://svody3 bars.group/test_arch

Web Origins https:/svody3.bars.group

PucyHok 20 — BarsUP.AM. lNMpumep cosgaHna nHdopmMaunoHHOW CUCTEMbI

K) yCTaHOBWUTE B NOMsiX criegyrowme 3HavyeHnsa (PucyHok 21):
— «ObsizaTrenbHOCTb cornacusa» — «[a»;
— «Twun poctyna» — «confidential»;
— «PaspeweH Standard Flow» — «[da»;
— «PaspeweH Direct Access Grants» — «[Ja»;
— «Twvn ayTeHTUdUKaTOpa» — aeHTUdunKaTop KNueHTa + CeKpeTHbIN KIHoY;
— «PaspewenHblie URL gns redirect» — (/*) — ansa tectupoBaHus; (/signin-oidc) — ans
NPOAYKTOBOrO NPUIOXEHUS;
— «basoebin URL» —"/" + KopHeBoi URL;

—  «Web Origins» — kopHeBon URL (URL, PaspewweHHble ana CORS);
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&7 WpenTudmrarop * test_arch
Axruse @
Watron cucr Her -
n * test_arch
Onmcane test_arch
Osatenshocrs cornac @
Nporokan openid-connect -
Tun ocryna fdential <
Cepsmchuii nonssosaTens [ =
Paspewen Standard Fiow @
Paspewen Direct Access Grants N ]
Tun ayrenmnmaropa L — -
Kopriesoi URL * https:/svocly3.bars group
o N
Paspewensie URL an redirect
| ]
Basossi URL fest_arch
Touwa mxoza REST https:/svodly . bars grouptest_arch
hitpsi#svody3.bars.group & &
Web Origins
||
==

PucyHok 21 — BarsUP.AM. Npumep HacTpOeHHON MHPOPMALIMOHHOM CUCTEMBI

n) Haxmute KHonky «CoxpaHutb» (cMm. PucyHok 21);

M) nepenaunte Bo Bknagky «OTobpaxeHus» (cm. PucyHok 21) n gpobaBbTe cnegyowime
otobpaxeHus: email (PucyHok 22, PucyHok 23), family name (PucyHok 24, PucyHok
25), full name (PucyHok 26, PucyHok 27), given name (PucyHok 28, PucyHok 29),
middle name (PucyHok 30, PucyHok 31), username (PucyHok 32, PucyHok 33);

WMamenenune oTobpaxeHms »

OCHOBHEIE NapamMeTpkI HacTtpoiky oToBpaskenun
MNpoToxkan openid-connect
Hma oTobpamenns * email
Tun * CEORCTED NONL30BITENA W
TpebyeT cornacua Na .
TekcT cornacus Liemail}

PucyHok 22 — BarsUP.AM. OcHOBHble nNapameTpbl oTobpaxeHusa email
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MameHeHne oTobpameHms »

(OCHOBHEBIE NApAMETPEI HacTpoikm oToBpameHma
Ceoncreo € email
Mma yTEEpH@EHHA B TOKeHE €3 email
Tun J50OM yTeepsgerun € String w
BrmounTe B TOKEH
MOEHTHDMKaLMK L .

BriounTe B TOKeH gocTyna 6 Na .

PucyHok 23 — BarsUP.AM. Hactpowku otob6paxkeHus email

WMamenenune oTobpameHms »

CCHOBHEIE NAPAMETPkI HacTpoiky oToBpameHna
MNpoToxkan openid-connect
Hma oTobpamenms * family name
Tun * CEOWCTED NOAL3I0EATENA w
TpebyeT cornacua Na .
TekcT cornacus LifamilyMName]

PucyHok 24 — BarsUP.AM. OcHoBHble napameTpbl oTobpaxeHus family name
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Namenenne oTobpaneHmn b 4

JCHOBHEIE NapaMeTpel HacTtpoikw oTobpamenna
CeolcTeo 6 lastMame
Wraa yTEEpHAEHKA B TOKEHE ) family_name
Tun JSOM yTeep#asHua € String ~
BriounTe B TOKEH
MASHTHDMKALWMK € A .

BrmiouuTe B TOKEH gocTyna € Na .

PucyHok 25 — BarsUP.AM. Hactpowkn otobpaxeHus family name

Namenenne oTobpaxeHus b 4

OCHOBHRBIE NAapaMETPEI HacTpoiki oToBpameHKa
MpoTokan openid-connect |
M oToBpakeHma * full name
Tun * Mrn nonezoeaTens W
TpebyeTt cornacua Na .
TekeT cornacua LifuliName]

PucyHok 26 — BarsUP.AM. OcHoBHble napameTpbl oTobpaxeHus full name
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Mamenenne oTobpameHws b 4

OCHOBHEIE NApaMETPEl Hactpoiikk oTobpametns
BrmiounTe B TOKEH
MIEHTHDMKaWMH Ha
Brmounte B TOKEH gocTyna € Ha .

PucyHok 27 — BarsUP.AM. Hactpoiku otobpaxeHus full name

MameHeHwe oTobpameHms »

JCHOBHEIE NApAMETPEI HacTpolikn oToBpameHma
MNpoTokan openid-connect
Mma oTobpamenma * given name
Tun * CEOMCTBO NOML30BATENNA A
TpebyeT cornacus Ia .
TercT cornacua LigivenMame}
| Vmewm | Omeewm

PucyHok 28 — BarsUP.AM. OcHoBHble napamMeTpbl 0TobpaxeHnsa given name
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WMameHeHne oTobpameHms »

OCHOBHEBIE NApAMETPEI HacTpoikn oTobpameHma
CeoncTeo 6 firstMame
Mma yTEEpH@eHnn B TokeHe €3 ZIVEN_name
Tun JSOM yTeepsgeHnn € String w
BrmoqmnTe B TOKEH
MASHTHDMKALWKH & Ha .

BrmoumTe B TOKEH gocTyna @ Aa .

PucyHok 29 — BarsUP.AM. HacTpoikn otobpaxeHus given name

MameHeHwe oTobpameHms »

JCHOBHBIE NApAMETPEI HacTpoiikn oToBpameHna
MpoTokan openid-connect
Mma oTobBpamenns * middle name
Tun * CEORCTBED NOVL30BATENA o
TpefyeT cornacua Na .
TeHCT COrNacHA LimiddleMame}

PucyHok 30 — BarsUP.AM. OcHoBHble napamMeTpbl oTobpaxeHna middle name
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MameHeHne oTobpameHms b 4

OCHOBHEIE NApaMETPE! HacTpoikk oToSpasmetma
CeolcTen patronymic
Mma yTEEpH@eHna B TokeHe D middle_name
Tun JSOM yTeep:#geHHa € String b
BrmoqmnTe B TOKEH
MASHTHDMKALWKKH & o .

BrmiounTe B TOKEH gocTyna £ Na .

PucyHok 31 — BarsUP.AM. HacTtponku otobpaxeHus middle name

Namenenne oTobpaneHus b 4

OCHOBHRBIE NAapaMETPEI HacTpoiki oToBpameHHa
MpoToxkon openid-connect |
M oTobBpaskeHma * UsErname
Tun * CEOWCTED NOMLICEATENA w
TpebyeT cornacua Na .
TewkcT cornacua Liusername}

PucyHok 32 — BarsUP.AM. OcHoBHble napameTpbl OTOOpaxeHus username
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MameHeHne oTobpameHms

OCHOBHEIE NAaPaMETPEI HacTpolku oToBpameHua
CeolcTeo € USErmame
Mma yTEEpH@eHna B TokeHe ) preferred_usermame
Tun JSOM yTeep:aeHmua € String w
BHAWOMMTE B TOKEH
MAEHTHDMKALMK Ha .

BEAIOYMTE B TOKEH A0CTyNa 1] Na .

PucyHok 33 — BarsUP.AM. HacTpowkn oTobpaxeHust username

H) 13 BKragkun «MofHOMo4YMSA» CKOMMPYNTE CEKPETHbIN KINOY CUCTEMBI,
0) nepengute B HacTponkn gomeHa BarsUP.AM (PucyHok 34);
n) nepenante Ha Bknagky «Knwouny. Ckonupynte nyoGnuMyHbIA K04  LOMEHA

(PvucyHok 35);

BarsUP Access Manager

HACTPOWKW JOMEHA

HTUDUKALMK

HACTPOWKU CUCTEM
& Cuctemsl

& LLa6noHbl cucTeM

PucyHok 34 — BarsUP.AM. Hactponkn gomeHa
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Cepruduxar
o] [ e |

PucyHok 35 — BarsUP.AM. Hactponku gomeHa. Bknagka «Knoun»

p) nepenaunte no agpecy http://{ip/gomen Bars.AM}/realms/master/.well-known/openid-
configuration n ckonupynTe 3Ha4yeHUsi NapameTpoB (3aKkNYeHbl B KaBblykax): issuer,

authorization_endpoint, token_endpoint, userinfo_endpoint, end_session_endpoint.
14.1.2 Hactpownka Keycloak gnsa pa6otbl ¢ Cuctemon no OpeniD

Mopsgok HaCTPOKKMK:

a) passepHuTe n HacTpounTe Keycloak corfacHo NHCTPYKLUUK
(https://www.keycloak.org/guides#server) nnbo cornacHo WHCTPYKUUW U3 OAHHOro
PYKOBOACTBA;

6) HacTponTe CeTeBYIO CBA3HOCTb Mexay npunoxeHnem Keycloak n Cucrtemon;

B) aBTOpu3yntecb nog agmuHuctpatopom B Keycloak wn nepengnte B pasgen
«Cncrembly;

r) cosgante gomeH. OTKpoMTe BbiNagawollee MEH B agMWHUCTPATMBHOM KOHCOMMW,
HaxxmnTe kKHomnky «[lo6aButb realmy» (PucyHok 36). OTkpoeTtca cdopma co3gaHus
AOMeHa, B KOTOPOWN BBEAUTE Xenaemoe UmMs U NoaTBEpANTE CO3aaHNe HaxaTnem Ha

kHonKy «CosgaTtb» (PucyHok 37);
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@GIKEYCLC

Buibepute realm

ExportTest
Lebedeva realm
Master
Test_rosteh_realm

Ao6aBuTk realm

PucyHok 36 — Keycloak. CosgaHue gomeHa

[obaBuTb realm

Mmnopt BuibepuTe daiin i3]

*

Wma test_arch_realm

BrnroveHo m

OTmeHa

PucyHok 37 — Keycloak. CosgaHue gomeHa

n) ana pycugpukauum Keycloak nepengute B pasgen «Realm settings» BO Bknagky
«Themes» un B rpacde «Default locale» Bbibepute «ruy;

e) nepengute B pasgen «KnueHTbl» B NeBOM MeH aAnda peructpauum Cuctembl
(PvcyHok 38);

@AKEYCLC

Test_arch_realm

Hacrpoiiku Realm

KnueHTs!

LLla6noHb! knneHToB

Ponu

Mocraswmku
naeHTMPNKaUn

®epepauns

PucyHok 38 — Keycloak. Pasgen «KnneHTbi»

X) HaxXxmuTe Ha KHonky «Cos3aaTby;

3) B OkHe «[lo6aBUTb KNneHTax:
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BBeguTte ID knneHTa;
BblbepuTe NpoToKoN KNneHTa «opened-connecty;

Beeaute kopHeBor URL Cuctembl M HaxmuTe Ha KHOMKY «CoOXpaHUTb»
(PucyHok 39).

KnuveHTel Ao6aBnTe KnueHTa

[ob6aBuTh KNeHTa

Wmnopt Buibepute daiin i3
ID knueHTa * test_arch
MpoTokon KNueHTa openid-connect v
KopHesolii URL https://svody3.bars.group

(€ GELICE | OTMeHa

PucyHok 39 — Keycloak. Co3gaHune knueHTa

I/I) B OKHE pefaKTunpoBaHUA KInMeHTa Ha BKIagke ((HaCTpOﬁKM)) BBEOUTE:

«Mma» (MoxeT coBnagath ¢ MOAEHTMAMKATOPOM) 1 onncaHme (Heobs3aTenbHO);
«BkntoyeHoy» - «[day;

«Always Display in Console» - «[Ja;

«Heobxoaumo cornacue» — «[ay;

«Standard Flow BkntoyeH» — «[dax;

«PaspeLueH Direct Access Grants» — «[day;

«Service Accounts BKINHOYEH» - «[Jax;

«Service Accounts BkrtoYeH» - «ay;

«KopHeBoi URL» — kopHeBon URL npunoxeHus 6e3 /;

«Banupauns URI nepeHanpasneHusa» — (/*) — ana tectuposaHus; (/signin-oidc) —
ANSA NPOAYKTOBOro NPUIOXEHUS;

«basoBbin URL» —"/" + Ha3BaHMe NpUNOXKeHMs Nocne AOMEHOI0 MMEHMU;

Web ncronynmkm —"*";

AnNsi oCTanbHbIX MNOSIEN OCTaBUTb 3HAYEHUA MO YMOJT4aHUIO.

B OKHE peaaKTupoBaHuA KIineHTa Ha BKI1agKe «Y4yeTHble gaHHbIEY» BBEOUTE:

«lMposepka nognuHHocTK knneHTay — "Client Id and Secret"”.

B OKHE peaakTnpoBaHUA KIiMeHTa Ha BKIagke «ConoctaBneHusi» pobasbTe

cneayowmne otobpaxkeHnsa no kHornke «[JobaBuTb BCTpoeHHbIe»: email, family name,

full name, given name, middle name, username (PucyHok 40);
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PucyHok 40 — Keycloak. [lo6aBneHvne oTobpaxeHun knmeHTa

MpnumevaHue — OTobpaxeHus Client ID, Client IP Address u Client Host go6aBnsitoTcs Mo ymonyaHuio,

N NX HeNb3A yaanAdTtb. YpaneHve npmeeaeT K HEBO3MOXXHOCTHU pa60TbI nonb3oBatenen ¢ KOMNOHEHTOM aHanuaa

[JaHHBbIX.

M) U3 BKNagku «YYeTHble JaHHbIe» CKOMUPYNTE CEKPETHbLIN Koy,

H)

nepenguTte B HaCTPOWMKM AoMeHa Keycloak http://{ip/aomeH
Keykloak}/auth/admin/master/console/#/realms, BblbpaTb HyXHbIM OOMEH (MO
ymon4yaHuio master). Cnesa BbibepuTe nyHKT «Realm Settings». lNepenante Ha
Bkrnagky «Keys». Ckonupyinte nybnuyuHbin krtod (Algorithm="RS256", Type="RSA",
Use="SIG"). Haxxmnte Ha KHONKy «[1y6nunyHbin kntody». CKONMpynTE KtoY;

nepenauTe Ha Bknagky «naBHasi» pasgena «Hactporikn Realmy», HaxmuTte «Openld
Endpoint Configuration» u ckonupynTe 3HayeHuMss nNapamMeTpoB (3akn4yeHbl B
KaBbl4ykK): issuer, authorization_endpoint, token_endpoint, userinfo_endpoint,

end_session_endpoint.

14.1.2.1 Hactpouka Keycloak gna paboTbl MaccoBOro 3aKcnoprta onepaTtopoB B

«CBopax»

Ona pa6oTtbl «3kcnopta B Keycloak» npousseaute npenBapuTeribHble HacTPOWKU B

Keycloak:

BKIIOYNTE HACTPOMKY «Service Accounts BKMAOYEH» B HACTPOMKax KOHKPETHOro

knneHTta B Keycloak n coxpaHute nameHeHus (PucyHok 41);
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@IKEYCLC

KnvenTsl > test
Test_realm

Test

payu
- Hactpoiikn  Knioum
Hactpoiikn Realm
KnueHtel
1D knuenTa
LUaBnoHs! KNMEHTOR
Wima
Pann
Mocraewmkn Onucakue
npeHTHpMKAL Bamoueno

Degepaiyn
Always Display in Console
nonsb3osarenel

RN Heobxoaumo cornacue

. Tema cTpaHuLLl BXOAA
¥npasnenue

Mpynnbi MpoTokon KnueHTa

Monk3osatenn Tun aoctyna

Ceccnn
Standard Flow BknkoqeH
Cobbitua

Implicit Flow Biniouen
Wmnopt

3kcnopT Direct Access Grants

BK/IOHEH

PoAm LabAOHbI KNNEHTOB Conocraenenns O6nacte OT3b18

test

BbIK

BbIK

openid-connect

confidential

BbIK

Service Accounts BRIKYEH

OAuth 2.0 Device
Authorization Grant Enabled

OIDC CIBA Grant Enabled

BhIK

BbIK

a Admin v

Ceccumn OddpnanH gocTtyn YcTaHoeka

PucyHok 41 — Keycloak. Pasgen «KnneHTbi»

— OTKpOWTE HaACTpoMKKU KnuneHTa. lNosBuTca HoBas Bknagka «Ponwn Service Accounty

(PvcyHok 42);

Knuetsl > test

Test

" Hacrpoliiku
Hactpoiiku Realm P

©  Kwentsl Knacrepusauma

LUa6noHbl KNIMEHTOB .

Service Account

Ponu

Service Account User
MNocTaswnkn

MASHTUGMKALMY
degepayus Poni Realm

nons3osarened

AyTenTidmKkaLma

Mpynns!

Ponwm knvenTos
Monk3oBatenn

Ceccn
CobbiTus
Wmnopt

3kcnopT

YueTHble AaHHbIe

YcraHoBKa

Knioum Ponn WabnoHsl knneHToB Conocrasnenus

Ponu Service Account

service-account-test

Service Account Roles

focTynHeie ponu MpucsoeHHsle ponu

offline_access default-roles-test_realm

uma_authorization

Ao6aenTk BeIGpaHHOE » «¥YpanuTe Bei6panHoe

Q6nacte

default
offline,

uma_authi

OT3bIB Ceccnmn Odpnaiin goctyn

HasHaueHHsIe ponin

les-test_realm

PucyHok 42 — Keycloak. Bknagka «Ponu Service Account» pasgena «KnueHTbi»
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— nepenguTte B 3Ty BKNAAKy M Ha3HaybTe npasa gomeHa (Ponu Realm) (PucyHok 43).

HanmeHoBaHue ponu ctpoutcs kak default-roles-HassaHnePeanma;

Knuetsl > test

Test
- Hactpoiiku YueTHble AaHHbIE Knrouu Ponwn
Hactpoiikn Realm
Knacrepusauma YcraHoBKa

0 Kwentsl

LUa6noHb! KIMEHTOB .

Service Account
Ponn

Service Account User service-account-test
MocTaBikm

Service Account Raoles

nAeHTUGUKALN

Gdegepayua Ponu Realm AocTynkeie ponn

offline_access
uma_autharization

nonk3osareneil

AyTeHTUdUKALMS

rpynnel

PONM KNWEHTOB
Monk3oBaTeny

Cecenn

CobbiTA

Wmnopt

kcnopT

[flo6aBuTh BhiBpakHae >

LUaBnoHb! KNMEHTOB ConocTasneHns 06nactb OT3bIB Ceccmmn Oddnaitt goctyn

Ponu Service Account

HazHaueHHsle ponn

Mpu1ceoeHHsIe ponn
default-roles-test_realm

realm

«YpanuTs Bal 6parnoe

PucyHok 43 — Keycloak. Bknagka «Service Account Roles» pasgena «KnneHTtbl». HasHayeHue

npaB goMeHa

— HasHaubTe npaBa Client. Npaea Client 3aBucaT ot Toro, rge Obin co3gaH KNNeHT: Ha

AomeHe master unu Ha gpyrom OOMeEHe. Ecnu Obin co3gaH Ha apyrom gomeHe, B

Combobox BbIbepuTe 3Ha4YeHne «realm-management» n Bolbepute posb «manage-

users» (PucyHok 44);
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KnueHTsl > test

Test

HacTpoiiku Realm Hactpolikn YUeTHbIE AaHHbIE Knroun Ponn LWabnoHe! kneHToB ConocrasneHns Obnacte OT3bIB Cecann O¢pnaitn goctyn

Knactepusauma YcTaHoBKa Ponu Service Account

g Kmentsl

LLIaBNoHb! KNMEHTOR .

Service Account

Ponu

Service Account User service-account-test
Hn:raau.mxln

npeHTUdMKAL Service Account Roles

Degepayus Ponu Realm TpucsoeHHsIe poni

. default-roles-test_realm
none30Barenen

AyTeHTUOUKALMA

l06aBNTE BhIGPaHHOE » «YganuTs ael akHoe
6. 6, Yo 6

My

Ponw real x |*

Monk3osatenn

Cecenn

CobbiTs

Wnnopt

manage-events

Skenopt flo6aBuTh BhiBpaHHae «YganuTh BeiBpakHoe

PucyHok 44 — Keycloak. Bknagka Service Account Roles pasgena «KnueHTbl». HasHadeHne

npas Client

— un3meHuTe napametp «RealmsName» 6noka <Entries> cekumn Bars.Authorization>

danna svody.config. MNMpumep: <RealmsName>master</RealmsName>.
14.1.3 Hactpownka Cucrtemsbl

HacTtporika aBTopu3aumm no npotokony OpenlD Connect onnceiBaeTcsi B HOBOW CEKLMA
<Bars.Authorization> danna svody.config. [Ons HacTpovku HeobxoaumMo uCMnonb3oBaTb
3HayeHus, nonydeHHole npu Hactponke SSO (cm. n. 14.1.1 gna BarsAM u n. 14.1.2 gns
Keycloak).

B npunoxenun «Csogpl» B danne «svody.config» B cekumn <Bars.Authorization>
BHECUTE COOTBETCTBYIOLLUME MU3MEHEHUSI COrMacHO CKOMWPOBAaHHbLIM paHee napameTpam U B
COOTBETCTBUWN CO BTOPbIM MPUMEPOM.

Mpumep cekumm:

<Bars.Authorization>
<Entries Name="Svody" Enabled="true" ButtonName="Bo¥iTu B
cucreMy" SortOrder="1" AuthorizationType="Default" />

<Entries Name="Keycloak" Enabled="false" ButtonName="BownTu

yepes Keycloak" SortOrder="2" AuthorizationType="OpenId">
<OpenIdConnectProviderConfig>
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<ReverseProxyUrl><!-- URL, Ha KOTOpPHM OyIoeT IepeHalpaBJieH
[IOJIb30BATEJIE IIOCJIE YCIIEUHOM aBTopM3auuM Ha CcTopoHe Openld. Heobxommmo
ykKaseBaTh BHewHMM URL NPpMIIOXKEHMA, IO KOTOPOMY MNPMXOIAT MOJIB30BaTeEJIb
(370 MoOxeT OvBITh URL HOpokCH-CepBepa, Ha KOTOPOM yCTaHOBJIEH https-

ceptudmkar) --></ReverseProxyUrl>

<Issuer><!-- 3HaueHme issuer --></Issuer>

<AuthorizationEndpoint><!-- 3HaueHMe
authorization endpoint--></AuthorizationEndpoint>

<TokenEndpoint><!-- 3Hauenme token endpoint--
></TokenEndpoint>

<UserInfoEndpoint><!-- 3HaueHme userinfo endpoint--
></UserInfoEndpoint>

<SignOutEndpoint><!-- snHauenme end session endpoint--
></SignOutEndpoint>

<ClientId><!-- sHaueHme MmeHTUbMKATOpPA CUCTEMH (BKJIamKa
HacTponkmu) --></ClientId>

<ClientSecret><!-- 3HaueHue "CekpeTHHM KJIOU" CUCTEME
(BkJlaOoka nojiHoMouma) --></ClientSecret>

<Authority><!-- xopuesot URL Keycloak -->/</Authority>

<RealmsName><!-- VmMmsa momeHa SSO npoBanmepa, B KOTOPOM OBLI
coszmaH kJmMeHT--></RealmsName>

<ProviderId><!-- U SSO nporamnmepa (BARS.AM, KeyCloak),
HACTPOEHHOTO AW Ha MNOOKJIOUEHME K TOMY Xe& KJIMeHTy —--></ProviderId>

<ProviderPublicKey><!-- I[lyOnmuHel kJjou OoMeHa Keycloak --

></ProviderPublicKey>
</OpenIdConnectProviderConfig>
</Entries>
</Bars.Authorization>
Kaxabin 6nok «Entries» orBeyaeT 3a cBor cnocob aBTopusawmm ¢ HaCTporKaMn BHYTPW,
nepebin 6NOK OTBeYaeT 3a aBTopM3auMilo NO ymonyaHuwo. Hwke npuBegeHa Tabnuua C
onucaHuem napametpos (Tabnuua 37).

Tabnuua 37 — NapameTpbl 6n1oka <Entries>

Ha3ssaHue napametpa OnucaHue napameTtpa Mpumep ncnonb3oBaHus
Name HaunmeHoBaHne 6roka, anga | Name="Svody"
aBTopu3aLmu

Name="Keycloak"

Enabled MpuHMMaeT aBa 3HayeHus true u false, | Enabled="true"
npu 3HayeHuMn true, Ha 3KpaHe
aBTOpM3auMM  oTobpasutcs  HoBas
KHOMka, npu 3HadyeHun false, Gnok He
y4uTbiBaETCA

ButtonName TeKCT BHYTPUM KHOMKU ButtonName="Bontn yepes Keycloak"

SortOrder Mopsagok COPTMPOBKM KHOMOK, | SortOrder="2"
NPUHMMAaET YUCMOBbIE 3HAYEHMWS, Tak
NPy HanUuMn HECKONbKUX crnocoboB
aBTopM3auun MOXHO NOMEHSATb
MOPSAOK KHOMOK
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HasBaHue napameTtpa

OnucaHue napameTpa

Mpumep ncnonb3oBaHus

AuthorizationType MpuHumaet Default gna aeTopmsaumm | AuthorizationType="Openld"
no ymonyaHunio wu OpenlD pgns
aBTOopu3aumm Yyepes SSO
ReverseProxyUrl Heobxogumo ykasaTb ccbinky Ha | <ReverseProxyUrl>
npunoxeHune https://svody.bars.group/svody-openid-
dev</ReverseProxyUrl>
Issuer 3HauyeHue issuer n3 HacTpoek endpoint | <lssuer>http://192.168.0.0:0000

SSO

/realms/master</Issuer>

AuthorizationEndpoint

3HayeHne authorization_endpoint un3
HacTpoek endpoint SSO

<AuthorizationEndpoint>
http://192.168.0.0:0000
/realms/master/protocol/openid-
connect/auth</AuthorizationEndpoint>

TokenEndpoint

3HaueHune token_endpoint 3 HacTpoek
endpoint SSO

<TokenEndpoint>
http://192.168.0.0:0000

/realms/master/protocol/openid-
connect/token</TokenEndpoint>

UserinfoEndpoint

3HaveHune userinfo_endpoint "3
HacTpoek endpoint SSO

<UserInfoEndpoint>
http://192.168.0.0:0000

/realms/master/protocol/openid-
connect/userinfo</UserinfoEndpoint>

SignOutEndpoint 3HaveHne end_session_endpoint wu3 | <SignOutEndpoint>
HacTpoek endpoint SSO http://192.168.0.0:0000/realms/master
/protocol/openid-
connect/logout</SignOutEndpoint>
Clientld 3HayeHne yHukanbHoro | <Clientld>svody-openid-dev</Clientld>

VIﬂ,eHTVI(bVIKaTOpa CUCTEMDI

ClientSecret

3HayeHne CEKpPETHOro Knk4a cuctemMbl

<ClientSecret>a72d6172-4c8b-4c63-
ab94-2345f9370aad</ClientSecret>

Authority

Ccbinka Ha SSO

<Authority>
http://192.168.0.0:0000/</Authority>

RealmsName

MiMsa OomeHa u3 HacTpoek [OOMeHa,

Hanpumep, master (Tonbko  AnNs
Keycloak, Heobxoaumo ans
BO3MOXHOCTM  MaccOBOro  3KcropTa

nonb3oBatenen wun3 «CsomoB» B
Keycloak, MOXHO ocTaBuUTb NyCTbIM Mpu
HeobXxo4MMOoCTH)

<RealmsName>master
</RealmsName>

Providerld

Heobxoaumo ansa paboThl
aHanuTU4eckMx BbIDOPOK B cny4ae,
€ecnm  aHanuTuyeckue BbLIOOPKU He
ncnonb3ylTcsi, Heobxoaumo yaanuTb
UNN 3aKMNOYUTL B KOMMEHTapUIA

<Providerld>12</Providerld>

ProviderPublicKey

My6nnyHbIN KN4 AOMeEHa

<ProviderPublicKey>
MIIBIJANBgkghkiGOWOBAQEFAAO
CAQ8AMIIBCgKCAQEAyYJdXqJ8lugdl
TPOfuPukQzzZZTi2hD6jUQtKT 1gxJg
AE7s7Lgw4x2hMwK217H099GJP09
YeolYd6S7X8GCcmJzfdumXELUia
VBzfohHDaiAfndzR3vuJRzy72/FN
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HassaHue napameTpa OnucaHue napameTpa Mpumep ncnonb3osaHus

fWOE7J3/cyM+MVrErEENj/giOnzw
IDAQTG</ProviderPublickey>

[Mpumep HaCTPOEHHOM ceKkumn

<Bars.Authorization>
<Entries Name="Svody" Enabled="false" ButtonName="BouTu B
cucremy" SortOrder="1" AuthorizationType="Default" />

<Entries Name="Keycloak" Enabled="true" ButtonName="BownTu uepe3s
Keycloak" SortOrder="2" AuthorizationType="OpenId">
<OpenlIdConnectProviderConfig>
<ReverseProxyUrl>https://svody.bars.group/svody-openid-
dev</ReverseProxyUrl>
<Issuer>http://192.168.0.0:0000/realms/master</Issuer>

<AuthorizationEndpoint>http://192.168.0.0:0000/realms/master/protocol/o
penid-connect/auth</AuthorizationEndpoint>

<TokenEndpoint>http://192.168.0.0:0000/realms/master/protocol/openid-
connect/token</TokenEndpoint>

<UserInfoEndpoint>http://192.168.0.0:0000/realms/master/protocol/openid
-connect/userinfo</UserInfoEndpoint>

<SignOutEndpoint>http://192.168.0.0:0000/realms/master/protocol/openid-
connect/logout</SignOutEndpoint>

<ClientId>svody-openid-dev</ClientId>

<ClientSecret>a72d6205-4c8b-4c63-ab9%4-
2345f9370aad</ClientSecret>

<Authority>http://192.168.0.0:0000/</Authority>

<RealmsName>master</RealmsName>

<!-—-<ProviderId><!-- U SSO npormanmepa (BARS.AM,
KeyCloak), HacTpoeHHOTO a AW Ha HNOIOKJIOUEHME K TOMY Xe& KIIMEHTY —-—
></ProviderId>!-->
<ProviderPublicKey>MIIBIJjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAYJdXgJ81l
U8QlTPOfuPukQzzZZTi2hD6JUQtKT1gxJgAETsTLgw4x2hMwK217Ho99GJPo9Ye0lYd6S7X
8GCcmJzfdumXELUiaVBzfohHDai/gdRI3u6PsLwpERaXOrddNy3s4XbdGs2R/FfAyeTbHFU
cR3L/4u4235Ba2P+7tQZoT37CI48dhrQvwRGhvjDcPZfGuChbE6D9rAkgOizRofgZ4KE55QLR
/cyM+MVrErEEN] /giOnzwIDAQGR</ProviderPublicKey>

</OpenIdConnectProviderConfig>
</Entries>
</Bars.Authorization>

CoxpaHute cann svody.config n nepesanyctute nNpunoxeHue.
MpumeyvaHus
1. Npu HacTpolike cekumm MOXHO AobaBNATb HECKONbKO 6rokoB «Entries» noapsia B 3aBUCUMOCTU OT TOTO,

Kakoe KonmyecTBo cuctem Heobxoaumo noaxnounts (Hanpumep, BarsAM n Keycloak ogHoBpeMeHHO).
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2. nga aBTtopusauumn yepe3s ECUA TpebytoTca HacTponku Ha ctopoHe BarsUP.AM no npotokony OpeniD

Connect n peructpaums C B ECUA (https://esia.pro/integraciya_esia_gos_org).

Ecnn ucnonbsyetcs Nginx, HEO6X04MMO BHECTU UBMEHEHUSA B KOHODUTYPALIMOHHbLIN dhann

Nginx npunoxeHus no nytn «etc/nginx/conf.d». ameHeHus kacatoTcs napameTpos buffer.

Mpumep HacTpoeHHoro channa:

location /sss {

}

limit reqg zone=one burst=10;

limit conn two 10;
client max body size 500M;

proxy pass http://127.0.0.1:5011/sss;

proxy http version 1.1;

proxy set header Upgrade $http Upgrade;

proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;

proxy set header X-Forwarded-For Sproxy add x forwarded for;
proxy set header X-Forwarded-Proto Srealscheme;
proxy set header Connection keep-alive;

proxy set header Connection "upgrade";

proxy send timeout 600s;
proxy read timeout 600s;
proxy connect timeout 600s;

proxy buffer size 64k;

proxy buffers 4 64k;
proxy busy buffers size 64k;

proxy temp file write size 1024k;
proxy headers hash max size 512;
proxy headers hash bucket size 128;

BbinonHuTe nepesarpysky KOMaHOOW:

nginx -s reload

14.2 HacTtpoiika Cuctembl gna pa6otsbi c OpenLDAP

14.2.1

HacTtpownka Kerberos

MpumevaHue — [aHHbii TMN aBTopu3aumm paboTaeT Tonbko Ha OC Astra Linux Special Edition

(CmoneHck).

[na koppekTHon paboTbl aBTopu3aumm 4epesd kerberos B Cucreme «Csoably,

HeobxoaumMo B keytab-ghann 3anucaTtb Kntoun gOMeHHbIX crnyx6 HTTP n LDAP. o ymon4yaHuto

Takoun hann HaxoauTcs no nytn /etc/krbS.keytab. Ecnv nnaHnpyeTtca ncnonb3oBaTtb 3TOT dhann,

HeobxoauMo aaTb npaBa Ha YTeHuMe 3TOoro ganna nofb3oBaTesito, OT UMEHU KOTOPOro 6yp,eT

3anyuieHo npurnoxeHune «Ceoabl».

UTt06bI fOBGaBUTL KoUK cnyx6 B keytab-cann, BoinonHuTe:

nony4ynTe npasa agMUHUCTpPaTopa AOMEeHa OT MMEHU Cynepnofib3oBaTenNnA:
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sudo kinit admin

— [encTBys OT WMMeHW cynepronb3oBaTens C npaBamMu agMuHuUcCTpatopa [OMeHa,
nonyynte M coxpaHute Ttabnuuy kntoden cnyx6 HTTP mn LDAP (nyte danna
letc/svody.keytab moxHO BblGupate nwbon, nmMbo wmcnonb3oBaTb ann  no
YMONYaHU1I0):

- ansa IPA:

sudo ipa-getkeytab -s ipal.ipadomainO.ru -k /etc/svody.keytab -p
HTTP/hostname
sudo ipa-getkeytab -s ipa0O.ipadomainO.ru -k /etc/svody.keytab -p
ldap/hostname
— pana ALD:

keytab="/etc/svody.keytab"

ald-client update-svc-keytab HTTP/hostname --ktfile="Skeytab"

ald-client update-svc-keytab ldap/hostname --ktfile="S$keytab"

—  eCnu KNnouu crnyx6 6binm coxpaHeHbl B oTAeNbLHOM keytab-gaine (He B ToM, KOTOpbIn
no nytu /etc/krb5.keytab), nante npasa Ha YTeHne 3TOro panna nonb3oBartento, ot
MMeHUn KoToporo ByaeT 3anyLieHo npunoxeHve «Ceoabl».

[anee B ganne svody.config oTpeaakTupymnte cekumo <Bars.Authorization>, no6aBbTe

HOBYIO 3anucb ¢ TUNoM asTopusaumn "Kerberos":

<Entries Name="SvodyKerberos" Enabled="true" ButtonName="BownTtu
yepes3 poMeH" SortOrder="1" AuthorizationType="Kerberos">
<KerberosAuthenticationConfig>

<Login><!-- JIOTMH IOOMEHHOM YYEeTHOM 3alMucCMu C IpaBaMM IIOMCKa
B LDAP --></Login>

<Password><!-- mapoJib IOOMEHHOM YUYeTHOM 3alucCKu C IpaBaMu
nomucka B LDAP --></Password>

<Realm><!-- Realm koHTpoJuIepa IoMeHa --></Realm>

<DomainControllerName><!-- TlojmHOe dns-¥uMMs KOHTpPOJIJIEpa

nmoMeHa --></DomainControllerName>
<UsersOu>users</UsersOu>

<GroupsFilterAttribute><!-- LDAP-aTpmubOyT TI'PYIIH, 10 KOTOPOMY
OymoeT BHIIOJIHEH [IOMCK TPYIN IOOMEHa, B KOTOPHEE noBaBJIeH [OJIB30BATENb (IO
yMoJiuaumio memberUid) --></GroupsFilterAttribute>
<CCacheDirectoryPath>/tmp</CCacheDirectoryPath><!-- nyTe kK
nanke, kKyna OyOoyT COXpaHAaTbCcda OumjeTel kerberos —-->
<KeyTabPath>/etc/krb5.keytab</KeyTabPath><!-- nyre mo

bamia keytab, B KOTOpPOM COXpPaHEHHBl KJIOUM JOMEeHHHX cJyx0 HTTP u ldap -->
</KerberosAuthenticationConfig>
</Entries>

MpumevaHne — Ecnn B Cucteme HacTpoeHa kerberos-aeTopusaums, To BTOpbiM cnocobom aBTopmusaumnm

MOXeT BbITb TOMbKO AedonTHas (Mo NOrMHY 1 Naponio).
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14.2.2

Co3paHue nonb3oBaTtenen Ha ALD-cepBepe

[nsa koppekTHon paboTbl B ALD gormkeH 6biTb y>ke 3aBeeH CUCTEMHbIN NONb30oBaTeNb,

OT UMEHN KOTOPOro 6y,ueT NPOUCXOANTb NpoBepKa YH4ETHbIX 3anmcen obbIYHbIX NONb30BaTENEN.

Y aToro nonb3oBaTens AoMkHbl ObiTb NpaBa Ha YTeHue Bcero LDAP-gepeBa.

Y ocTanbHbIX nonb3oBaTenen gocrtyna k LDAP-kaTtanory moxeTt He ObiTb, HO OOSKHbI

6bITb NpaBa BXxo4a M NPOCMOTPa CBOErO yana.

[ns paboTbl CUCTEMBI BaXKHbl OTMEYeHHble nons (PucyHok 45):

* =
=/ YnpasneHue nonuTukoi GesonacHocTw - Monb3oBaTens foMeHa: test

@ain Mpaeka HacTpodku Momowb

o

~ @
Monb3oearenb qoMeHa: test
Z 0obuwme

GECOS: 5

Mpuerunerin noMeHa

2501 = BnokvpoBaTh

Naponb

€ A OMeHE [loM. KaTanor: HameHnTb

Jald_home/%

[_] nevarats
MonHoe umsa: =

@oTo
Monutk apones Onucanme:

Tun ©C: no yMON4aHKIo v

. IloMm. cepeep: 2 I v I

2 O6onoyka: /bin/bash

Nepew4Hana rpynna:

3 I = test v I

Fpynnbl goMeHa

HaumeHosaHwe -~ GID Onucaxune

PucyHok 45 — KapToyka cMcTeMHOro nonb3oBaTens

JlornH nonb3oBatend. o aTMm NorMHOM nosb3oBaTenb aBTopmusyetcd kak B OC, Tak
n B «CBogax», CBA3Ka Nonb3oBaTenen Toxe NponcxoauT no 3TomMy Nono;
[loMmeHHbI cepBep. HyXHO, 4TOBbLI ObIT TOT Xe, Y4TO M B KOHJwure B none
<DomainControllerName>;

pynna nonb3oBatens. [lapameTp, KOTOpbIK YyKasbiBaeT Ha  OrOKNPOBKY

nonb3oBartens. Ecnu nonb3oBaTenb 3abrnokMpoBaH, TO OH HE CMOXET BOWUTWU MO

AOMEHHOM y4eTHOW 3anucu. Ho ecTb orpaHMyeHns:

— ecnu nogknyeHa obblyHaa aBTopU3aums, U Nonb3oBaTenb He 3abfoKMpoBaH B
«CBogax» (CUMHXpOHM3auus napameTpa OMNOKMPOBKM HE NpoucxoguTt npu
aBTOpM3aumm), TO Nog 3TON YYETHOW 3annCbl0 MOXHO OydeT 3alTn C NOMOLLbIO
00bIYHOro OKHa aBTOpPU3aLK;

— ecnu 3TOT nonb3oBaTtenb 6bin co3gaH B «CBogax» aBTOMAaTMYECKM Npu BXoAe
yepes kerberos, To naponb oT «CBOAOB» HEM3BECTEH, @ €CNN €ro CMEHUTb U3

«CBogoB», Torga He byaet paboTtaTb pasgen BblGoOpok, T.K. naposnib B «CBogax»
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n B AW He Bynet coBnagatb, U asTopusaunsa B KOMNoOHeHTe aHannsa AaHHbIX He
nponger.
— [Naponb nonb3oBartens.

MpumeuvaHue — MNocne cosgaHusa nonb3oBaTtensd Ha ALD-cepBepe, oH He nosiutca B Cucteme. Emy
Heobx0QMMO MonbiTaTbCA aBTOpu3oBaTbcs B Cucteme, a agMuMHUCTpATopy nocne aToro fobasButb ero yepes

dyHkumoHan «[Jobasutb n3 LDAP», KOTOpbI onNncaH B AOKYMeHTe « PykOBOACTBO agMUHUCTpaTopay.
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15 HacTtpounka Cuctembl ansa paboTbl C aHaNUTUYECKUMU BbIOOpKaMm

[aHHbIN pasgen [OCTyneH B TOM Crlyvyae, ecnv B napamMeTpax fMLEH3MOHHOrO Kro4va

npeaycmMmoTpeHo NUCNoJsib30BaHME KOMMNOHEeHTa aHanm3a gaHHbIX.

[ns koppekTHoi paboTbl KoMnoHeHTa aHanu3a AaHHbiXx Heobxoaummo, 4Tobbl agpec

MOﬂ,yJ'IFI COCTOAJT TOJIbKO U3 AOMEHHOIo MUMEHW.

O6HoBNATL cUcTEMY HeobxoamMmo nocnegoBaTenbHo. Hanpumep, onst obHoBneHus ¢ 13

Bepcun Ha 17, HeobxogMmMo nocriegoBaTeNbHO YCTAaHOBUTL BCE NMPOMEXYTOYHbIE Bepcun — 14,

15, 16.

15.1 YcrtaHoBka Docker

YcraHosute Docker cornacHo MHCTpyKUnn:
https://docs.docker.com/engine/install/

Kaxgon Bepcun OC coOTBETCTBYET CBOSI MHCTPyKUMs. Bepcus yctaHaBnvBaemoro

Docker gormkHa 6biTb He Huxke 20.10.9.

Takke yCTaHOBUTE Docker Compose cornacHoO MHCTPyKUUn n B COOTBETCTBUN C BaLUen

Bepcuen OC:

https://docs.docker.com/compose/install/

MpoBepnTb KOPPEKTHOCTb YCTAHOBKM MOXHO C MOMOLLbHO KOMaHA;:
docker --version

docker-compose —-version

Mpumep:

root@dev-svody-web-ubuntu:/home/bars# docker --version

Docker version 20.10.21, build baedalf
root@dev-svody-web-ubuntu:/home/bars# docker-compose --version
docker-compose version 1.29.2, build 5Sbeceadc

BHecnte nameHeHunsa B hann «/etc/sysctl.conf», no6aBmB Tyga CTPOKy:

vm.max map count=262144
3aTem nepesanyctute cnyxby komaHaou:

sudo sysctl -p

15.2 YcraHoBka npunoxeHus Mogyns

CospganTte katanor, B KOTOpom OyaeT B ganbHenwem pabotatb NpuUnoXxeHue:

mkdir /opt/aws
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PasapxuBnpynte MNonyyYeHHbIn AUCTpUBYTMB npunoxeHunsa. Hanpumep, «aw-bc-svody-
Bepcua_penusa.tar»:

cd /opt/aws

tar -xvf aw-bc-svody-Bepcusa penmsa.tar

rm —-f aw-bc-svody-Bepcua penmsa.tar

Cospanite KOHUrypaumoHHbIn dhann .env, ckonupoBaB ero un3 danna .env.dist
cnegyroLlen KomaHoown:

cp /opt/aws/.env.dist /opt/aws/.env

3artem oTpeaakTMpyinTe B 3TOM hanne .env crneayoLmne CTPOoKu:

BACKEND URL=https://url/api (noactaBnsiem CBOU 3Ha4YeHus url,
COOTBETCTBYHOLLUNE JOMEHHOMY agpecy, Ha KOTOPbIV BblAaHa NMLEH3UNS)

FRONTEND URL=https://url (NnoAcTtaBnsiemM CBOW 3HaveHws url, cooTBeTCTByOLINE
AOMEHHOMY apecy, Ha KOTOpbI BblAaHa NNULEH3NS)

Ykaxunte napameTpbl ClickHouse cepsepa:

AW CLICKHOUSE HTTP PORT EXPORTED=8123

AW CLICKHOUSE TCP PORT EXPORTED=9017

MpumevaHnga

1 MNpo4mne napameTpbl AaHHOrO hanna nsameHsTb 6e3 KpanHen HeobXxoANUMOCTU He peKOMeHayeTCs.

2 Ecnu Ha cepBepe kpome Moayns yxe yCTaHOBMEHbl Kakme-nubo Apyrue npunoXeHus, KoTopble
ucnonb3ytoT http nopt 80, cyLlecTByeT BO3MOXHOCTb U3MEHUTb NOPT BEG-NpunoxeHuns. [ns atoro B dawvne .env
MOXHO M3MeHuTb 3HaveHne napameTpa AW_FRONTEND_HTTP_PORT=80 Ha He 3aHaTbIn. OgHako, B LernoM He
pekomeHayeTCsi pa3BopaymBaTb JAHHYK CUCTEMY COBMECTHO C WMHbIMW, He CBA3aHHbIMM ¢ Moaynem Hanpsmyto,
cucTtemamu.

CospgaliTe Bce He0bGXoauMble KaTanoru, BbINOMHUB CKPUNT:

sh create project dirs.sh

BbinonHuTe 3arpy3ky obpasoB n3 apxmesa aw-docker-images.tar.xz ¢ noMoLLbio KoMaHA;:
cd /opt/aws

xzcat aw-docker-images.tar.xz | docker load

,D,O)K}J,I/ITer OKOHYaHuA npouecca BbiMOJIHEHNA 3arpy3Ku.

lMocne 4ero nocnegoBaTesnbHO BbIMNOAHUTE KOMaHAbl COOPKM U NPOBEAEHUSI MUTPaLIUNA:

docker-compose up -d --build --force-recreate
docker-compose exec backend php yii migrate --interactive=0
docker-compose exec backend php yii run-code-migrations
docker-compose exec etl-api /app/manage migrate

Mo okoH4YaHWM Npouecca yCneLwHOro BblMOMHEHNA KOMaHA yCTaHOBKa CHUTAEeTCS
BbIMONMHEHHOMN.
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Mocne 4ero HeOOXOAMMO YCTAHOBUTb FULUEH3MIO, Ucnonb3yst LieHTp ynpaBneHwus.

YcTaHoBKa nuueH3um onvcana B n. 15.8.2.
15.2.1 Pe3epBHOe KONMpoBaHUE NMPUNOXEHUA

MepenguTte B paboyyto OUPEKTOPUIO NPUITOXKEHNS:

cd /opt/aws

BbinonHute OCTaHOBKY NPUINOXXeHUA.

docker-compose down

Cospainite pesepBHble KOnun hannoB KOHUrypaumm:

tar -czf uMmaA peseppHOM komum dalyios koHOMUTypaumu.tar ./.env
./docker ./docker-compose.yml ./docker-compose.prod.yml ./*.sh

Cospanite pesepBHble konuu annos bL:

tar -czf wmma peseppHOM kxonum BI ../db

Cospante pesepBHble KoMK (hansioBoro XxpaHunuuia:

tar -czf uMmsa peseppHOM kommum darioBoro xpaHmwmmma ../file storage

Mo okoHYaHMKM NpPOoLLEeCCOB apxuBaLUnK, 3anycTuTe NPUIIoXeHue:
docker-compose up -d
MpumeyaHne — B kayecTBe anbTepHaTVMBbl MOCMe OCTAHOBKM MPUIIOXEHUA MOXHO 06beauHUTbL

pasgenbHble KOMaHabl B OAHY ANd co3aaHnAa eQUHOro apxmea:

tar -czf ../aw-backup-$(date +%Y-%m-%d) .tar.gz ./.env ./docker ./docker-
compose.yml ./docker-compose.prod.yml ./*.sh ../db ../file storage

15.2.2 OOHOBRNEeHue NPUNoXeHus

Y6eaunTtecn, YTO y Bac CyLLECTBYET aKTyarnbHasi KONUs NPUNOXEHUS, CO34aHHas CornacHo
n. 15.2.1. Nocne aToro MOXHO NpUcTynaTb K OOHOBMEHMIO.
Mepengute B kKaTtanor NpUIoOXeHUs:

cd /opt/aws

3aBepmnte paboTy NpUNOXeHN:

docker-compose down

[MepeHecuTe nMOMyYEHHbIN Yepe3 MeHemKepa Mpoekta AUcTpubyTmuB B KaTanor
npunoxexHus. Hanpumep:

cp /tmp/aw-bc-svody-Bepcus penmusa.tar /opt/aws/
[Mocne yero BbINONMHUTE KOMaHAY pacnakoBKW apxXuBa C 3aMeHOW (hannos:
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tar -xvf aw-bc-svody-Bepcusa penmsa.tar

Mocne pacnakoBku AnA SKOHOMUK pecypCoB apXmB MOXHO yaalnTb!:

rm -f aw-bc-svody-Bepcua penmsa.tar

BbinonHuTe 3arpy3ky obpasoB n3 apxmesa aw-docker-images.tar.xz ¢ noMoLLbo KoMaHA;:
cd /opt/aws

docker system prune

xzcat aw-docker-images.tar.xz | docker load

,D,O)K,EI,VITer OKOHYaHuA rnpoLecca BbiMNOJIHEHNA 3arpy3Ku.

lMocne yero nocnegoBaTenNbHO BbIMNOMHUTE KOMaHAbl COOPKM U NPOBEAEHNSA MUTPaLIIA:
docker-compose up -d --build --force-recreate

docker-compose exec backend php yii migrate --interactive=0
docker-compose exec backend php yii run-code-migrations

o okoH4YaHumn npouecca ycnewHoro BbIMOJIHEHNA KOMaHA, obOHOBIEHNEe cumnTaeTcs

BbINMOJTHEHHbLIM.

15.3 HacTtpoiika KomnoHeHTa aHanu3a AaHHbIX

Ecnu npousBoantca obHoBneHne ¢ 13 Bepcum Ha 17 u Bble, TO Heobxoanm
NULEH3NOHHBIN harn HoBoro obpasua.
[na HacTtponkn KomnoHeHTa aHanmM3a gaHHbIX HE06X0ANMO:
— nepentun B pasgen «O6Limne HaCTPONKn»;
— nepentn B pasgen «lpynnbl nonb3oBaTenen», «llonb3oBaTenbcke» U AobaBuUTb
HOBYHO rpynny «YpaneHne o6bekToB, co3gaHHblXx CBogamMu» C  KOAOM

aw_objects_delete (PncyHok 46).
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PRIOOT T g OO PCOo ToTTi o] TIaTT e

YoaneHune o6bekToB, co3gaHHbIX CBogamMm

Mpodunb rpynnel  [Monb3osarenn O6bekTbl goctyna

aw_objects_delete

YnaneHne obbeKToB, Co3aaHHbIX CBOAaMU

PucyHok 46 — [lobaBneHne nonb3oBaTenbCKon rpynnbl 4OCTyna

nepentu B pasgen «lpoBangepbi» U HaxaTb Ha KHOMKY «[Jo6aBuTby;

B OTKPbIBLLEMCH OKHE YCTAHOBUTb «SIaXoK» B Nonsax «AKTUBHbIN» U «PaspewnTb
CO3[aHu1e HOBbIX MONb3oBaTeNen Yepes BHELWHeE ynpaBrieHney;

BBECTU HAaMMeHOBaHWe nNnpoBanaepa;

Bbl6paTb TMN «OpenlD Tokeny;

BBECTU HAAMUCb KHOMKM CTOPOHHEN ayTeHTumnkauuu,

BblbpaTb 6GasoBble rpynnbl: «lpocmoTp BumXeToB», «[1pOCMOTP yBEeOOMSIEHUAY,

«YpaneHue ob6bekToB, co3fgaHHbix CBogamu» (PucyHok 47);
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svody
OTmeHuTh

OcHoBHoe [Mapametpbi  MannuHr cxembl

AKTVUBHbIA

svody
OpenlD Token
Boittu yepea SSO

BbibpaHo: 3

Pa3pewnTb cosnaHune HOBbIX Nonb3osarenen
Yyepes BHelwHee ynpasneHue

AHanuTuk

PucyHok 47 — AW. CosgaHue npoBargepa

3agaTb TUN NONb30BaTENS MO YMONYAHUIO « AHANUTUKY;

nepenTn Bo BKNaaky «lMapameTtpbi»;

B none «WMpeHtndpukatop WA» ykasatb ID knneHTa/cnctembl, CKONMUPOBAHHLIN B
n. 14.1.1 ana BarsAM n n. 14.1.2 ana Keycloak;

B none «CeKkpeTHbIN KN4 A0CTynay yKasaTb CEKPETHbIA K4, CKOMMPOBAaHHbLINA B
n. 14.1.1 ana BarsAM n n. 14.1.2 ana Keycloak;

B none «BrhewHun URL» Bnucate URL poctyna go pgomeHa SSO, Hanpumep,
http://192.168.0.0:0000/auth/realms/test_arch_realm;

nepentn BO BKNagky «MannuHr cxembl» M OobaBUTb K YKe CyLLECTBYHOLIUM

3Ha4eHusM 3HadveHus: preferred_username n email (PucyHok 48);
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MannuHr cxembl

Bez cooTeETCTANA

login preferred_username
email emnail
state BEEOWTE 3HAUEHWE

user_roles BeeAMTE 3HauEHWE

PucyHok 48 — MannuHr cooTBeTCTBUSA

— ckonupoBaTb KoO nNpoBaildepa W3 aapecHOM CTPOKW, Hamnpumep, B agpece

https://svody-aw.bars.group/app/admin/providers/update/13, a1o uncno éyget 13.

15.4 Hactpoiika svody.config u cekumum <Svody.Aw>

[na koppekTHon paboTbl aHaNMTUYECKMX BbIOOPOK HEOBXOOMMO HACTPOUTb CEKLMIO
<Svody.Aw> 1 gononHuTb cekumo <Bars.Authorization>:
— CKOMUPOBaHHbIN KoA npoBangepa Heobxoommo BBecTu B Ter <Providerld> cekuum
<Bars.Authorization>;
<ProviderId><!-- U SSO npomamzmepa (BARS.AM, KeyCloak),
HACTPOEHHOTO a AW Ha MNOIKJIUEHME K TOMYy Xe KJIMeHTy —--></ProviderId>
— HacTpouTb cekumo <Svody.Aw>, onncaHus napameTpoB OnNucaHbl B Tabnuue Huxke
(Tabnuua 38);

Tabnuua 38 — NapameTpbl cekumm <Svody.Aw>

HasBaHue napameTpa OnucaHue napameTpa Mpumep Mcnonb3oBaHuUs

<Db> HaunmeHoBaHune B[] ClickHouse <Db>default</Db>

<Host> Appec cepepa B[l ClickHouse <Host>192.168.0.0</Host>

<Port> MopT cepeepa B[] ClickHouse <Port>9017</Port>

<User> Mma nonb3osatens B ClickHouse <User>default</User>

<Password> Mapone nonb3oeatens B ClickHouse <Password>enter4z
</Password>

BaseUrl Apnpec AW, B kOHLEe He JoImKHO BbITb cnawwa | <BaseUrl>https://svody-
aw.bars.group</BaseUrI>
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HasBaHue napameTtpa

OnucaHue napameTpa

Mpumep ucnonb3oBaHUs

AdminLogin

MNonb3oBatens npunoxenna AW, KOTopbIn
uMeeT MNpaBoO Ha co3daHWe  HOBbIX
nons3osBarenem

AKTyanbHO TONbKO AN aBTopM3auun Yepes
LDAP

<AdminLogin>admin
</AdminLogin>

AdminPassword

Maponb oT nonb3oBartens npunoxexHns AW,
KOTOPbIA MMEET NpaBO Ha CO3OaHNE HOBbIX
nonb3oBaTenemn

AKTyarnbHO TOMbKO OJ1 aBTopu3aummn Yepes
LDAP

<AdminPassword>123456
</AdminPassword>

Mpumep cekumm:

<Svody.Aw>

<Db><!-- Bl Clickhouse AW —--></Db>
<Host><!-- IP BI Clickhouse AW --></Host>

<Port><!-- TCP IHopt Clickhouse AW --></Port>
<User><!-- TomnesoBaTesns BI Clickhouse AW --></User>
<Password><!-- Ilapojsir nombzoBaTensa BI Clickhouse AW --

></Password>

<BaseUrl><!-- UR1l npunoxeHus AW --></BaseUrl>

<AdminLogin><!-- I[lojb30BaTe]Ib NPUIIOXeHMS AW,

NpaBO Ha CO3IaHMe HOBHIX [OJib30oBaTejser --></AdminLogin
<AdminPassword><!-- Ilaposb OT IOJIb30BATEJNA NpUJIOXeHUT AW,

KOTOPEIM MMEeT [IpaBO Ha CO3IaHMe HOBEIX IoJib30BaTejnen —--></AdminPassword>
</Svody.Aw>

— nepe3anycTuTb NPUIOXeHNe.

15.5 Hactpoiika svody.config n cekuumn <Svody.Analytics>

ﬂﬂﬂ HaCTpOﬁKM KpocCcC-aBTOpm3aunn C KoMnoHeHTOM aHanm3a AaHHbIX Heobxoammo

HacTpouTb cekuuto <Svody.Analytics> n gononHuTb cekumto <Bars.Authorization>:

— pobaBbTe

<Bars.Authorization>. [JaHHbIn Ter npuHMMaeT nBa 3HadveHus: true wn false. lNpu

3Ha4YeHnn

aBTopu3aunmn ocyLecTBnATb Bxoa B AW;

<Bars.Authorization>
<Entries Name="Svody" Enabled="true" ButtonName="Bomutu B

cucremy" SortOrder="1" AuthorizationType="Default"
LoginToAnalytics="false"/>
</Bars.Authorization>
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— HacTpouTe cekumo <Svody.Analytics>, onucaHuss napamMeTpoB npuBeneHbl B
Tabnuue Huxe (Tabnuua 39);

Tabnuua 39 — NapameTpbl cekumm <Svody.Analytics>

HasBaHue napameTtpa OnucaHue napameTpa

Visible OTobOpaxeHne/CkpbITUE KHOMKN «AHanMTUKa» - NO  YMONYaHWUio
KHOMKa CKpbITa, YCTaHOBMNEHO 3HaveHne «false»

InFrame OTKpbITUE CTpaHuubl BO Bknagke BHyTpu Cuctembl («truey») vnm B
oTAenbHow Bknagke web-6paysepa («false»)

Url URL agpec, no koTopomy OyaeT npoucxoauTb NEpexod Mo KHOMKe
«AHanuTunka»

Mpumep cekuymn:

<Svody.Analytics>

<!-- OroBpaxaTh KHOIKY AHaIUTMUKA ——>

<Visible>true</Visible><!-- OrobpaxaTh KHONKY AHaJIUTUKa ——>

<!-- true - OTKPHTL B HOBOM BKJIaIke INpujioxeHus, false -
OTKPHITE B HOBOM OKHe Opaysepa--—>

<InFrame>true</InFrame><!-- true - OTKPHITL B HOBOM BKJIAOKE
ceomoe, false — OTKPHTHL B HOBOM OKHe Opays3epa-—-—>

<!--— URl npunoxeums AW. Ykasz3wpBaeTcs 6esz "/" B KOHIE —-->

<Url></Url>

</Svody.Analytics>

— nepesanycTuTe NpuroxeHue.

15.6 AamuHuctpupoBaHue KoMnoHeHTa aHanu3a AaHHbIX

Ecnun paHee y Bac ctoan KomnoHeHT aHanu3a gaHHbix (ganee — Mogynb) 13 Bepcun, 10
nocne obHoBreHns Ha 18 Bepcuio U Bblle HEOOBXOANMO TEKYLUUMM MONb30BaTeNSAM NPUCBOUTL
ponb «AHanMUTUK» U akTUBMPOBATb YYETHYO 3annCb BPY4YHYHO, MNPU  CO34aHUN  HOBbIX
nonb3oBaTenien Npu COOTBETCTBYHLLEN HACTPOWKe npoBamaepa ponb Oyaetr npucBamBaTbCA
aBTomaTuydecku (n. 15.6.5). YctaHoBka nuueH3un n 6asoBas HacTponka cucTeMbl NPON3BOANTCA

C YYETHOW 3anucm TexHm4yeckoro agmmHucTpaTtopa Moayns (tech_admin).
MpumevaHue — [aHHbii crnoco® Bxoga B Mogynb npegHasHadeH TONMbKO ANst TEXHUYECKOro
agMuHuctpatopa Mogynsa. Onucanne Bxoga B Moaynbe And nonb3oBaTend npusegeHo B PykoBoactse

nonb3oBaTend.

Ana Havana paboTsl ¢ Moagynewm:

— 3anyctute web-6pay3ep ABOMHbLIM HaXKaTUEeM NEBOW KHOMKM MbILIW MO ero sipsblKy Ha
paboyem cTone unn HaXxxmmuTe Ha KHorky «ITyck» 1 B OTKpPbIBLLEMCS MEHIO Bbibepute
MYHKT, COOTBETCTBYHOLMI nCcnonbdyemomMmy web-6paysepy;

171



— B agpecHoW cTpoke BBeauTe agpec Moayns;

— B OKHE aBTOpu3auunun nosib3oBaTtend sBegute JIormH U naposfib 1 HAXXMUTE Ha KHOIMKY

«Bountn» (PncyHok 49).

Analytic Workspace 2

BoikTi uepes keycloak 6

BoiTu uepes ECYIA

PucyHok 49 — OkHO aBTOpUM3auuu

OkHO aBTOpM3aUUKN COCTOUT M3 creayroLmx anemeHToB (PucyHok 49):

norotun Mogyns;

HaumeHoBaHne Moayns;
— nore ansa BBoAa NOrMHa;
— none gng BBoAa Napons;

— KHonka «Boutun» gna exoga B Mogynb;

— KHOMKKM BXOOa 4epel3 BHeLlHne npoaaﬁ,u,epbl. KHoMnKK 0To6pa>+<a+0Tc9|, €CIn BHelWlHune

npoBangepbl HACTPOEHbI TEXHUYECKMM agMUHMUCTpaTopom Moaynsi;

— HoMep Bepcun Moaynsi;

— CCbIflka Ha odwuumanbHbii cant Mogynsa. Ona nepexoga Ha ouuuanbHbIN CanT

Mogayns Haxxmute Ha ccbinky «OdumumanbHbIi canT» unu Ha norotun Moayns.

MpumevaHue — B uenax 3awmtbl 06paTHOW CBSA3M NpW BBOAE ayTeHTUMMKAUMOHHOW nHOopMaLmu B

Mogayne He oTo6paxaloTcs BBOAVMbIE CUMBOIbLI B NOSe napons.

Mpw aBTOPM3aUMM NOA YY4ETHOM 3anuUCbIo NONb30BaTESNSA C OTKPbLITON Ceccruen OTKPoeTCH

OKHO C npeaynpexgeHnem 00 ee aKTMBHOCTM C BO3MOXHOCTbHO nepeHoca ceccun Cc oaHoro

ycTponcTBa Ha gpyroe (PucyHok 50). [1nsa 3aKkpbITUss CTapon U OTKPbLITUA HOBOW CECCUM HAXMUTE
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Ha KHOMMKY «I'IepeHeCTM ceccuo», AnAa naMeHeHunA yHeTHOVI 3anucu Haxxmute «OTMeHa» 1 B OKHe

aBToOpun3aunn norsib3oBaTend BBeaunTe J1IormH 1 naporsib.

MpenynpexpeHune

Ceccua NONL20ESTENA YHE BKTUBHE Ha OpYroM
yCTpoicTee. Bel MOMETE NepeHECcTH CECCUID Ha
TeKYLLEes YCTPOWCTED MAW BOWTW NOL OPYroW yYeTHOM

3aMMChH

OTMeHa

PucyHok 50 — OkHo ¢ npeaynpexaeHvem o6 akTUBHOCTM ceccum npu Bxoae B Moaynb

OTkpoeTcsa okHo Mogyns (PucyHok 51). CneBa oTobpaxaeTcs rnaBHOE MEHIO.

Monbsosatenu

Monb3sosarenu

Tpynnbi nonb3osarene

uma EMAIL TN NONb30BATENR AKTVBHIV

AKTUBHOCTDb NO!

Bce Bce
Cxembl focTynos

AHaNUTHK
Mposaitnepbi

Pa3paboTumk

1-20 13153

PucyHok 51 — OkHo Mogayns

UTtobbl nepentn B apyrme pasgensl Moaynsi, HaXXKMUTE Ha COOTBETCTBYIOLLYKO pasgeny
kHonky (1, PucyHok 51). OTKpoeTcsi OKHO BblIOpaHHOro pasgena, uBeT poHa OKHa B KaXOoM

pa3gene pasrind4aeTcA.

O

gl

YT06bl NOCMOTPETb YBEAOMIEHMS!, HAXKMUTE HA KHOMKY (2, PucyHok 51). OTkpoeTcst

OKHO npocmoTpa yBegomneHus (PucyHok 52).

MpumevyaHue — Boane nukTorpaMmmMbl 0TOBpaXkaeTCcsl YMCHO HOBbIX YBEAOMMEHUI (MPU UX HAnu4um).
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JAKPBITEBCE

JHCMopT B CSV

MopMUpoBaHKne csv Galna onAa
EMO¥eTa "ob6pa3” 3aBeplleHO.

Bce yeegoMneHKA

PucyHok 52 — OkHO NpocMoTpa yBe4OMIIEHUS

lMocne npocMoTpa yBeAOMMEHUA HaXMUTE Ha KHOMKY «3aKpblTb BCE», YTODObI 3aKpbITh
OKHO, UNKN Ha KHoMKy «Bce yBegomneHusay, 4tobbl nepentn B pasgen «LeHTp yBegoMIieHUn»
(PncyHok 53).

. .
A\ LeHTp ysepomnernnin 2
@ Bce TUnLI Bce pa3gens Data O MMowck
;n nATA ™n PA3EEN CODBIIEHNE
17.02.2023 1011 Buinonkexo OBHOBNERYIE faHKbIx Mofeny 3EEEDWHNECS CUHXDORYZALNR
03.02.2023 09118 Owvtka Onnata
v 1 131 Moxesars no

PucyHok 53 — OkHoO «LleHTp yBegomneHmniny

Y106l CMEHUTL TeMy Moaynsi, HAXKMUTE Ha KHOMKY [:] (PucyHok 54).
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Monbsosatenu

AoGasuTb

s

AHanuTuK

Pa3paGoTumk

1-20w13153

PucyHok 54 — TemHas Tema Moayns

B doyHKuMn agmuHncTpaTtopa Mogyns BXxogsaTt 3agadn yrnpasfieHns:

— nonb3oBartenamu (n. 15.6.1);

rpynnamm  nons3osaTernen (NpegHasHayeHbl AN MacCcoBOrO0  MPUCBOEHUS
nonb3oBaTesniiM cTaHA4apTHbIX HAbopoB paspelueHuit) (n. 15.6.2);

— aKTMBHOCTbIO Nonb3osartenen (n. 15.6.3);

— cxemamu goctynos (n. 15.6.4);

— nposangepamu (n. 15.6.5).

B Moayne gencteyeT paspewmnTenbHaa Mogernb 4oCTyna nonb3oBaTtenen K gyHKUNAM n
AaHHbIM Apyrnx nonb3oBaTenen. [Joctyn Ko BCeMy Mo ymMonyaHuio 3anpeweH. [na co3gaHHbIX
(cBOMX 0OBLEKTOB) Monb3oBaTeNb MnofnydyaeT JOCTYN cpasdy (B pamkax CBOMX MnpaB JoCTyna K
dyHKunam). [Monb3oBaTens MOXET nNpegocTaBUTb CBOM  OBbeKTbl B OOCTYN  ApYruMm
nons3oBaTensaM 1 rpynnam nosib3oBaTternen.

Monb3oBaTenbCckni MHTepdenc 6noka aaMMHUCTPUPOBaAHMS NOCTPOEH B COOTBETCTBUM

C YKa3aHHbIM Bblle HabopoM yHKLUMI 1 uMeeT cnegytowmn sng (PucyHok 55):
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O [Movck

MonbaoBaTtenwn

[pynnbl nonbsoBaTene
AKTWBHOCTb Nonb3oBaTenei
CxeMbl 4OCTYNOB

Npoeanpepbl

PucyHok 55 — lNonb3oBaTtenbscknin nHTepgenc 6y1oka agMMHUCTPUPOBAHUSA
15.6.1 Pa6ota c nonb3oBaTtensamu Moayns

WHTepdenc ynpaeneHns nonb3oBaTtensmmn (PucyHok 56) no3BonsieT BbINOMHATb

cnegylowne AencTeuns:

Monb3osatenn

Monbzosatenu
Tpynnbi nonbsosarene
wMa EMAIL TWN NONb3OBATENR AKTUBHbIN

AKTWUBHOCTb Nnonb3osarene
Bce Bce

Cxembi AocTynos
AHaNUTHK
Mposaiipepsbi

PazpaboTumk

PucyHok 56 — IHTepdenc ynpasneHus nons3oBartenamu

— co3faHue y4eTHbIX 3anucen nonb3osatenen Moayns (15.6.1.1);

— pepakTupoBaHue yYeTHbIX 3anucen nons3osaTernen Moayns (15.6.1.2);
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HasHayeHne Tuna norib3oBaTene U M3MEHeHMe cTaTyca akTMBHOCTU YYeTHbIX
3anucen nonb3oBaTesien — yCTaHOBUTE «GnaXKny HanNpoTUB HEOHBXOANMbBIX 3anncen
MW HaXMUTE Ha  KHOMKY  «HasHaunTb» Ha  NaHenn  UHCTPYMEHTOB
(PvucyHok 56). OTkpoeTcs OKHO Ans Bblibopa Tvna nonb3oBaTenien n U3MEHEHUs
cTaTyca aKkTUBHOCTWU Y4YeTHbIX 3anvcen nonb3osartenen (PucyHok 57). YcrtaHoBuTe
«naXkoKk» HanpoTMB TuUMa W NepeaBuHbTE NepekntoyaTens B rnofie « AKTUBHbBINY
(BnpaBo (BKMOYEH) — ANsA NpegocTtaBneHus gocrtyna B Moaynb, BNeEBO (BbIKMOYEH) —

Aanga 6noKMpoBKU JocTyna);

Haz3HauwuTs

Tin nonb3oBaTensd

PaapaboTymk

CneuwanncTt

AKTUBHBINA

OTmeHa

PI/ICyHOK 57 — OkHO ans Bbl60pa Tuna nosib3oBaTtenen nu N3MeHeHus cTaTtyCa akKTUBHOCTU

YYETHbIX 3anucer nonb3oBartenei

an/IMe‘-IaHMe - ,D,OCTyFIHO co3faHne ToNbKO nomnb3oBaTenen ¢ TUNOM «AHanNUTUK» B COOTBETCTBUN C

OOCTYNHbIMU NOJb30BaATENTIbCKUMU KBOTAMU JTULLEH3UWN.

n3MeHeHue Tuna nonb3osatenen (15.6.1.1);

GrnokuMpoBKa W akTMBaUMs y4eTHbIX 3anucen nonb3oBatenen Moagyna — B Moayne
HEBO3MOXHO yaanuTb nonb3osaTens. [Nonb3oBaTens MOXHO TONbKO 3abnokMpoBaTb
(yyeTHasa 3anucb nonb3oBaTens cTaHeT HeakTuBHa). B Mogyne moxHo 6noknpoBaTb
paHee CO34aHHOro (CyLLECTBYIOLLEr0) Nonb3oBaTeNsa HECKONbKUMK cnocobamu:
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Monb3osateny

Ipynnbl nonb

Mposaiaepobi

B OKHE peAakTMpoBaHWS BblIOpaHHOM OTAENbHOW YYETHOW 3anmMcu nonb3oBaTens
— CHUMUTE «@naxok» B none «AKTUBHbIN» WNN HaXMUTE Ha KHOIMKY
«bnokmposate nonb3oBatena» (PucyHok 61). Otkpoetrcsa OKHO Ans
noaTBepXaeHnsa GrOKMPOBKM, B KOTOPOM HaXMUTE Ha KHOMKy «bBnokupoBaTb»
(PvcyHok 58);

BnokupoesaHue nonszosaTens
Bl neACcTEUTENLHO XOTWUTE 2a6N0OKWpPOBaTE

NoMNe30BaTENA?

OTMEHWUTE

PucyHok 58 — OkHO onst noareepXxaeHust 6110KMpOBKN

B MHTepdence npocMmoTpa cCrnmcka nofib3oBatefnier — HanpoTuB HeobGxoanumMoro

nosib3oBaTesisi CHUMUTE «hnaxok» B ctonbue « AKTUBHbINY (PucyHok 59);

Monksosatenn

MA EMAIL TWN NONb30BATENR AKTHEHEIA

exa Bee

example example@analyticworkspace.ru AHAMNTIK D

PucyHok 59 — bnoknpoBka y4eTHOW 3annucu nonb3oBaTtens B MHTepgence npocMoTpa cnucka

rnonb3oBarteneun

B MHTepdence nNpocmoTpa Cnucka nonb3osaTenien, Bknovas 6rnokMpoBKy cpasy
HECKONIbKUX — YCTaHOBUTE «IIaXKU» HaMNpoOTMB HEeOoOXoAUMbIX 3anucen u
HaXXMUTE Ha KHOMKYy «HasHauuMTb» Ha naHenun UHCTPYMeHTOB. OTKpPOEeTCA OKHO
(PncyHok 57). [lepeBeguTe nepeknoyaTen napameTpa «AKTUBHbINY B

COCTOAHNE BbIKITHOYEH (BJ'IeBO) N HGXMUTE Ha KHOMKY «rlpI/lMeHI/ITb».

3a6J'IOKI/IpOBaHHOFO nosib3oBatend MOXHO pa36ﬂ0KMpOBaTb, T.€. coenaTb akKTUBHbIM.

Mo

BCceM cTonbuam peanuM3oBaHa COPTUPOBKA MO  BO3pacTaHMO/yObiBaHUIO

(PvncyHok 56). Haxmute Ha HammeHoBaHue Heobxoaumoro ctonbua, CnMcoK nornb3oBaTtenen

OTCOpPTUPYETCA MO BO3pPACTAHUIO. |_|OBTOpHO HaXXMUTE Ha HanMeHoBaHMe cTonbua, ChMcok

nonb3oBaTenei oTCopTUpPyeTcs No yobiBaHW. HaxmutTe Ha HaumeHoBaHWe cTonbua B TpeTuii

pas, CUCOK Nonb3oBaTenel oTobpasnTcs 6e3 COPTUPOBKM, U CKPOETCS KHOMKa COPTUPOBKU.
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B Mopgyne npegycMoTpeHa BO3MOXHOCTb HACTPOWKW pasfeneHus npas [octyna K
pasgenam Moayna M K BbIMOMHEHWIO ONpedeneHHbIX ornepauuin ¢ MOMOLLbI YCTaHOBKM
Nnofb30BaTENbCKNX POSIEN.

Cnuncok nonb3oBaTenbCKUX poren (TUNOB Nosfb3oBaTenen):

I'Ipmmet-laHme - ,D,OCTyI'IHO co34aHue TOMbKO Monb3oBaTenen ¢ TMNomM «AHanMUMTUK» B COOTBETCTBUN C

AOCTYNMHbIMU NOJ1Ib30BaATEJNIbCKMMUN KBOTAMU JTMLIEH3UN.
—  «AHanuTMkK» — cneumanuct, obnagarolwmin NpaBamuM Ha Co3gaHME U U3MEHEHMEe
BUI)KETOB.
Mpumevanne — MakcMmManbHOE KOMUYECTBO aKTUBHbIX MONb3oBaTenen ponu
onpeaenseTcsa NUUEH3NOHHbIMU OrpaHUYEHNSIMIA MO KOSNTMYECTBY MOfb30BaTENbCKNX
NULIEH3NNA.
OnucaHve npegocTaBneHnst 40CTyna nosib3oBaTtenemn ¢ TMNoM «AHanUTUK» K o6bekTam
Mogayns npuseneHo B Tabnuue Hmxke (Tabnuua 40).

Tabnuua 40 — lMpegocTtaBneHne OOCTyna nonb3oBaTenen ¢ TUNOM «AHaNUTUK» K obObekTam

Mogayns
OnucaHue npaBa goctyna kK oobektam Mogyns AHanunTuk
OocTyn k pasgeny «BupxeTbl» +
MpocmOTp 1 3KCNOPT AOCTYMNHOrO BUOKETA +
[oGaeneHne BuaxeTa +
PepaktupoBaHue JOCTYNHOrO BUOKeTa +
AaomuHucTtpuposaHne Moayns -

MpumevyaHue — B Ttabnuue Bbiwe (Tabnuua 40) gocTynHbIM Ha3biBaeTcs obbekt Moayns, KoTopbin

Cco3daH TeKyLKnM norib3oBaTtesieM Uinn K KOTopomMmy npenoctaBlfieHbl COOTBETCTBYHOLLME MNMpaBa.

15.6.1.1 Co3spaHue nonb3oBartenen Moayns

[ocTynHO co3gaHue nonb3oBaTenen kak B pasgene «[llonb3oBatenu» (C MOMOLLBIO
KHoMkn «[o6aBnTb»), Tak M aBTOMATUYECKOE CO34aHue Monb3oBaTenen npu YCTaHOBKe
«(pnaxka» B none «Pa3pelumTb co3gaHne HOBbIX NONb3oBaTesien Yepes BHELUHee ynpasrieHme»
npu HacTpownke nposargepa (n. 15.6.5).

[na co3gaHna ydeTHOW 3anmcu norib3oBaTenil HaXMmuTe Ha KHonky «[obaBuTb» Ha
naHesnu MHCTpyMeHTOB (PncyHok 56). OTKpoeTCs OKHO co3aHnsa HOBOro nosb3oBatensd (PucyHok
60), B KOTOPOM 3arnosnHUTe Noss:

— «JlornH» — BBEOQMTE NOMMH (Lenoe crnoeo 6e3 npobenos naTnMHcKUMn Gyksamm);
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— «Tun nonb3oBaTena» — Bbl6epI/ITe M3 BblMagawwero Crnnmcka Tun nornb3oBaTend

«AHanntunk». OnucaHne TMNOB Nosib3oBaTens npueegeHo B n. 15.6.1;
MpumeyvyaHne — B MOMEHT COXpaHEeHUs1 HOBOW Y4ETHOW 3anucu nosnb3oBaTenst UM M3MeHEeHHON y4eTHOWN
3anuncu BbIMOMHAETCA NPOBepKa OOCTYMHbIX MONb30BaTENbCKUX JNIMLEH3NOHHBLIX KBOT. ECnM AOCTYMNHbIX KBOT Ha
TpebyeMblli TUM MONb30BaTENS HET — HE COXPAHSIIOTCS BHECEHHble W3MEHeHWsi. [JOCTYyMHO co3gaHue TONbKO

nonb3oBaTenen ¢ TMNOM «AHanUTUK» B COOTBETCTBUN C OOCTYNHbIMU NOJNb30BaATENIbCKUMUN KBOTAMU JTULIEH3UN.

«ONEeKTPOHHasA NoyTa» — BBEAUTE SNEKTPOHHYIO MOYTY;

— «[Maponb» — BBeAnTe Napons. [pu yctaHoBKke «dnaxka» B none «lpeasaputensHas
npoBepka 4epe3 LDAP cepBep» Heobsa3aTenbHO YykasbiBaTb W NOATBEPXOATb
napornb;

— «[loBTOpPUTE Naposib» — NOBTOPHO BBEAUTE Naposib;

— ycTaHoBuTEe «naxok» B none «AKTMBHbINY. Mpn co3gaHmMm HOBOro Nosib3oBaTens
«pniaxxok» ycTaHOBMNEH aBTOMaTUYECKN;

— ycTaHoBuTe «draxok» B none «lpegBaputensHas npoBepka Yepes LDAP cepsep»

ANs npoxoxaeHust asTopmsauumn Yepes LDAP cepsep.

HoBaeneHue nonb3oBaTens

ARTNEHEIR

MNpensapyWTensHans Npoeepka Jepes LDAP cepeep

examplie

AHENNTHE

i

exam mail.com

(=]

e

)]
=]

PucyHok 60 — OkHO co3gaHns HOBOro nonb3oBaTtens
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Haxmute Ha kHonky «CoxpaHuTb». B criydyae ycnewHoro coxpaHeHusi oTobpasuTtcs

yBegomMIieHne 0 BHECEHHbIX USMEHEHUAX
None «AKTUBHbINY» NO3BONAET BPEMEHHO OTKIMKYNTb BO3MOXHOCTb BXO[4a B MOﬂ,yJ'Ib and
CO34aHHOro nosib3oBaTesid, He yaanad ero CoBcem (CHVIMI/ITe «cbna>|<0|<» NN HAXMUTE Ha KHOTMKY

«bnoknpoBaTtb nonb3oBaTens»).
15.6.1.2 PepakTupoBaHue nonb3oBartenen Moayns

Ans u3mMeHeHMs y4eTHOW 3anucu nornb3oBaTens ycTaHOBUTE «NaXoK» HanpoTuB
HeoOXoAMMOW 3anuMcyM U HaXMuUTe Ha KHomky «PepakTMpoBaTb» Ha MaHenu MHCTPYMEHTOB
(PucyHok 56). OTKpoeTCcst OKHO peAaKkTUpOBaHUSA y4eTHOW 3anucu nonb3oBaTtens (PucyHok 61).

example

Mpogune Tpynns  OGLEKTH gocTyna

AKTIEHBI

MpensapvTensHas Npoeepka yepes LDAP cepeep

example

example@gmail.com

.......

|||||||

PucyHok 61 — OKHO pegakTMpoBaHUS y4eTHOM 3anMcu nosib3oBaTens

Onepau,mm M3MEHEHNA NapamMeTpoB M npaB AnAd CywecCTByrwero nosfib3oBaTtenia Cco
CTOPOHbI TEXHUYECKOIro agMMHNCTpPATOpPa MOLI,yJ'IFI BKITHOYAOT BO3MOXXHOCTU:

— W3MEeHeHMe crieayruwnx AaHHbIX NOJIb30BaATENAL
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— JOruH;
— Tun nonb3oBaTtens;
— apgpec 9NeKTPOHHOW MoYThl;
— napornb.

— ©BnoKMpoBKa UnNn akTMBauusa nNonb3oBaTens:

— Ans 6nokMpoBKM NONb3oBaTENs CHUMUTE «QNaXok» B norne «AKTUBHbBIAY UK
HaXXMUTEe Ha KHOMKy «BbrnokMpoBaTb nonb3oBaTens»;
— [ANnd akTMBauuu Nonb3oBaTesnsl yCTaHOBUTE «(PnaXok» B rnore « AKTUBHBLINY.
— ycTaHoBka wunu cHate LDAP ayTeHTUdUKaumMm — YCTaHOBUTE WU CHUMUTE
«pnaxok» B none «lMpegsaputensHas nposepka Yepes LDAP cepsepy;

— MpPOCMOTp 1 yrnpaeneHue npasamMu rnorb3oBaTens Yyepes NpuHaaneXXHocCTb K rpynnam

nonb3oBaresnemn.

[lobaBneHne poctyna nonb3oBaTenio K rpynnaMm u obbekram AOCTYMNHbl Kak Ans
CO3aHHOro (HOBOro) nosib3oBaTens, Tak U And n3aMeHsemMoro cylecTsytoLlero. lNMepexon K HUM
BbINOJSTHAETCA Yepes3 OKHO peaaKTUpOBaHUSA BbIOPaHHOMO Nofnb3oBaTenNs.

[na cyuwecTsylowero (co3gaHHOro) nonb3oBaTensa B WHTepdence penakTMpoBaHUN
(PvcyHok 61) otobpaxatotces Bknagku «Ipynnbei» n «O6bekTbl gocTynar.

Bknagka «['pynnbi» cooepXxuTt nHTepdenc npocmMoTpa U HaCTPOMKKU TPy, K KOTOPbIM
OTHECEH [aHHbIN Monb3oBaTelnb, C UENbi nepefadn Mnonb3oBaTento HasHaveHHbIX rpynne
paspeLLeHni.

Mo ymonyaHuio co3gaHHble Nosib30BaTeny BKIKYATCA B Te rpynmbl, KOTOpble yKasaHbl
B kKayecTBe 6a30BbIX rpyrnn B KAPTOYKEe COOTBETCTBYIOLWEro nposanaepa (n. 15.6.5).

[nsa BKNIOYEHUS NONb30BaTENs B rPynnbl HAXXMUTE Ha KHOMKY «[Job6aButb». OTKpoeTCA
OKHO, B KOTOPOM [JOCTYMEH CrMUCOK CUCTEMHbIX W MOSIb30BATEIbCKUX TPYMN C BO3MOXHOCTbIO
MHOXeCTBeHHOro Bblbopa (PucyHok 62). PaHee nobaBneHHble rpynnbl B CNUcke oTobpaxaroTcs
C YCT@HOBJIEHHbIM «(PNaXKkom» 1 HeJOCTYMHbI 4515 NOBTOPHOro Bblbopa. [ns Boibopa Bcex rpynn
yCcTaHoBUTE «naxok» B norne «BblbpaTb BCe» N HAXMUTE Ha KHOMKY « [ IpUMEHUTBY.

[nsa Bbibopa onpeaeneHHOM rpynnbl B NOMe NOUCKa Ha4YHUTE BBOAMTbL Ha3BaHue rpynnbl,
K KoToponm Heobxoaumo npegoctaButb npaBa (PucyHok 62). B Bbinagatowem cnmcke
oTOBpas3ATcA rpynnbl COrMacHoO napaMmeTpaMm Moucka. YCTaHoBUTE «PnaXku» HanpoTus
Heobxo4MMbIX Fpynn UM ycTaHoBUTe «naxok» B none «BbibpaTb HangeHHble» Anga Bbibopa

rpynn, COOTBETCTBYOLLUMM NapameTpam rnovcka. Haxxmmre Ha KHOMKy «[MpuMeHnTb».
MpumeyvaHnga
1 MNocne kaxgow ycTaHOBKM «naxka» B none «BblibpaTe HangeHHbie» NPU pasHblX 3HAYEHUSIX,

BBEEHHbIX B NnoJjie Noncka, HoBble 3Ha4YeHnA 6y/:l,yT nobaBnsaTbes K CTapbiM, a HE 3aMEeHATb UX.

182



2 B cootBeTCcTBUM C OOCTYNHbIMU NOJSib30BaTENIbCKMMW KBOTAaMW JIMLUEH3UM MOXHO CO34aTb TOJIbKO
nosnb3oBartenen ¢ TMNOM «AHaNUTUK» W Bbl6paTb ana HUX TOJIbKO CUCTEeMHbIe Tpynnbl ((r]pOCMOTp BUOXETOBY,

«npOCMOTp yBep,omneHmﬂ», «npOCMOTp NNYHOro KabmHeTa» n Nofb3oBaTeNbCKUE rpynnbl.

example

Mpogune Tpynn OObekTbl gocTyna

@ npocmoTp

BuIGpaTs HaloeHHkLIe

MpocMOTP BUIMETOR
MpocmoTp Modenei
MpocMoTp nadensi

OTMeHa

PucyHok 62 — [lobaBneHne nonb3oBartens B rpynmbl

[o6aeneHHble rpynnbl oTobpaxkatoTca B 0OLLEM CMMCKE Ipynn AaHHOro Nosfb3oBaTens.
Monb3oBaTenb Nony4yaeT BCe Ha3HaYeHHbIe rpynne paspeLleHuns.
[nsa yganeHusa nonb3oBaTens u3 rpynn yCTaHOBUTE «QIaXKn» HanpoTUB HEOBXOANMbIX

3anucen (PucyHok 63) n HaxkmuTe Ha KHONKY «YaanuTby.
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podune [pynnm OB6bekTsl gocTyna

WMA

MpoCMOTR BUOMETOR
MpocMoTP YEEOOMNEHWA
MpocMoTp NMYHOMD KabHeTa

PucyHok 63 — Bknagka «pynnbi» — ynpaBneHne Cnmckom rpynn nosib3oBatens

Monb3oBaTenb Nony4aeT npasa goctyna kK obbektam Moayns, ecnu:

— OHM cOo3aaHbl UM;

— npaBa Ha HWX NPedOCTaBIEHbl €My OPYrMMU MNONb30OBaTENAMM — Bragenbuamu
(cospatensamm) 06BLEKTOB UM MMEOLLMMI NPaBa Ha X agMUHUCTPUPOBAHME;

— npaBa Ha HMX NPeaoCTaBIEHbl EMY TEXHUYECKMM agMUHMUCTpaTopom Moaynsi.

I'Ipep,OCTaBneHme OaHHbIX MpaB AO0CTyna BbINOJIHAETCA B KOHTEKCTE KOHKPETHOIo

obbekTa onmcaHo HUxe.
Bknagka «O6bekTtbl goctyna» (PucyHok 64) cogepXuT uHTepdenc Tonbko Ansg

NpoCcMOTpa Cnucka pakTU4eCcKM YCTaHOBMEHHbLIX OAHHOMY MONb30BaTesnto npas AocTyna K
ob6bektam Moayns. [laHHbIN CNUCOK COAEPXKNUT NONS:

— «HaumeHoBaHue» — HauMeHoBaHUe o6bekTa, K KOTOPOMY NpeaocTaBneH AOCTyM;

—  «Tun» — TMn o6bekTa Moayns;

— «[aTa co3gaHusa» — gata u BpeMsi co3gaHns o6bekTa;

— «[aTta nsmeHeHua» — gaTa u Bpems nameHeHnss obbekra.

Ana ypobcTBa noucka npaB B CAWCKE OH COAEPXUT BO3MOXHOCTU dournbTpauun

BbIBOAMMOM I/IHCbOpMaLI,I/II/I no BCeM NnepeyvncrieHHbIM BbliLLE MNOJIAM.
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Mpodwune [pynnoi  OBbekTbl focTyna

HAMMEHOBAHWE TIn ABTOR [ATA CO3AAHMA [ATA W3MEHEHWA KMIOYM AOCTYMA
Bce = B! Bce
Bupmer
Bluowet 17.02.2023 16:55 17.02.2023 16:55 ABTOpCKME Npasa
Hossii BuOwET Bummet 17.02.2023 15:07 17.02.2023 15:07 ABTOpCKME Npasa
Hosbli BugmeT Bupmet 17.02.2023 14:29 17.02.2023 14:29 ABTOpCKME NpaBa
Buowet e - R
Bummet 10.02.2023 14:53 13.02.2023 13:25 8
Hosbli BUOMET Buomet 13.02.2023 10:28 13.02.2023 10:28 ABTOpCKME Npasa
Hoewiih sugseT BugmeTt 13.02.2023 10:26 13.02.202310:27 ABTOpCKME Npasa
Hoswii sugwet Buamet 10.02.2023 14:58 10.02.202315:03 ABTOpCKME Npasa
10.02.202315:01 10.02.202315:01 ABTOpCKME Npasa
1N N2 2022 15-M 1N N2 20722 18-M ARTAncyua NNARA

-9mag

PucyHok 64 — Bknagka «O6bekTbl 4OCTyna» — NPOCMOTP CAMCKa YCTaHOBIEHHbIX

nonb3oBaTesnio npae gocTtyna Kk obbektam Moayns
15.6.2 Pabora c rpynnamu nosnib3oBaTesien

pynnbl nonb3oBaTenen npegHasHavyeHbl Ans opMUpPOBaHNA, XPaHEHMS U MAacCOBOro
NPUCBOEHMS NONb3oBaTeENsIM CTaH4apTHbIX HAbopos pa3pelueHnin. B Moayne peanu3oBaHbl ABa
BMAa rpynn nonb3oBaTenen: CUCTEMHbIE N NoNnb3oBaTenbekme (PucyHok 65).

Ha o6eunx Bknagkax («CuctemHble» u «[lonb3oBaTtenbckMe») No BceM cronbduam
peanu3oBaHa COPTMPOBKA MO BoO3pacTaHuio/ybbiBaHWO. Haxmute Ha HauMeHoBaHue
Heobxogumoro crtonbua, CnMCOK rpynmn nofib3oBaTenen OTCOPTMPYETCS MO BO3pacTaHuIo.
MOBTOPHO HaXMUTE HA HaMMeHOBaHMe CcTonbua, CNMCOK rpynn Nonb3oBaTeNnen oTCoOpTUpyeTCs
no yobiBaHuo. HaxxmuTe Ha HaMMmeHoBaHWe cTonbua B TPETUI pas, CNMCOK rpynn nosfib3oBaTtenemn

oTobpasnTcsa 6e3 COpTUPOBKN, U CKPOETCS KHOMKa COPTMPOBKMN.
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o Momcx [pynnel nonesoeatenei

CucreMHbie  [lonb3osarensckue

Tpynnbl nonbaoeatened
AKTMBHOCTb Monb3oBaTenei

CxemMbi gocTynos HA3BAHUE KOA rPYMNbl

MNposaiineps!

AOMUHWCTPETOR

MpocMoTR SKAKETOR
MpOCMOTP MCTOYHUKDE
MpocmoTp nuuHoro KabnHeTa
MpocMoTp Mogenen
MpocMoTp nadenain
MpocMoTp NpoekToa
MpOCMOTP YBEnoMNEHHM

LleHTp ynpasneHus

PucyHok 65 — IHTepdenc ynpasneHus rpynnamMmm nosib3oBaTternemn
15.6.2.1 Bknagka «CucrteMHble»

CuctemHble rpynnbl — BCTPOEHHbIE TPYNMbl, KOTOPble HEBO3MOXHO yOannTb WK
[o6aBnTb HOBYIO Jaxe TexHuyeckoMy agmuHuctpatopy Moayns. CuctemMHble rpynnbl 06bIYHO
npegHasHayeHbl Ons Bblgauyy MNOMb30BaTENAM KOMMMEKca paspeLlleHnin, HeobxoamMblxX LS
paboTbl B COOTBETCTBYHOLUMX (YHKUMOHAMNbHbLIX ©6nokax Moaynsa. BCTpoeHHbIMM rpynnamu
asnsaTcsa (PucyHok 66):

—  «AQMUHUCTpATOpP» — NpefocTaBndeT BKAYEHHbIM B HEE NOofb3oBaTensiM JOCTYN K

NHTepgency n QyHKUNAM agMUHUCTpupoBaHua Moayns;

— «[lMpocmoTp BUOXKETOB» — nNpefoCTaBnsieT BKIKYEHHbIM B Hee Mnofib3oBaTesisiMm
AO0CTYN K MHTepdency n yHKLMsIM paboTbl C BUIKETaMU;

— «[1poCMOTPp MCTOYHUKOB» — MNPEOOCTaBMiSieT BKIOYEHHbIM B Hee Mofb3oBaTeNsam
AO0CTYN K MHTEpdency n yHKLMsM paboTbl C ICTOYHUKAMN OAHHbIX;

— «[lpocmoTp nMYHOro KabuHeTa» — nNpedocTaBnseT BKKOYEHHbBIM B Hee
nonb3oBaTensaM AOCTyn K WHTepdency n  (PyHKUMSM  §MYHOro  kKabuHeTa
nonb3oBaTens;

— «[lMpocmoTp mogenen» — npefoCcTaBNAeT BKIKOYEHHbLIM B HEE Nosib3oBaTensiM 40CTyn
K HTepdgency n oyHkumMsamMm paboTbl C MOLENAMMU;

— «[lMpocmoTp naHenen» — NnpegocTaBnAeT BKIIOYEHHBIM B HEE NoSib3oBaTensiM JOCTyn
K HTepdgency n pyHkumsam paboTtbl ¢ MHPOPMALMOHHBIMY NaHENSMU;

— «[lpocmoTp yBegoMmeHu» — NpegocTaBnseT BKMIOYEHHbIM B HEE MOMnb30oBaTeENAM
AOCTYN K nHTepdency n pyHkumsam paboTbl C LEHTPOM yBEAOMMEHUMN.
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© Mouck Tpynnsl nonb3osatenen

CucremHbie | Monbsosatensckume

MonbzoeaTenu

Tpynnsl nonbaoeatenei TR
AKTHBHOCTD NONb30BATENER
HASBAHUE KOL, FRYTIMGI

Cxembl focTynoe

MNposaiaepbl

AQMUHUCTPETOR

MpOCMoTp BMIKETOR
MPOCMOTP UCTOYHIKOS
MpocmMoTp nuyHoro kaGuHeTa
MpocMoTp Moaened
MpocMoTp naHensh
MpocMoTp NpoeKkTos

MpocMoTp yseaoMaeHui

LieHTp ynpaaneHua

PucyHok 66 — CuctemHble rpynnbl

M pnMmedyaHune — B cooTtBeTCTBUM C AOOCTYNHbIMU NOJ1Ib30BAaTEJIbCKUMU KBOTaMU JTMLIEH3UN MOXHO CO34aTb
TONbKO nNonb3oBaTenen C TUNOM «AHaNUTUK» WU Bbl6paTb ana HUX TOJNIbKO CUCTEMHbIE Tpynnbl «npOCMOTp

BUAXKETOBY, «[TpocMoTp yBeaoMneHnny, «[pocMoTp fIMYHOro kKabuHeTax.

[JocTtyn K cCWUCTEMHbIM rpynnam 3aBMCUT OT Tuna nonb3oBatens. OnucaHue
npenocTaBneHnst AOCTyna K CMCTEMHbIM rpynnam And nonb3oBaTenien ¢ TUNOM «AHanNUTUK»
npusegeHo B Tabnuue Huxe (Tabnuua 41).

Tabnuua 41 — MNpegocraBneHne JOCTyna CUCTEMHbIX FPynn nonb3oBaTtenien K oobektam Moayns

AJ1A nonb3oBaTenen ¢ TUMOM «AHanNUTUK»

Ne CucTtemHas rpynna Tun nonb3oBaTens «AHaNUTUK»
1 «AOMUHUCTPATOP» — AOCTYN K pasgeny u dyHKUUAM -
agMuHUcTpupoBaHus Mogyns
2 «lMpocmoTp BUAKETOBY: +
2.1 | — pocTyn K pasgeny «BumxeTbi» +
2.2 | — nNpocMOTp M 3KCMOPT AOCTYMNHOro BUOXKETa +
2.3 | — pobaBneHue BuaxeTa +
2.4 | — pepakTMpoBaHWe OOCTYMHOIO BUAXeTa +
3 «lMpocMoTp NuM4Horo kabuHeTax» +
4 «[lMpocmoTp yBEegOMITEHUN Y +

MpumevaHune — B Tabnuue Bbiwe (Tabnuua 41) goOCTynHbIM HasbiBaeTca 00bekT Moayns, KoTopbi

COo34aH TeKyLKnM norib3oBaTtesieM Uin K KOToOpoMy npeanoctaBlieHbl COOTBETCTBYHOLLME MNMpaBa.

187



15.6.2.1.1 PepakTupoBaHMe CMCTEMHbIX Fpynn nofb3oBaTtenen

[Ans nepexoga K pegakTMpPOBaHUIO AOBaXAdbl HaXMWUTE NEeBOWM KHOMKOM MbIWKW Ha
BbIGpaHHOM B CNUCKE CUCTEMHOW rpyrnne unu yctaHoBuUTE «dnaxok» HanpoTuB HeobXxoamMoMn
CTPOKM W HaXMmuTe Ha KHOMKy «PepaktupoBaTb». PefakTupoBaHue NO3BONSAET YNpaBnaTb
COCTaBOM Ipynnbl Ha BKNagke «llonb3oBatenmy.

[ns BkNoYeHUsa nonb3oBaTenen B rpynny HaxxMuTe Ha KHonky «[JobaBuTtb». OTkpoeTcH
OKHO, B KOTOPOM AOCTYMEH CMUCOK YYETHbIX 3anucen nonb3osatenen Moaynsi C BO3MOXHOCTbIO
MHOXecTBeHHOro Bblbopa (PucyHok 67). PaHee pobaBneHHble nonb3oBaTeniM B CAUCKE
OTOBpaXKalTCH C YCTAHOBIIEHHbIM «(NaXKKOM» W HEAOCTYNHbl ANA NOBTOPHOro Bblbopa. OAns
BblOOpa BCex Monb3oBaTenen yctaHoBuTe «dnaxok» B none «BbibpaTb BCe» U HaXMUTE Ha
KHOMKY «IpUMEHNTLY.

[nsa Bbibopa onpegeneHHoOro nonb3oBaTens B nosie noucka HayHUTe BBOAUTL JIOMMH
nonb3oBaTtens (PucyHok 67). B Bbinagarowem crnvcke oTobpasdaTcs NOornHbl nonb3oBaTenen
cornacHo napameTpam noucka. YCTaHOBUTE «(raXku» HanNpoTUB HEOOXOAUMbLIX 3anucer unu
ycTaHoBUTE «iaxok» B none «BblbpaTb HanmgeHHble» Onsa Bblbopa nonb3oBaTenen,

COOTBETCTBYIOLLMX NapameTpaM novcka. Haxmute Ha KHOMKY «[TpUMeHNUTbY.

MpocMOTp BUIKETOB

Mpodwne rpynnel  Monb3oBatenn

@ exam)|

BolbpaTh HalaeHHbIe

example

OtmeHa

PurcyHok 67 — YnpaBneHue CoOCTaBOM CUCTEMHbIX rpynn
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[ob6aBneHHble y4yeTHble 3anucu nonb3oBaTenen otobpaxakTcsa B oOwem cnucke
nons3osaTernien gaHHown rpynnbl (PucyHok 68). Nonb3oBaTenu nony4alT BCe Ha3HAYeHHble

rpynne paspeLueHus.
MpumeyaHne — CnOMCOK Y4YeTHbIX 3anuceil nonb3oBaTeneir opMupyeTcsa B 3aBUCMMOCTU OT

AOCTYMHOCTM CUCTEMHOW rpynnbl TUMY NMONb30BaTENs, YKasaHHOMY B y4eTHoW 3anucy (Tabnuua 41).
,D,J'Iﬂ yaaneHud nonb3oBaTenem wus rpynnbel  yCTaHOBUTE «(*)J'Ia)KKl/I» HanpoTmnB

HeobxoanMBbIX YYE€THbIX 3anucen B CNUCKE U HaXXMUTE Ha KHOMKY «Ypanntby.

MpocMoTp BUMKETOB

Mpodunb rpynnel  Monb3aoBatenw

Tpynnbi nonb3oBatenei

noruH

PucyHok 68 — Bknagka «llonb3oBaTenn» — ynpasreHne CrMCcKOM nosib3oBaTesien, BKINYEHHbIX

B rpynny
15.6.2.2 Bknapka «[Monb3oBaTenbcKkue»

Monb3oBaTenbCkne rpynnbl — rpynnbl, Co3haBaeMble, peaakTUpyeMble U yaansiemble
TEXHUYECKMM agMUHMUCTpaTopom Moayns, no3Bonsiowme co3aaTb U COXpaHUTb LieneBon Habop
paspeLleHnin Ha gocTyn k o6bekTaM Moayns (KOHKpeTHbIM BUaXKeTam) U NPUCBOUTL 3TU NpaBa

HecKomnbkuM nonb3oBatensam (PucyHok 69).
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[pynnbl nonb3oBaTenei

CucTeMHble  Monb3oBaTenbCcHWe

lpynnbl Nonb3oEaTEnew

[ HazBaHWE

oynna 1

=2

Moynna

(a4}
il

Mpymn

O o o O

loynna 4

PucyHok 69 — lNonb3oBaTenbckme rpynmbl

NHTepdenc ynpaBneHmsa nonb3oBaTeNbCKMMM rpynnaMu No3BossieT BbINOMHATD:
— cosfaHue rpynn nonb3oBartenen Moagyns (kHonka «[1obaBntby);
— pefpakTupoBaHue rpynn nons3osartenen Moayns;

— yganenwue rpynn nonb3osaTtenen Mogyns.
15.6.2.2.1 Cos3paHue nonb3oBaTeNnbCKUX rpynn

Ana no6aBneHns HOBOW NOMb30BaTENbCKOW rPyMnbl 3anofIHUTE NOMg:

— «Kog rpynnbl» — BBeguTe KOA4 rpynnbl (NatuHCKMMn BykBamu, ogHUM CroBoM, 6e3
npo6enoB), KOTOPbIN MOXET ObiTb UCMOMb30BaH Mpy aBTOpPM3aLMK MONb3oBaTeENS
Yyepes BHeLHUM npoBanaep;

— «HaumeHoBaHvne» — BBegUTE HAMMEHOBAHME rPynnbI.

Haxmnte Ha kHonky «CoxpaHutb». OTkpoeTcss uWHTepdenc penakTupoBaHus

nonb3oBaTernbckon rpynnel (PucyHok 70).
15.6.2.2.2 PepaktupoBaHMe nonb3oBaTenbCKUX rpynn

UT0o6bl OTpegakTMpoBaTth rpynny, ABaxabl HAKMUTE NEBOW KHOMKOW MbIlW MO rpynne B
CNUCKe WNM ycTaHoBUTE «raXKoKk» HanpoTMB HEeobGXOAUMOW CTPOKU. HaxmuTe Ha KHOMKY
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«Pe,El,aKTVIpOBaTb». OTKpOGTCﬂ OKHO peaaKkTtnpoBaHuA Nnonb30BaTeSIbCKOM rpynnbl Ha BKnagke

«Mpodune rpynnei» (PucyHok 70).

¢ Hosasa rpynna

Mpodgune rpynnel MNMonbzoBateny OGbekTol gocTyna

Hoeas rpynna

PucyHok 70 — PepakTnpoBaHue Nofib30BaTeNbCKON rpynnbi

Mpn pegakTMpoBaHUWM rpynnbl MOXHO W3MEHWUTb €€ HauMeHoBaHue (Ha Bknagke
«Mpodunb rpynnbl»), a Takke YnNpaBnATb COCTaBOM rpynnbl (406aBUTb MU UCKNIOYUTb
nonb3oBaTenen Ha Bknagke «[llonb3oBaTtenuy») unu npocmaTpmBaTb 00BLEKTHI AocTyna (Ha
Bknagke «O6beKTbl JocTynar).

[Ans BkNoYeHUA nonb3oBaTenen B rpynny HaxXMuTe Ha KHonky «[JobaBuTby. OTkpoeTcs
OKHO, B KOTOPOM [JOCTYIMEH CMUCOK YYETHBIX 3anucen nons3osaterien Moaynsa ¢ BO3MOXHOCTbIO
MHOXecTBeHHoro Bblbopa (PucyHok 71). PaHee pobGaBneHHble nonb3oBaTenu B CNUCKe
oTobpaxaloTca C yCTaHOBMEHHbIM «(naXxkoM» M HeOOCTYMNHbl ANs NOBTOPHOro Bbidopa. [Ang
BblbOpa BCcex norib3oBaTenen yctaHoBUTE «driaxok» B none «BbibpaTb BCE» U HaXMUTE Ha
KHONKY «MpUMEHUTbY.

[ns Bbibopa onpegeneHHOro nonb3oBaTens B Mnofe noucka HayHuTe BBOOAUTb JTOMMH
nons3oBatensa (PucyHok 71). B Bbinagatowem cnuncke oTobpasaTca NOrvMHbl nosib3oBaTtenem

COrnacHoO napameTpam nowucka. YCTaHoBUTE «(raXxkkm» HanpoTMB HEOOXOAMMBbIX 3anucein unm
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ycTaHoBUTE «dnaxok» B none «BbibpaTe HangeHHble» Ans Bblbopa

COOTBETCTBYHOLLMNX NapamMeTpam Nouncka. Haxmute Ha KHOIKY «npl/lMeHI/ITb».

Hosas rpynna

Mpogunk rpynnel Monb3oeatenyn OGLEKTH OCTYNa

D exam

BrlfpaTe HaMOeHHEIE

exampie

OTMeHE

PucyHok 71 — YnpaBneHue cocTaBoM Mosib30BaTeNbCKUX Py

nonb3oBaTernen,

MpumevaHue — lNNocne Kaxgom ycTtaHOBKWM «drnaxka» B none «BblbpaTb HamgeHHbie» npu pasHbix

3Ha4YeHuAx, BBedeHHbIX B Mnosre noncka, HoBble 3Ha4YeHunsA 6y,lJ,yT [obaBnAaTbCs K CTapbiM, a HE 3aMeHATb UX.

[loGaBneHHble Yy4eTHble 3anvMcu Mnosnb3oBaTenen oTobpaxakTcs B

obLiem cnucke

nosib3oBaTenen gaHHon rpynnbl (PucyHok 72). lNonb3oBaTenu nonyvatT BCEe Ha3HaYeHHble

rpynne paspeLueHus.

[nsa ypaneHus nonb3oBaTenel M3 rpynnbl  YCTaHOBUTE «pnaxkM» HanpoTuB

HeobxoauMbIX YYeTHbIX 3anmcemn B CNCKE N HAXXMUTE Ha KHOMKY «Ypanntby.
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Hosasa rpynna

Mpogwune rpynnel  Monb3oBaTenn OGbeKTH AOCTYNa

NOrvH

exampl

5]

exampl

if

PlllcyHOK 72 — Bknagka «[lonb3oBatenu» — ynpasJrieHne CrnMckom nosfib3oBaTenien, BKNYEHHbIX
B rpynny

pynna nonb3oBaTenen nonyyaeT npaea gocrtyna k obvektam Moayns, ecnu:
— npaBa en npefocTaBrfeHbl APpyrMMK  nonb3oBaTendamu —  Bnagesbuamu
(cospatensamm) 06BLEKTOB UM MMEOLLMMI NPaBa Ha X aaMUHUCTPUPOBAHME;

— npaBa ev npeaocTaBneHbl TEXHUYECKUM aaMuHucTpaTopom Moayns.

MpepocTaBneHne AaHHbIX NpaB AOCTyNa BbINOSIHAETCA B KOHTEKCTE KOHKPETHOro
0O6BbEeKTa ONMMCaHO HUXE.

Bknagka «OObekTbl JOCTyna» cooepXuT uHTepdenc ToSbKo AN NpocMoTpa crnvcka
haKkTUYeckn yCTaHOBMNEHHbIX AaHHOM rpynne npas gocTtyna Kk obbektam Moaynsa (PucyHok 73).

[laHHbBIN CIMCOK CcooepXXUT NONS:

«HanmeHoBaHue» — HaumeHoBaHNe 06beKTa, K KOTOpOMY npenocrtaBJieH OOCTYIM;

«Twun» — TN obbekTa Moayns;

«[laTta co3gaHus» — aarta n BpeMsi co3aaHusa oobekTa;

«[daTa nameHeHuss» — gata u BpeMA naMeHeHunA obbekTa.

123

Mpodwune rpynnst  MNoneaceatenn O6bekTw gocTyna

HAMMEHOBAHWE TN OATA CO30AHWMA OATA W3MEHEHWA

A3
A3

BugseTt

Hozoe Bugmer 08.10.202110:14 20.06.202218:00

Eonblwoi BUOMeT Bugmer 26.1.202115:02 28.02.202212:35

PurcyHok 73 — MNpocMoTp cnmcka 06beKTOB AOCTYMNa Nonb30BaTENbCKUX PN
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Ona ynobctBa noucka npaB B CMMCKE €CTb BO3MOXHOCTb (bunbTpauum BbIBOAUMOK

MHopmauumn no BCeM NONAMm.
15.6.2.2.3 YpaneHue nosnb3oBaTefIbCKUX rpynn

Moaynb nossonseT yganuTb paHee CO3fdaHHY (CyLLEeCTBYIOLLYI) NOSb30BaTENbCKYHO
rpynny B MHTepdence NnpocMmoTpa cnucka rpynn nonb3oBatenen. [Ana aToro BbiIOepUTe HyXHYHO
rpynny nonb3oBaTefien U HaXMUTE Ha KHOMKy «YaanuTb». AHaNormyHo MOXHO BblbpaTb U
yaanuTb cpasy HECKOSbKO MNONb30BaTENbCKUX Fpynmn.

Mepea yoaneHMeM OTKPOEeTCsl OKHO MOATBEPXKAEHUS OENCTBUS.
15.6.3 PaboTa c akTUBHOCTbLIO NoNnb3oBaTenen

AKTUBHOCTb MNonb3oBaTenen BbiBOAUT I/IHCbOpMaLl,I/IPO O NOJIb30OBATEJIbCKUX CeCCUAX B

Buae Tabnuubl co cnegyrowmumu nonsamu (PucyHok 74):

«MMa» — norvH nonb3oBaTens;
— «IP-agpecy;

— «[ata n Bpema Bxogay;

— «[aTa v Bpem4 Bbixoga;

— «Bpems akTMBHOCTUY.

O TMouck AKTWMBHOCTb NoONb30BaTENEN

WMF IP AIPEC [IATA W BPEMA BXO[A [IATA M BPEMA BbIXOJA BPEMA AKTMBHOCTH

Tpynnel nonb3osarenei

- 04.03.202213:51 04.02.202214M 00:0019:44
AKTWBHOCTD MONbIOBaTENEH

Cxembi gocTynos 11.07.202215:33
MpoBaitnepel 01.02.2023 12:27 01.02.2023 12:27 00:00:0052
07.12.202113:59 07.12.202113:59 00:00:00:21
09.012023 17:36

18.02.2022 12:20 18.02.2022 12:28 00:00:07:58
15.12.2022 09:19

18.01.2023 17:25

14.01.2022 14:34 14.01.2022 15:51 00:0117:01
18.02.2022 13114 18.02.2022 13:17 00:00:03:22
07.05.2022 11:34

15.12.202119:47 15.12.202119:47 00:00:00:01

PucyHok 74 — OKHO « AKTMBHOCTb Nosib3oBaTenen»

Mo ctonbuy «ms» peann3oBaHa COpTUPOBKA NO BO3pacTaHuio/ybbiBaHuo. HaxkmuTe Ha
HanmeHoBaHue ctonbua, CNMCOK 3anncen OTCOPTUPYETCS NO BO3pacTaHuio. [NOBTOPHO HaXxXmunte

Ha HaumeHoBaHMe cTonbua, CMMCOK 3anuceil oTCopTUpyeTcs Mo ybObiBaHMIO. HaxmuTte Ha
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HaMMmeHoBaHMe cTonbua B TPETUN pas, CAMCOK 3anmcen otobpasuntca 6e3 CcopTUPOBKU, U

CKpOEeTCA KHOMKa COPTUPOBKU.
15.6.4 YnpaBneHue cxemamMu AOCTYNnoB

Cxema 0oCTYnoOB ABMNSIETCA AOMOMHUTENBHBIM CITIOEM MeXAy OaHHbIMWU NpoBanaepoB U
AaHHbIMU nonb3oBaTtenen Moaynsa. YnpoliaeT HacTPOMKy rnpas 4OCTYNa K AaHHLIM MoZenv npu
AobasneHny HOBOro nposangepa.

NHTepdenc ynpasneHus cxemon JocTtynos (PucyHok 75) no3BonseT BbINOSTHATL:

— co3gaHue aTpubyToB AOCTYNa;

— pepakTupoBaHue aTpubyToB JOCTYNa;

— ypaneHuwe aTpubyToB gocTyna.

Cxema poctynoB npeacraBnder cobon cnMcok aTtpubyToB AOCTyna, KoTopble
nepegarTcs BHELWHUMM npoBargepamm B Moaynb npu aBTopmsauun nons3osatens (n. 15.8).

B Mopgyne ectb BcTpoeHHble atpubyTtbl goctyna «login» (noruH), «email» (E-mail),
«state» (ctaTyc) u «user_roles» (ponb). o HUM conocTaBnsAeTCA y4eTHas 3anuchb Norb3oBaTens,
n OBHOBNAKTCA €ero [faHHble. BCTpoeHHble aTpubyTbl He noanexar peaakTUpOBaHWUIO U
yAaneHuto.

o Movcx Cxembl focTynos

HAWMEHOBAHWE ANNAC ™R

AKTUBHOCTB NON:

CxeMbl lOCTYNOB
access_array_str OocTtyn - Maccue (CTpoka) Maccua
Mposaiigepol

rules OrpaHuyeHne CTpoka

pu_shortname KpaTxoe HanmeroBaHne JNY Maccue

w

ccess_array_int LocTyn - Maccue (4ucne) Maccue
access_str Ooctyn - cTpoka CTpoka
access_date Ooctyn - gata Data

access_bool DocTtyn - noruyeckoe Naruseckoe

W

ccess_float docTyn - opoGHoe YnCno Yucno (opobHoe)
access_int LocTyn - Lenoe Y1cno Yucno (uenoe)

nazvanie_territorii HaasaHWe TEpPUTOPIA CTpoka

PucyHok 75 — IHTepdbenc ynpasneHus cxemamu gocrtyna

Mo Bcem cTonbLam peanusoBaHa COpTUPOBKA MO Bo3pacTaHuio/yBbiBaHuio. HaxmuTe Ha
HanuMeHoBaHMe HeoBXoAMMOoro cTonbla, CMUMCOK 3anucert OTCOPTMPYETCS MO BO3pacTaHuIo.

MOBTOPHO HAXXMUTE HA HaMeHOBaHWe cTonbLua, CNMCOK 3anucer OTCOPTUMPYETCS NO YObIBAHMIO.
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Haxmute Ha HammeHoBaHue cTonbua B TpeTunh pas, CNUMCOK 3anucen oTtobpasutca 6e3

COPTUPOBKU, N CKPOETCA KHOMNKa COPTUPOBKHU.

YTtobbI NMPUHNMATb OT npOBa|7u:|,epa anVI6yTbI norb3oBaTesid B BUae MmaccunBa aHHbIX, B

TOM 4ucre pornei nonb3oBaTenen, B cxeMe OOCTYNOB AN AaHHbIX aTpubyToB BbibepuTe TUN

AaHHbIX «Maccue» (PucyHok 76).

15.6.4.1 Co3gaHue aTpubyTOB AOCTYyNa

UTo6bl co3pgaTb aTpubyT [OCTyna, HaxXmuTe Ha KHomky «[lo6aBuTb» B MHTepdence

ynpaBsneHus cxemamum goctyna (PucyHok 75).

OTkpoeTcsa okHO gobaBneHus HoBoro atpmbyTta goctyna (PucyHok 76). [ina aob6asneHns

aTpmbyTa yKkaxute crnenyroLume napameTpbi:

«HanmeHoBaHne» — Lenoe cnoeo 6e3 NpobenoB NaTMHCKMMKN ByKBaMn, YHUKanNbHOE
B paMKax CXeMbl;

«Annacy;

«Tun» — BbIbepuTe 3HavyeHMe M3 BbiNagarowiero cnucka. [OoCTynHbl creaywolime
3HaYeHus:

«Yucno (uenoe)»;

«Yumcno (gpobHoe)»;

«Jlornyeckoe;

«CTpokay;

«[Hatay;

«MaccuBy».

Haxmunte Ha kHomky «CoxpaHuTb». B criyyae ycnewHoro coxpaHeHusi oTobpasutcs

yBEOMIIEHNE O BHECEHHbIX N3MEHEHMUSX « ATpUbyYT foGaBneH».
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CxeMbl OocTynos
HobasneHwe atpubyTa

3aKpbITh

HAMMEHOBAHWE

Yucno (uenoe)

HNorvueckoe

OaTa

Maccue

PucyHok 76 — OkHO co3gaHuna aTpubyTta goctyna
15.6.4.2 PepakTupoBaHue atpubyToB gocTtyna

Y106l OTPEedakTnpoBaTb aTpubyT, ABaXAbl HAXXMUTE NEBON KHOMKOW MbILWN NO 3anucu B
CNUCKE WNM yCTaHOBUTE «raXok» HanpoTUB HEOBXOOAMMOW CTPOKM U HaXMUTE Ha KHOMKY
«Pepaktnposatb» (PucyHok 77).

Mpn pepakTupoBaHuu aTpubyTa MOXHO U3MEHUTbL €ro HaMMeHOBaHWe, anuac, a Takke

TN OaHHbIX.
I'Ipmmeanme - Peﬂ,aKTI/IpOBaTb MO>HO TOJ1bKO T€E anl/I6yTbI, KOTOpble HEe 3a4encTBoBaHbl HA B OAHOM

13 nposangepos (15.6.5.3).
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Cxembl pocTynos
< PepaxtuposaHue aTpnbyTa

PenakTupoeath Yoa
i 1 JaKpbiTh

HAMMEHOBAHWE

login
O email Norux

Crpoka v

PucyHok 77 — PegaktnpoBaHue aTpubyTta goctyna
15.6.4.3 YpaneHue aTpubyTOB focTyna

PaHee co3gaHHbIn aTpubyT MOXHO yOoanuTb B WHTepdence npocmMoTpa chnucka
aTpubyTtoB goctyna. [1na aToro BolbepuTe HYXXHbIN aTpubyT U HAXXMUTE Ha KHOMNKY «YOanutby.
UToObl yOanuTb HECKONbKO aTpubyTOB, YCTAHOBUTE HaNpPOTUB HUX «IaXKU» U HaXMUTe Ha
KHOMKY «YOanuTby.

Mepepn yoaneHnem atpubyTta (HECKOMbKNX aTpnbyTOB) OTKPOETCHA OKHO NOATBEPXKAEHUS

JEeNCTBUS.
MpumevyaHue — Yganutb MOXHO TOMbKO Te aTpubyTbl, KOTOpble HEe 3adelCTBOBaHbl HW B OOHOM M3

nposangepos (n. 15.6.5).
15.6.5 YnpaBneHue npoBangepamu

Paspen «[llpoBangepbl» npegHasHayeH AOns HACTPoOWKM B3avmopencteua Mopynsa c
npoBangepamu nosib3oBaTtesrien: cucteMamu naeHTudunkauum, aytTeHTudukaLmm u asTopmsaumnm
(WA). B Moayne ectb BHyTpeHHUI npoBangep «AW» ¢ Tunom «J1okanbHbIn (User_permissions)y,
KOTOPbIN MCNOSb3YeTCHA TOMNbKO ANs1 TeXHUYecKoro agmuHucTpaTtopa Mogyn4a. Takke B Moayne
MO>XHO HaCTPOUTb aBTOPU3aLMIO Yepe3 BHELLHUIN CepBUC ayTeHTUMKaLum no npoTokoniam Open
ID Connect u LDAP.

C nomowbto OpenlD Connect u LDAP nonb3oBatenu MOryT npoxoauTb
ayTEeHTUUKALMNIO N aBTOPM3aLNIO B HECKOSBbKMX 0BIaYHbIX NPUITOXKEHNAX Yepes3 eanHYH TOYKY

C Ucnonb3oBaHWeM OOHOro forMHa 1 napons.
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[aHHbIn pasgen npeacrtaBnsgeTr cobon peecTp BCEX HACTPOEHHbIX MNpoBangepoB
nonb3oBaTenen (PucyHok 78). B peectpe otobpaxaeTcsa nHgpopmaumsa o nposangepax B nonsx:

— «HanmeHoBaHuey;

— «Twuny;

—  «AKTUBHOCTbY.

Mo Bcem cTonbuam peannsoBaHa COPTUPOBKA NO BO3pacTaHmto/ybbiBaHuo. HaxxmuTe Ha
HanmMeHoBaHWe HeobxoaAMMoro cTonbLa, CNMCOoK NpPoBan4epPOB OTCOPTUPYETCH MO BO3PaACTaHMIO.
MOBTOPHO HaXMuTe Ha HaummeHoBaHuve cTonbua, CNMCOK NpoBavaepoB OTCOPTMPYETCH MO
ybbiBaHUO. HaxxmuTe Ha HammeHoBaHMe cTonbua B TpeTun pas, CAMCOK MpoBangepoB
oTobpasntca 6e3 COpTUPOBKU, U CKPOETCHA KHOMKa COPTUPOBKM.

WHTepdenc ynpasneHus nposanaepamm no3BondeT BbINOMHATDL:

— co3faHuve nposangepa;

— pefakTupoBaHWe nposanaepa;

— yaaneHue nposangepa.

O Movick MpoBaineps!

HAMMEHOBAHUE T™Hn AKTUBHOCTb

AKTMBHOCTb NONb30BaTENel

OpeniD Token Bece

CxemMbl focTynos
OpenlID Token AKTUBHBII

MpoBaigepsl
OpenlD Token He axTuaHeii

OpenlD Token He axTnanbid

PucyHok 78 — IHTepdenc ynpasneHna nposangepamm

Y106l HACTPOUTL B3aMMOLENCTBUE, NMPOU3BEAMTE HACTPOWKY A5 06OuX y4aCTHMKOB
B3aMMOOencTBudA: nposangepa (nNocTaBlyMka YYeTHbIX 3anucen) m Moayns (nocTtasLymka
cepsuca). [na HacTpomkm B3ammogencteuss Moayns ¢ npoBanvgepoM BbIMOMAHUTE Liaru,

onncaHHble B . 15.6.5.3.
MpumevaHue — MNpegnonaraeTcs, YTO B3aUMOAENCTBME NpoBangepa (MocTaBLUMKA YYETHBIX 3anncen) ¢

MoZaynem HacTPOEHO 1 yYeTHbIe 3anuncy 3aperncTprpoBaHbI.
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15.6.5.1 Co3paHue BHelWHero nposangepa

UToO6bl co3aaTbh BHELUHUI NpoBangep, HaXxXMuTe Ha KHoMKy «Jo6aBuTb» B nHTEpdence
yrnpaBneHus npoBangepamu.

OTKpoeTcsa OKHO co3aHus 1 HacTpoek nposangepa (PUCyHok 79), KOTOpoe COCTOUT U3
BKMNaAoK:

— «OcHoBHOEY;

— «[lMapameTpbl»;

— «MannuHr cxembi».

[nsa BBOAa AaHHbIX NpoBanaepa B Moaynb 3anonHuTe obasarternbHble Nons Ha BKNagkax
«OcHoBHOe» u «[lapameTpbl» M HaxmuTe Ha KHomky «CoxpaHuTb». B cryyae ycnewHoro
COXpaHeHWsi 0TOOpa3nTCa yBeJOMIEHNE O BHECEHHbIX U3MeHeHUsAX: «[1poBanaep CoOXpaHeH».

Bknagka «OcHOBHOe» npeagHasHadeHa [nOns BBOAa CTapToBoW MHGoOpmaumMm o

nposangepe (PucyHok 79). 3anonHuTe nons:

HobaeneHwne npoeaigepa
OTMEHWUTE
OcHoBHoe

AHTEHEIFR

OpenlD

Pa3spewwTs co30aHMe HOBLIX Non L20BaTENSN
Uepel BHellHes YNpaeneHMe

PucyHok 79 — Co3gaHne nposangepa, Bknagka « OCHOBHOE»

—  «AKTUBHbIN» — YCTAHOBUTE «OIIAXOK» B None, YToObl NpoBanaep ctan akTUBHbIM;
— «HaumeHoBaHue» — BBeguTe OpYyXecTBeHHoe umsA nposangepa B Mopayne, none

obs3aTenbHO AN 3anofHeHus;
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— «Tun» — BblibepuTe M3 BbiNagaloLlero CnMcka pasHOBMOHOCTb NpoBangepa B
3aBMCMMOCTW OT MpoTOKoNa B3aumogencTeus. [llogaepxuBaloTca YeTblpe Tuna
npoBangepoB:

— BHYTPEHHUN — «J1oKanbHbIV (USer_permissions)»;
— BHeLUHMeE:

— «OpenlD»;

— «OpenlD Tokeny;

— «LDAP».

MpumevaHne — [Ona nepexoga nonb3oBatenen u3 [N Ceoabl B Moaynb MCNOMNb3yeTcsi TONMbKO

nposangep «OpenlD Token».

— «Hagnucb KHOMKWM CTOPOHHEW ayTeHTUudukauum» — BBeAUTE HaAMNUCb KHOMKWU,
koTopas bygeTr otobpaxaTbCs Ha CTpaHuue asTopusaumm Mogynsa u BbINONHATb
nepexog Ha CTpaHuuy asTopu3auuu npoBavgepa (4ns nposangepos Tuna
«OpenlDy);

— «basoBble rpynnbli» — BbibepuTe O4HO UMM HECKONBbKO 3HAYEHWA U3 BbiNagatoLwwero
CMMCKa CUCTEMHbIX U NONb30BaTENbCKUX rPYNN nofib3oBaTenen. BoibpaHHbie rpynnbl
OyayT npucBamBaTbCA MONb30BaATENSAM aBTOMATUYECKUM MPU CO3daHuu (4518 BCex
TMNOB nNpoBangepoB) M nNpu aeBTopu3auum nosib3oBatens 4epe3 SSO (ans
npoBangepos Tuna «OpenlDy, «OpenID Tokeny, «LDAP»);

— «PaspewunTtb cosgaHve HOBbLIX MNofib3oBaTesnied 4Yepes BHELLHee YrnpasreHney» —
yCTaHOBUTE «riaXkok» B MapameTp, Npu BKNOYeHUn kotoporo B Mogyne 6yaet
co3faBaTbCs HOBbIW MOMb30BaTENb B Cliydyae ero OTCYTCTBUA. Ecnu «naxok» He
YCTaHOBIIEH, HOBbIW MOJSib3oBaTelNb MNONy4nMT yBedomneHue: «[ns ykaszaHHoOro B
3anpoce nonb3oBaTens He co3gaHa yyeTHas 3anucb. Heobxogmmo obpaTtutbes K
AomunHuctpatopy Cuctembl». [pyn ycTaHoBKe «dnaxka» B none «Paspewntb
cO3aHMe HOBbIX MOfb3oBaTeNen 4Yepes BHeLLHee ynpasneHve» oTobpasuTtca
AononHuTensHoe none «Tun nonb3oBaTernisi», B KOTOPOM B BbiNagatoweM Crnucke
BbIGepuTe TN Nosnb3oBaTensi, C KOTOpbIM OyayT co34aBaTbCsl HOBbIE MOMb30BaTENN,

yu4nTbIBasi KBOTbI HA TMMN Nonb3oBaTens B nuueH3mmn (PucyHok 80).

an/IMe‘-IaHMe — Ecnmn npun co3gaHnn nosib3oBaTena 4epes nposaﬁp,epa He oKaxeTcss cBOOOAHLIX

Nnonb3oBaTEsNIbCKUX NMULUEH3NOHHbIX KBOT, TO y4eTHasaA 3annucb 6y,El,6T co3gaHa C HeaKTUBHbIM CTaTyCOM.
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[lobaBneHwe nposangepa

OTMEHUTE

OcHoBHoe [lapametpel MannwHr cxemb

AHTUBHEIR

OpenlD Token

PaspewnTs co3naque HOBbIX NONL308aTENEN
Uepe3 BHEWHEE ynpagneHwe

AHENWTHK

PucyHok 80 — CosgaHue npoBangepa, Bknagka « OcHoBHoey. [None «PaspelwmnTtb co3gaHue

HOBbIX MNONib30oBaTENemn Yyepes BHellHee ynpaBJieHne»

BHewHun nposangep ¢ tunom «OpenlD Token» nocTtpoeH Ha 6a3e npoBangepa ¢ TMNoMm
«OpenID». OTNUUMTENBHON 4YepTOM £BMSIETCA TO, YTO [AaHHbIM TN npoBangepa He
oTobpaxaeTcs B OkHe aBTOpu3aumm Mogynsa u ansg ero HaCTPOWMKM JOCTAaTOYHO yKasaTb:

— Ha Bknagke «OCHOBHOE» — HaMMEHOBAHNE N TUM,

— Ha Bknagke «[lMapameTpbl» — naeHTudpmkatop MA n sHewHmn URL.

MpoBangep ¢ tmnom «OpenlD Token» npumeHsieTca ans GeclwoBHOro nepexoga B
Moaynb BHyTPpY CTOPOHHENO NPUMOXEHNSA Yepe3 eQuHY0 TOYKY BXoda M B crnydae pabotbl ¢ API
Mogayns.

Bknagka «[MapameTpbl» npegHasHaveHa ona BBoga naeHTndpuumpyowen nHpopmaumm
0 B3aumogencteum Mopgyns v BHewHero nposavgepa. [aHHyio WHOpMauuio nepepaeT

agMUHMCTpaATOp npoBavdepa npu peructTpaumm 3asiBkM  Ha nogknodeHne Moayns K
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npombiwneHHomy/TectoBoMy KoHTopy WMA. CocTtaB nonen Ha BKnagke 3aBUCUMT OT Tuna
npoeangepa, BbiopaHHoro Ha Bknagke « OCHOBHOEY.
Ons tnnoe nposangepoB «OpeniD» n «OpenlD Token» Bknagka coaepXuT nons
(PucyHok 81):
— «Wpentndukatop NA» — none obsizatenpHoe AN 3anofHEHUS;
— «CeKpeTHbIN KntoY goctyna» — none obasaTtenbHoe AN 3anoSfIHeHUs TOSMbKO Ans
npoBangepa tnna «OpenlDy»;

— «BHewHun URL» — none obsasatenbHoe Ans 3anofIHEHUS.

¢ [obasBneHwe npoBainepa

OTMEHWUTE

OcHoeHoe [lapametpbl MannwHr cxemb

PucyHok 81 — CosgaHue npoBangepa, Bknagka «MapameTpbl» 4ng TMNOB NpoBangepos

«OpenlID» n «OpenlD Token»

Bknagka «MannuHr cxembl» cogepXxuTt nHTepdenc anga sagaHnsa npasusl COnocTaBneHus
aTpmbyToB AocTyna cxembl U aTpubyToB [OCTyna npoBangepa nonb3osartenen (PucyHok 82).
Bknagka cogepxur:

— napameTp «be3 cooTBeTCTBMA» — NpW BKAOYEHUM NapameTpa oTobpaXkaroTcs
aTpubyTbl OOCTyrna CXembl, KOTOpbIM He 3aJaHO COOTBETCTBME C aTpubytamm
npoeangepa;

— Tabnuuy cooTBETCTBUSA:

— B NepBoOM cTonbue nepeyncrnieHbl Bce aTpubyTbl AOCTyna cxemMbl, OObsBMEHHbIE B

pasgene Mogynsa «Cxembl goctynos» (n. 15.6.4);
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— BO BTOPOM CTONOLE MOXHO yKa3aTb COOTBETCTBYKOLIME aTpubyThl, NnepeaaBaemMble
npoeangepom rnpv B3anMoLencTBun:
— Aanga «user_rolesy» — «preferred_usernamey;

—  «email» — «email».

[obasneHune nposangepa
OTMEHWTB
OchoeHoe [Mapametpel  MannuHr cxemel

Be3 cooTBETCTEBMA

user_roles preferred_username
email email
login BeegouTe 3HauyeHwe

PucyHok 82 — Co3gaHne npoBangepa, Bkrnagka « MannuHr cxembl»

Mpy cTaHOapTHOW KOHMUrypaumMu MNpUIoXeHWs nocrnenyloLlyto HacTpoVKy B [AaHHOM
pasaene NpousBoauTb He TpebyeTcs.

I'Ipmmeanme — PeannsoBaH «MArkmin» mMannuHr 4aHHbIX BHELUHNX HpOBaVI,D,epOB. Ecnn Yy nonb3oBaTtend
€CTb anI/I6yT, He yKa3aHHbIl7I B CXeMe, 3Ha4YeHne coxXxpaHAeTCA B CNUCKe OOMNMOJTHUTESTbHbIX anM6YTOB. n HaO60pOT,
ecnun npu q)OpMMpOBaHI/IVI KputepueBs OOCTyna Ha Moesb Yy NnoJjib3oBaTtesid HET NCNOJIb3yeMOoro anVI6YTa, TO €ero

3Ha4yeHne NweTcAa B Cnncke AoNONTHUTENIbHbIX anVI6yTOB.

Mocne 3anonHeHWs NpaBui COOTBETCTBUS aTpMOYTOB OOCTyna Cxembl ¢ aTpubytamu
AOCTyna npoBanaepa 1 Nocre coxpaHeH s faHHbIX NpoBanaepa, MOXXHO AOMONMHUTENBHO 3aaaTb
COOTBETCTBUS K aTpubyTaM nonb3oBaTerieil B COOTBETCTBYOLWEM aTpubyTe goctyna.

[na atoro Ha Bknagke «MannuHr cxembl» cripasa OT anl/I6yTa OOCTyna HaXMUTE Ha

KHOMKY . OTKkpoeTcs okHo «MannuHr aTpnbyToB» Ans BbibpaHHOro atpmbyTa gocTyna.
OkHO «MannuHr aTpubyToB» COLAEPXKMT UWHTepdenc p[ns  3agaHus  npasBwun
conoctaeneHnMs  aTpubyToB  nonb3oBaTenien  BHEWHero nposavgepa W  atpubyToB

nonb3oBaTenen, ucnonbdyemoix B Mogyne (PucyHok 83).
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< region

OTMEHWUTE

Mpoeaitpep Cxema

+ LoGasuTb npaBuno

PucyHok 83 — OkHo «MannuHr atpnbyTtoB»

Ha Bknagke MOXHO 3agaTb AOMNOSHUTENbHbIE NMpaBuia CONOCTaBEHUA N FPYNNUPOBKN
aTpubyToB. [NpaBuna conocTtasBfeHnss aTpubyToB Monb3oBaTenen MpPUMEHSITCA Npu BXxoae
none3oBartens B Moayrnbe yepes nposangepa.

[nsa co3paHns npaBuna HaxXmMuTe Ha KHomky «[JobaButb npasuno». OTobpasaTca nons
Ans BBoga napameTpoB. B none «[poBangep» BBeauTe Ha3BaHue aTpubyTa, nepegaBaemoro
nposanaepomM, a B none «Cxema» ykaxute 3HayeHue, KoTopoe OygeT mcrnonb3oBaTbCs Mpu

HacTponke npaswun goctyna B moaensx (PucyHok 84). Cosgante HeobxooMmoe KONMM4ecTBO

npasun. YT008bI yaannTb npaBuio, HaXXKMNUTE Ha KHOMKY HanpoTnB HeOGXO}J,I/IMOFO npasuna.
< region
OTMEHUTB
Mpoeainep CxeMa

+ [o6aBuTe Npaeuno

PucyHok 84 — Co3gaHue nposaiaepa, AoGasneHue npasuna cornocTtaBneHus

ATpI/I6yTbI AOCTyna, KOTOopble coaepaTt MannuHr anMGyTOB nonb3oBaTenen, OTMEYEHbI

NMUKTOrpaMmMon (PucyHok 85).
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OTMEHWTL

OcHoeHoe [lapameTpbl  MannwHr cxembl

[_] Bez cooTeeTTRENA

X

email

state

name

given_name

region region
ved

mo

department_id

PucyHok 85 — OTtobpaxkeHne atpubyTta, KOTOpPbI COAEPXUT MannuHr atpnbyToBs

rnonb3oBarteneun

15.6.5.2 PepakTupoBaHue npoBangepa

Utobbl oTpedakTupoBaTh NpoBangep, ABaXAdbl HaXMUTE NEeBOW KHOMKOM MbIWN MO

npoBangepy B CNUCKE NN YCTaHOBUTE «IaXoK» HANpOTMB CTPOKM NpoBaaepa 1 HaXXMUTe Ha

KHONKY «PenaktupoBaTtb».

[oCTynHO M3MeHeHVe creyoLmMx napameTpoB U HAacCTPOeK Nnposaiaepa:

Ha Bknagke « OCHOBHOEY:

aKTMBauMs M [eakTMBauus npoBangepa — ANnd 3TOro YCTaHOBUTE WU CHUMUTE
«donaxok» B none « AKTUBHbINY;

N3MeHeHne HanMeHoBaHus B none «HanmeHoBaHme;

n3MeHeHune Tuna nposangepa B none «Tuny;

N3MEHEHNe HaanNncu KHOMKM CTOPOHHEN ayTeHTUdUKauum B none «Hagnmcb KHOMKM
CTOPOHHEWN ayTeHTUUKaUUnY;

BbIOOpP cnvcka 6a30BbIX rpynn B none «basosble rpynnbiy;
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— YCTaHOBKa W CHATWE pa3pelleHus Ha co3JaHue HOBbIX Mosib3oBaTenen 4yepes
BHELUHee ynpasfieHne — Ang 9TOro YCTaHOBUTE WKW CHUMUTE «(rnaxok» B none
«PaspelumTb cos3gaHne HOBbIX MOMb3oBaTeNEN Yepes BHELLHEE YripaBeHuey;

— HacTpoyka napameTpoB NOAKIYEHNA Ha BKnagke «llapameTpbl»;

— pobaBneHve COOTBETCTBUM aTpubyTOB [OCTyna cxeMbl M aTpubyToB [OCTyna
npoBangepa Ha Bkragke «MannuHr cxembl»;

— ynpaBreHue COOTBETCTBUAMM aTpmbyTOB Nofb3oBaTeNnen nposagepa c atpubyramu
nonb3oBartesien, ucnosnbdyemolx B Moayrne, Ha Bknagke «MannuHr cxembl».

OKHO pefakTMpOBaHUSA BHELWIHEro npoBavgepa aHanorMyHo OkHy aobaBneHus

nposangepa (n. 15.6.5.1).

OKHO pefdakTMpoBaHWSA BHYTPEHHeEro npoBangepa cogepxuT Bkragku «OCHOBHOEY,

«MannuHr cxembl».
[Mpumepbl HACTPOEK BHYTPEHHEro U BHELLHUX NpoBangepoB npeacTtasneHsl B n. 15.6.5.
[na coxpaHeHus1 BHECEHHbIX U3MeHeHun ybeamTechb, YTO 3anosiHeHbl obsasaTenbHble
nons Ha Bknagkax « OCHOBHOEY» (ANs BHELLHEro M BHYTPEHHEro nposangepa) u «lapameTtpbi»
(ana BHewHero nposawngepa). Haxmute Ha kHonky «CoxpaHutb». B cnyyae ycnewwHoro

COXpaHeHusi 0TOGpa3nTCca yBegoOMSEHNE O BHECEHHbIX M3MEHEHUsX — «[poBangep CoXpaHeH».
15.6.5.3 YpaneHue npoBangepa

PaHee co3gaHHbIN npoBangep MOXHO yoanuThb:

— B WHTepderice pegakTupoBaHus BblIbpaHHOro NpoBangepa — CCbifika «YaanuTby» Ha
Bknaake « OCHOBHoEeY;

— B WHTepderce NpocMoTpa Cnmncka npoBangepoB — BblbepuTe HYXXHbIM NpoBangep m
HaXXMUTE Ha KHOMKY «YOanuTby». AHanNorMyHo MOXHO BbibpaTb W ygoanuTb cpasy
HEeCKOIbKO NpoBanaepos.

Mepepn yoaneHnem OTKPOETCA OKHO NoATBepXaeHust aenctems. B Moagyne HEBO3MOXHO

yOanuTb akTUBHbIE NpoBanaepbl, a Takke BHYTpeHHU nposangep «AW» ¢ Tunom «JlokanbHbin
(user_permissions)», KOTOpPbIA MCMNONb3yeTCs ONs TeXHU4ecKoro agmuHuctpatopa Mopayns,

npoBangep «AW» MOXHO TOMNbKO AeaKTUBMPOBATb.
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15.6.6 [lNonb3oBaTenbCKMU CLUEHapMA aBTOpM3aLuM Yepe3 BHELWHUM npoBangep

«OpenID Token» no npoTtokony OpenlID Connect

Mpn aBTOPU3aLMM Yepe3 BHeLHUW nposanaep no npotokony OpenlD Connect:

a)

TexHnyeckum agMmnHuctpatop Moayns nogaet 3asdBKy agMUHUCTpaATOpy npoBanaepa

Ha noaknoyeHne Moaynsa K TeCTOBOMY/MPOMBILLNIEHHOMY KOHTYpY npoBangepa, B

KOTOPOW yKa3blBaeT:

— MPOTOKOSN B3aMMOOENCTBUS;

— HeobxoAMMOCTb 3anpalumBaTh corflacue y nonb3oBaTens Ha nepegavy AaHHbIX B
Moaynb B npouecce ayTeHTUdukauuu;

— CNUCOK aTpubyToB ANs nepegayv U3 nposangepa;

— KoAbl porien (koAbl rpynn) norb3oBaTenen.

agMUHUCTpaTop npoBangepa co3gaet ponu ana Moayns;

HeobXoauMble y4eTHble 3anncu 3aBOASATCA MO  COOTBETCTBYHOLMM  3asBKaMm

TEXHUYEeCKUM agMUHUCTpaTopom Moaynsa n agMUHUCTPaATOpPOM NpoBanaepa;

B3aMMOLENCTBME MOSib3oBaTeNien 4Yepes npoBangep MOXeT NpPoMCXoauTb Mo

cnegylowmnM cueHapusamMm:

— OCHOBHOM NPUHLMMN B3aUMOLENCTBUSA NOSb30BaTENEN:

nosib3oBaTesib aBTOPU3YeTCsl B CTOPOHHEM MPUSTOXKEHUN C MOMOLLBIO €ANHOWN TOYKM

BX0OAa;

paboTaeT Cc pasgenamMmv CTOPOHHErO MPUNOXEHWS;

HaXXUMaeT Ha KHOMKu ans nepexoga k Moayne, nocne yero nepexoant B Moaynb,

MUHYS opmy asBTopusaumm (Moaynb nomnyvaeT access_token OT CTOpPOHHeN

CUCTEMBI).

— cueHapuu, No KOTOpbIM OCYyLLeCTBNAeTcs OeCLOBHbIN Nepexos U3 CTOPOHHEro
npunoxenuns 8 Mogyns:

nosib3oBaTesib CTOPOHHEN CUCTEMbl MepexoauT B COOTBETCTBYIOLWNUW pa3gen and

AanbHenwen paboTtbl ¢ 06bekTamm Moaynst — Npu HaXkaTuM Ha KHOMKY OTKpbIBaeTCs

OKHO CTOPOHHEro npunoxeHust (peectp/Tabnuua) €O CNUCKOM  AOCTYMHbIX

nosnib3oBaTento obbekToB M3 Moayns n AocTynHbIMU onepauusamMn. [pu oTKpbITUK

o6bekTa, Hanpumep, Ha NPOCMOTP OTKpbIBaeTCA OkHO Moayns, u Bce fanbHenwme

onepauun ¢ 06BbEKTOM NponcxogaT B nHtepdence Moayns;

nosfib3oBaTesib CTOPOHHEN CUCTEMbl MEPexXoanT B COOTBETCTBYHOLIUW pasgen ans

nepexoga v ganeHenwen pabotel B Mogyne — npu HaxaTum Ha KHOMKy pasgena

oTKpbiBaeTca pasgen Moayns ¢ [oCTynHbIMW nornb3oBaTtento obbektamu u”
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AOCTYMHbIMU onepaunamMmn. Bce ganbHenwmne onepaumm NpoNCXoaaT B UHTepdence
Mogayns;

nosib3oBaTest0 CTOPOHHEN CUCTEMbI NPELOCTaBISAETCH KHOMKa CO CCbISIKOM pecypca
Moaynsa — npu HaXaTum Ha KHOTMKY OTKpbIBaeTCcA okHO Moaynsi Ha NpoCMOTpP BUOKeTa
no ccoinike. Bce ganbHenwmne onepauuun ¢ BUAKETOM MPOUCXOOAT B UHTepdence
Moayns;

B CTOPOHHEN CMCTEME MOMb30BaTENb HAXMMAET Ha KHOMKY 4SS OTKPbITUA obbekTa
Moayna — npu HaXaTuM Ha KHOMKY OTKpblBaeTcs OkHO Mogyns Ha npocmoTp unuv
penaktMpoBaHne obbekta. Bce ganbHenwmne onepaumm ¢ 06bEKTOM NPOUCXOONAT B

nHTepgence Moayns.

[) oTpaboTka cueHapveB B3aMMOAEWNCTBUS NMPU KPOCC-aBTopU3aLnK:

— ansa cueHapua 1: 1 BapuaHT — B3aumogencteme ¢ APl Mogynsi:

CTOPOHHASA cucTemMa OTNpaBnseT B NpoBangep 3anpoc Ha npedocTaBneHne access

token, KoTOpbIn OHa MOXET MCMofb3oBaTb AN OOCTyna K pecypcam Moayns ot

UMEHM nonb3oBaTens;

npoBanaep NPoOBOANT ayTeHTUdMKaUUIO Nonb3oBaTens. 3atemM npn HeobxoanMocCTuH

oTnpaBngeT Nofb30BaTeNo 3anpoc Ha cornacue B npegocrasneHnm goctyna. Nocne

4yero oTnpaBnseT B CTOPOHHIOK cuctemy access token;

CTOpOHHAA cuctema pgenaet POST 3anpoc k api/auth-provider/verify-code

(Bepudhmkauma kopga asTopusaummn) Cc obszaTtenbHbiMM  napameTpamu: id —

noeHtTudpumkatop nposavgepa B Moayne, code — access_token, nomnyyeHHbIn OT

nposangepa;

€Crnn Bce NpoBeEPKM Ha cTopoHe Moayns NnporaeHbl YCNeLwHo, TO B OTBET CTOPOHHSAS

cuctema nonydvaet token Mopgynsa. Janblie ero Mcnonb3ylT AMst NOCneayoLwmx

3anpocos kK APl Moayns.

— AnscueHapues 2, 3, 4: 2 BapnaHT — (PpOHTOBOE B3aMMOOENCTBUE Nosib3oBaTenemn
¢ Mogynewm (4epes web-6paysep):

CTOPOHHAA cucTemMa OTnpaBnseT B NpoBanaep 3anpoc Ha npeaocTaBieHne access

token, KOTOpbLIN OHa MOXeT MCNonb3oBaTb AN AoCTyna K pecypcam Moayns oT

UMEeHM nonb3oBaTens;

npoBaraep NPOBOANT ayTeHTMdUKALNIO Nofb3oBaTens. 3atem npyM HEO6X0ANMOCTH

oTnpaBnseT Nofb30BaTeNo 3anpoc Ha cornacue B npegocTasneHnm goctyna. Nocne

Yyero oTnpaBnsaeT B CTOPOHHIO cUcTeMy access token;
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— CTOpPOHHSASA cuctema oTtnpasndeTt 3anpoc Ha frontend Mogynga /auth/verify-code/ ¢

obsi3aTtenbHbIMM NapameTpamu: id — ngeHTudukaTop nposangepa B Moayne, code

— access_token, nony4yeHHbIN OT NpoBangepa, U SOMONHUTESNbHLIMWU NapamMeTpamMu:

sessionld — naeHTugukatop ceccumn nosnb3doBatens u redirectUrl — URL Moayns,

3anpa|.u|/|BaeMb||7| noJyib3oBaTeriem;

— frontend Mopgynss nepexBaTbiBaeT 3anpoc um obpawaetca k backend Moayns,

backend obpawiaeTca kK npoBangepy;

— ecnu Bce NPOBEPKU Ha cTopoHe Moaynsi npoleHbl yCrnewHo, TO reHepupyeTcs

BHyTpeHHuU token Mopayna. [Oanbwe frontend wncnonb3yetr ero Ons OTKPbITUS

3anpawmsaemMoro pecypca B redirectUrl (Hanpumep, /app/widgets, npu oTcyTcTBUN

agpeca B redirectUrl nonb3oBaTento OTKpoeTCA nepBbid OOCTYMHbIA  pas3gen

Mogayns).

15.6.7

anIHLI,I/II'IbI co31aHUA HOBbIX NoJsib30oBaTerien U OGHOBNEHUSA UX AOoCTynoB

K pasgenam Mo,qynﬂ

[nsa BHewHnX npoBanaepos ¢ TunomMm «OpenlD Tokeny:

a) korga B Moaynb Yepes Kpocc-aBTopu3auuio nepexoauT nonb3osaTens 6e3 y4eTHon

3anuncu, Moaynb npoBepsieT HACTPOWKY NpoBanaepa:

ecnu HeT «cnaxka» B none «PaspelunTb co3gaHne HOBbIX Nonb3oBaTenemn Yyepes
BHELLHee ynpaBrneHne», TO OTKpbiBaeTcs coobuieHne o6 owunbke «4ns
ykasaHHOro B 3anpoce nosb3oBaTens He co3daHa ydeTHas 3anuncb. Heobxoanmo
obpatuTbesa kK AOMUHUCTPaTOpy CrUCTEMBIY;

ecnu yctaHoBneH «cdrnaxok» B none «Paspewutb co3daHWe  HOBbIX
nonb3oBaTenei Yepes BHellHee ynpaBneHuey, To B Moayne cosgaeTcs HoBas
yyeTHas 3anucb MoMb30oBaTenss C OnpeAeneHHbIMU MnapameTpamu: JOoruH,

QNEeKTPOHHa4dA no4ta, rpynnbl.

6) ecnu ycTaHoBMeH «dnaxok» B none «Pa3pelnTb co3gaHme HOBbIX NoMb3oBaTtenen

yepe3 BHelLHee ynpasneHue», Moaynb npoBepsieT, kakue koabl ponen (rpynn)

nepegan nposangep ana Mogyns (6nok endpoint ¢ naeHTugpukatopom Mogyns B
NA):

ecnu B 6rnoke ponen MMerTcsa koAbl ponemn, KOTopble COOTBETCTBYIOT Kogam rpynn
nonb3oBatenen Moaynsi (CUCTEMHBLIM MW MOMb30BaTENbLCKUM rpynnam), To B

KapTO4Ky nosib3oBaTtens aobaensaTca 3Tn rpynnbl;
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— [anee npoBepsieTcs HacTporka 6a3oBbIX rPynM: eCriv B HACTPOKMKax NpoBangepa
yKka3aHbl 6a3oBble rpynnbl NoNb3oBaTerns, TO B YYETHYHO 3anucb Nofb3oBaTens
nobaenstoTca 6a3oBble rpynmnbl U3 HACTPOKKM.

B) korda B Moaynb yepes Kpocc-aBTOpM3aLMiO NepexoauT Mnorb3oBaTternb C y4eTHOM
3anucbto B Mopayne, To:

— B YYeTHOW 3anucu norb3oBaTens yaansiTcsa BCE HACTPOMKM MO AOCTYMHLbIM
rpynnam (gaxe Te, koTopble 6binvM go6aBneHbl TEXHUYECKUM afMUHUCTPaTOPOM
Mogayns Bpy4Hyo);

— [arnee rpynnbl 3anvcbiBalOTCS CHOBA MO TOMY Xe MPUHLUMIY, YTO 1 NpWU CO34aHuu

Y4EeTHOWN 3anucu.

15.7 ATpmbyTHbLIN AOCTYN K AaHHbIM

Mpu ctaHgapTHOM KOHUrypaumm nNpunoXXeHUs HacTPOMKU B NOCeaylowmnx pasgenax

npon3BoauTb He TpebyeTcs.
15.7.1 O6wwme NnpUHLUUNbI

ATpUBYTHBIN OOCTYN K AaHHbIM BKMAOYAEeT norfyvyeHue nosnb3oBaTenieM Joctyna K
OTAENbHbIM CTPOKaM [aHHbIX MOLENVW Ha OCHOBaHUM 3Ha4YeHWn napameTpos (aTpmbyToB) ero
Y4YEeTHOM 3anncu, rnonyyeHHbIX OT npoBangepa. [aHHbIN yHMBEpPCanbHbIN NPUHLMN NO3BONSET
peann3oBaTb MHOXECTBO PasfUYHbIX CLLeHapueB ynpaBreHns AOCTYNOM, TakuX Kak:

— [OCTyn TONbKO K 0651acTv OTBETCTBEHHOCTU cneynanucta, Hanpumep:

— [aHHbIM N0 [AOeATEeNbHOCTM COOCTBEHHOM W  HWXKECTOSALIMX OpraHM3auMOHHbIX

CTPYKTYD;
— [AaHHbIM MO COBCTBEHHOMY PETMOHY M ero cybbekTam.
— pasgeneHue gocTyna K AaHHbIM MO BpeMeHu (Neproay) K KOTOPOMY OHU OTHOCATCS:
— [JOoCTyn TOMbKO K AaHHbIM CO3[4aHHbIM COOTBETCTBYHOLWMM nepuony paboTbl
COTPYLOHVIKa;
— [AOCTyn onpeerieHHbIX KaTeropmi COTPYAHUKOB TOMBbKO K MCTOPUYECKMM OaHHBIM
(BaHHBIM 3a Npoleawme nepuoasbl).

B HacTpomnkax ueneson mMogenu (OOCTyn K KOTOpPOW OrpaHu4vMBaeTcs aTpubyTHbIMU
npaBuMnamun) 3agalTcss  YCMNoOBWUA, MUCMNOMb3YKOLWME CpaBHEHWE 3HayveHun atpubytoB
nonb3oBaTens 1 BbibpaHHbIX NoNen AaHHbIX Mogenu. Ecnn Takue ycnosusa 3agaHsl AnNg Mogenu

— [OCTYyn K Kaxgou CTpOKe [aHHbIX npefoctaBndeTca  anddepeHunansHo  Kaxgomy
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KOHKpeTHOMY nonb3oBaTento. Ecnn gns moaenu He 3agaHbl ycnoBust atpubyTHoro goctyna —
AOCTYN K CTPOKaM He orpaHn4mBaeTcs.

OrpaHuyeHnss atpubyTHOro [ocTyna MPUMEHSAOTCS B MHTepdelice npocMoTpa
BU)KETOB.

ATpuBYTHbIA JOCTYN TOMbKO HaknaabiBaeT AONONHUTENbHbIE OrPaHUYeHNs], He3aBUCUMO
OT €ero npuUMeHeHus, y nonb3oBaTens OOMKHbl OblTb obecneveHbl npaBa Ans paboTbl C
COOTBETCTBYIOLWMM pasaenoMm Moayns M gaHbl, Kak MUHMMYM, Ha npaBa NpPOCMOTP Ans

cooTBeTcTBYyloLEero obvekta Moayns (BugxeTa).
15.7.2 HacTtpownka cxembl J,OCTYNnoB

Pasgen «Cxembl pgoctynos» (n. 15.6.4) pgocTyneH nonb3oBaTensm, HageneHHbIM
aAMUHUCTPATUBHBIMU NpaBaMn Yepes3 BCTPOEHHYK CUCTEMHYIO rpynny « AOMUHUCTPATOPY.

Cxema pocTynoB npeacraBnder cobon cnmMcok aTtpubyToB [oOCTyna, KoTopble
nepeatoTcs BHeLWWHUMU NpoBangepamu B Mogynbs npu Bxoae B Moayneb.

B Mopgyne ectb BcTpoeHHble atpubyTtbl goctyna «login» (noruH), «email» (E-mail),
«state» (ctaTtyc) n «user_roles» (ponb). 1o HUM conocTaBNAeTCA ydeTHasi 3anMch NoNbL3oBaTeNs,
n OBHOBNAKTCA €ero [OaHHble. BCTpoeHHble aTpubyTbl He nopnexar peaakTUpPOBaHUIO U
yAaneHuto.

HacTtponTte cxemy OoCTynoB Tak, YToObl OHa coaepkana Bce Heobxoaumble aTpubyThl
nonb3oBaTenien, KoTopble Heobxoaumbl Ans aTpubyTHOro [OCTyna K AaHHbIM - Moenew,
Hanpumep:

— OPrCTPYKTYPHYIO MPUHAANEXHOCTb (OenapTamMeHT, noapasgefneHne, BeJOMCTBO U

T.0.);

— TeppuTopuanbHyt NpUBA3KY (PErvoH, ropog u T.4.);

— MNPUHAONEXHOCTb K  OonpedeneHHbiM  ponam  (pykoBogutenb,  Byxrantep,
OTBETCTBEHHbIN 3a, N T.4.);

— pgononHuTenbHble atpubyThl, Aenawowme uHdopMaumto 6Gonee MNOHATHOM WU
HarnggHon (PNO nonb3oBaTensd, Ha3BaHWe OpraHM3auMOHHOW eAMHMULbI, Ha3BaHWe
TepputTopun).

YTo6bl NpMHMMaTL OT NpoBaraepa aTpubyThl NONb30BaTENs B BUAE MAacCMBa JaHHbIX, B

TOM 4ucrie pornen nonb3oBaTenien, B cxeMe AO0CTYNOB ANS OaHHbIX aTpubyToB Bbibepute TUn
JaHHbIX «MaccuB».
HacTtpovika aTpubyToB AOCTyna B cxeMe JOCTynoB onucaHa B n. 15.6.4. Ha pucyHke Huxe

(PucyHok 86) npefcTaBneH npumep HaCTPOEHHOW CXeMbl [OCTYMOB.
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O Mowes Cxembl 1OCTYMOB

Ipynnbi nonb3aoeatenei

HAMMEHOBAHUE ANVAC Tvn
AKTMBHOCTb NONb3oBaTENeH
Bee
CxeMbl AOCTYNOB
access_array_str OocTyn - maccue (CTpoka) Maccue
Mposaiaepsl
rules OrpaHuyexne Crpoxa
lpu_shortname KpaTioe HaumeHosaHue MNNY Maccua
access_array_int OocTyn - Maccue (Yacna) Maccua
access_str [OocTyn - cTpoKa CTpoka
access_date Loctyn - gata Data
access_bool LocTtyn - norvuecxkoe Norwvueckoe
access_float LocTtyn - gpofHoe Jncno Yucno (gpobHoe)
access_int OocTyn - uenoe yucno Yueno (uenoe)
nazvanie_territorii Ha3saHue TeppuTopum CTpoka

PucyHok 86 — Npumep HaCcTponKn cxemMbl JOCTYNOB
15.7.3 HacTtpownka npoBangepa nonb3oBartens

Pasgen «[lpoBangepbl» (0. 15.6.5) pgoctyneH nonb3oBatenaMm, HageneHHbIM
aAMUHUCTPATUBHBIMX MpaBaMn 4Yepe3 BCTPOEHHYK CUCTEMHYI rpynny «ALMWUHUCTPATOPY.
Pasgen npegHasHadeH Ans HacTpoukm  B3aumogenctena Mopyna ¢ npoBangepamm
nonb3oBaTtenen. Takke B Moayne eCTb BO3MOXHOCTb HAaCTPOUTb aBTOPM3aL MO Yepes3 BHELLHUI
cepBuc ayTeHTUdukauyumn no npotokony Open ID Connect.

UTobbl HacTpouTbL B3aMMogencTsue, Npon3sBeguTe HaCcTpPoOMKM A5t 0BoMX y4aCTHUKOB
B3aMModencTemsa: nposangepa (nNoctaBwmka Y4YeTHbIX 3anucen) un Moayns (nocTasLumka
cepBuca). [na HacTpovkm B3aummopencteumss Moaynsi ¢ npoBanMaepoM BbIMOMHUATE  Liaru,

onucaHHble B . 15.6.5.1.
MpnumeuvaHue —MNpeanonaraeTcs, YTO B3anmoaencTene nposarvigepa (NOCTaBLUMKa YYETHBIX 3anucen) ¢

Mopayrnem HacTpoeHo, 1 y4eTHbIe 3anucy 3aperncTpupoBaH.I.
Ha pucyHkax (PucyHok 87 — PucyHok 89) npeacraBneH npymep HaCTPOEHHOIO BHELLIHETO

nposangepa «OpenlD».
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MNposafnepsl
<

CoxpaHWTe OTMEHUTL

OcHoeHoe [lapameTpbel MannwHr cxemb

BKTUBHBIR

HaumeHoBaHwe

Tun

OpenlD Token hd

Hapgnwcb KHONKW CTOPOH Hel a'\,"TEHT-"IqJH HalWW

Ba3oBbie rpynnbl

BrifpaHo: 6 X v

Pa3spewnTs CO30aHMe HOBbIX nons30saTensi
Yepe3 EHelWWHee ynpaeneHwe

Tin Nnonb3oBaTeENA

AHENUTHE W

YoanuTs

PucyHok 87 — lNpumep HaAcTpoOnKK BHELLHEro npoBanaepa, Bknagka « OCHOBHoe»

Mposafgepkl
<

CoxpaHuTb OTMEHWUTL

OcHoeHoe [lapametrpet MannwuHr cxembi

WpenTugurarop MA

CeKpeTHbIA KNy AocTyna

BHewHWiA URL

http://

PucyHok 88 — Npumep HacTponKn BHeLLHero nposanaepa, sknagka «lMapameTpbi»
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OTMEHWUTL
Mannukr cxembl

QOcHoeHoe [lapameTpb

Bes cooTeeTcTaMA

login BeeguTe 3HaueH

email BESOMTE 3HaueH

name BEeguTe 3HaUSH

given_name BeeauTe aHayeH

family_name BeeguTe 3HaueH

city BEEOMTE 3HAUSH

parent_id BeeauTe aHayeH

user_roles BEeauTE 3HaueH

stroks BESOMTE 3HAUEH

logiceskij BeeuTe 3HaueH

Reg_path_num BeeguTe 3HaueH

i ran RRanuTa IuALEH

is_nead BESAMTE 3HAUEH

PucyHok 89 — lNpumep HacTpoKrKkM BHELLIHEro npoBangepa, skragka «MannuHr cxembl»

15.7.4 CueHapum HaCTPOMKM aTpUOYTHOro gocTtyna

CueHapun HacTpoWMku aTpubyTHOro [AocTyna npeacTaBneHbl

(Tabnuua 42).

B Tabnuue Huxe

Tabnuua 42 — CueHapun HaCTPOMKM aTpubyTHOro goctyna

CocTosiHMe BHeLUHero CocTosiHue OTanbl HACTPOMKKM aTPUOyTHOro AocTyna
npoBangepa BHYTpPeHHero
npoBangepa «AW»
AKTNBHBLIN AKTUBHbIA  (NOKanbHas | — HacTpOWMKa CXeMbl AOCTYIOB;
ayTeHTUnKaumna . L )
paspelueHa) — HacTpoKka MOLENM AaHHbIX «USEer_permissionsy;
— HacTpourka BHyTpeHHero nposangepa «AW» Ha
Bknagke «MannuHr cxembli»;
— HacTpoMKa BHELWHero npoBangepa Ha BKragkax
«MannuHr cxembl» 1 «MannuHr atpubyToB;
— HacTporika npaeun poctyna K OaHHbIM
nonb3oBaTenbCKon Moaenu
He akTuBHbLIN He aKTUBHbIN | — HAacTpoWKa CXeMbl JOCTYMOB;
(nokanbHas . .
ayTeHTUdMKaLMs - H:/ICTPOMKa BHeu.lHeroMnpOBan,epa6 Ha B-K.l'laﬂ,KaX
3anpelueHa) «MannuHr cxembl» 1 «MannuHr aTpubyToBY;
— HacTpouka npasurn poctyna K OaHHbIM
Nnonb30BaTENbCKOW MOAENn
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15.8 UeHTp ynpaBneHus

MpumevaHue — [lpu cTaHgapTHOW KOHUrypauuum npunoXeHWss HaCcTPOWKYy B [aHHOM pasfgerne

NPOM3BOAUTL He TpebyeTcs.

B dyHKUMM TexHnYeckoro agMmuHucTpaTopa Moayns BXogaT 3agayv ynpasneHus:
— uH(popmaumen o Moagyne (n. 15.8.1);

— nuueHsusamu (n. 15.8.2);

— ApamnBepamu (n. 15.8.3).

Bbl MOXeTe aBTOpM30BaTLCH, UCMOSMb3YS NOMMH U Naposib MO YMOSYaHUIO:
tech_admin

123456

B uensx 6esonacHoOCTM Nocre NepBoOro BXoAa B CUCTEMY Naposib HE0OX0AUMO U3MEHUTb.

Ons nepexoda B LleHTp ynpaBneHWst HaXMUTE Ha KHOMKY B FNIaBHOM MEHH0

Mopayns. OTtkpoeTtca LieHTp ynpaBneHus B nogpasgene «Cuctema» (PucyHok 90).

A\

@

WHdpopmauma o cucteme

Cucrema
3KenopT v

NnueHana

118
Het

20.02.2023 10:46

ClickHouse

PostgreSQL

PucyHok 90 — LleHTp ynpasneHus, nogpasgen «Cuncrema»
15.8.1 Moppaspgen «Cucrema»

B nopgpasgene «Cuctema» (PucyHok 90) oTtobpaxaeTtca wmHpopmauma o Mogyne B

crneaylLwmx nonsx:

— «Bepcvm NpUNoXxXeHna» — naHHble OOCTYMNHbI TOJIbKO ANA MPOCMOTPa;
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«[lMpunsHak knacTepusaunmn» — gaHHble AOCTYMNHbI TOMBKO A5 NPOCMOTPa;

«Bpems nocneaHero 3anycka» — AaHHble OOCTYMHbI TONbKO ANA NPOCMOTPA;

«XOCT» — [JaHHble JOCTYMHbI TONbKO ANS NPOCMOTPa;

«lMopT» — gaHHble OOCTYMHbI TONBKO AN NPOCMOTPA;

«[JoMeH» — faHHble OOCTYMHbI TONBLKO AN NPOCMOTPa;

«BupTyanbHbI kKaTanor» — faHHble JOCTYMHbI TONBKO AN NPOCMOTPa;

«[aTa gencTeunsa NUUEH3nny» — gaHHble AOCTYMNHbI TONBbKO ANs1 NPOCMOTPA;

«Tun B» — faHHbIe JOCTYMHbI TOSBLKO 4S5 MPOCMOTPA;

«CepBep» — faHHble AOCTYMNHbI TOMNbKO ANsi NPOCMOTPA;

«KonunyectBo xpaHumbIX Konui BbIrpy3ok» (napametp «count of stored files») —

N3MeHUTe 3HayYeHne rnpu HeobXoAMMOCTU, MO YMONYaHUIO YCTAHOBMEHO 3HaYeHue

«5». lpn npeBbiWeHUM nMMUTa peanusyeTcs MeToh NOo yAaneHuK CcTaporo

HeakTyanbHOro Habopa [daHHbIX Mo Tekywemy o6bekty Moayns AaHHOro

nonb3oBaTens;

«lMpoueHT cBoboaHOro mecta B xpaHunuwe» (napametp «free_storage space») —

N3MEeHUTe 3HayeHne npu HeobxooMMOCTU, MO YMOMYaHUIO YCTAHOBMEHO 3HAYeHue

«10». Mo3BonsieT pesepsBupoBaTb CBOOOAHOE MECTO B XpaHunuviwie ana paboThbl

Mogayns;

«Bpema xusHn danna Boirpysku (cek)» (napametp «file_lifetime») — wnamenute

3HayeHue npu HeobxoaMMOCTH, NO YMOMYAHWUIO YCTAHOBMEHO 3HaYeHue «604800» (7

AHen). [poBepsieTcs Mo cron, No UCTEYEHUU CPoKa peannuayeTcs MexaHn3m yaaneHus

CTapbiX AaHHbIX U3 XpaHunuwia. Bpems ykasbiBaeTca B CeKyHOax, ecrniv napameTtp

paBeH «0» vnNn 3HayYeHne He ykasaHo, TO CYUTAETCH, YTO YCTAHOBMIEHO 3HaYeHue

«HeorpaHnyeHHoOe BpeMs KNU3HWN BbIrPY3Kny, T.€. paspeLleHo XpaHeHne BCeX BepCui

BbIrPY30K HEOrPaHNYEHHOE KOSIMYECTBO BPEMEHMU;

«YacTtoTta 3anycka ouncTku (cek)» (napameTp «storage_ cleared_start_interval») —

N3MeHUTe 3HayYeHne rnpu HeobxooMMOCTU, MO YMOMYAHUIO YCTAHOBMEHO 3HaYeHue

«86400» (1 oeHb). 3anyckaeTca NPUHYANTENbHBIA MEXaHU3M OYUCTKN XpaHUnuLia:

— CHayana ou4uvlaeTcs XpaHunuuie OT KOMWW, OCTalTCH TONbKO MocnegHue
BbIrPy3kn nonb3oBatend no obvektam Mopgyns (Ha oguH obbekT Moaynsa no
O[HOW BbIrpy3Ke);

— ecnu HeobxoOuMoe MecTO He OCBODOXAEHO, TO ydanslTcs camble cTapble
Ghannbl 4o Tex nop, noka He ByaeTt ocBobOXAEeHO HeobxoaMMoe NPOCTPaHCTBO,

perynupyemoe napameTpom «free_storage_space».
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«Website» — nameHuTe 3Ha4yeHme npm Heob6xoaNMOCTH;
«Bce ctnn» — gaHHble 4OCTYNHbI TOMBKO A4S NPOCMOTPa;
«CTunb NpUNOXeHUsI» — N3MEHUTE 3Ha4YeHne Npu HeobXoAMMOCTU, NO YMONYaAHUIO

yCTaHOBIEHO 3Ha4vyeHne «default».

[nsa Bbirpy3ku nHgopmMauumn o Moayrne HaxXMuTe Ha KHOMKY « AKCMOPT» U B BbiNagaroLem

cnucke BblibepuTe NyHKT «AkcnopT Hdopmauuny (PucyHok 91). Ha nepcoHanbHbI KOMMbOTEP

BbIrpy3nTcs hann popmaTta .Csv.

WNHdopmauma o cucteme
Cuctema
IKcnopT W

NuueHana
IKCNopT MHDOPMaLMK
Opaiisepsb

PucyHok 91 — KHonka «3QkcnopT» B nogpasgene «Cuncrema»

Mpn HeobxoammocTn nameHnte agpec canta Moaynsa B none «Website». Npu HaxaTun

Ha ccbinky «OdmumanbHbIn canT» B OKHe aBTopudauumn (PUcyHok 49) oTKpoeTcs canT ¢ agpecom,

yka3aHHbIM B none «Websitex.

15.8.2 JlnueH3usn

15.8.2.1 JIMueH3uOHHas NonuTUKa

Buabl nuueHsnn no TNy goctyna.

«TpuanbHbiny (Trial) — gemoHcTpaunoHHas (becnnaTtHasa) Bepcusa NPOrpamMMHOro
obecnevyeHusi. He wnmeeT orpaHnyeHMn B  PYHKUMOHANBLHOCTU, HO UMeeT
orpaHnyeHHbIn cpoKk paboTbl — Mogynb Oyaet pabotate Tonbko 14 gHen u BygeT
obpabaTbiBaTb OrpaHUYEHHOE KONMMYECTBO MAdaHHbIX — TONMbko 5 mMogenen c
MakcumarnbHbIM pasmepoM 524 Mb. NpegoctaBnaeTca BO3MOXHOCTb O3HAKOMUTBLCS

C MHTepencom n pyHkunoHanbHocTeo Moayns;

MpumeyvaHune — Moaynb YHKUMOHUPYET, NOKa He HacCTynuUT AaTta OKOHYaHWs OencTens nuueHsun. Ho

HeOOCTYMHa KOHKPETHOMY MOMb30BaTento, Y KOTOPOro UCTEK CPOK TpUarbHOro AOCTYyNa, Npy 3TOM eCTb 7 AHEN Ha

3KCMOPT OGBLEKTOB Yepes NNYHbIN kKaBUHET Ha caliTe.

«KopnopatueHbiny (On-premise) — koMMepyeckoe nporpammHoe obecneyeHuve. ns
paboTbl C TakoOW MPOrpamMMoONn e€e HYXXHO KynuTb. YCTaHaBNMBAETCs Ha cepBepax
3akasuymka. Hukakmx orpaHuyYeHun B (PYHKUMOHANBHOCTU TakKoro MporpamMMHOro
obecneyeHnss HeT, JNUUEH3NEN TNnUWb BapbUpPyeTCa KONMYECTBO  aKTMBHbIX

nonb3oBatenen un ux ponu. [locne wucTeyeHuss cpoka [OencTBUS NULEH3NK
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nporpammMHoe obecneveHune npogormkaeT PyHKLUMOHMPOBaTb, HO He OBHOBNAETCH A0
HOBbIX Bepcu Moayns;

JnueHsnm Moayns ¢ Tunom goctyna «TpuarnbHbliy, «KoprnopaTUBHBIN» — UMEHHbIE, T.€.
cofepxaT KBOTbl Ha KONMWYeCTBO aKTUBHbLIX Morib3oBaTenen tuna «AHanuTtuk». [Ona kaxgoun
nonb3oBaTenbCKOM pPonu NpegycMoOTPEeHO pasferneHne npae AocTtyna K pasgenam Moagyns u K
BbINOJSTHEHWUIO ONpeaerieHHbIX onepauni.

Cnuncok nonb3oBaTenbCKMUX ponewn (TMNoB rnornb3oBartenen):

— «AHanutuk» — cneumanuct, obnagalwun nNpaBamMu Ha co3gaHWe U U3MEHEeHue

NHPOPMALMOHHBIX NaHenen u BUOKETOB, a TakKkKe NpaBoM Ha NPOCMOTP AOCTYIMHbIX
1 NpeaBapuUTeribHO HAaCTPOEHHbIX Moderen.

HacTtponka TMnoB nosnb3oBartesien onucana s n. 15.6.1.
15.8.2.2 3arpy3ka u aKktuBauusl NULEH3UN

[na paboTsl ¢ nuueH3namu B LieHTpe ynpaBneHust nepengute B nogpasaen «JnueHsms»
(PucyHok 92). PaboTta Cc nuueH3nsamMu BKMAOYaeT onepauun gobasrneHust U 3ameHbl dpanna
NULEH3NW, aKTUBaUMW U AeakTMBauUW NULEH3UN, NPOCMOTpa WH(OpMauun o 3arpyXeHHbIX

dannax nMuUeH3unn.

A\ © Mok Her PABREHAR
Mrdopmauuma o nuueHanm

Cucrema OcHoBHana nH$popmauna
Nuuensua Daitn
B

TUEHINH 28.03.2023

00:00

Opaiteepb 30.06.2023

23:59

TpmansHblA

HTOBE MIMEHATS B3N THLEHINN, HEOOXOHMO
BXTVBNPOBATE TEKY LYY THLEHIHI K BO NOJIb30BaT vy

1 30 0

CeobogHble KBOTbI Ha Nonb3oBaTenen

NMUEHIMPOBAHUA ANA ASBKTHBALMK

o 25 0

PeecTp nuueHani
HOMEP NULIEH3UK MEPMOA AEWCTEBNA

g [eaKTUBMPOBATL. 28.03.2023 00:00 - 30.06.2023 23:59

PucyHok 92 — LleHTp ynpaBneHus, nogpasgen «JlvueHsuns»

B nogpasgene otobpaxaeTcs MHopMauns 0 TEKYLLEN NULEH3MN B CNeayoLLIMX NOMsAX:

«Kog ansa aktnBaumny»/ «Kog ansa geaktnBauumny» — Ko, creHepupoBaHHbii Moaynem,

AN NOMyYeHUs KnoYva akTuBauun/geaktmBauum NMUeH3uu;

6nok «OcHoBHasi HopMaUUsa»:
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— «Tun AMueHsnn» — TUN AULEH3MW, COOTBETCTBYHOLUIA BMAY NULEH3UN NO TUny
poctyna (cm. n. 15.8.2.1);

— «Homep nunueHaum» — HoMep NUUEH3NN, CreHEePUPOBaHHbLIA aAMUHUCTPATOPOM
LeHTpa NUUEH3MPOBaHMUS NMpu CO34aHUN NULIEH3NN;

— «[aTa Hayana gencrteuna» — gaTta Havana gencTBust MMLEH3NN;

— «[laTta oKoH4YaHusa OencTBUs» — aata OKOHYaHUA OEeUCTBUS NMULEH3NN.

— 06nok «KomnmmM4yectBO MONb30BATENbCKUX JULUEH3NN» — WMEHHbIE JIULEH3UN,
onpeaenswme KBOTbl Ha KONIMYECTBO aKTUBHbIX MOfb3oBaTenen tmna « AHanmMTmK»
(cm. n. 15.8.2.1);

— 6nok «CBobogHble KBOTbI Ha Monb3oBaTenem» — KONMMYECTBO [LOCTYMHbIX
NoNb30BaTENbCKMX KBOT AN CO34aHMs YYEeTHbIX 3anucer nonb3oBaTtenen tuna
«AHanutnk» (cm. n. 15.8.2.1);

— 6nok «PeecTp nuueH3nn» — UHGOPMaUUA O paHee 3arpy>XeHHbIX JMUEH3NAX B
TabnuyHom Buae, B cTonbuax:

— «Homep nunueHsum» — HoMep NUUEH3UN, CreHEepPUPOBaHHLIA aAMUHUCTPATOPOM
LeHTpa NUUEH3MPOBaHMS NPy CO34aHNN NULIEH3UN;
— «[llepvopg gencteus» — gata Hadana u gata OKOH4YaHUsa OENCTBUS NULIEH3UMN.

[Ana npocmoTpa MHOpMaLMM O paHee 3arpyXeHHOW NULEH3MM OBaXObl HAaXMUTE Ha

3anucb o nuueHsnn. OTkpoeTcsa okHO «Hdopmaums o nnueH3nm» (PucyHok 93).

NHopmaums o nuueHsnm

OcHoBHasa nHbopmMaums

TpuanbHbIn

15.03.2023 00:00 30.06.2023 23:59

KonnuecTso nonb3oBaTenbCKuX NMLEH3UN

PucyHok 93 — OkHO «MHbopmaums 0 nuueH3nm»
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Mocne 3arpyskm chavna nuueHsum B Moaynb HeobXxoaMmo BbIMOMHUTL aKTMBaALMIO
NULEH3NN.

MpuHUMN akTMBauun rnuueH3un: nocrne 3arpys3kn anna nuueHsun B Mopayne
reHepupyeTcs Ko, KOTopbli HEOO6XOANMMO OTNpaBuTb B LIEHTP nuueHampoBaHuss Moayns ons
Nosly4YeHmns Knya akTmBaunm nuueHamu. lNocne BHeCeHUs knova aktusaumm B Moaynb MOXHO
aKTMBMPOBaTb NINLEH3NIO.

[na OTKPbITOro KOHTYypa akTuBauus NMPOUCXOAUT B NOSyaBTOMaTUYECKOM pexume, T.K.
MOXeT OblTb YCTaHOBfiEHa CBSA3b C LEHTPOM nuueHampoBaHus Moaynda. [Ons 3arpysku u
aKkTUBaL MM HOBOM NULEH3MM BLINOSTHUTE crieayoLwme encTBuUs:

a) sarpysuTe HOBYK nuvUeH3uio B nogpasgene «JIMueH3nsa» — HaXMUTE Ha KHOIKY

«MmnopT danna nuueHsnny» n Bbibepute dann nuueHsnm (PucyHok 94);

MpumeyaHne — Ha MOMEHT 3arpy3ku HOBOW nuueH3un B Mogyne He OOMMKHO GbiTb aKTUBUPOBAHHOM

NNUEeH3nn.

VHpopmaums o nuueHsnm

ViHgpopmaLus oTcyTosyer

PucyHok 94 — CtapToBas cTpaHuua gobaBrneHust HOBOW NULIEH3UN

6) aKTMBUPYWTE NULIEH3NIO — HAXXMUTE Ha KHOMKY «AKTMBMpoBaTb» (PucyHok 95).
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WHdopmauma o nuueHsum
Terana
OcHoBHas MHGopMauna

Apaiisep
maeramn TpuansHbiin 06.12.2022 01.01.2024
Konuuecrso nonbaosarenbekux nuteHamii

100 100 100

Ceo6opHble KBOTbI Ha Nonb3oBaTenei

80 92 98

Peectp AuLieHawit

MEP AEHSI nepuop RefCTaIR

06.12.2022 - 01.01.2024

PucyHok 95 — AKTUBaLMM NIMLEH3UN B OTKPLITOM KOHTYpe

B 3aKkpblTOM KOHType MonyYeHWe Koda M BHECEHWE Kroya akTMBauMu MpoucxoauT B
PYYHOM peXMMe TEXHUYECKUM agMUHUCTpaTopom Moayns.

[ns 3arpy3ky 1 akTMBaLUMM HOBOW NULIEH3UN BbINOMHUTE cneayroLlimne AeACTBUS:

a) sarpysuTe HOBYI NuUeH3uio B noapasgene «JIMLEH3Us» — HaXMUTE Ha KHOMKY

«MmnopT danna nuueHsnny» n Bbibepute dann nuueHsnm (PucyHok 94);

MpumeyvyaHue — Ha momeHT 3arpy3ku nuueH3un B Mogyrne He JOMKHO ObiTb aKTMBMPOBaHHOW NIULIEH3UM.

6) CKOHMpyIZTe KoA4 AnA aktnBauunnm IMUEH3NN — HAXKMUTE Ha KHOMKY paoomM € Kogom

aktTnBaumm (PucyHok 96). OTobpasuTcs ysefoOMNEeHne 0 TOM, 4YTO KO, CKONUPOBaH;

MrH$opMaLys o niuensi

08.12.2022 01.01.2024

b b B
e KBOTH Ha NONB3OBaTENe

PucyHok 96 — KonupoBaHuve koga Ans aktMeauumn nuueH3nm
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B) MOMyYeHHbI KOA4 nepedanTe  aAMUMHUCTPATOpPy  LEHTpa  NIMUEH3UPOBAHUS
(coTpyaHuKy, npegocTaBuBweMy ann nuuUeH3un) Ans  nonyyYeHust  Krouda
aKkTMBaLuu;

) aKkTUBMPYMTE JIMLEH3NI0 — YKaXuUTe K4  akTUBauuu, MOMYYEHHbIA  OT
agMUHMCTpaTopa LeHTpa NMUEH3MPOBaHWS, U HAXXMUTE Ha KHOMKY «AKTUBMPOBATLY

(PvncyHok 97).

VH@opMaLMA 0 nMUEHIMN

OcHosHan wHbIpMaLAR

L Tpuansei 06.12.2022 01.01.2024

100 100 100

(CacBonHuie KBOTH Ha Nons3osaTens i

Peectp nnuerawit

PucyHok 97 — AKTMBaLMN NULLEH3MN B 3aKPbITOM KOHTYpe
15.8.2.3 [OeakTtuBauusa u 3amMeHa

[na 3ameHbl hanna nuueH3nm HeobxoaAnmMo AeakTUBMPOBATL CTAPYH NNLEH3UIO.

MpuHUMN geakTMBaUMKN NUUEH3UU: ONS KaXO0W aKTUBMPOBAHHOW nvueHsun B Moayne
reHepupyeTcs Kof, KOTopbln HEO6XOANMMO OTNpaBuTb B LIEHTP NuueHampoBaHuss Moayns onsa
nonyyeHust Kr4va geakrtmsauum nuueHsun. locne BHeceHna knoda geaktmBauuu B Mogynb,
MO>XHO O4eaKTMBMPOBaTb JINLEH3NIO.

[ns OTKPbITOro KOHTYpa AeakTnueauus NponCXoauT B NOyaBTOMaTUYECKOM peXnMe, T.K.
MOXeT ObITb YCTaHOBMNEHA CBA3b C LLEHTPOM NnueH3npoBaHms Moaynsi.

[Ons pgeakTuBaumm CcTapon NUUEH3UM W 3aMeHbl (hanna NUUEH3UM  BbINOSHUTE
cnegyowne OencTeuns:

a) [eakTUBMPYNTE NULIEH3NI0 — HAaXXMUTE Ha KHOMKY «[eakTuBnpoBaTtb» (PrcyHok 98);
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crerens NHpopmauna o nuueHsmm
i —
Peectp nuueHaii
PucyHok 98 — [leakTnBaumn NMLEH3NN B OTKPLITOM KOHTYpe
0) 3ameHuTe pann NUUEH3N — HaXMUTe Ha KHOMKy «BblbpaTb Apyron dann» u
BbIGepute dann nuueHsnm (PncyHok 99);

ime“a MHpopMauna o nuueHsum

e F—

®ain
AMueHzna TpuaneHsIA 06.12.2022 01.01.2024

Bs10paTs APYTof Gaiia -
KonwuuecTso nonb3osaTenbcKnX MLEH3NI

100 100 100

Cso6oaHble KBOTbI Ha Nonb3oBsarenei

79 EE] 29

Peectp nuueHawit

MER nULEHS M nepuon, REiCTaUA

PucyHok 99 — 3ameHa darnna nuueHsnm

B) aKTMBUPYMNTE NIMLIEH3NIO — HAXKMUTE Ha KHOMKY « AKTMBUPOBATb» (PucyHok 95).
B 3akpbITOM KOHTYpe nonyyeHue Koda U BHECEHUe KIlloya JeakTMBauuy NpoucXoauT B
PYYHOM pexumMe TEXHUYECKUM agMuHUcTpaTtopom Moayns.
[na peaktMBauMm cCTapon IUUEH3MM W 3aMeHbl danna  NUMUEH3UUM  BbINOSTHUTE
cnefywouine encTBus:
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a) CKONUpyMTe KOA ANSA AeakTMBaUUW JNULEH3UN — HAaXMUTE Ha KHOMKY psaoM c
kogoMm peaktmsaumm (PucyHok 100). Otobpasntca yBegOMMEeHME O TOM, YTO KOA

CKOMmpoBaH,

Mrdopmauna o nuueHsim

Tomanewi 06.12.2022 01.01.2024

Peectp nHuenanin

PucyHok 100 — KonnpoBaHue koga Ans geaktuBaunmy nnueH3nm

6) nonyyeHHbIn KOO ~nNepedaVite  agMUHUCTPATOPY LEHTpa  NMUEH3MPOBaHUS
(coTpyaHuKy, npegocTaBuBwieMy ann nuuUeH3nn) Ans  NonyyYeHus  Kh4da
[leaKkTmBaLuu;

B) OEaKTUBMPYNTE JULEH3NIO — YKaXUTE KoY [AeakTMBauuKu, MONYyYeHHbIR OT
agMUHMUCTpaTopa  LEHTpa  NMUEH3MPOBaHMS, W HaXXMUTE  Ha  KHOMKY

«[JeaktnsupoBatb» (PucyHok 101);

MHGOPMALIMA O AMLEHIA
uuuuuuu

i
B e Tovwansmsii 06.12.2022 01.01.2024

PucyHok 101 — [leakTMBauun fMLEH3MN B 3aKPbITOM KOHTYpe
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r) 3ameHuTe havn NUUEH3MU — HaXMUTe Ha KHonky «Bbibpatb gpyron dann» wm
BblGepuTe dann nuueHsmm (PucyHok 99);
[) aKTUBMPYWTE INULEH3UI0 B COOTBETCTBUM C OMUCAHUEM aKTMBaUUW O11S1 3aKpbITOro

KOHTypa, NPMBEAEHHOTO BbILLE.
15.8.3 [OpanBepsbl

Mogpasgen «panBepbl» HE UCMONb3YyeTCs.

15.9 AsapwuitHble cuTyaumm

BosHukatowme npu pabote ¢ Mogynem HelwTaTHble CUTyauuK U CNOCOObLI UX peLleHns
onucaHbl B Tabnuue Huxke (Tabnuua 43).

Tabnuua 43 — OnucaHne HewTaTHbIX CUTyauui

CoobuweHne/ MpuunHa BbiBopg oWIMGKM Ha aKkpaHe/ DencTtBuAa nonb3oBartens/
Ha3BaHMWe OLWNOKKN nosiBrieHus KOHCONM cnoco6bl ycTpaHeHus
404 — not found B agpecHyto | 404 — not found [MpoBepbTe NpPaBMIILHOCTL BBOAA
CTPOKYy  BBefeH CChISIKM B afjpeCHO CTpoke web-

HeBepHbIit agpec

Gpaysepa

Owwnbka Banugauun | HesepHo BBegeH | lNpu asTopusauum B Mogyne | B OKHe naeHTnrkauum
OaHHbIX noruxH/naponbs oTobpaxaeTca yBegomreHne ob | nonb3oBaTens 3aHOBO
owwubke: «Owmnbka Banupaummn | 3anonHutTe nons  «JlormH» wm
OaHHbIX». B koHconu: | «[Maponby, npeasapuUTensHO
"success":false,"error":{"code™:42 | npoBepMB, He BKMNKOYEHa U
2,"message":"Ownbka knasuwa <Caps Lock> wu
Banuaauum NpaBUbHOCTb BblboOpa

AaHHbIX"},"data":{"username":"He
yoanocb  aBToOpu3oBaThCHd B
cucteme"}}

pacKknagku A3bika

dann He HanageH

dann  nuueHsnu
He BMOHTMpPOBaH

"success":false,"error":{"code":40
1,"message™:" JlnueHausa: Pann
He HargeH"}}

O6patutecb K TeXHU4eCckomy
agMuHucTpaTopy Moayns

Owwnbka
yTeHus/3anmcum

HeT npaB yTeHus
3anucn B hann

"success":false,"error":{"code":40

1,"message":"NnueHauns;:Owmnbka

O6patntecb K TexHU4eckomy
agMuHucTpaTopy Moayns

HacTynun "}}

nnueH3num yTeHusa/3anncn"}}
Owwubka dopmaTta HapywieHne "success":false,"error":{"code™:40 | ObpaTnuTecb K TEXHUYECKOMY
LLemnoCTHOCTH 1,"message":"lnueH3uns: agMmuHucTpartopy Moayns
AaHHbIX  danna | Owwnbka popmara'}
nuueHsnm "
Tenepb ero
HEBO3MOXXHO
paclwmdpoBaTb
Cpok aencreus {"success":false,"error":{"code":4 | ObpaTutecb K TEXHUYECKOMY
NUUEH3Nn elle He 01,"message":"llvuensusa: Cpok | agMuHucTpaTopy Mogynsi
HacTynun OEVCTBUST  JIMLEH3MM elle He
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CoobuweHune/ MpuuunHa BbiBopf oWMGKM Ha akpaHe/ HdencTtBuA nonb3oBartens/
Ha3BaHWe OLMNGKH nosiBneHus KOHCONMU cnoco6bl ycTpaHeHus
Cpok aencTeus {"success":false,"error":{"code™:4 | Obpatutecb K TEXHUYECKOMY
NVLIEH3MN UCTeK 01,"message":"IlnueHsna: Cpok | agmuHucTpaTopy Moayns

OEencTBust NULEH3nN uctek"}}
HeBepHas gaTa Beima  nmonbiTka O6patutecb K TeXHU4eckomy

M3MeHeHUss gathbl
M BpemMeHu Ha
cepBepe

agMuHucTpaTopy Moayns

Owunbka gomeHa

dann  nuueHsnn
He npuBs3aH K
OOMEHY

{"success":false,"error":{"code":4
01,"message":"luueHauns:
Owunbka gomeHa"}}

O6patutecb K TeXHU4EeCKoMy
agMuHucTpaTopy Moayns

YkasaH
HEKOPPEKTHbIN
nposangepa

id

B Ganne
svody.config B
cekunm

Bars.Authorizatio
n B napameTpe
«Providerld»
HEKOPPEKTHO
3adaH id
nposavigepa

Mpun nepexoae B pasgen «Cnmcok
aHanUTUYECKNX BbIGOPOK»
owmnbka «Moacucrema
aHanuTMKn BPEMEHHO
HegocTynHa.ObpaTntech K
agMuUHUCTpaTopy»

MNpn atom B norax B danne
AW.log:

|[ERRORJAW|Owunbka
aBTopm3saumm B AW|

{"success":false,"error":{"code":4
04,"message":"He HangeHo: 5"}}|

System.Net.Http.HttpRequestExc
eption: Response status code
does not indicate success: 404
(Not Found).

B danne svody.config B cekuum
Bars.Authorization B napametpe
«Providerld» 3agatb KOPpPEKTHbIN
id npoBanaepa

Id npoBavgepa ykasaH B AW
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16 HacTtponka oTobGpaxeHuUsa MeTpUK cepBuca opm

B npunoxeHuun cepsuca oopm peanusoBaHa BO3MOXHOCTb 3KCMOPTa pasfnnyHbIX MEeTPUK
B Prometeus. [Ina npocMoTpa N MOHUTOPUHIa 3Ha4YEeHU METPUK PEKOMEHOYETCS UCMONb30BaTb
WMHCTPYMeHTbl Bu3yanusauum Grafana, T7.k. B Grafana ecTb BCTpoeHHas nogaepka UCTOYHUKOB
AaHHbIX prometeus.

Taknum obpasom, nepea TeM Kak BKIOUYUTbL COOp METPUK, HEOBXOANMMO (kenaTenbHO Ha

OTAENbHOM CepBepe) pa3BepHYTb 1 HACTPOUTL NpunoxeHne Prometeus u Grafana.

16.1 YcrtaHoBka Prometeus

YcTaHoBKa npunoxeHnsa Prometeus ocywecTBnsieTcs cornacHo oduumanbHbIM
WHCTPYKUUSAM,  pacnosyiokeHHbIM  Ha  camTe  paspabotuMka npogykta  Prometeus:
https://prometheus.io.

Mocne npoBeneHna yctaHoBkM Prometeus ganbHeunwee KOHUrypuposaHue npoxoant

nocre yCtaHOBKU NPpUNoXxeHund Grafana.

16.2 YcrtaHoBka Grafana

YcrtaHoBka npunoxenuss Grafana ocyuwectBnseTcs  cornacHo  oduumanbHbIM
WHCTPYKUMSAM,  pacrnonioXeHHbIM  Ha  cauWTe  paspabotumka  npopykta  Grafana:
https://grafana.com.

Mocne ycnewHoro npoBeaeHust YycTtaHoBkn Grafana MOXHO nepexoguTb K

KOH(UIYypUPOBaHMIO NPUSTOXKEHNI

16.3 HacTtpoiika meTpuk co ctopoHbl CBOAOB

UToObl BKMOUNTE PYHKUMOHANBHOCTL METPUK, Heobxooumo oTpedakTupoBaTb hamn
KOHpurypaumm metrics.json B nanke Config:
{

"metrics": {
"enabled": true,
"port": 12345

3HayeHne enabled = false NO3BOMSET OTKOYMTL COOP METPUK BO BpeMsi paboTbl

NPUNOXeHUs.
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3HayeHne port 3agaeT HOMeEp FOKanbHOro MopTa Ha cepBepe, Oe pasBepHyTO
NpUrNoXxeHue, Ha KOTOpoM OydeT OOCTynHa KOHeYyHasi Touka C AaHHbIMM MEeTpUK B dhopmare

prometeus no url Buaa http://localhost:{port}/metrics.

16.4 MeTpukn, peanusoBaHHbIe B NPUNOXEHUN CEpBUCA OTYETHLIX hopm

Tabnuua 44 — MeTpukn, peanu3oBaHHble B NMPUIOXEHWUN cEPBUCA OTYETHBLIX hopM

MeTtpuka 3HayeHue

Http

http_request_duration_seconds BpeMsi BbINoSNiHeHMs http-3anpoca B cekyHaax

http_requests_received_total obLee KonmyecTBo 0bpaboTaHHbIX 3anNpoCcoB

http_requests_in_progress KONMNYECTBO aKTMBHbIX 3arnpocoB

Grpc

grpc_requests_received_total obuwee konnyectso npuweawmnx GRPC-3anpocos

Dotnet

dotnet_gc_allocated_bytes_total

obLwee kKonmyecTBo 6anT, BbigENEHHOE AMs YNpaBrisgeMoun Ky4um

dotnet_gc_pause_ratio

NPOLIEHT BPEMEHU, KOTOPOE NPOLLECC NPUMOXKEHNE NOTPATUI Ha
cbopky mycopa

dotnet _jit_il_bytes

oblee Konu4yecTBo GaWT, BbiAerneHHoe npu Komnunauum IL-
Koda

dotnet_gc_heap_size bytes

pa3mMep MOKONEHWIN N Kydn Bonblumx 06beKkToB B GanTax

dotnet_total_memory_bytes

obwun obbem BbigeneHHon namaty paHTanmy DotNet

dotnet_threadpool_timer_count

KONMM4eCTBO aKTUBHbIX Taﬁmepos nyna noTOKOB paHTaVlma
DotNet

dotnet_gc_collection_count_total

KOnn4ecrtBo 060p0|< MycCopa C pa36VIBKOIZ MO MOKOJTIEHNAM

dotnet_exceptions_total

KOJTMYECTBO UCKITIOYEHUI

dotnet_collection_count_total

o6Luee KonmyecTBo cOOpPOK Mycopa

"pynna meTpuk no paboTe ¢ threadpool

'pynna meTpuk no paboTte ¢ cokeTamm

MeTtpukn OC

"pynna meTpuk "system_

oTpakaeT nokasartenu padotkl dotnet runtime

node_memory_PageFileFree

MaKcMMasibHbIi 06beM NaMATH, KOTOPbIA MOXET GbiTb BblAeneH
npoueccy
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MeTpuka

3HaueHue

node_memory_MemoryLoad

uncrno ot 0 go 100, ykasbiBatollee NpUONN3NTENBHbBIA NPOLIEHT
ucnonb3dyemon ¢uaundeckon namatn (0 o3Hayaet oTCyTCTBUE
ucnonb3oBaHua namatn, a 100 — nonHoe wncnonb3oBaHue
namsiTu)

node_memory_VirtualTotal

pasMmep BUpPTYyanbHOro afpecHoOro MpocTpaHCTBa Mpouecca B
GanTax. JTO 3HavyeHMe 3aBMCUT OT TuMa npouecca, Tuna
npoleccopa u KoHdurypauum oOrnepauuoHHOW CUCTEMBI.
Hanpumep, ato 3HaveHue cocTtaBndet npubnuautensHo 2 b
ans donbluMHCTBa 32-paspsigHbiX MPOLIECCOB Ha mnpoueccope
x86 n npmubnusntensHo 3 b ana 32-paspsagHbIX npoueccos,
KoTopble MoAAepXuBaloT Oonbline agpeca v paboTtaloT B
cUcTeMe C HacTponkon Ha 4 rurabanTa.

node_filesystem_avail_bytes

CBobogHOE MecTOo Ha aucke

node_cpu_seconds_total

BpeMsi paboTbl LI B pa3nuyHbIx pexmmax

node_filesystem_size_bytes

obwun pasmep Bcex aUckoB anoBom CUCTEMbI

node_memory_MemFree

00bem AoCTynHoW chmamyeckon namatT B 6antax. To oobem
dusmyeckon namMaTh, KOTOPbIA MOXeT ObiTb HemMeaneHHO
NMOBTOPHO Wucnonb3oBaH 6e3 npeaBapuTenbHOW 3anucu ee
COOEPXKMMOrO Ha ANCK

node_memory_ MemTotal

06wt 06beM onepaTMBHOM NAMATK

MeTpuku npunoxeHus cepeuca opm

cells_chunk_read_time

BpeMs B MC YTeHuns Habopa 3HayeHun sueek u3 b

cells_chunk_mirror_read_time O

BpeEMSA B MC YTeHUS Habopa 3Ha4yeHuIn si4Yeek 3epkana AaHHbIX
dopmbl 13 B

cells_chunk_snapshot_read_time

BpeMsS B MC 4TeHus Habopa 3Ha4yeHuIn sveek crnenka AaHHbIX
dopmbl 13 B

cell_read_time

BpeMsi B MC YTEHUSA 3HAYEHUsI OgHOMN a4erikn 13 b

cell_mirror_read_time

BpeMs B MC YTEeHUSA 3HayYeHus 3epkana ogHou adenkn ns b

cell_snapshot_read_time

BpeMsi B MC YTEHUA 3HAYEHMS Cnenka ogHomn ayenkn ns b

cells_cache_hit

KOJTMYECTBO YTEHUIN U3 K3LLA 3HAYEHNIN A4eek

opened_forms

KONMUYECTBO OTKPbITBIX hopM
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17 HacTtpouka ssl-ceptudukara

MprumeyaHue: MHCTPYKUMS MO HAacTPOViKe HOCUT peKoOMeHAaTENbHbIN XapakTep.

B cnyyae ncnonbsosas MM CBoAbl KaK MOAYAA B paMKax APYron cuctemol, nmbo ms
MM CBogbl Heob6x0AMMO OTKpPbIBATb Apyroe npunoxeHue (AusanHep oTYETHbIX GopM,
KOoMnNOHEeHT aHanm3a AaHHbIX U T.4.), TO 06A3aTeNbHO HYXXHO HACTPOUTbL A0CTYNn no https-
npoTtokony. CepTudunKaT A0NKEH ObITb 4OBEPEHHBIM, HE CAMONOANUCHbIM. CepTUDUKATBI,
BblAAHHble Yyepe3 [ocycayrm NONHOCTbIO NOAX0AAT ANa pabotocnocobHocTn Cuctemol.

Camu cepTndKaTtbl 06bIYHO BbIAIOT C pacwmpeHnem .crt unm .pem. COBMeCTHO C
cepTUPUKATOM TaKKe BblAAETCA KAoY ¢ pawnpeHmem .key. CeptuduKat u Ky moryt
6bITb NpepocTaBieHbl oAHMM pannom. CEKpPEeTHbIA KoY cleayeT XpaHuTb B daine ¢
OrpaHMYEHHbIM AOCTYNOM (NpaBa AOCTyNa A0AXKHbI NO3BOATL IMABHOMY Npoueccy nginx
4yuTaTb 3TOT pann).

Hu)ke onucaH npumep KOoHOUrypauum nginx B KayecTBe MNPOKCU-CcepBepa AnA

TepMnHUpoBaHuA SSL TpaduKka (HacTpoiKa https).

MpumeyvaHue: [Ona KOMNOHEHTa aHanuM3a LaHHbIX HEOOXOAMM OTAEnNbHbIM AOMEH. [nsi ocTanbHbIX

komMmnoHeHToB [N CBoAbl MOXHO UCMOMbL30BaTh OHO JOMEHHOE UMS.
17.1 HacTtpowuka npunoxeHus CesoaoB

1. Hangute camn nginx.conf n cosgante ero pesepBHyto konmto. OBbIYHO 3TOT hawns
HaxoguTcs B /etc/nginx/nginx.conf.

2. OTkpounTe 3TOT hann B TEKCTOBOM peaakTope N U3MEHUTE CEKLMIO Server:

server {

listen 80;

listen 443 ssl;

server name your domain.com;

ssl certificate /etc/ssl/certs/your domain.crt;
ssl_certificate_key /etc/ssl/certs/your domain.key;

}
17.2 Hactpouka cepBepa KomnoHeHTa aHann3a AaHHbIX:
1.MepenanTte B anpexkTopuio, rae pacnonoxeH Moaynb, Hanpumep:

cd /opt/aw/

2.0cTaHOBUTE KOHTENHEPDI:
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docker-compose down
3.Cospgante pe3epBHYHO KOMUIO KOHMUIypaLuMOHHbIX (hansos:
cp /opt/aw/docker/nginx/nginx.conf
/opt/aw/docker/nginx/nginx.conf.bak
4.CoxpaHuTe pe3epBHYI0 Konuio koHduros Moayns (.env, a Tak xxe gsa daunna .yml ns
anpektopun AW)
5.CkonupynTte dannbl cepTudukata mn knoda B anpektoputo /opt/aw/docker/nginx/
Hanpumep:
cp /path/to/your domain.crt /opt/aw/docker/nginx/
cp /path/to/your domain.key /opt/aw/docker/nginx/
6. OTkpounTe pann /opt/aw/docker/nginx/nginx.conf B TEKCTOBOM
pefakrope.
7. [JobGaBbTe cnepytoLlyto cekumto B doann:
listen 443 ssl;
ssl certificate /etc/ssl/your domain.crt;

ssl certificate key /etc/ssl/your domain.key;
8. OTkpbiBaem docker-compose.yml , pacnonoXeHHbIn No Nyt /opt/aw/docker-

compose.yml
B TEKCTOBOM pefaKkTope U ,D,OﬁaBJ'IFIeM B CEKUUNU:
- ports:

${AW FRONTEND HTTP PORT:-80}:80
[obaensem nopt 443 ana HTTPS:

${AW FRONTEND HTTPS PORT:-443}:443
[anbLe:

Mocne cTpoku

restart: always

M3meHnTe cekumo volumes Ans npobpoca ceptudmkaTa n Knova B KOHTENHEP:

- volumes:
./docker/nginx/nginx.conf:/etc/nginx/nginx.conf

D,O6aBJ'IF|eM croga.:
./docker/nginx/cert mz63 2.pem:/etc/ssl/your domain.crt
./docker/nginx/cert mz63 2.key:/etc/ssl/your domain.key
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9. CoxpaHute nameHeHus. NogHMMNTE KOHTENHEPBI C Nepeco3aaHneM:

docker-compose up -d —--force-recreate
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18 ABapuMHble cuTyauum

BosHukatowme npu pabote ¢ CucteMoM HewTaTHble CUTyauun, MPUYUHBL KX
BO3HWKHOBEHNSA 1 COCobbI pelleHns onucaHbl B Tabnuue (Tabnuua 45).
Tabnuua 45 — ABapuiHble cuTyaumm
MpuynHbl
CnocoO6bl
Ne HasBaHue owmnbku BO3HUKHOBEHMU
5 yCTpaHeHUA
1 | Owwnbka 404 Cepsep He | Yoanute cookie wu3
MOXET web-6paysepa
pacno3HaTtb
3anpoc,

OTNpaBfeHHbIN
web-6paysepom

OTKpbITWM
OTYETHOWN
dopmbl "
Oo3Ha4vaeT
oTcyTCcTBUE
HY>KHOWN
BubnuoTtekn
JOMKHbI
XpaHUTbCS B
KaTanore
«AddInLib» Ha
O[HOM YPOBHE C
«biny»

Api.

2 | «OutOfMemoryException» HeobpaboTaHHa | lMpwu nosiBNEeHWN
A olwmnbKa | Takon oLnOKM
paboTbl Heobxoaumo
NPUoXeHus npoBepuTb
BCTpeyaeTcs KOMNM4ecTBO
npu HepgoctaTtke | cBobogHon
onepaTuBHOWN onepaTMBHOM NaMSATK
namatn Ha Web- | Ha Web-cepBepe
cepsepe. NPUNOXEHNS

«CBoabl».
3 | Ownbka KOMNUNALUN MAKPOCOB hOpPMbI BosHukaeT npu | Heobxogumo

O6HOBUTL hanrnbl B
nanke «AddinLib» Ha
web-cepBepe n3
anctpubyTtusa

4 | Owwnbka nogkntoveHus k BI. CoobuweHne «He HampeH dann
HaCTPOEK»

OtcyTtcTBME
BO3MOXHOCTM
npoyecTtb cpann
«lMpunoxeHne.6
apc»

Heobxoaumo
npoBepUTb
cogepxmmoe anna
«MpwunoxeHne.6apc»
, paboToCcnocobHOCTL
CYb[

5 | OTobGpaxeHne aatbl B nevaTHoM hopMe Ha aHITIMNCKOM S3blke

Jarta
oTobpakaeTcs B
Buge «January,
1»

[NobaBbTe B dhann
«svody.config»
ceKumio:

<globalization>

<Culture>ru-
RU</Culture>
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MpuynHbI

Cnocobbl
Ne Ha3BaHue own6ku BO3HMKHOBEHU
a ycTpaHeHus
<UiCulture>ru-
RU</UiCulture>
</globalization>
7 | CoobweHune «Bpemsa ceccum nctekno» Cpabotan tanm- | NoBTOpHO
ayT Ha 3anpoc, | aBTopu3ymnTecb B
nmbo Cucreme
npunoxeHue
nepesanycTtuno
cb. BosmoxHa
KpUTU4YHas
oLmbka,
KoTopas
npvBOAUT K
OTKasy
NPUIOXEHNS
8 | Ecnu B nore npu oTkpbITMM Cnincka AB owwimnbka HekoppekTHas Heobxoanmo B
HacTpowka KOHdure npoBepuTb
aBTopusaumu, KOPPEKTHOCTb
[ERROR|AW|Owwnbka aBTopusaumm B AW| MnoaToMy OHa He | 3apanHoro Id
npoxoauT.

{"success":false,"error":{"code":404,"message":"He HangeHo:

5"}

System.Net.Http.HttpRequestException: Response status code
does not indicate success: 404 (Not Found).

at
System.Net.Http.HttpResponseMessage.EnsureSuccessStatusC
ode()

at
BARS.Svody.Web.Host.Areas.Security.Aw.OpenldAwAuthClient.
GetTokenAsync()* at

System.Net.Http.HttpResponseMessage.EnsureSuccessStatusC
ode()

at
BARS.Svody.Web.Host.Areas.Security.Aw.OpenldAwAuthClient.
GetTokenAsync()

<Providerld>5</Provi
derld>
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JlucT peructpaumm nsameHeHum

Dara

" Bepcus Bepcus ABTOp -
3M. BHECEeHUA - KpaTtkoe onucaHue nameHeHum
Cuctembl | OOKyMeHTa - M3MEeHeHUn
M3MEeHEeHUN

1 5.0 1 09.07.2021 LLkonbHas E.O. [lokymeHT co3gaH

2 5.0 1 27.10.2021 Kykosa A.W. [Nob6aeneHbl n.: 12, 12.1

3 5.1 1 21.04.2021 Xanutos M.T. [ob6aeneHsbi n. 13 1 n.14.

4 5.1 2 09.06.2022 Paxnmosa H.[. [ob6aeneHbi n.: 7 — 12

5 5.1.1 1 27.06.2022 MbipuxmHa E.B. OG6HoeneH n. 13.1

6 5.2 1 25.11.2022 Mawykosa M.WU. [okymeHT aKTyanuanposaH
B paMKkax COBEpPLUEHCTBOBAHUSA
nnatgopmbl

7 5.2.3 1 13.02.2023 Xomuk A.B. McnpaeneHbl opdorpad. "
NYHKTYaLNOHHbIE omobKun.
AkTyanuanpoBaHbl: OnpegeneHus,
0603Ha4YeHuns n cokpatlenu, n. 4.8

8 5.24 1 14.03.2023 Banuesa 3.U. HokymeHT aKTyanusmposaH
B paMKkax COBEpLUEHCTBOBaHMS
nnatgopmebl, n.12

9 5.25 1 17.03.2023 Jlebepera A.P. O6HoBneHNe  MHdopMauun Mo
KomMnoHeHTy aHanm3a gaHHbIX

10 5.3 1 28.04.2023 Xomuk A.B. HoGasnexwbl n.: 155 - 15.9.
O6HoBneHbl n.: 10.1, 14.1.1, 14.1.2.

11 5.3.0 2 15.06.2023 Tapaceswy E.B. AxTyanunsnpoBaHbl: 2.3, 3.2, 4.6, 4.7,
5, 5.5, 5.6, 6.5, 6.6, 7.5, 9.1, 10.1,
12.1, 16.
HobaeneHo: 16.4

12 5.3.0 3 30.06.2023 MbipnxunHa E.B. OokymeHT oTdpopmatupoBaH Mo
FOCT 2.105-2019

13 5.3.2 1 13.09.2023 Tapaceswy E.B. [Hob6aeneH n. 15.5, n. 16.3.
AkTyanusupoBaHbl: n. 2, n. 4.6, n.
55 n.6.5,n. 75, n. 7.4,n. 10.1, n.
18

14 533 1 03.10.2023 CaBenbeBa E.B. OdokymeHT oTcdopmaTUpoBaH.
AkTyanmsmpoBaHbl  OnpegenexHus,
0603Ha4YeHns 1 cokpaLleHus

15 5.3.4 1 16.10.2023 Canaxos C.P. [Hob6asneHbin.: 4.12,5.11, 6.11, 7.11
AKTyanuaupoBaHbl n.: 2.4, 2.6, 4.10,
5.9,6.9,7.9

16 5.34 2 17.10.2023 Canaxos C.P. Aktyanusuposansbl n.: 10.11, 15.9

17 5.3.6 1 09.11.2023 Tapacesuy E.B. AktyanusnposaH n. 10.4

18 5.3.9 1 19.01.2024 Canaxos C.P. AkTyanmauposaH n. 10.4
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OaTa

" Bepcus Bepcusa ABTOp -
3M. BHeCeHuA - KpaTkoe onucaHue nsmeHeHun
CuctemMbl | AOKyMeHTa . M3MEeHeHUN
M3MeHeHUMN
19 5.3.11 1 09.02.2024 Canaxos C.P. AkTyanuauposaH n. 10.4
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